Microsoft Dynamics CRM 2011 S8 E K URSFH
AF

N—232 550

V. “ Microsoft Dynamics CRM



AEF2AVME ATFRIEDGVRRKRBEZDOFFRRBESINDLDTY . COFFaAVMIEHSATL
BEHRPORE (URL EDAF—F vk Web YA MIBETHEH/RESD) (& FHRFELLICERFSL
BIENHYFET . BEKIL. TOFERICETIIRIZEIBLDELEFT,
ARFAVNTHEALTORD YU TILEFIROAZE BHELTREENTSY, WTALEZEDLDT
¥, RETHEMEF—UBEROYEE A,

CORFaAVRE, Microsoft B DA EIEICRT HEMNTIENZLESFITHEITHLOTES
UEHA, REMGESEENIZRY . CORFIAVNEERLTERTHIENTEET,

© 2012 Microsoft Corporation. All rights reserved.

Microsoft, Active Directory. ActiveX. Azure, BizTalk, JScript. Microsoft Dynamics. Outlook,
SharePoint, SQL Server, Visual Basic. Visual Studio, Windows., Windows Server, & U Windows
Vista . K[E Microsoft Corporation S XU/ E=ITFDEESHDEETT,

ZTDOMDTRTOBEERE. TENENDREEDHEMTY .



=P/

Microsoft Dynamics CRM 2011 3B S di T R o T A R oo eee s eees s eeees s ssess s ees s seess e 6
bR By B DY 7 b OO 6
CORFIAVMIDNTAAUIEEIET D CERAB EUIRTTIT AR remeresmeesssssssssssssesssssssssseseees 6
MicCroSOTft DYNAMICS CRIM OD 3B P ..ot e e e e e e e eae e e e ee e ee e eeasee e seeeees e s et eeeeaseemeseeeseeaseeesssemsees 7
Windows PowerShell Z{# FH L 7= Microsoft Dynamics CRM BRIAR T EBIEF R oo 7
Microsoft Dynamics CRM 0/ T £ T Bl T E T oo ooovveveeeeeeeesessseseeeeeesesssssseeesssssssessessssessssessssssssessesssssssssssenesssn 7
)R 2y B = DY (D Y T kS SO 8
BB T B ..ot eee e eee e et see et oot oottt e e et ee s e e s eeee e 8
Microsoft Dynamics CRM 2011 BBBHMDFBEN ..........oeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeee e seees s eeeseessesseeseese e sees e 8
/DY N = A1 Y 7 oSS OSsSTSSN 8

Microsoft Dynamics CRM T—AR—XZ#R LR AL AN D RI®D SQL Server H KU SQL Server
Reporting Services B—/\—IZF&EfL . Microsoft Dynamics CRM Server 2011 ZEEFEDH—/\—

P -1 U= < N 9
Microsoft Dynamics CRM Server 2011 &> Microsoft Dynamics CRM EBB%. BICF AL RZET-
(FANDEAA R CEBBILE T o oo ssssesssssssssssssessssssesssssssesssssssessssssssssssssses s 11

Microsoft Dynamics CRM Server E71=|& Microsoft Dynamics CRM H—/\— O— )LD 1 D& HL
F9, 1=12L. SQL Server XU SQL Server Reporting Services —/N\—[F,. FDFEFFEELET,

.................................................................................................................................................................................................... 12

B B TE B oo e e e e e e e s e e e e e e e s e s es e s es e ee e ee e eesaees e esneeen 13
Microsoft Dynamics CRM H—E R T 3T R ZE TR ..o e eeeeeesee e eeeee e eee s ee s s eesn 13
{&1EEE1TL 1= Microsoft Dynamics CRM H—E X FH DI URDZET ..o seeeeeeeeeesseeenesnone 13
(o2 Y VN =X Iy e el Qi oy IV S =55 = < SO 14
RS R X I Va3 i B N 14

B B TE B oo e e e e e e e s e e e e e e e s e s es e s es e ee e ee e eesaees e esneeen 15
WINAOWS TR D B0 oo e e e es s eee e es e ee s es e s 16
BETEEIE B ..o eeeeeeeeeeeee oo eeeeeeeeee e oo e eereeeee oo ereeeee e eemreeeeeeeee 17
S ke b IO N AR AT D WA T a1 1 g Yo 17
BB L TRIRESNSIERIAD I T DEERE T BITIE e 17

B B B B oo e s e e e e s e e e s e e e s e e s es e s es e s e s eeseeen 18
Microsoft Dynamics CRM D EEHRERNT T ILS T A/ oo 18
) S T D PR S oo e e e e s e s e s e e e e e s s ees e s s es s es e 18

R L REEEE ....oceeeeeeeeeeeeeeeeeesesesssssesesesssesesssssssssssssssssssssssesesesesesesssssssssssssssessssssesssssssssssesssssssssssssssssssssssssesssssssssssesssssssssssesesenens 18
Microsoft Dynamics CRM BBBHL A /NJIL FL R oo sesse s s ses e 18

Microsoft Dynamics CRM Server LN LD L R ... ooeoeeeoeeeeeeeeeeeeeeeeeeeeese e eeeeeees e sees e seeaeseesesenens 20



SQL Server Reporting Services Fi Microsoft Dynamics CRM L7R—HEERE#EEE(Zf 3 BRL— R D

FEBIAE o 21
Outlook A Microsoft Dynamics CRM DML —ZM BTN .oooeoeeeeeeeoeeeeeeeeeeeeeeeeeeeseeeeeeeeeeseeeeeeeeeen 22
Microsoft Dynamics CRM 2011 Fi System Center Monitoring Pack..........o.coeneeoreeeieeeeseeesseesesesseessseennns 23
Microsoft Dynamics CRM 2011 D /NT AR DB .cooooeeeeeeeeeeeeeeeesseeeseeoessseessssssssssssssssnnasseee 23
23D OO 24
Microsoft DYNAmiICS CRM 201 1 0D B E oot eeeees e e ee s ese s e e eeseseeesesese s ssemsseee e eeseeesesseseeeesesenesee 24
CDRE YT DIPATE coeoeoeeeeeeeeseee e s 555 25
Microsoft Dynamics CRM 2011 YR P Y TEET T T S La oo eeeesee e 25
Microsoft Dynamics CRM 2011 7 Y4 —2a> OBEHFHTAY FLDA—ILT YT o 25
Microsoft Dynamics CRM BBET T AT S LDERITER R ..ooooeeeeeeoeeeeeeeeeeeeeeeeeeeesesseeeeeeeeeeesees s 25
BHTOT L O JLT I T DBUBR oo sssssss s s 26
S b B N m e [y A X OO 27
Microsoft Dynamics CRM 2011 OBEHTOT S LDA—)ILT7 VT IZDVWTIKFELNDEM ......... 27
BHIOTSLOOA—LTYTEED &SI/ —SIEENTOET Do e 27
B D Microsoft Dynamics CRM 2011 BEH7ASSLOA— LT YT IE A TT Do oo, 28
BRHOEH IOV ZLOO—IVTYTERRAICSERATIDENHBYET Do s 28
AVA—ILzETEH IO S LOA—LT YT DEBIMBRABETT Do s 28
BHTOT S LDEA— T YT [EBIEHITT Do sttt 28
FLOWEHITOTSLOO—ILTYITEBRATHHEIC. LRIOEHFTOITSLOO—LTvITEHE
=2 R Y A AN S LI S I )T 29
BHTOTSLOO—LTITEEDLVDFHET))—RENDFETT Do worrrririri 29
BHIOTSLD))—RADBEMNEZTERBDIZIEESTNIEENTT Do e 29
BHTATILOO—LTITEEDESILIEFTERATIVENBYET Do e 29
OAVEA—A—ICA— LTIV T D EREBEANEINEEINOBIZIEESTNIEENTT M e 30
BEIREETE B ..ooooeeeoeeeeeeeosee s 30
Microsoft Dynamics CRM 2011 D /\T#4—< UV ZAD AL EFRIEAE ..ooooooeeeeeeeeeeeeeeeeeeeeeee s 31
08 ST | ISRV YaRe 0 wh Ly B oo 31
TIS DD B oo eeesese e eeeeeme e ee e et ee e eeee e eeeeene 31
DAILAR ZFr 2 & Microsoft DyNamics CRM .........o.cecerreeeerssieeessssmseessssssssssssssessssssssssssssssssssssssses e 32
Microsoft Dynamics CRM D /NT4— 2 AERK B AEIZBI T DY & oo sseen 32
£53 2= = OO OO 33
Microsoft Dynamics CRM Server 2011 D BE R 0D B RE ..o oo eeeee e eee s eeeeeeeee e seeee e s seeeeseenesee 33
CDRE Y MDIPAZR oo 33
"7 F)4r—3> F—)L 'CRMAppPool’ ZZHL TS THEREEBERICTS—ARELFELE" &
(RS AT Sty N w A) Ky e SV W u By A balro 3o 3 oI oo 34
D) T IV —2a0 T —N— IS—NFELFELS, " EWVITS5— AyE—UM, YILFTFUb
BORATLR—FEEITUIIELTZEZTITIRIREIND e sssssssssssnse 34

HESEERLESELIZEEIZ "T5—: SQL Server {0} AMERATEFEFHA ELVDIIS— AytE—UM
R TR AU et eeeeeeeeee e oot et 34



A—H—ZHMLEISELIEEIC "I — WBESNI=AT O IMEI Y —N—[ZFHELFEA

T ENSIT— AYE =D DIIRIREALD oo s 35

AD FS 2.0 #{F AT 5B A D Microsoft Dynamics CRM E/NA JLIZBIT BRARE oo 35
ENAIL TINARAEFHALTLVSEZIZ Microsoft Dynamics CRM ZH A7 IR TEAL ..., 36
—BOT7T)r—30 R=UTIEENAMIL A—HF—ITHLTRREDBPTFZLRITED s 36
SQL Server 2008 R2 M EIEL TL\HaVE 1 —5—T CPU fERZEA 100% THAH_EATRENS... 36
BEIREETE B ...oooeooeeeeeeeessseesee s s s8R 36
Microsoft Dynamics CRM S/ R T LsOD I NI T U T oo eeeeeessese e ssess s sseesess s ss s ss s ssss 36
TDRE Y MDIPAZ oo sses e 37
INID TS TBEIEDIEE ..o s 37
INUDT I T DFEFEDIBIR ....oooioeoeeeeeeeees e ssss s s s s s e 38
WINAOWS SEIVEE D7 XU T T ....ooooeeeeeeeeeeeeeeeeeeeeeeeessessssessessssssssssssssssssssssssssssssssssssssssssssesesssssssesssssssesssssssssssssssssssssssesesens 38
ACHVE DIrECLOPY (D 7N T T oooeeoeoeeeeeeeeeeeeeeeeeeeeeses e eeeeseeseseeesses s essssssssees s s s esesesssseesensssesssseesessssesesenens 38
SQL Server M/ N7 YT (Reporting Srvices ZBA) ...oorurrmrrmmsirrssssnssossssssssssosssosssosssossss e 39
Microsoft Dynamics CRM Server 2011 DD /NI T T oo eeeeeeeeseeeeeesseeseeesess e 41
HRABIAXE LUV 2T DI RATR B s 42
BEITETE E] ..oooeooeeeeeeesees s8R 42
BB R [EI T oo 42
BETEEIEL E ..o eee s eee e eee e ee et ee oot e ettt ettt ettt e et et eees s e 42
ST A SQL Server MBEDE ... eseeessssssssssss s esssssssssssss s eessessssssssssn s eeesesssssssenes 42
DO ) N () Y =1 s = OSSOSO 43
BEIREETE B ..o s 43
<4 1)74 B : Microsoft Dynamics CRM Server 2011 DFEZE ... oo eeeeeeeeee e see e see e eeeneee 44
DI 00 il = T/ 2 Y =1 = OO 44
£53 2= = OO OO 44
S F )7 C : EXChange Server MIFETE ..o eeeeeeeeeessseeeeessessseeessessesseesesssseesssesessseesssesesesssesssesessesssseee 45
DO ) i G/ Y =11 = OO OSSO 45
BEIRETE B ..ooooeeeoeeeeeeoeee s 45
S F 17 D i Active DireCtory MDFBETE ... oo eeeeesseeeeeeeseeseeseeeseesseseeessesseeesees e eseesseesseseeesees e eseeseesesseeeesee 46

)74 D OEE
BEEER o

Outlook A Microsoft Dynamics CRM () BB EE [BI 8 ... eeeeeeeeeeeeeessse e eeeeeeesseseeesesessseeeeeeeeeees 47
B BT B oo 48




Microsoft Dynamics CRM 2011 s &8 A E &K URSFH
1F

ZDH 1K IE[Microsoft Dynamics CRM 2011 EEHARID—ERTHY . XD 3 FEEOREX 1AV FTHE
BENnTWHET,

e [Microsoft Dynamics CRM 2011 Planning Guide]: Microsoft Dynamics CRM [Z DU\ TEHE 3 i
EOHLHEERETHIGEIE. COHAMREFRALET . COHARTIE, A R—rEndrROD,
AT LEH . AR ILORICKIE T DBBEDHHEMGEEBEIC OV THRASNTLE
ERR

e [Microsoft Dynamics CRM 2011 Installing Guide l: Microsoft Dynamics CRM 7 FU45—<a> DA
VAM=IVAEZITOVWTHBEE(E, COAMREFERALES . COAMFTIE, YT yT DM
HETFIE, AR SAVEFRALIZAVRAR—ILD A ZE,. LY Microsoft Dynamics CRM D HIl
BRAEGEMNFRBAShTLET,

e [Microsoft Dynamics CRM 2011 &S XU EEH MK ]: Microsoft Dynamics CRM DT —%4%/\y
IGT7ITELIVETL. VAT LDEIBEETTDHEICTOVTEHRBALET , /=, RO BRIt
THNSTNa—T1V T FIBICOVTHERBALES,

[Microsoft Dynamics CRM 2011 ##EH LU EEH /K IIZIL. Microsoft Dynamics CRM 2011 DERE

R OEBERERTERIETDHLIICHASINTNBN Y —RBLIUREVIREENTLET,

ZOEYavORE

Microsoft Dynamics CRM D&

Microsoft Dynamics CRM D ERENSTIL a—T 44
Microsoft Dynamics CRM 2011 D E#H

Microsoft Dynamics CRM Server 2011 M BEXN D 5 RE
Microsoft Dynamics CRM S AT LD/ I T v
EEEE

CORFLAVMIDWTAAVIEEET S GER
ELUVRFHAR)

CORF2AVNZETHATEMPaAV D HBIEEIL. V9% 41)w- LT Microsoft Dynamics CRM
T F—LIZEFA—IL Ayt—UFEREYTESY,

ZDHARDRBELID Microsoft Dynamics CRM &G (ZDWVT D ZE R (L. Microsoft H7R—h T
FLTLIEELY,



mailto:mscrmdf@microsoft.com?subject=Microsoft%20Dynamics%20CRM%202011%20Operating%20and%20Maintaining%20Guide%20(/1:IG/2:V5.0/3:V5.8/4:print_doc/5:none/6:en-us/7:OP)
mailto:mscrmdf@microsoft.com?subject=Microsoft%20Dynamics%20CRM%202011%20Operating%20and%20Maintaining%20Guide%20(/1:IG/2:V5.0/3:V5.8/4:print_doc/5:none/6:en-us/7:OP)
http://support.microsoft.com/

Microsoft Dynamics CRM ):& FH

Microsoft Dynamics CRM MBAIZ(E, H—/N—DIREEENTH—T U RADER. 1\ vIT7 VT DERK.
EEEEOGE. SEUBGENENSITILY a—T4V T IZKDF AT EEORIENSENET,

Windows PowerShell Z{# L 7= Microsoft Dynamics
CRM BEIARVLEBIRY

Windows PowerShell A¥ U RL B IUVBRAIYR—Ovy—2FE AL T, BRIV B LUV EBIR V%
FEITTEET, £f=. Microsoft Dynamics CRM SDK TEBAESN TW\BAVYYRZFERALT. ZhbDFR
DERITTHIELTEET, AYVRLYMNE TIL Y—N\— O—)LEAVRR—)LLIzaVEa1—4—,
F=E BRAY—IL —/N_— O—)LEAVAb—)LLFzaVEa—8— [@RIOY—/"\— A—)LEA(VR
b—ILTF BIHE) AV RM—ILENFET,

P E=
Microsoft Dynamics CRM D Windows PowerShell AW K& &85 ANENHYET , Z8EL
HUMEE . OAYURLYRERTLEIELIZEZIC. RDAYE—UDBRTENET,
“FAEE 'Microsoft Dynamics CRM Windows PowerShell command £, a<>KLyk, . XY
Tk 274, F=IXBERRELR IO S LD ARELTREINERF A BRIMNIELLER R
ENTVBHIEERHEEL. RANEENTVDHEEEED/NAANELVNCLEZEELTHL. B
AITL TS,

Microsoft Dynamics CRM Windows PowerShell A< FZ &I BIZIE. LTOFIEEZEFTLET .

1. Microsoft Dynamics CRM —/N\—DEBET7HHMOT A1 LET,

2. Windows PowerShell 7O FhE#BIEET,

3. Windows PowerShell 7O 7~ T. Microsoft Dynamics CRM Windows PowerShell X v A% 8
mLEd,

Add-PSSnapin Microsoft.Crm.PowerShell
ZMaAvRIZ&Y . Microsoft Dynamics CRM Windows PowerShell R +v 74U NIRED v avIZE
mEhEzd, ZORFYF AL, Microsoft Dynamics CRM Server DA A—ILE LV EV LTV TH
[CEFEINFT,
HR—k &t B Microsoft Dynamics CRM Windows PowerShell A< KL ykD—&(ZDULNTIE T
PowerShell Z{EFL-ER Web H—E XDV H L 1ZSBLTIESLY,

Microsoft Dynamics CRM 7R/ \T4ZFBI TR E

—EBD T 0/ T 11 Microsoft Dynamics CRM D E— DI TATAIZRLT—ETIEHYEL A, LT
PoT,. TONTAZERTHEEE BEDIVT14T4D GUID ID ZIEETH_LEHEHLET 1=
&Z IE. Windows PowerShell £71=13 ER Web 4Y—E X ZEHALTHETO/N T2 L EIT 5414
D ZEATIDLENHYET,


http://go.microsoft.com/fwlink/?LinkID=212522

Microsoft Dynamics CRM D Windows PowerShell A< KL yrDEEHIZ DLV TIX. Microsoft
Dynamics CRM BRI YR—S¥—DAIILTESEBL TS,

Windows PowerShell ME£HIZDULVTIE. TWindows PowerShell TD RO TFT424 1% SBL TS
LY,

HR—k&# B Microsoft Dynamics CRM Windows PowerShell A< FLwkD—&IZDWNTIX T
PowerShell Z{# FALT-ER Web Y—E XDV HL IZSHBL TS,

B Web —E X M EE#MIIZDULVTIX. MMicrosoft Dynamics CRM T®D &R Web H—E X %S HBLT
{FZ&Ly,

DI AVDOAE

Microsoft Dynamics CRM 2011 BRI D &)

Microsoft Dynamics CRM H—E X Z7HOUMDERE
Windows T5—$REDH L

EHBICRML GEIRENDERATCITOHEFIET S

EEERE

Microsoft Dynamics CRM 2011 SEAE L VRSFHAK
Microsoft Dynamics CRM QEEfRERS T IV a—T4 5

Microsoft Dynamics CRM 2011 BN )

ZDRE Y TIZ. Microsoft Dynamics CRM 2011 BRAR DY —/\— OV R—AR U EBEIT D5 XIS
DUVTERBALET .

9 =
IRE. B OREI1F—F OEITHIX Microsoft SQL Server 2012 RIAMES IL—T YR F
—FHRETHELTEER A EATAMEERT 57101 SQL Server 2012 AITAMY JL—
TEERAT BICIE. SQL Server 2012 5471 LTYDZERIRLT BBOHRE V(P —F &
SETLET ., 9rHF—KE5E T LI=5. Set configuration and organization databases for SQL
Server 2012 AlwaysOn failover FE YT D FIBIZHE->TLIEELY,

COFEYIDHE

Microsoft Dynamics CRM T—4#R—XZRILFA/NDBID SQL Server KU SQL Server
Reporting Services H—/\—IZFE &)L . Microsoft Dynamics CRM Server 2011 ZEEFENH—/\— LI
ELES,

Microsoft Dynamics CRM Server 2011 Z &% Microsoft Dynamics CRM EBRZ. RILF A/ NE-IE
MDA NTERBEALET,



http://go.microsoft.com/fwlink/?LinkID=197295
http://go.microsoft.com/fwlink/?LinkID=212522
http://go.microsoft.com/fwlink/?LinkId=225570

Microsoft Dynamics CRM Server F1=[& Microsoft Dynamics CRM H—/S— O—JL D 1 DFHELE
9, 1=12L. SQL Server LU SQL Server Reporting Services Y —/N\—I&. FOEFFEFELFET,

Microsoft Dynamics CRM +—AR—XZFCFASH
DA SQL Server H XU SQL Server Reporting
Services Y —/\—[ZFE)L . Microsoft Dynamics CRM
Server 2011 ZBEFOY—/\—EIZRLET,

OrganizationName MSCRM T—AA~—X & & U MSCRM_CONFIG T—AR—RE/N\vIT7vTLE

T o CNEITIICIE. ROFIEEETLET .

a. Microsoft SQL Server ZE{TLTL\HaAVE 1—4—T. [RE—F 25Uy HL. [FRTHTO
'S5 .L.]. [Microsoft SQL Server 2008] D [EIZ7RA> kL T. [SQL Server Management Studio]
=)y ILET,

b. [Y—/S\—I[ZE#E] 91> FOT. Microsoft SQL Server 2008 #E{TL T3 H—/\—D L Hi%
[—n—R] Ry IRIZAAL., [BEHE] 09 9LFET,

c. [F—HR—X] ZERLT. OrganizationName MSCRM T—A~R—XZHH)vo L [ZFRY] &
RAVRLT O TPYT 09 ILET,

d. [\wOF7YT5%k] T.\wI7vT T74IVERET BGEFREEML. [OK] 0y ILET,

e. MSCRM_CONFIG T—AAN—X[ZKLTFIE 1b. LV 1c. ZRYEBRLET,

A AE
BHOEBEBHTIVNELNHIGEIE. TNTNOMBBT —IX—XIZHLTFIE 1a.
~ 1d. ##YRLET,

2. SQL Server ZEZ{TLTWLVAH LLVOE 12 —4A—_E T OrganizationName MSCRM F—AA~A—X &
MSCRM_CONFIG T—ARN—XZEETTLFET , CNEITIICIE. ROFIEEETLET S

a. HLLWaAYE1—4—T, [RE—KF ZH)vIL. [FTRTHOFOS S.L]. [Microsoft SQL Server
2008] DJEIZRA> LT, [SQL Server Management Studio] 7'y L%ET,

b. [H—/\—IZ¥EH#E] 91 K™ T, Microsoft SQL Server 2008 ZE{TL T\ H—/\—D L RiT%E
[—nR—R] RyVRICAAL. &K 20V I LET,

c. [T—ER=R]IZEVIVILTTER—RDER]EV)VILES,
[Ex%k] T. [ExXET—ER—R] Ry R OrganizationName_ MSCRM T—AR— D%
AIEAALET,

e. EXADY—R] T ITNRLANL]ZV)vIL, EREERIY (L) EIVVILET,
OrganizationName_ MSCRM +—A~R—X#31E/NL. [OK] 59Uy HLET,

f. [fEx] Fzvy R REVYVILTERL. [OK] 209 ILFET,

g, MSCRM_CONFIG T—AAR—XIZxLTFIE 2b. ~ 2e. ##VIRLFET,

A AE
BHOEBEBHTIVNELNHIGEIE. TNTNOBEBT —FIX—XIZHLTFIE 2a.
~ 2f Z#RYIRLET,



Microsoft Dynamics CRM Server 2011 ZE{TLTL 53 E 1—%—T, configdb LY XK 4T+

—%BHLFET, CNETIICIE. ROFIEEETLET .

a. Microsoft Dynamics CRM Server 2011 ZE{T7LTWV3aVE1—42—T. [R3—F. [F71 L&
#HRELTEST] OIBIZVUv L. b fzRyI X (regedit (EAFLT, [OK] #51)voL
9,

b. LT AR) HTJx— HKEY_LOCAL_MACHINE¥SOFTWARE¥Microsoft¥MSCRM [ZF8EILET .
[configdb] Z#H21)vHo LT [EE] Z0')vILFET,
HE] T—% RYDRT,. T—F Y—REHLL SQL Server DAHIZEEL, [OK] Z5UvIL
FI, ERE HE] T—32 RYIRDXFINEIFRD LSIZHYET,
Data Source= <NewSQLServeName>r ;Initial Catalog=MSCRM_CONFIG;Integrated
Security=SSPI

A AE
BEIZE D Microsoft Dynamics CRM A— )L HIEBEIE. T RXTHOH—/\— B—)L
[2D0LVT configdb LY RN F—ZEBHTHINELAHYET,

Microsoft Dynamics CRM L7R—LEEE#ERE 2 {# AL TLVT. Microsoft SQL Server
Reporting Services —/3\—%#4TLAELME & (L. Microsoft Dynamics CRM L7R—M i3k
HEE DMV R—ILENTLVNDIAVE 1 —45—T configdb YT X —2BHTHILENHY
9,

#FHLLUY SQL Server B & Microsoft SQL Server Reporting Services 25 B 3 5 L5(Z Microsoft

Dynamics CRM 7 T — 3 w1 BRILET . ChETIICIE. ROFIEEZETLET .

a. Microsoft Dynamics CRM Server 2011 ZE{7LTWV3aE1—4—T. [RF—F &9y oL
[FRTDOFTAH S.L]. [Microsoft Dynamics CRM 2011] DIEIZRA LT, [REAYR—
Y—1%9)voLET,

b. [ =0y ILFET,

c. SQL Server #E{TLTWLSHFH LWL \avE1—4—(CBBLMElEEYI)vIL. [EIZTB]
=00 ILET,

d.  EMICL-MAEERIUYIL. [HBBOEE]l 20)vILETS,

e. SQL Server MEFHLILVAFITE Microsoft SQL Server Reporting Services H—/S—®MFLLY URL
ZANLET,

f. [RAN]Z2E7UvYL BRI Z7)vILET,

g FlE 4c. TEHICLEEBEEV)VIL [EARNCTR] 20U ILFET RICUEWL] 20Uy
ILEY,

Microsoft Dynamics CRM L7R—MEIEH#ERE Z#FE AL TS EE(ZHLLY Microsoft SQL Server

Reporting Services H—/\—[ZF&1T79 515 & (. Microsoft SQL Server Reporting Services ZFE1T

LTULBEH LYY —/S—I[Z Microsoft Dynamics CRM LA R—MLiE#ERE A AR—IL T DILEMN

HYEY,

10



Microsoft Dynamics CRM Server 2011 Z &3 Microsoft
Dynamics CRM RBi%Z. RICF A/ RET=(TRI DAL
/W—Cﬁﬁﬁﬁ Lij-o

OrganizationName_ MSCRM T—AAR—RZE/\v o7y ILET, CNEITIICIE. RO FIEEZEFTL
EX I8

a. SQL Server ZETL TSV E1—4—T [RE3—K Vv IL. [TRTOTOT S L],
[Microsoft SQL Server 2008] MDJ[EIZ7R 4> ~LT. [SQL Server Management Studio] Z%')w%
LFEd,

b. [T—A~R—ZX] ZERIL T. OrganizationName_ MSCRM T—4~R—XZHH)voL. [4RY] %
RAURLT o7V A1 D)9 ILET,
c. WS\WOTYT%] T.\WIT7VT T7MIVERET BGEFREEML. [OK] 20y ILET,

BETAIUNENHBMDT X TOH OrganizationName_ MSCRM T —AR—X =3t LT. FIE
1b. BEY 1c. ##YIRLET,

2. Microsoft Dynamics CRM Server 2011 Z£179 2LV a2 E 1 —4—I[Z Microsoft Dynamics
CRM 2011 #A Rh—)LLET,

3. Microsoft Dynamics CRM L7R—MLaR#EEE 4 Ah—ILLE T,

P E=E
Microsoft Dynamics CRM LA R—MLERIEEE A4 AR—ILLGEWEEfiE AV R—bhTEE
A,

4. SQL Server ZE{TLTWLVB3HLLVOVE 12 —4A— EIZ OrganizationName MSCRM TF—A~R—2X %

BRLET, INFTIICE. ROFIEEETLET,

a. SQL Server #E{TLTWSH L VAV E1—4—T, [RE3—F Z0UvHL. [FTRTOTATS
L], [Microsoft SQL Server 2008] DIE(ZRA > LT, [SQL Server Management Studio] %%
JyILET,

b. [T—ER—X]1ZHVJ)VILT [T—ER—RDER] #0)vILET,

c. [f8is] T. [ExXET—2R—R] RvIXIZ OrganizationName_. MSCRM T—HR—ZA M £
AIZANLET,

d [EXAOY—R] T.ITIARAMB] E#0)voL., EREERIY () EVUVILET,
OrganizationName_MSCRM T—%#~R—XZ%BML, [OK] #5)vILET,

e. [Bx] Fzvy RvIRED)vILTREIRL.[OK] £0)vILET,

f  EMNMDOTRTOH OrganizationName_ MSCRM T—AR—X[Zxt LT, FIE 3b. ~ 3e. Z#EYIRL
9,

5. Microsoft Dynamics CRM 2011 M#HLWVEBBIZHBIZE A R—rLET, ThETIIZIE. RO FIE
=ETLET,

a. Microsoft Dynamics CRM Server 2011 #ETLTW\5#FHLLVvaVE1—42—T, [R2—K %#5)
v, [TRTOFBSS.L]. [Microsoft Dynamics CRM 2011] DJEIZRA LT, [BEAT R
—Sx—=]1E0)vILET,

b. [#E#] 267U yoLT . [HBOIR— 20V ILET,

11



c. Microsoft Dynamics CRM @ Workgroup TT 43> & {ERAL TS5 &1L, BEIF0O A48k
FHLIRDOENET, [OK] 0y IL T, 1V A= )L HBIE SN =B EEIBRLET,

CDIEEEIT-TH. SQL Server ZFEITL TS Y —/N\—HLEED
OrganizationName_MSCRM T—4AR—X [FHIRESNFEH A,

d. [SQL Server] vy XA T. OrganizationName_ MSCRM F—A~R—R&ExxL-aF1—4—%
9)9oLET, RIZ, MO T—AR—R] RV RAATHRBT —2X—XE0v oL, [RA]
=)y ILET,

e. RRABLHEBDABRIZEZANL, [RAN]EVVVILET,

f.  [SQL Server Reporting Services @ URL] 7Rv2R[Z URL ZA AL, [RA] ZHUvHLET,

g [A—Y—DTYELTHEK] RvIRAD—ETHEEERL. [RAN] £V ILET,

h. A—H—%&3IvTL. [RAN]EVVVILET,

i [VRTLEH] F4705 RYDRAT [RAIEDV9IL AVR—R 209 ILET,

A AE
[F L Microsoft Dynamics CRM E—mail Router Z{# 9 2B & %, Bl F—FZ2FE{TL T,
L—3—%#HLWRERICERITAIVENHYET,
Outlook A Microsoft Dynamics CRM A3 #iL LY Microsoft Dynamics CRM Server 2011 [Z$E#5:
TEDEIINCTB=HIC BRI —FREETTILELHYET,

Microsoft Dynamics CRM Server E£71=[% Microsoft
Dynamics CRM H—/\— A—JLD 1 DZBEILET, 1=
72L. SQL Server XU SQL Server Reporting Services

'U'—/ \—IX, EDFEFERELET,

Microsoft Dynamics CRM Server 2011 E£f=ldH—/N\— O—J)LZFH LNV —/\—[ZA2 X —JLL

FY, NEITIICIE. ROFIEEETLET,

a. #FHLWLWaLE1—4—T. Microsoft Dynamics CRM Server 2011 Z/ > A+—JLLET,

b. AURXb—)L FAEZHIZ, MSCRM_CONFIG T—HAR—XMNFTET % SQL Server DARIHE [
BRA T avnRR] 54705 RyVRIZAAL., [REOBRRICESEL. LELIBSE7
yFIL—K3B] #0)vILET,

c. AVAM—ILERETLET,

2. Microsoft Dynamics CRM Server 2011 Ef=[XH—/\— B—/L%EH L\ Microsoft Dynamics CRM

Server 2011 MOTF AV AR—ILLET . TNETIIZIF. RO FIEZEITLET

a. AvbO—)L AR T. [FOTSLEMEE] BEEZREET,

b. [Microsoft Dynamics CRM 2011 Server] #6571y L. . [PYA2VAM—IL/EE] %) vILFE
ERR

c. HIYsH—F£ZEITLT, TV —/3\—H5 Microsoft Dynamics CRM Server 2011 =&
—/N\— O—)L%HBIBRLET,

12



F|E 2. TIN\—Fz7EEMNRETEHLY Microsoft Dynamics CRM Server 2011 £1=(&H
—N\— O—)VET AV AL—ILTERWGEIX, FIE 3. ITEA TS,
3. BT —TVrv— oY —NnN—FBIBRLET . ChETIICIE. ROFIEEZETLET .

a. Microsoft Dynamics CRM Server 2011 #E{TLTCL\%aE1—42—T [RE—K #')vIL
[T RTOFA%SL]. [Microsoft Dynamics CRM 2011] DIEIZRA LT, [BRwR—
Y—1%&0)vILEY,

b. [H—s3\—]1%%51)v5HLFET , Microsoft Dynamics CRM BRI BERNDOY—/\—D—EHIREKTR
SINFET, P—N\—DBRRINGWBEE. [F—IR=]1Z2EH0)vIL. [B#H 20 )vILET

c. BRAROY—N—TEHGEWWSF—n—%H2)vIL.  [HEIRR] 22yl T IIW] 2oy oL
F9, —/3—H MSCRM_CONFIG T—AR—Z M SHIREINFET,

#8193 Microsoft Dynamics CRM O—JLIZ&>Tld. E-mail Router D&ERZEE#H9 57-
DICER DA —REETTILENHYET , £7-. Outlook F Microsoft

Dynamics CRM AY#TLLY Microsoft Dynamics CRM Server 2011 |Z##t TE5 L3129 1=
DICHER DA —REETTLENREICRDIGEELHYET .

“
BEEIE H
Microsoft Dynamics CRM & FH
Microsoft Dynamics CRM H—E X Z7HIUMDER

Microsoft Dynamics CRM —E X ZhH U rDZE
3]

Microsoft Dynamics CRM H—E XRDEITIZHERT A7 hOU D EENBEIZLEDEENHYET,

E1E % ETL 1= Microsoft Dynamics CRM H—E X 77/
OUMDER

Y—ERX THIVNEERT HRLEELGH LS. BEREEZETL. BEORBICHLLWVY—ER 74
DUNERE T HILETY, BETIEY—ERNELIN, IJ7MIDRIESN THESITK>TIEEHS
NEDT. EWMELERENRETIEENHYET FHIZOVLTIE. (. [1VR—IL HARIDT
Uninstall, change, or repair Microsoft Dynamics CRM Server 2011 12 S BBL TLEELY,

CRMAppPool H—E R PHIUNEERT BTG RBLT IV ERAFAEZHE5TILENHYES . £
SL7EL e, CRMAppPool 77— 3y T—ILNEEILE R A, T, JL—LR—RFBEEEERALT

13



W358 (&, CRMAppPool H—E R ZHOUMZ(K, JL—LR—RBIED U ELIRAEIZTY
TR BE=HDTIERHFANBHETT,

CRMAppPool H—E X Zh OV NEFEHTER

CRMAppPool H—E R ZhIUrEFEITEET HIZIL. Active Directory DRD T IL—TIZK ALY

THIUE A—HF—ZEBMLET,

e FAAY 1—#— Active Directory

e  PrivUserGroup

e SQLAccessGroup

NEITIICIE ROFIEEEFTLET,

1. FAUEBEEERELEINLDT N—TE2BH T 5-ODEREF O DI—HF—LLT. H—N
—lzAgAULET,

. Active Directory T [FASY A—H—] FIL—T&HYvIL. [FANRTAI &5)vILET,

3. [FIL—TF4L] Ry XIZ Microsoft Dynamics CRM 7Y r—3> J—)LEEFTTH1—H—0D

#HZEAAL.[OK] & 2 BVUYILET,

P BEE
Microsoft Dynamics CRM @ privusergroup ¥ 1T« FIL—F I 2EEOIL—YH
— THIUE A=y THNBETHY. privusergroup D FIZANFIZEDF= A /8—
VT FBESR—,ENTWE R A, &R IE. myermpriveroupusers EWVSERIDEF 2
T4 T IL—TEEBMLI=IEE . myermprivgroupusers M A2 13—I[& privusergroup M A>
IN—ELTERENFEF A, ChIZIE CRMAppPool 42 SQL Server Reporting Services D
H—E R ID HEFENTHY. privusergroup DA IN\N—wTHBIDEF 1) T4 FIIL—F
ZEL T 5 SN TLVSIHE | Microsoft Dynamics CRM Web 7 71 —23> L AR—k
BEETORTLEKRDIS—DRALLELHAIREELHYET .
4. PrivUserGroup &' )L—7H LU SQLAccessGroup ¥ IL—F XL TFIE 2. LUV 3. Z#2YRLE
ER
E 3D Microsoft Dynamics CRM R 1/ A+—ILL T#H S5 E L. Active Directory IZIEED T L
—TIHEELET . BEFHRDTIL—TEHETSITIE. ROFIEEFALET,

BRI RTIN—TER/ETS
1. MSCRM_CONFIG T—AAR—X[ZH LT, KD SQL AT—rAUPERITLET,
select id, friendlyname from organization

a. GUID %328 L% 9., =&z (. GUID (% C8AB1D52-9383-4164-B571-4C80D46674E3 Org
Name D KS(ZHYET,

b. Active Directory T. PrivUserGroup 7' JL—FH LT SQLAccessGroup FIL—FTE#RDITET
o T I—TH&IZIEFIE b. TEEERLT- GUID NEFENFET,

2. Microsoft Dynamics CRM H—/A\—TKA(Y PHIOU s A—H—%ROT I —TFIEMLET,
e O—AHJLIUSWPG ¥ IL—TF

14



e O—#JL CRMWPG ¥ )L—TF

RALY PHOUR A—H—(ZlE, ROO—HIL A—HF—EBRIVLETT,

o BRRICUSATUNEBE

o Y—ERELTOITHY

CNEITIICIE. ROFIEEEITLET,

a. Microsoft Dynamics CRM #—/\—T,[R4—F] 5w L. [EEBY—I] E R4 LT, [A
—hIV EFXa)TFT1 RUD—]1Z0)vILET,

b. [A—AIL RYL—] #EHALT. [A—F—EFIOZYHTI 20V ILET,

c. [BBERERICOSATUNERE]IZR)vIL. [FTRNRTAIE0)VILET,
[A—Y—F =T N—TDBM] £V ILET,

A A
O—AJL AvE 1—3—TRELKR AV EFRBIRT 2HENHAEEIZIE. [BFT] 0V
wILET,

e. [FIL—TF4] KR w49 RIZ Microsoft Dynamics CRM 77— 3> J—)LEEFTH1—H
—D&AEZEAAL.[OK] # 2 VUV ILET,

f. H—ERELTOTAUHERIZHLT, FIE 2¢c. Hhd 2. ETERYIERLET,

3. H—EXR T NLE (SPN) ZERTSEL5IZ. CRMAppPool 77U —3y T— LD tFa
T4 THIUEEBLET . SPN OERBFIEIZDLITIE. Microsoft Dynamics CRM )Y —X +
22— Configuring service principal names (SPNs) (—E X F)> L /3L4E (SPN) 283 5)
1ZBBLTESLY,

4. EHD Microsoft Dynamics CRM H—/\—mg Y IS h—RJL E—R BN ENIZHE-oTULVSI5
Bl FEIZHLTEBEEIN S ELSIZ, CRMAppPool 7T r—3y T—)LDtFa)T4 7HY
UrEBBTABENHYET . CNETIICIE. ROFIEEZETLET,

a. RAVEBFEROHHL—Y— THIUNEFEALT, FAMY avba—5—cAJ 4oL
32

b. Active Directory 1—H—&aVE1—42— #REILET . CNEITIICIE [RE—N E#01vy
L. [BEEY—)] ZR1U LT, [Active Directory A—H—,aEa—4—]1 &0y ILET

o

c. FASUZEREAL. Microsoft Dynamics CRM 7S —3> J—)L €% T+4 THhHoUrE
BoUYvHLT [FanFq41 #5)vo L%,

d [EF] 4T C.[EFEDH—ERADEFETIOL—H—%EHET S (Kerberos DH)] T
avEI)vILTEIRLET,

e. [OKIZ2JYILET,

5. AVA—XRY AVTHA—L30 H—ER IS) #HFEHLET, ZhiZ(F. [RE—K &5y IL. [
T4 VR ERELTEIT] 7))y L TISRESETIEA AL, [OK] 4y oLET,

BEERE

Security considerations for Microsoft Dynamics CRM

15


http://go.microsoft.com/fwlink/?LinkId=167118
http://go.microsoft.com/fwlink/?LinkId=167118

Microsoft Dynamics CRM 2011 EBEDHZH)
Windows T5—#R&EDH XL

Windows T5—HR&ENDE XL

Microsoft Dynamics CRM Tl&. BEI TS5 —3R & (XBEE THEINTI , Microsoft Dynamics CRM TLS5—
LiRk—b#% Microsoft 2159 571=8IZ(E, Windows TS5—#R& (WER) ZARNCT2RELNHYET,
Microsoft Dynamics CRM Web 7 )4 —Sav b EEnf-I5— LIR—rEEETBHIIE,
Microsoft Dynamics CRM Server 2011 AEI{EL TLNAOAVE1—4—T WER ZH T AL ENHY
*9, [#IZ. Outlook B3 Microsoft Dynamics CRM M4SN F-LAIR—££{EF B(ZIE. Microsoft
Office Outlook ABNEL TLV\HIAVE1—8—T WER ZBRICT IR ENHYET,

Microsoft Dynamics CRM #8#(=xtL T WER LAR—h &2 ET AT av BT ILENHYFE
9, ZHlE. Microsoft Dynamics CRM Client 7 74— 3> M [BBRE] BETERITLET .

I* Microsoft Dynamics CRM Web 7 )4 —3 3> M Windows TS5—$&Z AT S
1. Microsoft Dynamics CRM Server 2011 AE{EL TV S E1—42—T, H—/N\—EEBEILH
LET . [NY—REYR—K] $EE T, [Windows TS5—8REDERK] 0 vILET,
2. ROVWTIALDFTIarEERL TS,
o (L, BFIMICEHMELR—IEEFLET
o [IL, BBIMICBIELR—IEEELET
NSEDFTLarODFEMIZDOLNTIE, | Windows Server NLTES LTS,

[ Outlook FH Microsoft Dynamics CRM D Windows ITS5—k4 (WER) &%= 9 %
1. aAvkA—IL "R T [Pooay €3] [7V2ay o 5—DREXZEE]. [FELR—
rDEEE] DIEIZV)YILET,
2. ROVWTIADFTLavE@IRL TS,
o [ELy, BEBMICHBIELR—FEEELET
o MBREZEBMICHERL. LELIBSICEMOLR—F 7—42%%EET S
NSEDFTLarODEMIZDOLNTIE, | Windows Server NLTES LTS,

COREELI—F—ITRHLTHERTHE=OIZ. T IL—T RIL—EFRTBEEHTEET
WER D EEHAIZDULVTIZ. . Windows Server ANJLTESHBLTESLY,

8D 88 Web 7TUr—2ay IS5—8EEAVIZTS

1. Microsoft Dynamics CRM S5AF7 2k 7T )5r—230® [V RATL] DT O [&R5E] 8T, [
EE] 20y oL, [FIAN—DEXRERE] 0)vILET,
2. [FSAN—DERETE] FA4705 Ry IAD [T5—8E] 4T T [1—F—DHKDHYIZ

16



Web 7FUr—2ay IS—EBHOEERZEEH/ELTT] VU vILET,
3. [A—H—ICHAZEROTICTS— LAR—FEEHBMIC Microsoft [IZE{ET ] #0')vIL T,
[OK] #9)voLET,

BEERE

Microsoft Dynamics CRM & FH
BRI U CEIRSNSEREACITDEHZEHIRT S

HHEBIH L TRIRSNSIERF 3T D HZEHIR
EKC

Microsoft Dynamics CRM Server 2011 QBEFHIOS S L O—JL7vT 3 TlE. BRESAKICERINS
F-[CBMENREICEY . FHABICH L TERIRTELERBOITOREFIRTEES . COETE
X, BHOEBHIELETZEEIC, ERHREDN\VIOTDEER ST DIZRIDGENHYET,
BIRENED3aTORREBEHIRLAWLE, BERRO 1 DOMABNZHOEREATIT (fz&£Z (£ 3,000
037) ZREELEEEIZ, EREY—ERFEIZThODTUITICHEL., hDHBIICL->TEESQ
FOHDOOITADOREEEREILIZTIIHEELHYET .

RD Windows PowerShell AWK, BERDZHBIZONT, Fa—ICELIENTELTATLD
RAEE 100 [SERELFET

P 5
Z® Windows PowerShell A< F#E1T9 AHIIZ. Microsoft Dynamics CRM Server 2011 @
BHIOSSL O—)L7YT 3 FEIZLBEON—avOBEHTIOSSLOO—)LT7YTET
A T® Microsoft Dynamics CRM H—/\— O— LICE AT 20LENRHYET,

HHBICHL TRINSNSERBCaT OHEEAT B[

add—pssnapin Microsoft.Crm.Powershell
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