
Cloud and Data are the currencies which underpin the digital transformation of industries globally. At Microsoftʼ s 
recent seminar for the Legal and Compliance Community at The Westin Tokyo on February 20th, 2018, the 
attendees had the opportunity to learn and explore the security, privacy, and ethical issues related to the use of 
data and how the Cloud can be harnessed to accelerate digital transformation across industries. Also, the key 
message was delivered on how Legal Compliance Department can contribute to this transformation. This report 
summaries the session highlights.

What Legal Compliance 
Department Should Know about 
Digital Transformation
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Digital transformation and the cloud - Security, privacy, compliance -

In his opening keynote, Antony Cook 
spoke about on how a legal compliance 
community have an unprecedented 
opportunity to contribute to society 
during this inflection point of Japanʼ s 
digital transformation journey. 

Digital transformation is not only 
an IT industry issue

“Digital transformative varies by 
industry,” Cook said. “For example, in the 
automobile industry, digital technologies 
is reimaging how automobiles can be put 
together.”
He shared a story about how Microsoft 
worked with Mitsubishi Fuso Truck and 
Bus Corporation. “They were 
fundamentally looking at changing the 
way they manufacture their cars, how 
they would operate and deliver services 
to their customers. They had an  
ambitious goal of completely digitalizing 
their business operations and 
go-to-market approach within 2 years.
The interesting point here is that not only 
were they looking at using technology  to 
lead the transformation of their business, 
they were also changing the way their 
company thought about its business, and 
how it would need to operate in the 
future. Digital transformation is not only 
an IT industry or IT department issue. It 
cuts across various aspects across all 
company operations. Everything is 
powered by one unique attribute, the 
cloud. The cloud is  the locomotive power 
of the 4th industrial evolution.”

Four attributes for trust when 
outsourcing

How does your business benefit from the 
cloud? How can we adopt cloud 
computing power?
Cook said, “The benefit of the cloud is 
that it provides enhanced capability to us, 
to our partners and our supply chain. If 
companies focus on their unique 
elements, they have a competitive 
advantage. Letʼ s consider this - the 
outsourcing cloud services through a 

third-party. When outsourcing through 
the cloud, the most important criterion is 
determining which providers can help 
you to drive the kind of digital 
transformation you can trust.
When thinking about trust as a legal 
compliance professional, you will need to 
address, from your companyʼ s business 
perspective, the ability to use the cloud 
service to enable digital transformation of 
each of your business units so that you 
can move forward in a way that optimizes 
the benefit to your employees, customers 
and shareholders. We should consider the 
four attributes for engendering trust as 
being cyber security, privacy control, 
compliance and transparency.”

What is the role of legal 
compliance in the digital 
transformation era?

The cloud is changing what constitutes 
business. Does it mean that the role of the 
legal compliance department has to 
change?
Cook said, “Legal and compliance 
professionals need to have the skills and 
capability to ensure companies comply 
with their obligations.” “If you think of 
data as your companyʼ s key asset then 
you need to consider how to best manage 
data under applicable data protection 
laws and regulations. We must focus on 
data protection, privacy, data 
management, and new standards of 
compliance.”
“Our role is changing” , he emphasized. 
“It will become more strategic and central 
to the businesses. Your CEO and your 
management will benefit from your 
advice and guidance as they face new 
issues going through the digital 
transformation.”
“You can use technology, big data, and 
analytics to predict potential compliance 
issues, to innovate your own work and to 
better serve your company. It is exciting 
time for all of us in legal compliance 
community to transform our work 
together.”
Satoshi Funayama explained the situation 
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Greeting / MSKK & Digital Transformation

Using Technology & Data Analytics to Manage Compliance Risks

in Japan regarding digital transformation.

What digital transformation means 
to us and how we survive: 
readiness and the first step

Economic business growth (sharing 
economy, FinTech), global leadership 
(global M&A, global compliance) and 
national social agenda (woman 
workforce, workstyle innovation) are 

President Takuya Hirano gave a speech on 
digital transformation from the business 
perspective.
According to Hirano, “Now half of the 
total sales of Microsoft Japan are cloud 
business. It is a very big shift. Microsoft 
has two focuses: work style reform NEXT 
and industry innovation.  
Work style reform NEXT means that the 
organization and individual maximize 
their potential with AI. Using AI is 
becoming a new norm for speedy action 
and decision making.
Industry innovation means solving 

industry specific issues utilizing the cloud. 
We already have many customer cases, 
such as chatbot/cloud banking in banks, 
IoT/mixed reality in manufacturing 
companies, and cognitive services like 
emotion analytics in 
marketing/entertainment business.  In 
this digital transformation era, the role of 
legal compliance department will be 
important to address new issues and to 
meet new expectations from 
management team. Iʼ m hoping todayʼ s 
session provides you with the better idea 
on the critical role you play.”

Alan Gibson gave a presentation on how 
we use technology in data analytics to 
systematically manage compliance risk.

Compliance Analytics Program 
offers a major opportunity

“I want to talk about our journey,” Gibson 
said. “We started our Compliance 
Analytics Program two years ago. With it, 
we are implementing an early warning 
system for a defined set of compliance 
risks.  Microsoft is focused on 
technology-industry specific risks, but the 
approach can be easily extended to other 
industries including financial services, 
insurance medical devices, etc. It offers a 
major opportunity to incorporate digital 

technologies into your compliance 
program to manage risk.

Three steps to identify risky 
transaction

What do we need to do to identify our 
risky transactions?
“It is a three-step process,” he answered. 
“Gather, analyze and operationalize. First, 
we gather data from a variety of sources. 
Using the power of the cloud, and for us 
that means Azure, we gather on-premise 
data, pulled from a variety of internal 
systems; software as a service, or SaaS 
solutions; and cloud or Azure storage.  
Second, we analyze it by running an 
algorithm against the aggregated data to 

often addressed in some form in the 
context of digital transformation in Japan 
and they are all happening right now. 
“From the survey result, however,” 
Funayama said, “Japanese legal 
department tends to put more focus on 
preventing the immediate risks mostly 
through traditional contract review. Their 
ordinary workstyle is to support other 
divisions only when requested. Are we 
really ready?” It is important to take the 

first step even if it is a small step. “In 
Microsoft Japan we started with time 
tracking. We stopped low value work 
working with stakeholders and using new 
tools. We started joining business 
meetings to be proactive.” “Letʼ s 
continue our conversation in this 
community to better understand digital 
transformation in your company for your 
transformation.”
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Experiences from the GDPR and Other Data Protection Regulation

Alan Gibson gave a presentation on how 
we use technology in data analytics to 
systematically manage compliance risk.

Compliance Analytics Program 
offers a major opportunity

“I want to talk about our journey,” Gibson 
said. “We started our Compliance 
Analytics Program two years ago. With it, 
we are implementing an early warning 
system for a defined set of compliance 
risks.  Microsoft is focused on 
technology-industry specific risks, but the 
approach can be easily extended to other 
industries including financial services, 
insurance medical devices, etc. It offers a 
major opportunity to incorporate digital 

technologies into your compliance 
program to manage risk.

Three steps to identify risky 
transaction

What do we need to do to identify our 
risky transactions?
“It is a three-step process,” he answered. 
“Gather, analyze and operationalize. First, 
we gather data from a variety of sources. 
Using the power of the cloud, and for us 
that means Azure, we gather on-premise 
data, pulled from a variety of internal 
systems; software as a service, or SaaS 
solutions; and cloud or Azure storage.  
Second, we analyze it by running an 
algorithm against the aggregated data to 

risk score sales deals on a scale of 1-100. 
Finally, we operationalize it through a 
series of online reports, dashboards, and 
tools through which we manage the deal 
review work flow.  Deals identified as 
ʻhigh riskʼ are routed to compliance 
professionals to provide additional 
oversight to ensure that we properly 
manage our risks. 

We are confident of eliminating 
risk

What is the next step of the Compliance 
Analytics Program?

“Regarding digital technology, we are just 
at the start of this journey,” he said. 
“However, itʼ s easy for us to see where 
we need to go in the future. We need to 
explore and understand the risks created 
by our partners and resellers. The 
standard method of relying on 
third-party vetting reports and risk 
assessment questionnaires can be 
improved by supplementing it with 
company-specific risk data. We are 
starting to incorporate data which will 
allow us to create a more holistic 
understanding of the compliance risk 
created by partners or resellers during 

Geff Brown gave a presentation on the 
General Data Protection Regulation 
(GDPR) and developing data protection 
regulations in China and India. Legal 
compliance departments must know 
about the new rules on using data.

GDPR is a strengthened rule in data 
protection

“The General Data Protection Regulation 
(GDPR) will go into effect on May 25th in 
2018,” Brown said. “The current rules of 
European law that have been in existence 
since 1995 or before are now 
strengthened. It means there is an 
increased obligation to understand the 
data you have and to respect rights 
around the data. If there is a data breach, 
we must report it to the data protection 
authority in Europe within 72 hours. This 
has attracted a lot of attention because 
the ever-increasing penalties can demand 
up to 4% of a companyʼ s annual 
worldwide turnover. 
GDPR restricts data flows from Europe to 
other countries. Itʼ s very important for 
Europeans because their data even 
outside of Europe is protected under the 
GDPR rules. It means we all have to think 
about these rules even if we are not 
European companies.
As a legal issue, if you are processing 
data, you need to justify it. Justification is 

based on the rule in Article 6 of the GDPR. 
And you need to prepare to provide your 
legal basis in the transparency 
documentation.”

Four steps for the framework for 
incident response against data 
breaches

To support reporting within 72 hours 
when there is a data breach, he said 
companies need to have a framework for 
incident response. “There are four steps 
for this,” he said. “First, we need to 
identify what data is. Second, we need to 
have good governance policies over data. 
Third, we need to establish security 
control especially for responding to data 
breaches. Fourth, you need to have 
documentation to answer questions from 
data protection authorities.”

Other countries are beginning to 
follow GDPR

The rest of the world is following GDPR. 
For example, China implemented the 
Cyber Security Law in 2017. “It has 
provisions for personal information 
protection,” he said. “The key thing is to 
get ready to comply fully with Chinese 
cyber security law. China is adopting a 
number of concepts from Europe and 

different stages of relationship lifecycle. 
By incorporating data analytics, we are 
developing a better understanding of our 
compliance risk.  We believe that we are 
reducing our risk, and at the same time 
we are developing an understanding of 
resourcing model.  Iʼ m excited that as 
part of the legal compliance community, I 
have the opportunity to use digital 
technologies.”



Managing Cybersecurity Risks: 
In-House Counselʼs Preparation for Cyber Incidents

Mary Jo Schrade spoke about how 
in-house counsel can prepare in advance 
for possible cyber incidents. 

Who are the key internal 
stakeholders?

According to Schrade, being prepared in 
advance for a cyber security incident is 
critical.  Companies that prepare in 
advance are able to quickly address 
issues, communicate with the appropriate 
parties and ensure that the right legal 
steps are taken when an event occurs.  
Members of the legal department are 
often in the best position to organize and 
oversee the preparation process, and they 
often have the added advantage of being 
able to protect certain information under 
the attorney-client privilege.  The first 
step should be to identify the correct 
internal stakeholders.   There are many 
stakeholders who would be involved in 
some way, but the key stakeholders would 
be the legal department, the IT 
department and Communications or PR. 

Once the key stakeholders are identified, 
they should meet and prepare an incident 
response plan.  The group should start by 
identifying and noting the location of 
your companyʼ s high value assets 
including servers, where critical data is 
located, and  applications that support 
your operations so that you know what 
needs to be protected. In the event of a 
cyber incident, you would likely want to 

know exactly where these servers and 
applications are, and you may even need 
to isolate them to protect them. Then you 
need to work with the IT department to 
draft the remediation plans and to ensure 
that all information they would need 
(including encryption keys, instructions, 
etc.) will be available to them in printed 
form (as server access may be 
unavailable).  Of course, all of this 
information should be safely stored in a 
secure place that is only accessible to a 
small group of critical employees.  In 
advance of a cyber incident, it would also 
be good to ensure that the IT department 
has all of the threat monitoring 
capabilities and software that they would 
need to track and evaluate potential 
threats to your company. 

The next step in the preparation process 
would be to develop the communications 
plan.  Ideally, the Communications lead 
would identify the audiences who would 
need to receive communications (possibly 
customers, employees, shareholders, 
regulators, etc.) and would draft sample 
language that could be leveraged in the 
event that a cyber incident occurs.  

The role of the key stakeholders in 
cybersecurity management

Once the cyber incident team is 
coordinated, the next thing to consider is 
how to manage and how to prepare for a 
cyber incident.  You need to make sure 

the written procedures you put in place are 
available to whoever needs them should a 
cyber incident arise. And employee 
awareness can be created by the training.  
Companies that have conducted practice 
responses to prepare for cyber incidents 
have identified weaknesses in their plan 
and have fixed them in advance of an actual 
incident.

Once you have a written plan and the 
appropriate employees have been trained, 
it would be good to think about where risks 
can be mitigated.  A number of cyber 
incidents had been caused by 
vulnerabilities in vendorʼ s software, rather 
than the impacted companyʼ s own 
software.  So, itʼ s important to find out in 
advance whether your vendors are patching 
their software in a timely way, and to find 
out what they are doing to protect their 
systems.  Another step you can take in 
advance would be to review your cyber 
insurance policy.  Assess what types of 

losses are covered and read through what 
steps your company has agreed to take to 
ensure that the steps are being taken so 
you can ensure that you have coverage 
for any loss.  Finally, think in advance 
about how you will preserve evidence in 
case you want to refer an incident to law 
enforcement for prosecution.  Doing 
these steps in advance will help you 
should a cyber issue arise at your 
company.

Sanae Matsuo gave a briefing on the 
cybersecurity landscape in Japan and 
closed with key takeaways from the 
session. 

Three takeaways from 
cybersecurity session 

“In Japan,” Matsuo said, “the 
development of cybersecurity legislations 
is underway in wide areas, ranging from 
the Cyber Security Basic Act at high level 

importing them into China to create a 
Chinese national standard. Also, in India, 
the Indian Supreme Court affirmed in 
2017 that the Indian Constitution 
guarantees the right of privacy, and the 
Indian government is already looking at 
creating the data protection law.” 

Mari Nakajima introduced Privacy trend 
in Japan.
In Japan, privacy laws have been evolving 
like other countries. Nakajima introduces 
three topics. First, Amended Personal 

Information Protection Act is 
implemented in 2017. Personal 
Information Protection Committee 
( “PPC” ) consolidated and issued the 
comprehensive guidelines with Q&As. 
Nakajima said, “Itʼ s helpful for both 
cloud service providers and users to 
clarify how PIPA apply to the usage of 
public cloud in Q&A.” . Second, the 
discussion between EU and Japan aiming 
mutual free-flow of data between Japan 
and EU. PPC and EU Commission have 
worked closely to finalize the discussion 

in 2018 Q1. If completed, Japanese 
companies enable to transfer personal 
data from EU without any special 
treatment. Third, balance between 
utilization of data and protection of data 
is the key. These values are coherent bur 
conflicting each other sometimes. We, 
legal and compliance professionals, could 
contribute to find a good balance 
between these two priorities. Weʼ d like 
to ask you all work together.

MaryJo Schrade
(Assistant General Counsel at Microsoft Asia)

Sanae Matsuo
(Digital Crime Unit Director at Microsoft Japan)
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the written procedures you put in place are 
available to whoever needs them should a 
cyber incident arise. And employee 
awareness can be created by the training.  
Companies that have conducted practice 
responses to prepare for cyber incidents 
have identified weaknesses in their plan 
and have fixed them in advance of an actual 
incident.

Once you have a written plan and the 
appropriate employees have been trained, 
it would be good to think about where risks 
can be mitigated.  A number of cyber 
incidents had been caused by 
vulnerabilities in vendorʼ s software, rather 
than the impacted companyʼ s own 
software.  So, itʼ s important to find out in 
advance whether your vendors are patching 
their software in a timely way, and to find 
out what they are doing to protect their 
systems.  Another step you can take in 
advance would be to review your cyber 
insurance policy.  Assess what types of 

losses are covered and read through what 
steps your company has agreed to take to 
ensure that the steps are being taken so 
you can ensure that you have coverage 
for any loss.  Finally, think in advance 
about how you will preserve evidence in 
case you want to refer an incident to law 
enforcement for prosecution.  Doing 
these steps in advance will help you 
should a cyber issue arise at your 
company.

Sanae Matsuo gave a briefing on the 
cybersecurity landscape in Japan and 
closed with key takeaways from the 
session. 

Three takeaways from 
cybersecurity session 

“In Japan,” Matsuo said, “the 
development of cybersecurity legislations 
is underway in wide areas, ranging from 
the Cyber Security Basic Act at high level 

to the Act on Personal Data Protection 
and so on. Japan is no exception in 
regards of receiving increasing amount of 
cyberattacks.”
She highlighted three key messages from 
this session. First, cybersecurity measures 
should not interfere with or go against 
“digital transformation” in Japan. Second, 
receiving a cyber-attack should not be 
considered as a “stigma” - what is 
important is to ensure 
“detect-respond-protect” process to be in 
place, engaging with key stakeholders.  
Finally,, legal and compliance community 
has a critical role to play in cybersecurity 
arena, in particular, ensuring readiness 
against a possible negligence claim in 
case of data incidents. It is essential for 
legal and compliance community to learn 
from each other and to communicate on 
best practices, standard practices, and 
“must-do” things in  incident response.

Networking Cocktail Party


