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Kazunori Tsunada delivered the 

opening remarks for the seminar, in 

which he discussed the state of cloud 

adoption by financial institutions. 

“With the progressing of workstyle 

reform, almost all financial institutions 

in recent years have adopted, or are 

considering adopting, Microsoft 

products. Adoption of Azure cloud is 

also increasing among financial 

institutions. On 23 March, we 

announced BankVision on Azure 

together with Nihon Unisys, heralding 

an era where core banking functions 

are also moving to the cloud. Such 

cases are increasing globally as well, 

and the move to cloud computing is 

accelerating exponentially. Within this 

context, today we would like to discuss 

about regulation. We look forward to 

supporting our customer’s digital 

transformation.”

Kunihisa Hirabara from the Financial 

Services Industry Sales Group at Japan 

Microsoft discussed utilization of cloud 

at financial institutions. 

The State of Cloud Utilization 

Microsoft believes that cloud is a tool 

for digital transformation. Adoption 

among financial institutions is 

progressing dramatically, especially in 

moving core banking functions to the 

cloud. This is made possible by the 

positive stance of regulators, such as 

the Center for Financial Industry 

Information Systems (FISC), and the 

adaption to regulatory requirements 

by cloud providers. According to a FISC 

report, in the five years between 2010 

and 2015, cloud utilization by financial 

institutions increased from 13 to 36 

percent.  

Microsoft as the “high achiever” 

Hirabara discussed a Nikkei xTECH 

article comparing the three major 

cloud providers, which characterized 

Microsoft as the “high achiever”. The 

article notes that this is due Microsoft’s 

responsiveness to changes in local and 

industry regulations and guidelines, as 

well as due to the thorough testing 

that Microsoft’s cloud releases 

undergo internally before their release. 

Increasing adoption of Azure 

Regarding the increasing adoption of 

Azure by financial institutions, Hirabara 

suggested that this is due not only to 

the use of data centers within Japan, 

but due to their security, reliability and 

the fact that in the case of conflict, local 

Japanese law is applied with the Tokyo 

District Court as the competent court. 

Hirabara concluded by introducing 

some examples of Microsoft building 

systems for financial institutions with 

partners, such as a cloud service 

developed with the Japanese cloud 

vendor FIXER, which is compliant with 

FISC security standards, as well as a risk 

management service involving an audit 

of Microsoft security systems by 

Nomura Risk Institute. 
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Akitsugu Maruyama from the Center 

for Financial Industry Information 

Systems (FISC) explained the role of 

FISC in deliberating the security 

measures of financial computer 

systems and discussed the latest ninth 

edition of security guidelines. These 

guidelines outline the security 

standards that financial institutions 

need to meet to protect their computer 

systems. 

A Risk-Based Approach 

Following an overview of previous 

revisions to the guidelines, Maruyama 

explained that “the guidelines have 

been revised to adapt to various 

changes in the information 

environment such as the diversification 

of services, protection of personal 

information and cybersecurity. In the 

latest ninth edition, we have made a 

fundamental revision in shifting from a 

rule-based approach to a risk-based 

approach which mandates security 

measures according to the level of risk.” 

Regarding the key revisions to the 

ninth edition, Maruyama noted that 

the guidelines now include 

requirements for the implementation 

of security measures according to the 

characteristics of risks, as well as 

requirements for IT governance by 

management. “Furthermore, with 

greater reliance on outside vendors 

and the emergence of new players, 

such as FinTech companies, it is 

necessary to expand safety measures 

to account for such developments.” 

The Role of Management 

Maruyama emphasized the importance 

of the involvement of the entire 

management level in making decisions 

about security and not leaving this only 

to employees in charge of IT systems. 

Meanwhile, the role of IT 

administrators should include 

functioning as a bridge between the 

management level and other 

departments to ensure that IT 

governance is appropriately realized.  

Beyond the Pursuit of “Zero Risk” 

Maruyama noted that the move to a 

risk-based approach, and thereby no 

longer pursuing “zero risk” may be a 

cause of anxiety. He explained that the 

ninth edition guidelines take this into 

account, and that if the appropriate 

precautions have been taken with 

regard to risks, security measures will 

not be evaluated merely based on the 

occurrence of security failure. 

The latest edition of the guidelines also 

reorganized standards from the 

previous three categories (facilities, 

management and technology) to four 

categories (control, practice, facilities 

and inspection). Furthermore, the 

scope of the guidelines has been 

expanded to account for businesses 

beyond financial institutions that 

provide financial services, such as 

FinTech companies. 

Financial Services Business Lead for 

Asia, Connie Leung, spoke about how 

FinTech and innovative startups are 

disrupting the financial services 

industry, how Microsoft approaches 

this transformation and how the 

attitudes of Microsoft customers as 

well as regulators have changed.  

Four Key Pillars 

Customers do not visit branches 

anymore, so it is important to engage 

them across all channels. Employees 

need to be empowered to work 

anywhere, across departments and 

branches, and above language 

barriers. Operations need to be 

optimized – you cannot just focus on 

customers and ignore the back office. 

Finally, you can no longer be a single 

product company. Customers want 

personalized solutions, not just the 

generic product.  

Latest Developments in Security Standards 

Akitsugu Maruyama, Senior Researcher, Security and Audit Research Department, Center for Financial Industry 
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Pioneering Case Studies 

Leung discussed a number of 

innovative examples of utilizing cloud 

technology in the financial sector, 

such as the Hong Kong-based 

insurance company AIA Group, which 

moved to the cloud to cut down on 

infrastructure and modernize its 

workforce to one that can work 

anytime, anywhere. Meanwhile, UBS 

utilized the cloud to flexibly power 

risk management modelling and 

avoid the need to invest in new on 

premise infrastructure.  

Regulatory engagements 

The financial services market is 

changing and new disruptive forces 

mean that institutions need to be 

more agile. Microsoft is actively 

engaging both regulators and 

financial institutions, with 22 of the 

top 26 “Too Big to Fail” banks 

leveraging the Microsoft cloud, and 

with 60 financial services regulators 

engaged by Microsoft in the last 18 

months. 

Regulators in APAC are particularly 

forward thinking, with FinTech 

Facilitation Offices (FFO) existing in 

both Singapore and Hong Kong. 

Microsoft works closely with such 

regulators, and recently spoke at the 

Hong Kong Monetary Authority’s 

(HKMA) FinTech day. Microsoft Azure 

is also the chosen platform for 

blockchain for Singapore’s Project 

Ubin, which seeks to explore the 

application of distributed ledger 

technology (DLT). 

The AI Value Chain 

Many think that AI belongs to experts 

in the ivory tower, but Microsoft is 

working to make it user friendly and 

easy to adopt. Microsoft’s AI can bring 

new value to existing services. For 

example, If P&C Insurance utilized 

Microsoft’s Cortana Analytics suite to 

predict which customers are likely to 

cancel their policies and which 

customers are likely to be open to an 

upsell communication. 

Alan Ross leads the team of Azure 

engineers dedicated to the financial 

services industry. He opened his talk 

with a video demonstrating the 

physical security measures in place at 

Microsoft’s data centers, noting how 

it illustrates a shift in the way 

Microsoft communicates about cloud 

to its customers. While previously 

customers were expected to simply 

trust that their information is safe in 

the cloud somewhere, Microsoft 

understands that financial institutions 

need to know where their data is 

located and to have access for 

auditors and compliance staff. 

A Commitment to Security and 

Compliance 

Microsoft is investing into building 

extensive data center facilities across 

the globe, one of the few companies 

capable of hyper-scale cloud 

computing. Many institutions think 

that the cloud is the same as the 

Global Trends and Case Studies on Utilization of Azure Cloud by Financial Institutions 

Alan Ross, Principal PM Manager, Azure Global, Microsoft Corporation 

A slide from Leung’s presentation illustrating the change in customer perceptions 

https://www.youtube.com/watch?v=r1cyTL8JqRg
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public internet, but Microsoft has 

invested in dark fiber networks 

globally, ensuring that data travels 

through Microsoft owned or leased 

lines. Physical security is only one 

layer, and Microsoft has also invested 

in the security of the logical layers 

built into the application stack itself. 

In the field of compliance, Microsoft 

has invested extensively in audit 

reports against its facilities to 

demonstrate compliance with 

financial certifications. These reports 

are available to customers, precluding 

the need for conducting your own 

costly audit of your own physical data 

center. Microsoft is also the only 

cloud providing access to financial 

institutions and regulators to visit 

facilities in person, interview 

engineers and request custom 

evidence.  

How is the Access of Microsoft 

Engineers Regulated? 

Ross addressed a question from the 

audience about how data is protected 

from improper access by Microsoft 

engineers, noting that Microsoft 

enforces a ‘zero standing access’ 

policy for customer data, and 

provides options for encryption with 

customer managed keys..

 

A photograph from Ross’ presentation illustrating Microsoft’s 

considerable investments into data center facilities 

A slide from Ross’ presentation showing the layers of security 

deployed at datacenters. 


