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The opening remarks were delivered 

by Alice Graham who thanked all the 

participants and speakers of this 

Microsoft AI Cloud Council Japan. She 

introduced the topic of the seminar 

and highlighted how Artificial 

Intelligence (AI) and Internet of Things 

(IoT) are particularly timely matters in 

the current debate and how their use is 

increasingly impacting the business 

industry. In this context, the Microsoft 

AI Cloud Council Japan represents an 

opportunity for the voices of the sector 

to share feedback and provide input, 

effectively advancing the conversation 

among the industry. 

 

Jae Pak, Senior Attorney at Microsoft 

Corporation, gave the keynote speech 

of the seminar. Pak presented a brief 

introduction to AI and how it fits into 

the world of IoT, then discussed IoT 

from an industry standpoint and finally 

presented three business-focused case 

studies. 

Digital transformation by Artificial 

Intelligence 

Pak outlined how AI has become of 

critical importance in three areas: 

growing adoption of digital agents, 

intelligent applications that leverage AI, 

and business processes that are 

enhanced with the use of AI. With 

regards to the first area, it’s predicted 

that 95% of customers interactions will 

take place with a BOT by 2025. The 

future is already here when it comes to 

applications: 50% of them are already 

including AI. Finally – concluded Pak – 

analysts forecast that 85% of the 

enterprises will be using some AI by 

2020 – key areas will include 

manufacturing, retail and financial 

services. 

Business Impact by IoT 

Pak illustrated the waves of innovation 

from Cloud to the Edge and, from an 

industry standpoint, how the IoT is 

really about things and devices 

transmitting insights that inform 

actions. “There is a real business impact 

provided by the 

IoT- said Pak – its 

proliferation 

offers 

opportunities 

both to improve 

existing 

processes and to 

create new 

business 

models”. Analysts 

predict that IoT 

will lead to $177 billion in reduced 

costs by 2020 and businesses who do 

harness the power of IoT will be 10% 

more profitable than those who don’t. 

Additionally, over 80% of companies 

that adopt IoT report efficiency 

improvements. However, there are also 

barriers to overcome: from new 

technical or legal skills required to the 

time needed to integrate into existing 

processes, from the heavy up-front 

investments to the security, privacy 

and compliance challenges. The IoT 

needs to be understood throughout 

the supply chain to deliver its full value. 

Smart Manufacturing 

Pak then presented the first case study, 

based on a fictional company 

operating in the smart manufacturing 

industry. The scenario described was 

one where IoT had to help develop and 

operationalize a more efficient 

manufacturing and supply chain 

platform. The scenario provided a set 

of key issues from a legal standpoint: 

among others, how to harmonize the 

factory assets globally, or how to turn 

its learning and approach into a first 

party solution that could be sold to 

other manufacturing players. Lastly, 

how to address IP issues stemmed 

from this.  

Smart Buildings  

Smart buildings were the focus of the 

second case study, which looked at 

how IoT applied in this area. There are 

a number of uses through which this 

technology can enhance the buildings 

sector: from the design and build to 

the space occupancy and usage, to the 

occupant experience and the 

management of energy. Pak’s case was 

based on a fictional commercial 

property management company that 

wanted to better manage commercial 

buildings. Their goal was to improve 

the utilization rates of shared spaces, 
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increase the energy efficiency and 

seamless access to facilities and 

networks. From a legal standpoint, this 

case can generate a number of 

challenges: from the protection of 

personal data of tenants using the 

buildings to the service level 

commitments for facility operations 

and maintenance and the 

interoperability of various assets used 

by tenants. 

Connected Vehicles 

The last emerging area of IoT is the 

Connected Vehicles. The automotive 

industry has been on a path of 

revolutionary changes in recent years. 

“Vehicles of future will transform the 

way we view transportation”, said Pak. 

Auto manufacturers are increasingly 

adopting a Software as a Service 

approach to ensure automobile 

technologies and business models 

evolve with the time. We are seeing 

technologies going through fully 

autonomous vehicles and as a resulting 

of changing customer expectations, 

business models are also changing. 

From connectivity to autonomous 

driving, to shared services to electric 

vehicles. The case study focused on a 

global auto manufacturer developing a 

new line of vehicles that utilize IoT 

technologies. The business goals of 

such company were to develop a 

connected vehicle platform that 

provides users safety, convenience and 

productivity. Some of the key 

challenges from a legal standpoint will 

be whether to buy or build these 

technology and solutions, managing 

the IP ownership, considering the 

product liability and complying with 

data privacy regulations in different 

markets. 

“What is interesting about IoT – 

concluded Pak – is that depending on 

which IoT scenarios you are talking 

about there is a myriad of possible 

issues that can come up. Working with 

customers and partners is a two-way 

process of understanding what the 

customer’s needs are and what their 

business is about”.

Ahead of the panel discussion, Maeda 

of HITACHI Ltd. spoke about Hitachi’s 

AI and IoT solutions in ship, 

manufacturing, and logistics 

industries. “There is a need to predict 

potential setbacks in the ship industry. 

At Hitachi, we have been able to 

optimize operation rates and reduce 

costs through predictive detection. At 

factory production sites, by detecting 

deviations in workers’ movements, we 

were able to trace during recall 

processing. In logistics, where picking 

must be improved to improve overall 

work efficiency, we created efficient 

picking order forms by using AI to 

predict needs and trends. By 

combining these technologies, use 

cases, and NEXPERIENCE, a 

methodology that unearths areas of 

improvement with customers, we 

provide IoT platform services with 

digital solutions collectively called 

Lumada,” said Maeda. Regarding the 

role of intellectual property (IP) 

departments in the age of IoT, Maeda 

said that “It’s important not only to 

properly handle customer intellectual 

property, but also to properly change 

the method of dividing intellectual 

property depending on the form of 

partnership that has been established 

with the customer, as well as 

collaborate with customers and 

partners, all the while maintaining the 

freedom to scale out.” With respect to 

important changes to IP departments, 

Maeda said that “As the importance 

of data increases, opportunities 

related to usage rights of data are also 

increasing—how to deal with these 

are becoming important within IP 

departments.  

I feel that the knowledge required of 

all departments is starting to change, 

starting with the IP department.”  

Next, Hanamura of Microsoft 

Corporation spoke about security of 

AI and IoT use, beginning with 

regulation of IoT such as the EU 

Cybersecurity Act, which is scheduled 

to be adopted by Parliament in March. 

“We at the Cybersecurity Solutions 
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Group (CSG) work to ensure that 

security does not become a 

bottleneck as we move to digitalize 

through tools such as the cloud and 

IoT. We tackle security from every 

angle, discussing daily how we can 

protect IoT Attack Surface without 

increasing costs.”  

The role of legal affairs in the era of 

digital transformation 

Miyahara first introduced Microsoft’s 

white paper “Responding to the wave 

of digital transformation” kicking off 

the panel discussion by stressing the 

importance of understanding the risks 

of keeping the status quo in an age of 

digital transormation, as well as the 

need for legal departments to 

understand technology and 

cooperate with other departments, 

while involving management to lead 

the movement. He also asked 

panelists about changes they have 

observed in the legal department’s 

role and views in the era of digital 

transformation. Maeda said, “ client 

and partner relationships are 

changing every day, resulting in a 

need to change the way we divide 

intellectual property based on 

customer needs, and the distance 

between sales, acquisition, and public 

relations departments becoming 

closer. Through study sessions led by 

Microsoft’s CELA, we also learned that 

information exchanged with legal 

departments at other companies 

becomes useful in business.” Next, 

Pak spoke about Microsoft’s Shared 

Innovation Initiative. “To build trust 

with partners, it’s necessary to clearly 

understand partner needs. The key to 

success is for all parties involved to 

enjoy the benefits of IoT solutions,” he 

said. 

How to protect customer data 

Next, regarding discussion on 

customer data security, Maeda said 

that “To educate customers on 

cybersecurity know-how, we offer a 

service that simulates cyber-attacks.” 

Hanamura continued that “In the 

midst of a lack of security human 

resources, it is important to utilize 

cloud vendor security resources. It is 

also crucial to categorize and manage 

cloud data by category to comply with 

regulations such as the General Data 

Protection Regulation (GDPR).” 

IoT data use rights 

On the topic of the extent to which 

data gathered from IoT devices can be 

used in relation to GDPR compliance, 

Pak spoke on data processor 

obligations required by GDPR, and 

Miyahara added that Microsoft’s 

volume licensing clearly writes out 

cloud vendors’ data processor 

obligations, enabling cross-border 

data privacy under the contract. 

A vision of the future for legal 

departments 

In closing, Miyahara introduced 

Microsoft’s open-source software 

(OSS) efforts as they relate to the 

future of legal departments and 

inquired into the panelists’ thoughts. 

First, Hanamura stressed that in order 

to respond to cybersecurity and 

digital transformation itself, there is a 

need to come together with 

competitors as a community. Next, 

Pak said that open source is 

becoming a realistic choice for 

customers. Maeda continued as 

follows, wrapping up the panel 

discussion: “From the need to 

increase the social acceptability of 

data and AI use, I feel that technology, 

culture, customs, and ethics are 

becoming closer to each other. 

Exchanges between different 

departments and occupations are 

becoming increasingly important.  

 


