
 

  
 
 
 

 

 

 

 

Figure 1: The first level of warning (a yellow shield) tells users that the 
requested URL is a “suspicious website” and recommends that they 
avoid entering any personal information on the site. 

The Microsoft
®
 Phishing Filter is a powerful security 

innovation designed to help dynamically protect 

consumers and businesses against fraudulent Web sites 

and data theft when they browse the Web. 

Currently blocking more than 1 million attempts to visit 

known phishing sites every week, the Microsoft Phishing 

Filter is a key security service that helps protect over 200 

million users of Windows
®
 Internet Explorer

®
 7. 

How Does the Microsoft Phishing Filter Work? 
The Microsoft Phishing Filter is an opt-in service that 

operates in the background when the browser is running 

and provides an early warning system to notify users of 

suspicious Web sites that could be engaging in identity 

and data theft. It relies on new browser-based heuristics 

to analyze Web pages in real time and warn users about 

suspicious characteristics as they browse. Microsoft 

uses machine learning to periodically update these 

heuristics and keep their phish-fighting characteristics 

fresh. This client-side technology is combined with up-to-

the-hour online information that helps prevent users from 

interacting with confirmed phishing sites that have been 

 

 

 

reported to Microsoft by a network of third-party data-

provider partners and a worldwide community of Internet 

Explorer users who help provide information on potential 

phishing sites.  

 
Early Warning System as You Browse  

If the Phishing Filter detects suspicious characteristics 

on a Web site, it warns users with a yellow shield (Figure 

1). If it finds the URL on the online list of reported 

phishing sites, it proactively blocks the site with a red 

warning page (Figure 2). If the Microsoft Phishing Filter 

does not find anything suspicious, it simply remains in 

the background, transparent to users.  

By checking Web sites in real time with heuristics in the 

browser, as well as interacting with a dynamically 

updated online service, the Microsoft Phishing Filter 

offers a unique way to help protect users from rapidly 

evolving phishing exploits.

 

Figure 2: The second level of warning (a red warning and block page) 
automatically blocks users from a site if the URL has been confirmed 
as a reported phishing site by the Phishing Filter service. Users have 
the option to proceed to the site if they want. 

 



 

 

Help Protect Your Brand with  
Microsoft Phishing Filter Data Providers  
This new Microsoft service provides a powerful defense 

for anyone who is using Internet Explorer 7, Windows 

Vista
®
, or the Windows Live™ Toolbar—and over the 

next few years that user community could potentially 

number in the hundreds of millions. If your company is 

looking to protect its brands and Internet properties 

against the threats of phishing, sharing data with 

Microsoft Phishing Filter data providers can help 

augment your brand protection efforts.   

Microsoft has agreements with a growing list of 

commercial data providers to deliver rapid updates to the 

Microsoft Phishing Filter and data reputation service. 

These data providers offer services to companies like 

yours to confirm and shut down identified phishing sites 

and help aggregate and identify known brand abuses for 

their clients. 

 

 

 

Microsoft has worked with these providers to directly 

upload their data on confirmed phishing sites to 

Microsoft. This data is aggregated and then used to 

dynamically update the Microsoft Phishing Filter 

database. 

These data providers can help you confirm suspected 

phishing sites and can help you take down those sites 

quickly. In addition, they can quickly and discreetly 

upload this information into the Microsoft Phishing Filter, 

where it can help protect users from a phishing site you 

have discovered.  

If the phishing site involves your brand or Internet 

property, the kind of rapid response these providers and 

the Microsoft Phishing Filter can deliver may make all 

the difference to the reputation of your brand and the 

safety of your customers and partners.

 

Microsoft recommends working with one of the following data provider vendors: 

 

 

 
www.brandprotect.com 

 

 
www.cyveillance.com 

 

 
www.digital-resolve.net 

 

 

 
www.internetidentity.com 

 

 
 

www.markmonitor.com 
 

www.netcraft.com 

 

 
www.rsasecurity.com 

 

 
For an updated list, visit www.microsoft.com/safety/dataproviders 
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