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“75 percent of hacks happen at the application” - Gartner “Security at the
Application Level”

"The conclusion is unavoidable: any notion that security is a matter of
simply protecting the network perimeter is hopelessly out of date” - IDC and
Symantec, 2004

“11 of CERT’s 13 major security advisories for 2003 are bugs arising from

programming errors in applications [not the OS]” - Carnegie Mellon

University
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ﬁ‘/;% /t@ ﬁ éﬁﬂﬁ/# z ﬁ “If only 50 percent of software vulnerabilities were removed prior to

production ... costs would be reduced by 75 percent” - Gartner “Security

at the Application Level”

“The battle between hackers and security professionals has moved from the
network layer to the Web applications themselves" - Network World

“64 percent of developers are not confident in their ability to write secure
lications” - Microsoft Developer Reseal
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// Example #1

char szDest[MAX]; J
strncpy(szDest,pszSrc,strien(psz c)),
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#define MAX (50)

trncpy(szDest,pszSrc,MAX); 4

string strQry = "SELECT
Count(*) FROM Users

mmand cnd = new SqlConsand|sgletrisg,eqll
nt|cmd. ExscutaScalaz() b= 0}
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Create Project Policies

@& Create Policies around testing
using VSTS

SCC Policy Engine

Policy Definitions
= NET Assemblies
=Return Pass or Fail
and message
=Customer Extensible
=User Over-ridable

=
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Release Notes
Static Analysis
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Writing Partial Trust Applications

@ Develop and Debug logged in as Least
Privilege
@ |f a developer wants to write a least
privilege application, she can log in as a
least privilege user herself

e Code Access Security

@ Enables developers writing managed code
to run the code in a sandbox using
custom privileges
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Permission Calculator

Checks the security requirements of an application
Statically checks for called APIs
@ For each library APl a permission set is returned

Outputs estimate of minimum set of permissions
required to run application

Required permissions:
P2

N K=03000> a K=UI000)

IntelliSense in Zone

Set a zone

Grays out items in the IntelliSense list that would cause an app
to violate the security settings

Allows developers to catch security issues before they actually
write the code
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VB.NET My Classes

& Exposes easy to use methods for many

tasks
_ & My.User.IsAuthenticated

& My.User.CurrentPrincipal.ldentity
& My.User.IsInRole
@ My.User.Name

Data Protection API ASP.NET Membership Service

N [ ] i i
@ Built into .NET Framework 2.0 ?gg;cniig)l; managiHiEEEERnd

¢ Makes it easy to secure data e Declarative access via Web Site Admin
@ Uses underlying features of Windows Tool

2000 and up & Programmatic access via Membership and
MembershipUser classes

Membership class provides base
services

MembershipUser class represents
users and provides additional services

Provider-based for flexible data storage

ASP.NET Role Management Service

¢ Role-based security in a box

@ Declarative access via Web Site Admin
Tool

& Programmatic access via Roles class

Roles class contains static methods for
creating roles, adding users to roles,
etc.

Maps users to roles on each request

& Replaces
Application_AuthenticateRequest

Provider-based for flexible data storage

© 2005 Microsoft Corporation. All rights reserved.
This presentation is for informational purposes only. Microsoft makes no warranties, express or implied, in this summary. 3



TechEd 2005 200549 A28 H5HF4143

ASP.NET Configuration Class Static Analysis Tools

. . & PREfast
= Gateway to the Conflguratlon API & Scans applications built in C/C++ for security

& Provides merged view of configuration Z“'ggﬁ;!g'es

settings for machine or application = Buffer overruns

& Un-initialized memory

ConfigurationManager implementation « Memory leaks
for combination Winform/Webform

apps e FxCop

ConfigurationManagerpart i @ Scans managed code for 200 total defects
. A &« Examples

System.Configuration  SQL injection

& Permissions

Can be used to automatically « Pointers
encrypt/decrypt sections

Integrated Bug Tracking C++ SafeCRT Libraries

@ Changes in C/C++ Libraries where specific

Easy, Integrated into functions were found to have unsafe
development process design

Design your own
p,ocgssy_ Fields, Forms, Example: char * strcpy (char * dest, const

States, Rules char * src)

Extensive linking — Microsoft has deprecated these functions
bugs, reports, artifacts

“Hi. My name is Barry, and I check my Notifications Compller Wa.rnlngs when Inherently
E-maif 00 46 three bundred timis a diy.” unsafe functions are used

Code Coverage and Stress Testing

@ Code Coverage
& Code coverage analysis
& Enables development teams to know with
confidence how much and what parts of their

code is exercised by their testing, thus allowing
them to focus on the weak spots.

@ |[oad/Stress Testing

@ Some defects only manifest themselves when the
server is put under load or stress.

@ Includes load/stress testing for your web
applications.
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/GS Switch Application Verifier

/GS Switch @ Application Verifier

Used to mitigate buffer overrun exploits @ Focuses on deteCting the common issues
Used to recompile Windows XPSP2 and Windows Server 2003 that deal with app”Cation secu rity and
Considerable enhancements qu ality such as:

On by default
@ heap corruption
Higher addresses & handle
@ |ocks
STOP e Results in:
@ Better quality
® [ncreased security
& Reduced debugging time
& Native code

VC++ Stack

Security Development Lifecycle Conclusion

& Security is a challenge

The 5th Wave

& People, Process, and
Tools

& Visual Studio 2005 will
help you write more
secure code with
innovative tools and
features

http://msdn.microsoft.com/security

http://msdn.microsoft.con curity/sdl

Questions?

Microsoft-
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“Good news, chief, a computer virns
destroved all our documents.”
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