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byte b=0;
void CopyString (string src) e @)
- Console.WriteLine (b);
stringDest = src; checked
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IsolatedStorageFile isoStore =
IsolatedStorageFile.GetUserStoreForAssembly();
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Security entity Description
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Call stack . An assembly requests access to
a method in your assembly
SomeAssembly .
. Your assembly passes the

request to a .NET Framework . 45 7 R, 1504
assembly

Call to ReadFile

. The security system ensures that
all callers in the stack have the
required permissions
4. The security system grants /71 will only run if 1 _can call unmanaged code
access or throws an exception [assembly:SecurityPermission
(SecurityAction.RequestMinimum,
ermission demand UnmanagedCode=true

.NET framework SERUTRY SR

assembl
r Y P, Grant access?
: Grant: ReadFile

YourAssembly

Grant: ReadFile

Call to ReadFile

B P AR

+ NET Framework 1.1 Fiffjweb /3 H# 2 full trust
« Using the .NET Framework Configuration Tool = ﬁ‘

« Performing Security Checks « .NET Framework 1.132{L 1 JLA5

* Requesting Permissions — Full

Demonstration 1: Code Access Security
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- Medium
- Low
— Minimal
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Identities and Principals
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- Windowsldentity and WindowsPrincipal objects

- Genericldentity and GenericPrincipal objects

fil## Generic Identities and Principals

» fJE&—4> Genericldentity f1 GenericPrincipal

Genericldentity myldent = new Genericldentity("'Userl');
string[] roles = {"Manager", "Teller"};
GenericPrincipal myPrin =

new GenericPrincipal(myldent, roles);

- ¥AIE I GenericPrincipal INER 2 47T HEwE

System.Threading.Thread.CurrentPrincipal = myPrin;
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"Who are you?"
"Am | sure you are who you say you are?"

ALt AR
"Are you allowed to ... ?"

£ Windows Identities and Principals

* fifFlwindowsldentity flWindowsPrincipal %} %

— Single validation

Windowsldentity myldent = Windowsldentity.GetCurrent();
WindowsPrincipal myPrin = new WindowsPrincipal (myldent);

— Repeated validation

AppDomain. CurrentDomai rincip: ( ip:
WindowsPrincipal myPrin = (Thread.CurrentPrincipal as W

icy.WindowsPrincipal);
indowsPrincipal);

PATZ R
o 7EACHS AR {5 ] 1dentity and Principal members
— Lk, ffH 1dentity.Name)s ] YR

if (String.Compare(myPrin.ldentity.Name, "DOMAIN\\Fred",
true)==0)

// Perform some action

— tedm, {#HZPrincipalffjlsinRole J7 %
J 5

if (myPrin.IsInRole(""BUILTIN\\Administrators'))

// Perform some action
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¢ Use penmssmns to perform role-based security checks

PrincipalPernission prinPerm = new  PrincipalPernission(*Teller”, “Wanager’, true);
try

prinPern.Demand(); //Does the above match the active principal?
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<system.web>
<authentication mode="Forms">
<forms

loginUrl="WebForml.aspx"/>
</authentication>

<authorization>
<deny users="?"/>
</authorization>
</system.web>

© 2003 Microsoft Corporation. All rights reserved.

Demonstration 2: Role-Based Security

« Using Windows Role-Based Security
* Using Generic Role-Based Security
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name=""AppNameCookie™
path="/FormsAuth™
slidingExpiration="true"

</forms>
</authentication>

N\ 2 n] LGN application-specific keys K i 2
cookies
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Demonstration 4: ASP.NET Web Application Security P24 ) ' RE

+ Configuring Forms Authentication
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Demonstration 5: Web Services
Enhancements

* Implementing Security for a Web Service
« Alook at WSE messages

For More Information

¢ Microsoft Security Site (all audiences)
 MSDN Security Site (developers)

» TechNet Security Site (IT professionals)

Microsoft’

ZryEN. BRI
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Next Steps

Stay informed about security
— Sign up for security bulletins:

— Get the latest Microsoft security guidance:

Get additional security training
— Find online and in-person training seminars:

— Find alocal CTEC for hands-on training:

Questions and

Answers
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