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Executive Summary

Mobile PCs unleash productivity and bring agility to organizations by enabling a mobile workforce.
However, for nany organizationsdeploying and managing mobile P&as bea challenge. In this white
paper, Steve Campbell and Doug DaMishitectsat Microsoft Serviceshare their recommendations for
effectively reducing the cost and complexity of mobile PC deployment and management.
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Overview

The use of mobile PCafftop PCs and Tablet PCs) is a growing trend for enterprise arsizal

organizations. In North America and Western Europe, 2010 will be a turning point at which most

hardware shipments will be mobile PCs. Enterprisesasblingtheir mobile workforcesto increase their

productivity, reduce customer response time, and gaicompetitive advantageiccording to Gartner,
Inc,a20AfAGe A& AYLRNIIFIYy(d (G2 GKS /Lha 6S &adz2NBS@SR® b2
initiatives, but mobility spendingrowth (at 3.6%) is well ahead of IT budget growth, Whicerages 2.7%

globallyé".

While mobile PCs are increasingly more critical to enterprise strategy and success, their use introduces
unigue challenges. Deploying and managing mobile PCs is peresiwedtly and time consuming, and
mobile PCs raise new issues around security and productivity of mobile workers. Some of the common
guestions asked by businesses include:

T ——————

This white paper helps answer these questions by describing theriexiges and highlighting
recommendations from Microsoft Services Architects Steve Campbell and Doug Davis (profiles below),
who have experience effectively deploying and managing mobile PCs.

Although much of the guidance in this white paper appliestdllo 2 Ay R2gat -t YR 2AyR2ga
will discuss Windows Vista in more detail, because it significantly improves the enterprise mobile PC

experience. Using Windows Vista, enterprises can more easily deploy mobile PCs, and keep them running

smoothly and mre securely with less Information Technology (IT) support. The Windows Vista operating

system has multiple layers of security to help protect mobile PC users from malicious software (also called

malware), data theft, and other threats. Mobile PCs runnitindows Vista make it easier to be

responsive, communicate, and accomplish tasks in a wide variety of locations away from the office.

Mobile PCs running Windows Vista give mobile workers the ability to collaborate, communicate, and get

information quicklyfrom anywhere.

! Gartner, Inc., "CIO Survey Shows the Continuing Importance of Mobile Applications” by Nick Jones, October 30, 2006
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Deployment

Organizations sometimes delay the deployment of a new operating system verditogitonobile PCs

because upgrades can be perceived as expensive and time consuming. Mobile PC purchases tend to result
in a heterogeneous environment, which requires more images to suppbée.effort required to support

images (includingevelopment test, andmaintenancé addssignificantcoststo mobile PC ownership.
Furthermore, resources spent maintaining images are not available to support strategic-tédiner

tasks.

Some organizations have overcome these challenges by implementing the followimgmendations,
which the subsequent sections describe in more detail.

Recommendation Highlights

1. ReducemageQount. Significantly reduce the number of images you maintain and deploy by using
the tools, technologies, and best practices that Microsoft presid

2. Reducethipping Costs.Use removable media to deploy operating system images and save shipping
costs. Alternatively, you can deploy images during field meetings.

3. ReduceManagementCosts Move mobile PCs from an unknown and unmanaged state to a known
and managed state. Computers in a known state are easier and less expensive to manage.

4. Track Assets Accuratelidse volume activatioriMlicrosoft Asset Inventory Servicklicrosoft Systems
Management Server (SMS) 2003, or System Center Configuration MaS&ygej 2007 to track
software assets and licensing.

Recommendation Details

1. Reduce Image Count

According to Microsoft and industry analysts, a key way an organization can reduce mobile PC
deployment costs is by reducing the number of images it buildsw@aidtains. Microsoft recommends
several methods for reducing the image count in your organization:

1 Leverage the Image Management FeatuiasWindows VistaWindows Vista ultimately helps you
reduce image count even when deploying the operating systemheterogeneous mobile PCs. New
features and technologies, such as a single worldwide binary, hardware independence, offline
servicing, and improved deployment tools make reducing mobile PC images to just one or two more
possible and less expensive than arleer versions of Windows. For example, rather than building
one image for each language, you can eliminate the costs of additional images by building a single
languagdr 3y 2aGA 0 AYlF3ISd 52dz3 5F@Aax [SIR ! NOKAGSOG |G a
integrate language packs in to the core image. We detect the language during deployment and add it
ReEYyFIYAOlIfteded wlkiKSNI GKFYy NBONBFGAY3 Iy AYF3AS (2 | F
update to an image offline, and eliminate the time requitededevelop and retest the image.
Windows Vista also simplifies TabRE deployment. It supports Table€Cs natively, without
requiring components from additional media.
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1 Use BDD 200Best Practices and Guidandglicrosoft
recommends that you use BOIDO7 Figurel) to deploy
Windows Vista to mobile PCs. According to Steve ®Gathp

I NOKAGSOG I

aAONR&2F0G { SNIBA

can reduce the number of images you build and maintain and

NBRdzOS 20 KSNJ O2aia

Faaz20Al GS

BDD2007 provides the guidance and framework that help you
more efficiently deploy the operating system to mobile PCs. It

fully leverages the latest deployment technology from Microsofi ¢ Steve Campbell

including the new version of the System Preparation Tool

(SysPrep), the Microsoft Windows Automated Installation Kit

oBDD is the single best
way you can reduce
the number of images . oA
youbuild and maintain
and reduce other costs, .
associated with mobile
PC deploymert.

(WindowsAlIK), andhie Windows Preinstallation Environment (WindoR). Customers can also
significantly reduce costs by using System Center technologies, enablirpaehadeployments

based on BDD methodology. BR@D7 supports nondestructive imaging and removable mestia,

you can deploy Windows Vista to mobile PCs by using removable media instead of requiring mobile
users to ship or bring in their computers to the office. Significantly, BT allows you to install

device drivers and applications based on the mobiler®@el, so you can deploy a single image to a
variety of mobile PC models, and then install original equipment manufacturer (OEM) applications
and device drivers specific to the make and model of the computer. For more information about
using BD2007, seeMicrosoft Solution Accelerator for Business Desktop Deploym2a07at
http://www.microsoft.com/desktopdeployment
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1 ReduceHardwareSpecific Configuration Dependenciespplication dependencies include
authentication mechanisms, dialers, virtual private network (VPN) clients, and OEM applications. You
can reduce application dependencies by deployhig imagegbasic images that are customized
postdeployment), and thernstalling applications based on role or mobile PC model after
RSLIX 28YSyiGo® 52dz3 aléasx a2S t221 daJ 6KS RS@AOS GeLs
device drivers jusin-time instead of trying to integrate them in to the image. We have yethlin
images with nor very few LILJX A OF G A2y & dé

1 Standardize Your Hardwaré&ven though Windows Vista provides hardwagnostic technologies,
homogeneous environments still have lower development, test, deployment, and support costs than
heterogeneous enwonments.

2. Reduce Shipping Costs
Another way you can reduce deployment costs is by using removab 0¢Getting your deployment
media DVD,USB Flash disk, removable USB hard drives, and)$o on cost down to $100 is really

Ayadadltt AYIF3S&aod | OO2NRAy3 G2 5 difficultwhenitcosts$50to) & 2 dzNJ R S LJt

down to $100 is really difficult when it costs $50 to ship the mobile F ship the mobile PC to and
G2 FTYR TNRBY (GKS 2FFAOSotheyie A G from the officé
Y20AfS dzaSNBR f2aS8S 6KAES gFAGAY
following options for handling mobile PC deployment logistics:

2 LJdzd

A
oAt S t/

12 S S

¢ Doug Davis

1 Deploy by Using Removable MediBDD2007 makes removable
mediad SR RSLIX 28YSyid Ll2&aairotsS Ay Y20AtS t/ &a0Syl NRAR2a
O2yySOilAz2y (G2 GKS O2N1R2NIGS ySteg2N] G2 Ayadltt GKS

on 4GB removable drives that save thed SN & R2 OdzYSy (i & -imggRthen®hiléd A y3a 2 OF f
t/ X NBAyadGrtt GKS dzaSNXQa | LILX A Ol A ®atutbHaticalg,Sy NB a2 NEB

SOSNE (AYS (KS dza S Nondsktrdziva naturgdf Wirki@vs iRagh@nSakesith ¢ K S
possible. For more information on the nondestructive nature of Windows imaging, visit
http://technet.microsoft.com/enus/windowsvista/aa905116.aspx

1 Deploy During Field Meeting) Deploy images to all your mobile PCs during annual meetings, sales
retreats, or other gatherings. This requires that you set up a temporary deployment depot at the
meeting, but it simplifies support challenges by minimizing configuration variations.

3. Reduce Management Costs

I O0O2NRAY3 (2 52dz3 5 FAazr d haddhtadiiNgstmBNaORERbadkidla Ol A OS A a |
1y26ys O2yaraisSydz yR aGFyRFNRAT SR adGlFiSod ¢KS OKI ff ¢
settings back towherd KS& 6SNB gAGK2dzi OF NNBEAY3I F2NBINR dzysl yiSR
Microsoft recommends that you take the following steps to prepare for better management of mobile

PCs:

il

Wipe-and-LoadMobile PCs Rather Than Upgrading Them in PlacE NB Y | @RaNdJ2 NI G4 S NJ
NBfAloAfAGeE adlyRLRAYGZ (GKS o06Sad GKAy3a &2dz Oy R2 A
reset mobile PCs, you must wipad-load them with a new operating system image rather than

upgrading to the operating system in place. Thiplace wipeandload is possible by the

nondestructive nature of Windows imaging available in Windows Vista.

Usethe User State Migration Tool (USM19 Migrate Documents and Settingslobile PCs are

How to Hfectively Manage Your Organization's Mobile PCs 6


http://technet.microsoft.com/en-us/windowsvista/aa905116.aspx

different from desktop PCs in that all data and settirggide on the mobile PC. Usg&xritical data is

often ontheir mobile PCsnly and not replicated to corporatiile servers¢ KS& R2y Qi | f gl &a KI

I 00Saa (G2 ySig2N] akKFNBaod ¢KSe& INByQl dzaAy3a F2ft RSNJ
uses { a¢ G2 &0G2NB dzaSNEQ R20dzySyida |yR aSaiAay3aa 2y K
installing a new image on the mobile PC. This helps you reset the mobile PC to a known, manageable

atrdS gAGK2dzi aF ONAFAOAY I Y20At S dzaSNDRa LINRPRdAzOGA @A i

1 Repackag Applications and Engineer Images Hoat They Install Silentlylf mobile users must
interact with setup programs during installation, you cannot guarantee configurations will be
standardized and consistent across all mobile PCs. Therefore, Microsmftmeznds that you
NBLI O1F3S FLIWX AOFGA2ya a2 GKS& Ayadlft airtSydateo ! C
automated deployment process, preventing users from creatingaffieonfigurations that are
RATTAOdA G (2R07 indedéisIguidiZindedf fully &udmating installation, including how to
repackage applications.

4. Track Assets Accurately

[FO1 2F FaaSd GNXOlAy3a Aa 2FGSy | RSLX 28YSyid NRIFRoOf 2(
hardware and software is in their inventory, ank® 2 6y a4 UGKSY® ¢KS& R2y Qi 1y24 6K
32Sa FFGSNI NSt SIraSe ¢KSe |faz2 R2yQiG KIFI@S | gre G2 NI

way to target specific mobile PCs and users for deployment. Microsoft recommends that you use the
followingtools and technologies to help better track assets in your organization:

1 Use Volume Activation to Control Windows Vista Licensikglume activation is a new Windows
Vista technology that helps you protect your volume license keys and preventandcurder-
licensingVolume Activation 2.0 provides customers with the following two types of &agshree
methods of activatiorg Multiple Activation Key (MAK) ariky Management Service (KM&Y.

UsingMAK each product key can activate a specific numbecomputers. If the use of volurme

licensed media is not controlled, excessive activations result in depletion of the activation pool. MAKs
are activation keys. They are not used to install Windows but rather to activate it after installation.
You can uséhem to activate any volume edition of Windows Vista.

KMS enables organizations to perform local activations for computers in a managed environment

without each computer individuallgonnecting to MicrosoftA KMSkey is used to enable the Key
ManagementService on @omputerO2 Y i N2 f £t SR o0& 'y 2NHIYATFGA2y Qa aéafl
targetedat managed environments where more than 25 computers are consistently connected to the
2NBFYAT FdA2yQa ySiGg2N] & / 2YLzi Séthng WHaentraly 3 2 Ay R2 4
Windows Vista computer running the KMS servitearn more about volume activation from

Windows Vista Volume Activatio2.0 Technical Guidancat

http://www.m icrosoft.com/technet/windowsvista/plan/volact.mspx

Q:
(¢

QX
|+

MAK activation keys activate once, directly to Microssdt they are appropriate for mobile PCs that

connect infrequently to the corporate network you use MAKs for mobile PCs and KMS keys for

desktop PGsyou create a situation in which you must create an image for each product key.

' O02NRAY3 (2 52dz33 4 ¢ KS20079¢iiideRddductkéyr O $roperiy toli 2  dza S
2PSNNARS G(GKS Ya{ 1S@ Ay Iy AYIl h8nagekdntining a EMSY ®¢ ¢
key to mobile PCs, and then make a junstime decision to override the key with a MAK. Well

connected mobile PCs can use KMS keys, assuming they connect to the corporate negulanky.
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1 Use the Microsoft Asset Inventory SereicPart of the Microsoft Desktop Optimization Pack for
Software Assurance, the Microsoft Asset Inventory Service provides an intelligent and comprehensive
GASe 2F &2dzNJ SYGSNIINAaASQa RSa10G2L) a2Fdol NB Ay@Sydz2N
asset inventory to ensure compliance and optimize your IT budget. It also helps reduce application
deployment costs, enable delivery of applications as services, and enable better management of your
mobile PCs. This service is expected to be availabldlt306y .

1 DeploySystems Management Servesi1S 2003 orSystem Center Configuration ManagéCCN|
2007.SMS 2003 and SCCM 2007 provide rich inventory anttarddéng features that help reduce
application deployment costs and help you track your software asset inventory. Both tools enable
simplified license compliance tracking by monitoring concurrent apptin use, providing you with
the information you need to make informed licensing decisions.

Fujitsu Consulting

Fujitsu Consulting has a growing mobile workforce and has a track record of controlling informatis
technology (IT) costs. The company is improtivegr track record even further by using these best
practices and technologies. Instead of maintaining 15 operatysgem images, Fujitsu Consulting is
building just one or two images ftineir mobile PCs. Mahesh Punyamurthula, Lead for the Window:
Vista Applation Compatibility Project, says the company expects to reduce thettiaiéT spends
building and maintaining images by 30 to 35 percéiat: more information about this study, go to
http://Mmww.microsoft.com/casestudies/casestudy.aspx?casestudyid=201143
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Manageability
By nature, mobild®Csare more difficult to manage than desktop/ &> 06 SOl dzAS (KS@& R2y Qi 02

corporate networks as frequently as desktop P¢Ra | NB y 20 LIKeaAOlffte | O0O0SaaArofs
GKFG YFyYylF3Ay3a Y20AES t/a&a O2yaradaSydte 2N STFSOGA@St e

ySGg2N)] NB3IdzE I NI ex¢ area {GS@S /I YLIBSttat! NOKAGSOG | (
infrequently present a security risk when they come backioh Gt S dzyf Sda @2dzQNB 6t S {2

And when they do come backeénA 1S GKSé& 3ISG 6233SR R26y OF 6OKAyYy 3 dzLJd

result, the key to managing mobile PCs is to eadhat they connect to the network frequently.

You can manage mobile PCs more effectively by ensuring your mobile PCs consistently connect to the
corporate network, and then applying Group Policy to them. Microsoft recommends you take the
following stepgo successfully manage your mobile PCs, which are described in more detail in the
following sections.

Recommendation Highlights

1. Connect Mobile PCs to the Networknsure that mobile PCs connect to the corporate network
regularly (at least monthly), so thgbu can effectively manage them by using your existing
management infrastructure (for example, Group Policy).

2. Use Group Policy to Manage Settind®y using Group Policy to manage settings, you can enforce a
standard, wellknown configuration that ensurebe security of your assets and corporate network.

3. Encourage Mobile Workers to Use Network Diagnosti€each mobile users how to diagnose and
resolve network connection issues.

4. Provide Remote Assistancé&nable and properly configure Remote Assistaooanobile PCs.

Recommendation Details

1. Connect Mobile PCs to the Network
Microsoft suggests the following steps for connecting mobile PCs to the corporate network regularly:

1 Configure the Native VPN Client to Connect to Your Netw&fRN connections prade a more
secure, reliable connection to the corporate network through any Internet connection. They allow
organizations to get more information (policies, virus scans, inventory updates, and patches) to
mobile PCs more often. Windows Vista includes aveaiPN client you can configure to connect to
the corporate network. The native client supports PdiotPoint Tunneling Protocol (PPTP) and Layer
2 Tunneling Protocol (L2TP)/IP Security (IPSec). For more information about the Windows Vista native
VPN cliat, seeVirtual Private Networksat
http://www.microsoft.com/technet/network/vpn/default.mspx Alternatively, you can deploy a
third-party VPN solution.
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1 Teach Mobile Users to Connect to the Network Frequently.
Communicate regularly with mobile users about the importance
2F O2yySOGAy3a (G2 GKS O2NLR2 NI |
frequently connect to the corporate network, tr'leir'mobile PCs al a month should be the
a.t risk. Whenwthey d,o connect to the,network, |t,m|ght Eake,a minimum frequency/ ' o
sdyAFAOFYyU FY2dzyda 2F UGAYS 02 ) a/ 2y ySOUA
week is ideal, and once a month should be the minimum G Steve Campbell
FNEIljdzSyOez¢ | OO2NRAYy3I (G2 {0GS!

oConnecting (to
corporatenetwork) once |
a week is ideal, and once

1 Expose Field Tools Through the Corporate Extrahitrosoft
recommends that you make missianitical field bols, such as Customer Relationship Management
(CRM) tools, available to mobile users through the extranet by using technologies such as Remote
Procedure Call (RPC) over Hypertext Transfer Protocol (HTTP). For example, you can create an
Internet-facing Welsite that mobile users can use to update their mobile PCs. You can configure
Microsoft Office Outlook®007 to use RPC over HTTP to connect to a computer running Microsoft
Exchange Server without first establishing a VPN connection. In the future, ybe able to use
Microsoft System Center Configuration Manager (SCZIMY to manage mobile PCs through the
Internet.

1 Use Multifactor Authentication to Protect VPN Connectionidse a combination of smartcards and
credentials to protect access to networkrotections. Doing so helps to secure access to resources on
the corporate network while allowing easy access for legitimate mobile users.

2. Use Group Policy to Manage Settings
Group Policy is an efficient and effective management technology that mostiaegems already use.
Microsoft makes the following recommendations for using Group Policy to manage mobile PCs:

f  Review the Group Policy Scenarios White PageikK S ¢ K A (GBupLBblityShdhnton Scenarios
Using GPME  Httgi//www.microsoft.com/downloads/details.aspx?familyid=354BIFBSAG4775
9208 C681A7043292&displaylang=eontains a sample scenario for mobile PCs. Review thigsoe
to better understand how you can use Group Policy to manage your mobile PCs.

1 Review the Group Policgettings Reference.The Group Policy Settings Reference is a spreadsheet
that describes available Group Policy settings, including mobile PC satiiclyss removable storage
management and wireless network configuration. This spreadsheet provides a complete inventory of
Group Policy settings that you can evaluate. Review this reference to determine which policies are
most appropriate for the mobile®s in your environment. Two versions of this reference are
available:

T  WindowsXP athttp://www.microsoft.com/downloads/details.aspxamilyid=7821C32BA15
438D8E4845915CD2BC14&displaylang=en

1 Windows Vista ahttp://www.microsoft.com/downloads/details.aspx?familyid1dc17963328
4350adelc0d9289f09ef&displaylang=en

1 Document Security Policies, and Then Enforce ThHsnsing Group PolicyEach organization is
different. However, you can easily discover the policies you must configure in your organization. First,
examine regulatory requirements with which you must comply. Also, interview key stakeholders to
determine their requirements. Document these policies and communicate them to your mobile
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users. After discovering and documenting your policies, use Group Rokeydrce them.

1 Exend the Windows Server 20@Active Directory Schemt Manage Windows Vista Wireless
Networking. Windows Vista supports enhanced management of wireless networking connections,
giving you greater control of which wireless connectionsamnised by mobile PCs. Before you can
use these features, however, you must extend the Windows Server 2003 Active Directory® directory
service schema. For more information, $setive Directory Schema Extensions for Windows Vista
Wireless and Wired Groupolicy Enhancementat
http://www.microsoft.com/technet/network/wifi/vista_ad _ext.mspx

3. EncourageMobile Workers to Use Built-in Diagnostics

Windows Vista puts you in controf your network experience with the Network and Sharing Center,

where you can check your connection status, see your network visually, or troubleshoot a connection
problem. The Network and Sharing Center informs you about the network your computer isctech e

and verifies whether it can successfully reach the Internet. It even presents this information in a summary
form called the Network Map so you can immediately see your connectivity to the network and to the
Internet. If a computer on the network $&s Internet connectivity, you can graphically see which
connection is down and then use Network Diagnostics to help determine the cause of the problem and
find possible solutions.

The builtin performance diagnostics in Windows Vista can detect anecseléct many performance

issues. Performance diagnostics provide instrumentation and services for botldnisen and tool

driven diagnoses of common problems, includiogghmedia playback, slow application startup, slow
startup of the operating systenand networkrelated delays. Buiin performance diagnostic tools track

how long it takes to execute common activities, analyze performance declines, and display results in the
Performance Center, where users can then take action to remedy the probleforfance issues are

also written to the system event log, where they can be monitored by users or by support professionals.

Windows Vista also includes new tools and instrumentation that make it easier for IT administrators to
manage system performancEor example, performance counters are more widely implemented, reliable,
and secure. For IT professionals, a new performance monitorisnpthe Microsoft Management

Console provides a better user experience and allows easier monitoring and diagnpse®ohance

related issues.

4. Provide Remote Assistance

Mobile users are disconnected from the corporate network and, as a result, more difficult to support.
Microsoft suggests that you enable and properly configure Remote Assistant®l built into

Windowsthat you can use to provide remote help. You must configure Remote Assistance by using Group
Policy to define the accounts that can provide remote assistance. You must also configure Group Policy to
allow the Remote Assistanpeogramto pass throughhe firewall, which limits the attack surface of

Remote Assistance. By configuring Remote Assistance using Group Policy, support technicians can invite
themselves to provide help without requiring the mobile user to initiate it.
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The University of Pittsurgh Medical Center

The University of Pittsburgh Medical Center (UPMC) is the premier health system in western Penns
and one of the most renowned academic medical centers in the United States. UPMC has approxin
30,000 workstations for its 4000 employees5 percent of whom are mobile workerSaysRyan Harvey,
t N22SO0 alylF3ISNI2F 5S8a10G2L) 55aA3yzx a2S glyas
could make securityelated changes and updates more easily and configure the compatersnore
detailed levet 6 A G K2 dzi O2 YLINBYAAAY 3 2dzNJ dza SNAQ LINR RdzC
AYFNF 2a0NHz2OGdzZNBE Y2NB O2YLX SiSte FyR STFSOGABS
YIEylF3S 2dz2NJ SY@GANRY$S8FGEeaab®¥a! ¥ NRaamwt a! £t 0
21LISNF GAy3 aeadaSYy INB FRRNBaalofS G($KNRdzAK DNE
F LILINB F OK G2 O2yiNBffAYy3d (GKS Sy @ANRYYSY itbhed ¢ K
environment will result in a decrease in the volume of heégsk calls. For more information about this
case studygo to http://www.microsoft.com/casestudies/casstudy.aspx?casestudyid=201057
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Security

Mobile PCs are more prone to theft and loss than desktop PCs, simply by the fact that they leave the

office. After mobile PCs are lostorstolegn K S 2 NBF yAT | A2y aQ AyiaStt SOGdz ¢
specificationsand even sensitive customer information is at risk. Organizations strive to ensure that their

intellectual property and customer data are safe to protect against legal nonéanag) financial loss,
and loss of credibility.

Additionally, some governments are passing security breach notification laws. In the United States, more

than 30 states have passed statutes that require organizations to notify consumers in the event of
accdental or illicit data disclosure. Besides these state regulations, national and regional regulations
provide similar restrictions and penalties, including HIPPA, GLBA, SOX i tReREDA and PHIPA in

Canada, European Data Protection Directive inEheopean Union, DPA in the UK, and APECTEL in Asia

Pacifié.

In the following sections weutline some of the major security challenges and best practices in managing
technologies to help overcome teechallenges.

il

Security Risks of Logging on as Admirastr. In the past, Windows XP users were frustrated by the

LINE |

EAYAGIGARZY 2F &GFYyRENR dzASNDRA NRAIKGA F2N O2YLX SGAy:

while traveling.As a result, organizations tended to grant mobile users Administrator rightsrn,

these users with administrative privilege would accidentally install malware (and then bring it into the
corporate environment) or inadvertently change settings tbah compromise the security and

stability of the system

Spyware.Over the pastaveral years, spyware and other malicious softwareeheausednajor
problems for computer users. The recent upsurge in spyware has largely been driven by the business
opportunity to generate income from spyware distribution. Unwanted spyware is foundare m

thantwoi KANRa 2F | ff O2YLIziSNAZ YR A& LlMzidAy3 dzaSNRERQ

well as causing significant performance and reliability issues.

Security updatesMobile PCs are more difficult to keep updated and secure than de$k@xp
0S0OFdzaS G(KSe I NByQil LISNrA&aGSyGte O2yySOGSR (2
that mobile PCs are more exposed to malware because they connect to large numbers of remote
ySiég2N1a GKIFG | NB 06 Seé 2y BudihgaporhNkiosks Hoteylobbies, érid2 y Q &
coffee shops. Infected mobile PCs bringing malware back to the corporate network and infecting
other computers is aubstantialrisk.

For most organizations without Windows Vista, maintaining the security of thelrile PCs is a race. IT
divisions are constantly maintaining virdstection agents, updating definitions, and configuring
firewallst all last lines of defense, susceptible to change if users logAdragistrators. In fact, much of
the money IT spends focused at these tasks as wellomssecuring messaging systems.

2U.S.: The Health Insurance Portability and Accountability Act (HIPAA), the &eanhBlileyAct (GLBA), the Sarbar@sley Act

(SOX)Canada: the Personal Information Protection and Electronic Documents Act (PIPEDA), Personal Health Information Protection

Act (PHIPAUnNited Kingdom: Data Protection Act (DP¥sia Pacific: Asiacific Econmic Cooperation Telecommunications
Working Group (APECTEL)

How to Hfectively Manage Your Organization's Mobile PCs 13

iKS ¢

02yl N



To achieve higher levels of mobile PC security, Steve recommends that you take the following steps

Recommendation Highlights

1. Protect Corporate Data From Thettlse the best availablgataencryption technologies tbelp
protect intellectual property, including customer informatidn, help keepdata is safe even if the
mobile PC is stolen.

2. Ensure Userkog onas Standard UserdJse the features available for preventing users from
accidentally installing malware or making undesirable changes to their mobile PC configurations.

3. Keep Mobile PCs Current with Security Updat&gep the security updates on mobile PCs current so
thatth2 &S O2 YLJzi SNA R2y QG ONAYy3I GKNBIFGA ol Ol Ay G2
installupdates. Consider checking the health of your mobile PCs before you allow them access to the
domain.

4. Help ®cure Mobile PCs from Malwarddelp mobile users remaisavvy to security threats by using
Windows Security Center to update them when their mobile PCs are at risk.

For more information about Windows Vista security, ¥éimdows Vista Security Guide
(http://www.microsoft.com/technet/windowsvista/security/quide.mspxand Data Encryption Toolkit for
Mobile PCghttp://www.microsoft.convdet).

Recommendation Details

1. Protect Corporate Assets from Theft

Both WindowsXP and Windows Vista provide features that you can leverageltoprotect intellectual
property even if a mobile PC is lost. Microsoft recommends that you take the fofjostéps taaccess
those features:

1 Deploy Windows Vista Enterprise to Take Advantagaihdows®BitLockewm Drive Encryption
with the Trusted Platform ModulgTPM. Windows Vista Enterprise and Windows Vista Ultimate
provide fullvolume encryptiorthat goes beyondEncrypting File ServicEE$ Users tend to store
data in various locations, not just in their My Documents fol&féindows®BitLocker Drive
Encryption protects this data by encrypting the entire volume rather than individual folders. It also
protects data that applications might cache in various locations, such as irethgorary folder. You
can easily manage the encryption by using Active Directory and Group Policy. For example, you can
store encryption keys in Active Directory, providing da&eovery without using new or redundant
infrastructure. AlsousingBDD2007 youcaneasily configure BitLocker Drive Encryption during
deployment.Windows®BitLocker works ideally on the computer hosting the TPM. You might
consider a multifactor préoot authentication option for BitLocker for your users who have
intellectual property data on their computers. If you decide to implement multifactor TPM phNjsitPI
is much easier to manage than TPM plus USB device.

1 Take Advantage of Active Directory to Facilitate the Key Recovery Process in Wsintpws®

iKS

BitLocker Drive EncryptiorSteve CampbelArchitect at Microsoft Serviced, € 8 a¢ 2 KSf LJ & 2 dzNJ

BitLocke Drive Encryption deployment, be mindful to prepare ti@pdS a1 T2 NJ | $is NS O2 GSNE ¢
i

Fff2ga @2dz 612 NBO2OSNJ Y20Af Botstait Srdgcedsthelr G 1 Ay GKS
computers. You should also extend the Active Directory schema to sithiecBer Drive Encryption

keys for recovery purposeBor more information, @e Configuring Active Directory to Backp
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http://www.microsoft.com/technet/windowsvista/security/guide.mspx
http://www.microsoft.com/det

Windows BitLocker Drive Encryption and Trusted Platform Module Recovery Informaiton
http://technet2.microsoft.com/WindowsVista/en/library/3dbad515a324330-ad6f
d1fb6dfcdd411033.mspx?mfr=true

1 Implement the Encrypting FilSystem(EFS)EFS requires no additionahttdware or software, and it
works on all mobile P@sat arerunning businessriented Windowsversions. Organizations with
 OGADPS 5ANBOG2NE Oly (Gdz2Ny 2y C2f RSNJ wSRANBOGA2Y X Yl
to encrypt that data. UsingHS provides basic data security, and you can manage it by using Group
Policy Usingwindows Vista, you hawbe added benefit of encrypting swap files and obiai
better protection ofWindows directory, page file, and deleted temporary files

1 If You Are Considering Rollout, Start with the Mobile Users
According to the Sensitivity of Data They Uséu should regire
mobile PCs containing personal dadehave TPM chips and use
BitLocker Drive Encryption to encrypt the whole volume, though
DougDavis, Lead Architect at Microsoft Serviqags it simply & L |
a mobile user works with sensitive data, then that & Y 2 0
PC must have BitLocker Drive Encryption no matter what, or the
dza SNJ aAYLX &8 &aK2dzZ RyQd oS It ¢DougDavis 0KS RFEGE 2
2FTFTAOS ®¢

a L fobite user works
with sensitive data, then
GKIFG dzaSNRa
have BitLocker Drive
Encryption no matter
gKIGé¢

1 Review and Use the Data Encryption Toolkit for Mobile POse toolkitprovides guidance and tools
for using ES to protect corporate assets. For more information, Baga Encryption Toolkit for
Mobile PCghttp://www.microsoft.com/det).

2.Ensure Users Log On as Standard Users
Microsoft Servicesecommends you take thfollowing steps to balance the needs of your mobile users
with the needs of the organization:

1 Deploy Windows Vista Using Standard User AccoufRts. Windows Vista, Microsoft redesigned
commorly usedf S| (i dzZNB a a2 (AdnSnistraR2pyivikegesNBdpZANBe a2 a! YNB a i NRK O
users (users with accounts in the local Administrators group) are a security risk, because they can
accidentally install malware or make configuration changes that increase the attack surface of their
Y20Af S t/ ®¢ | yddplopdtagidary @sétBccdbirttsiakd users can still configure common
mobility settings. For example, standard user accounts can change time zones, manage printers, and
changesomenetwork settings.

1 In WindowsXP, Control the Installation of Application®ackage applications usiMjcrosoft
Windows Installer, and use Group Policy to restrict the location from which Windows Installer
packages can instalthisallows mobile users to install applications, unrestricted, but only from
trusted locations.

3. Keg Mobile PCs Current with Security Updates
To protect corporate assets and security, you must keep security updates current on mobile PCs. Some
2NBFYATFdA2ya R2y Qi dzAS 2AyR2g6a ! LIRFGES (2 YIAYyGLFEAYy &

f M

3 Windows XP Professional, Windows Vista Business, Windows Vista Enterprise, or Windows Vista Ultimate.
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approve pdates before installing them. Microsoft suggests the following methods for maintaining
updates on mobile PCs:

1 Ensure that Mobile PCs Connect to the Network Frequenithfrequent communication with the
corporate network reduces your ability to effectivelpd efficiently keep mobile PCs current with the
latest security updatest KS a4 3 @iy SyOiad a20 At S tedrl@rinithds dacimdnt b S 6 2 NJ £
describes steps you can take to ensure that mobile PCs connect to the network often enough to
remain current

1 Deploy Windows Server Update Services (WSUS) or SMSSCE3M 200/UsingWSUS and SMS
2003SCCM 2007, you carasily manage and deploy security updates to computers running
Windows, including mobile PCs that connect frequently to the corporate netWghien your mobile
PCs are connecting to the network regularly, you can use WSUS or SMSC0BB20070 update
them.

1 Protect Corporate Asset©Out-of-date mobile PCs are a security risk when they come back onto the
corporate network. To protect corporateiad S a FTNRY Y20AtS t/a GKFG R2y Qi |
updates, use Network Access Protection (NAP) to quarantine them untibtbaypdated and secure.
NAP requires Windows Ser®&D 2 RS y I YSR d& [ NetywakkA2chsSg Rrétectingt S S
http://www.microsoft.com/technet/network/nap/default.mspxy { 4§ S@S al e&ea GKFG ab!t | :
only properly configured, healthy computers can connedhiey S G 6 2 NJ ® ¢

4. Help Secure Mobile PCs fromalware
Microsoftrecommendshe following for securing mobile PCs from malware:

1 Deploy Windows Vista, Which Is More Secure out of the Bbixe behavior of Windows Vista
changes depending on the type of network to which the mobile PC conrfemt&xample, the
2LISNF GAYy3 aeaidsSY LINRPYLIGA F2N GKS ySig2N)] GeLIS 6Lzt
Windows Vista configures itself appropriatelf. & 2 dzZOQNB dzaAy 3 | FNBS O2yySOGA2,)
Windows Vista will disable network discoygfile sharing, public folder sharing, and so on. Windows
Vista also improvespon the WindowsxP firewall.

TheWindows Vistdirewall is more manageable by Figure 2
Group Policy, and you can define rules for both B —— R —

inbound and outbound connections. ©

&F Vindows Update Security entials
our computer, make sure the four security essentials below are marked On or

* Windows Firewall
B Windows Defender
B Internet Options.

1 Make Mobile Uses Aware of the Windows
Security CenterThe Windows Security Center  |[Staissiis

vinzs information onfine from - JFIRY IR KLY one v

Firewall Oneo (v

(Figure 2 monitors the mobile PC and alerts ;‘:;n:“;&w e T
the user when security issues arise, including [Other security settngs Check setings ® | 3
out-of-date virus definitions or a disabled i rene ey e S o
firewall. While some organizations turn off i Accmit Conre on

User Account Control is turned off,
How does Uses Account Control help protect my computes Tugn on now

thesenotifications because they think they are

a nuisance or not important, they increase

their risk considerably because this reduces the
Y20Af S dzaSNDa | g1 NSy S:
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Avanade

Avanade, a technology consulting leader, stays at the head of the curve byitgivdingsultants tools
designed to increase its competitive edge. Continuing its practice of early technology adoption,
company recently upgraded to the Windows Vista operating system, Microsoft Exchange Serve
2007, and the 2007 Microsoft Office systerraking advantage of expanded support for mobile

workers, increased collaboration capabilities, enhanced security, and improved IT management

Avanade has a highly mobile, distributed workforce with more than 80 percent of its employees
working fromoutsi® G KS O2YLI yéQa 2FFAO0Sad ¢KS O2 YL
information safe, such as Windows BitLocker Drive Encryption, which providesltutie encryption
and boot integrity checking to help ensure that the data on a computer stayBdential, even if the
Y20AfS t/ Aa ft2ad0x aidz2tSy> 2NJ RSO2YYA&aaArzy!
and including the CEO. It could be crippling to the company if the sensitive customer data and
Avanade intellectual property on adA @Sy 02 YLJdzi SNJ 6 SNE O2YLINRY
LY FNI &aidNHzOGdzNBE ! NOKAGSOG® aLF | LER2NIFotS O

For more information about this case study, go to
http://www.microsoft.com/casestudies/casestudy.aspx?casestudyid=200067
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Productivity

Mobile users must be seffupportive, because support is remote or not available assalt of limited
connectivity. When users accidentally lose data or damage their configurations, they must be able to
recover on their own. For example, mobile users often need help recovering deleted files, or they need a
way to recover those files withdinelp. Otherwise, they are forced to redo the work they lost. Thus, a
backup and restore solution is a requirement for mobile PCs.

To help keep your mobile users productive while on the road, Microsoft recommends that you take the
following steps, whichhte subsequent sections describe in detail.

Recommendation Highlights

1. Enabé Users to Recover Dat&®rovide a backup and restore solution that allows mobile users to
recover lost data on their own without calling the help desk.

2. Help Mobile Users Take Fil&ffline. Deploy Folder Redirection and Offline Files to allow mobile
users to more easily take important files offline and synchronize changes when they return to the
office.

3. Enable Collaboration for Mobile User§each mobile users how to use the colladoon features
that the Windows Vista operating system provides natively.

Recommendation Details

1. Enable Users to Recover Data
To be seksufficient, mobile users require tools that help them recover lost data. Microsoft recommends
the following tools and technologies for helping users recover lost

data: Figure3

1 Schedule Backup Jobs$T Administrators can use the
Backup and Restore Center to create a task that
enables automatic, scheduled backup of data to a

second hard disk or to removable med@Oor DVD), <.;j e e et k.
e H !

Security Properties ﬁ

| General | Sharing | Securty | Previous Versions | Customize |

without requiring the end user to have administrative e adap copies. liw do |us oenin
privileges. Folder versions:

Name Date modified B

9 EnablePrevious Versionand Teach Users how to Use Today (1) a

It. Using the Previous Versions toblidure3), J:-. Security 3
Windows Vista users can easily restore lost data or . f Hlero
recover a previous veian of it. For example, if a Vesterday (4) “B
mobile user accidentally saves changes to a file, he or i Security
she can quickly and easily restore the previous version :
2F GKS FAES® az2al daSNE R | G S a
however, and so they require training. You can use 3

Group Pdty to ensure that Previous Versions is [ open || Copy. | [ Resoe. ]
enabled in Windows Vista. Steve Campbell, Architect

Fd aAONR&az2¥ld { SNBAOSas I R
users are using Previous Versions is a help desk thing.

-
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Rather than a call costing $90, you can make it a $i%yg teaching the mobile user how to use

t NBOA2dza +SNEAZ2Y & DE

Deploy the Windows Recovery Environment (WindoR&) to Mobile PC&/indowsRE can fix many

LINPOfSYa GKFd LINB@GSy
80LISNOSy il 2F (GKS A&aadzsSa

Windows Recovery Technical Refererat

Y20Af S
0K G

t /& T NREcangfiddooufi Ay I I i
LINBGSYyd 2AyR2¢a +Aadl

http://technet2.microsoft.com/WindowsVista/en/library/42f74efdee8419e-989f

36b2d45c13f41033.mspx?mfr=true

PurchaseRuggedMobile PCsl | NRg+ NB @Sy R2 NA

réghediiged mobie B86. 6 dzA f RA y 3

Many of these computers can survive drops, and they sometimes have accelatatetion
technology that move the hard disk heads to a safe location when they anticipate a shock.

2. Help Mobile Users Take Files Offline
Microsoft suggests that you use the following steps to enable mobile users to take files offline when they
leave the office, and then synchronize their changes when they return:

1

Use Folder Redirection witBffline Files and Folders to Provide Consistent Access to Important
Data.¢ KS&S TSI GdNBa KStLI Y20AfS dzaSNE 0SS Y2NB LINRRdzOG.
working at a remote site. Offline Files and Folders allow users to take any combination, of files
folders, and entire mapped drives with them when they disconnect from the network. Because the
feature is easy to use, you spend less time training users how to take files offline. Also, this feature is
manageable through Group Policy. For example, youaonfigure synchronization for users and can
make specific network folders available offline automatically without users needing to configure

GKSY® LT @2dz dzaS C2t RSNJ wSRANBOGA2y (2 NBRANBOG dz

Windows automaticayl makes their My Documents

folder available for offline use. New features in

Windows Vista help make mobile users
even more productive. For example,
Delta Sync allows mobile users to
synchronize files more quickly by
synchronizing only changes to a file
and not the entire file.

Deploy Windows Vista and Teach
Mobile Users how to Use the Sync
Center.The Sync CenteFigured) is a
central location that allows mobile
users to configure synchronization for
all of their data and devices. Using the
Sync Centemobile users can also see
all of their synchronization
relationships in one place, and then
can synchronize anytime they want.

Figured
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