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 Abstract 

This paper describes how Windows Mobile 5.0 and 6 support the Secure Multimedia Internet 
Mail Extensions (S/MIME) standard for providing enhanced mail security through digital 
signatures and encryption. The paper explains what S/MIME is, how you can use it on a 
Windows Mobile device, and the infrastructure required to take advantage of it.   
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Introduction 

E-mail security is critically important to companies of all sizes. Because modern mobile 
devices offer access to a broad range of sensitive data, including corporate e-mail, calendar 
data, and contact information, there is increasing interest in solutions that protect these data 
items both in transit (as they move from place to place) and at rest (while theyôre stored on a 
server, computer, or mobile device). 

Encryption is a valuable tool for protecting sensitive data because it can be used to protect 
data both in transit and at rest. In order for any encryption system to be truly useful, it must be 
widely supported and based on standards so that users of different messaging systems can 
properly exchange messages. The Internet standard for message encryption is the Secure 
Multipurpose Internet Multimedia Extensions, or S/MIME. The S/MIME standard is managed 
by the Internet Engineering Task Force (IETF) and, as an open Internet standard, has been 
implemented by all the major operating system, messaging, and collaboration vendors. 

S/MIME provides open, interoperable protocols that allow compliant software to exchange 
messages that are protected with digital signatures and encryption. S/MIME requires that 
each sender and recipient have an X.509-format digital certificate, so public-key infrastructure 
(PKI) design and deployment is a major part of S/MIME deployment.   

This paper describes the S/MIME protocol, explains your options for obtaining, installing, and 
using certificates; describes different methods of certificate storage and their attributes; and 
describes how you can use S/MIME to protect messages sent from, and received by, 
Windows Mobile devices. The information and instructions in this paper are applicable to 
Windows Mobile 5.0 and Windows Mobile 6 devices and to users whose mailboxes are 
hosted on Exchange Server 2003 and Exchange Server 2007. 
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Understanding S/MIME 

Todayôs mobile devices offer many benefits to enterprises. Microsoft Windows Mobile devices 
can help reduce operational costs while helping professionals improve their productivity. 
However, organizations that deploy mobile enterprise solutions are finding an increased 
demand to make security a priority; safety and reliability are vital necessities in the modern 
mobile environment. 

The CIA framework 

There are three key aspects to security: confidentiality, integrity, and availability. Collectively, 
these three principles are known as CIA: 

¶ Confidentiality is the property of ensuring that key data can only be accessed by those 

persons and systems with proper authorization. For example, encryption helps provide 

confidentiality by making it infeasible for an attacker to read encrypted data without the 

proper key. 

¶ Integrity is the property of ensuring that key data is accurate, current, and free from 

inadvertent or deliberate modification. Digital signatures and certificate-based 

authentication are examples of security mechanisms that help protect the integrity of data 

or credentials. 

¶ Availability is the property of ensuring that key data is always available for access from 

authorized parties and systems. Backup and restore services, high availability, and system 

redundancy are examples of technologies that help enhance availability. 

S/MIME protection 

S/MIME focuses on delivering confidentiality and integrity; in particular, S/MIME 
implementations provide four crucial services to help protect and secure messages in transit 
and at rest: 

¶ Message integrity checking calculates a unique fingerprint for each message, so the 

recipient can check the message against its fingerprint to detect alterations or tampering. 

¶ Authentication adds digital signatures to messages to ensure that the recipient can validate 

the senderôs identity. Both integrity checking and authentication are implemented with 

digital signatures in S/MIME.  

¶ Non-repudiation of origin allows the recipient to verify that the sender, and no one else, 

actually sent the message, thus keeping the sender from denying that they did so. Because 

digital signatures can only be generated by someone who has access to a specific private 

key, if the key has not been compromised, the sender must have sent the original 

message. 

¶ Confidentiality is assured because messages are encrypted so that only the intended 

recipients can read the message contents. 

S/MIME cryptographic basics 

The S/MIME standard is based on the Internet-standard MIME format for multipart messages. 
The first version of S/MIME was developed by a group of security vendors; the second 
version, S/MIME v2, was submitted to the Internet Engineering Task Force (IETF) for 
consideration as an Internet standard. With this step, S/MIME changed from being one 
possible standard among several contenders to being the leading candidate for an industry 
standard for message security. In 1999, S/MIME version 3 was proposed by the IETF to 
enhance S/MIME capability. RFC 2632 specifies the standards for S/MIME messages, and 

http://www.ietf.org/rfc/rfc2632.txt
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RFC 2633 specifies how certificates should be handled and processed. S/MIME version 3 has 
achieved wide acceptance as the standard for message security. Both Outlook 2007 and 
Outlook Mobile support S/MIME version 3. 

Cryptography forms a fundamental part of message security. Traditional cryptographic 
systems (known as secret-key cryptography) require the use of a shared secret or key; the 
message is encrypted with this key, and anyone who wants to decrypt it can do so if they 
have the key. Ensuring that only authorized parties had this shared secret ï and that all of 
them had itï has been a major barrier to the widespread use of cryptography. 

The technique of public-key cryptography uses a pair of keys for each separate entity. Each 
personôs private key remains known only to them; they also have a second linked key, the 
public key, which can be freely shared. The key pairs share a mathematical relationship that 
ensures one key can be used to encrypt messages that can only be decrypted by the other, 
linked key. Additionally, someone who knows the public key cannot use it to determine the 
private key if the keys and algorithms used are of sufficient strength. 

The X.509 standard defines a mechanism that permits the creation and distribution of digital 
certificates, which are specially formatted documents that define a collection of information 
about an entity, including associated public and private keys. Certificates are used to provide 
a common way of exchanging the key information necessary for secure cryptographic 
functions without requiring the user to understand the underlying principles. 

S/MIME combines public-key and secret-key cryptography. To encrypt a message, the 
sender chooses one or more recipients. The senderôs software obtains certificates for each 
recipient and generates a strong, random secret key. The secret key is used to encrypt the 
message, and then the public key of each recipient is used to encrypt the key for each 
individual recipient. When the recipient gets the message, her software uses her private key 
to decrypt her copy of the secret key, and the secret key is used to decrypt the original 
message.   

The S/MIME message format 

S/MIME messages can be constructed in several different ways, depending on the 
protections used. In all cases, the protected part of the message is contained within an 
Internet-standard MIME message and can be transported by MIME-compliant mail software. 
In many cases, only the devices used by the sender and recipient are even aware that a 
particular message is protected. 

Digital signatures can be appended to messages in two ways: 

¶ The signature can be added as an attachment to the original message. Messages built in 

this way are called clear signed messages because clients that donôt support S/MIME can 

still read the original message text. However, the original message body cannot be verified 

by these clients. The major disadvantage of clear signed messages is that there is an 

increased risk that the message will be changed as it passes through gateway machines 

between sender and receiver; if the message contents are changed, the signature will no 

longer be valid. 

¶ The signature and message can be combined into a single binary attachment. Messages 

built this way are known as opaque signed messages because they cannot be read or 

understood by clients that do not support S/MIME. Opaque signed messages are normally 

immune to modification by SMTP gateways because the gateways cannot interpret the 

message contents.  

Digital signatures can be used alone or together with message encryption. Digital signatures 
provide authentication, integrity checking, and non-repudiation, while encryption provides 
confidentiality. When S/MIME messages are protected using both signatures and encryption, 
the messages are signed first and then encrypted. 

http://www.ietf.org/rfc/rfc2633.txt
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S/MIME in Microsoft products 

Microsoft delivers support for S/MIME in a wide range of products, including 

¶ All Outlook for Windows versions since Outlook 97 

¶ Microsoft Entourage for Mac OS X (version 10 and later) 

¶ Outlook Web Access in Exchange Server 2003 and Exchange Server 2007 SP1 

¶ Outlook Mobile in Windows Mobile 5.0 AKU2 and later (MSFP) and Windows Mobile 6 

Windows CE devices do not include native S/MIME support, but it can be added with any of a 
variety of third-party solutions. 

What you can do with S/MIME in Windows Mobile 

With the S/MIME support built into Outlook Mobile, you can: 

¶ Sign or encrypt a message in Outlook Mobile using a soft certificate or smartcard, switching 

easily between signing, encryption, and both together. 

 

      

 

¶ Read a signed or encrypted message, validate its signature, and view the certificates used 

in the message. 

 

     

 

¶ Import certificates from PFX files
*
, or use certificates stored on smart cards or 

external hard tokens (with a compatible reader). 

                                                           

*
 PFX files are natively supported in Windows Mobile 6; PFX support requires a third-party utility for Windows Mobile 5.0. 
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S/MIME implementation architecture 

There are several components required to implement a complete S/MIME capability. These 
components include the client mail application, digital certificates that contain userôs public 
keys, the certification authority (CA) that issues them, Microsoft Exchange Server, and the 
Windows Active Directory service.  

S/MIME on Windows Mobile 

S/MIME support was introduced as part of the Windows Mobile 5.0 Messaging and Security 
Feature Pack (MSFP) update, contained within Windows Mobile 5.0 Adaptation Kit Update 
(AKU) 2 or higher. Windows Mobile 6 adds new features, including the ability to directly work 
with certificates stored as PFX or .CER files. S/MIME support is available in both Pocket PC 
and Smartphone devices for Windows Mobile 5.0 AKU2 and on Windows Mobile 6 
Professional and Standard devices. 

Certificate basics 

A certificate is a set of attributes, similar in intent to a driversô license or military identification 
card. Like those real-world objects, the attributes on the certificate assert some facts about 
the holder; for example, a government-issued driversô license will normally contain information 
about the holderôs address, age, and physical description, along with a picture. The attributes 
that make up an X.509 digital certificate typically include the userôs full name, a unique serial 
number, an e-mail address or other alias, a fingerprint of the userôs public key, and the public 
key itself. These attributes are digitally signed by the CA so that any interested party can 
verify their integrity by checking the CA signature; if any of the signed attributes are modified, 
the certificate signature will be invalidated. Certificates can contain other, unsigned, attributes 
as well, but these attributes are normally used only for informational purposes, not for making 
trust decisions. 

One key set of attributes included in each certificate is the certificate purpose. The purpose is 
a set of flags that indicate what the issuing CA intends the certificate to be used for. These 
flags are additive, so that a single certificate may be marked for use in multiple applications. 
For example, a certificate might be marked to allow it to be used for signing, logon 
authentication, and the Encrypting File System, but not message encryption. 

Certification authorities are responsible for issuing certificates to users. Your organization can 
operate its own CA, or you may subscribe to an external CA operated by a company like 
Verisign or Thawte. The practices used by the CA to issue and verify certificates have a large 
impact on the security of your deployed S/MIME architecture because the CA is ultimately 
responsible for verifying the accuracy of the attributes or assertions made in the signed 
certificate. For that reason, many organizations prefer to operate their own internal CAs with 
their own business- or industry-specific practices. 

One of the attributes included in a certificate is a validity period; the certificate is only 
considered valid during this period. The CA can revoke a certificate at any time by adding its 
serial number to a certificate revocation list (CRL). Clients consult the CRL to verify that a 
given certificate is valid; they download CRLs from a CRL distribution point (CDP). Clients can 
download CRLs from Active Directory, or from other CDPs whose locations are specified in 
the certificate.  

A certificate can be validated by checking the signature on its attributes and validating the 
signature generated by the issuing CA. However, this process raises the issue of how to tell 
whether the issuing CA is trustworthy. In general, intermediate CAs will have their own 
certificates issued by either other intermediate CAs or a root CA. Root CAs sign their own 
certificates (producing self-signed certificates), so verifying their signatures doesnôt provide 
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any proof of origin or trustworthiness. For that reason, most organizations maintain a 
certificate trust list (CTL) that specifies which root CAs should be intrinsically trusted. 

Certificate issuance, storage, and management 

Issuing a certificate is a fairly straightforward cryptographic process; the details of how the 
certificate is stored and made available to clients are very important. The CA may issue 
certificates in one of several ways: 

¶ A client computer or device may request its own certificate directly from the CA. Certificates 

obtained this way are usually used for machine authentication. 

¶ A user may automatically be issued a certificate when their account is created, or when the 

previous certificate expires. This issuance method is usually known as auto-enrollment. 

¶ A user may manually request a user or computer certificate through a Web-based 

interface; the resulting certificate and private key must then be manually installed. 

¶ A security officer or administrator may request a certificate on behalf of a user. This method 

is usually referred to as an organizational registration authority because the registrar has 

access to the issued certificateôs private key. 

Exchange Server 5.5 provided its own tool, the Key Management Service, which issued 
S/MIME certificates for mail users. Exchange Server 2000 used the Key Management Service 
only to provide archiving and recovery of usersô private keys. Exchange Server 2003 and 
Exchange Server 2007use the Windows Server Certificate Services as a CA, although you 
can use external CAs if you choose to do so.  

Once the certificate is issued and the client has received it, it can be stored in one of two 
ways. 

¶ In software directly on the devices. Certificates stored in this manner are often called soft 

certificates. Certificates that contain private key information should be encrypted, either by 

the application that owns the certificate or through the operating system. Windows and 

Windows Mobile both implement a protected store for certificates and key material. In 

addition, certificates and key material may be transported using a number of industry 

standard formats, including the PFX file format. 

¶ In a hardware device, such as a smart card or external token. These certificates are known 

as hard certificates. In most cases, devices that store certificates also generate the key 

material so that the private key remains on the device and cannot be externally accessed. 

In this case, applications send data to be signed, encrypted, decrypted, or verified to the 

device, and the device performs the necessary cryptographic functions and returns the 

requested data without making the key accessible to the application. 

Windows Mobile 5.0 and Windows Mobile 6 both support hard certificates on various devices, 
as described in ñSpecial-Purpose S/MIME Hardware Supportò later in this document. 
Windows Mobile 6 also includes full support for soft certificates, including the ability to view 
and manage certificates on the mobile device and to import certificates in PFX format. 

The certificate may be stored in one of several formats. PFX format is the most common way 
to store certificates that contain private key material. For certificates that contain only public 
keys, there are two common formats: storing the certificate alone as a DER-encoded file with 
a .CER extension, or storing a chain of certificates in a PKCS #7 container file with a .p7b 
extension. The certificate chain contains the user certificate used to sign a message plus the 
public certificates of each CA in the chain between the issuing CA and the root. Packaging 
certificates in this manner allows them to be included with S/MIME messages so that the 
recipient can validate the signing certificate up to the root without making additional directory 
requests.  
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Certificate distribution and publishing 

For S/MIME to be widely used in an organization, each user must be able to obtain a personal 
certificate when needed, and certificates of other users must be easily accessible. One of the 
key advantages of the Windows Certificate Services CA is that it is integrated with Active 
Directory. As new users are added, or new certificate are generated for existing users, the 
certificates can automatically be stored in Active Directory so that they are available for uses 
including S/MIME and the Encrypting File System (EFS). If you use a third-party CA, you will 
need to provide a means to publish certificates in Active Directory, either automatically or by 
training individual users to publish their certificates using Outlook (instructions for this 
procedure are available from Microsoft TechNet; see the article ñHow to Manually Import a 
Recipient's Encryption Certificate into the userCertificate Attribute of the User's Object in 
Active Directoryò at http://technet.microsoft.com/en-us/library/aa998908.aspx). 

There are two separate Active Directory attributes that can be used to store certificates.  

The userCertificate attribute is designed to hold X.509 v3 certificates; these certificates are 
associated with the user, often for multiple purposes including S/MIME e-mail security. When 
Outlook Web Access sessions and Windows Mobile devices check to see if the user has a 
certificate and can receive an encrypted S/MIME message, they first see if this attribute is 
present. The Windows Certificate Services CA stores S/MIME certificates in this attribute, but 
it can be used to store properly formatted certificates issued by any other standards-compliant 
PKI. 

The userSMIMECertificate attribute is specifically designed to store PKCS#7 digital 
certificate. These certificates are intended for use only with S/MIME operations. This attribute 
is mainly intended for use with enterprises that are making significant use of the 
inetOrgPerson Active Directory object class. However, this attribute is potentially interesting 
because the PKCS#7 format allows the storage of a complete certificate chain. WCS will not 
publish certificate that it generates to this attribute; however, you can manually populate this 
entry or all users to do so in Outlook using the Publish to GAL button. Outlook Web Access 
sessions and Windows Mobile devices treat this attribute as a secondary source of 
certificates; however, Outlook will use the certificate it finds here in preference to the 
userCertificate attribute. 

Exchange Server S/MIME support 

When looking at how S/MIME interacts with the components of the Exchange Server 
messaging system, it is important to understand where the S/MIME functionality happens. 

Most of the PKI interactions are handled by the client. In an Exchange Server system, there 
are three main types of clients: 

¶ The Outlook Web Access (OWA) client is provided as part of the Exchange Server system. 

In Exchange Server 2003, S/MIME functionality in the OWA client is provided through the 

use of a separate ActiveX control and is only available when using the Premium OWA 

client. The initial release of Exchange Server 2007 did not include S/MIME support for 

OWA, but S/MIME support will be restored with the release of Exchange Server 2007 SP1. 

¶ The Outlook client is a member of the Office application family and provides a rich set of 

functionality when used with any e-mail system, including full support for the S/MIME 

standards. 

¶ Windows Mobile clients using Exchange ActiveSync. Windows Mobile versions 5.0 (AKU2 

and later) and Windows Mobile 6 offer advanced integration with Exchange Server to 

provide support for S/MIME; this support requires Exchange Server 2003 SP2 or Exchange 

Server 2007 SP1. Soft certificate support requires Windows Mobile 6 or later. 

Table 1 provides a matrix that compares the S/MIME features available when using different 
combinations of clients and Exchange Server: 

http://www.ietf.org/rfc/rfc2798.txt
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Table 1: S/MIME support in Exchange Server 

Client Action 
Exchange 

Server 2003 SP2 
Exchange 

Server 2007 RTM 
Exchange Server 

2007 SP1 

Outlook 

Send cleartext signed message Yes Yes Yes 

Send opaque signed message Yes Yes Yes 

Send encrypted message Yes Yes Yes 

Read cleartext signed message Yes Yes Yes 

Read opaque signed message Yes Yes Yes 

Read encrypted message Yes Yes Yes 

Windows Mobile clients 
(WM 5.0 with 

MSFP/AKU2 or later) 

Send cleartext signed message Yes No Yes 

Send opaque signed message Yes No Yes 

Send encrypted message Yes No Yes 

Read cleartext signed message Yes Yes Yes 

Read opaque signed message Yes No Yes 

Read encrypted message Yes No Yes 

Outlook Web Access 

Send cleartext signed message Yes* No Yes** 

Send opaque signed message Yes* No Yes** 

Send encrypted message Yes* No Yes** 

Read cleartext signed message Yes No Yes 

Read opaque signed message Yes* No Yes** 

Read encrypted message Yes* No Yes** 

* Requires the Premium client and use of the S/MIME control. 

**Requires the Premium client. 

In addition to providing the S/MIME functionality in OWA, Exchange Server also provides 
support for integration with any standards-compliant PKI. Whether using the native Active 
Directory-integrated Windows Certificate Services, a third-party PKI system, or an external 
PKI offering such as those offered by many certificate vendors, Exchange Server can interact 
with these systems to automate the handling and publication of certificate information for 
users in the organization. This information, in turn, can be published in Active Directory and 
downloaded to the individual clients as part of the Exchange Server Offline Address Book, 
allowing mobile clients to create and validate S/MIME messages while on the road. 

Windows Mobile S/MIME support 

Windows Mobile 5.0 supports S/MIME using the RC2 algorithm with a 40-bit key length. 
However, Windows Mobile 5.0 can also encrypt and decrypt e-mails using the more secure 
3DES algorithm. In Windows Mobile 6 e-mail messages are encrypted by default with 3DES. 
If you set the S/MIME "Encrypted Mail Policy" (4126) to "2", Windows Mobile 5.0 will uses 
3DES

À
 instead of 40-bit RC2. 

Windows Mobile devices do not do their own certificate validation. Instead, they use the 
Exchange ActiveSync protocol to request certificate validation from the Exchange server. 
While this means that Windows Mobile devices are dependent upon an active connection to 
Exchange Server in order to send and validate S/MIME messages, it frees the device from 
having to manage potentially large CRLs and takes advantage of Exchangeôs ability to quickly 
look up and validate certificates when needed. Additionally, if your root CA certificates are 

                                                           

À
 The Windows Mobile 3DES encryption implementation is certified to FIPS 140-2 Level 1.   

Documentation on FIPS can be found under certificate 560 on the NIST web site at 
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/1401val2005.htm#560 

http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/1401val2005.htm#560
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changed, you can change them on your Exchange servers and still allow your users to 
validate the new certificates before they can download the new root certificates to their 
devices. 

Special-purpose S/MIME hardware support 

Windows Mobile-powered devices come in several different form factors, with a number of 
different interfaces to external devices. In order to use hard certificates, youôll need a smart 
card, Common Access Card, or other hard token that contains the certificate, along with a 
Windows Mobile device and an appropriate external or integrated reader for the hard 
certificate. A number of Microsoft partners make devices that provide hard certificate support 
through external readers that use Bluetooth and SDIO interfaces. For example, Biometric 
Associates Inc. makes the baiMobile Bluetooth reader

ÿ
; it accepts a smart card or U.S. 

Department of Defense (DoD) Common Access Card (CAC) and establishes an AES-256 
encrypted Bluetooth connection with a Windows Mobile device. Middleware on the device 
passes cryptographic service requests to the baiMobile reader and returns the results to 
Outlook Mobile.  

                                                           

ÿ
 For more information, see http://www.biometricassociates.com/baimobile.php 

http://www.biometricassociates.com/baimobile.php
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Supporting S/MIME with Active Directory 

When creating, managing, and deploying certificates, you will often need to use the Certificate 
snap-in for the Microsoft Management Console (MMC). This will require you to manually 
launch MMC and add this snap-in. The following process explains this procedure. 

Note: although Microsoft recommends its use, a Windows Server -based PKI 

architecture is not required.  Windows Mobile fully supports third -party CAs 

and certificates. However, some features, like automatic enrollment for 

Windows Mobile 6 devices, may not be supported with third -party CAs.  

Opening the Certificate MMC snap-in 

Windows does not include a pre-defined shortcut to the MMC Certificate console; however, 
this console is extremely useful while deploying and managing a PKI. The following process 
shows you how to manually open this console. 

1. Open the MMC. If you are running Windows Vista, you may be prompted for permissions; 
if so, click Continue. 

2. Select File, Add/Remove Snap-in. 

3. Select Certificate from the list and press the Add > button. 

4. Select the My user account option and click Finish 

5. Click OK. 

6. You can optionally choose to save this custom MMC console so you can easily re-open it 
at a later time. 

 

Installing the Windows Server Certificate Authority components 

Before you can configure your Windows Certificate Services PKI, you have to install the 
components. These components are optional Windows components. You do not have to 
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install the web-based service components; if you choose to, you must also install support for 
ASP. 

1. Ensure that the server is a member of your Active Directory forest. If you are installing an 
offline root CA, it should not be a member of the forest. For more details of this advanced 
configuration, including additional configuration tasks, see the Windows Server 2003 
Deployment Guide on the Microsoft TechNet Web site.  

2. Click Start, Control Panel, Add/Remove Programs, Add/Remove Windows 
Components. 

3. Check the Certificate Authority component. 

4. If you wish to enable the Web interface for Certificate Services, check the Application 
Server component. 

5. Click Next. 

6. Specify which type of certificate authority you wish to install and click Next. 

7. Specify the location of your Windows installation files and click Next. 

8. Validate the installation of your certificate authority components by browsing to: 
http://servername/CertSrv/ 

Create the new certificate template 

The templates that come with WCS are not configured for auto-enrollment. In order to enable 
auto-enrollment, you cannot modify one of the base templates; instead, you must make a new 
template and configure it appropriately. This requires the Enterprise Edition of Windows 
Server.  

1. Open the Certification Authority MMC. 

¶ If the computer you are logged on does not have the certification authority 
components installed, you will receive a warning; click OK to clear the warning. 

¶ To connect to a CA, right-click the Certification Authority node, select Retarget 
Certification Authority, select the appropriate server, and click Finish. 

2. Expand the server; right-click Certificate Templates, and click Manage. 

3. The Certificate Templates MMC console will open. Right-click the desired template, such 
as User, and click Duplicate Template. 

4. Modify the name of the new template, then modify the values of the following settings: 

a. On the Request Handling tab: 

¶ For Purpose, select Signature and encryption. 

¶ Select Enroll subject without requiring any user input. 

b. On the Subject Name tab: 

¶ Select the Build from this Active Directory information to allow automatic 
creation of the certificate's subjectName and alternateSubjectName attributes. 

¶ Select the values desired in your organization. For S/MIME, you should check E-
mail name and User principal name (UPN) at a minimum. 

c. On the Issuance Requirements tab: 

¶ If This number of authorized signatures is not checked, auto-enrollment 
proceeds. 

http://technet2.microsoft.com/windowsserver/en/library/c283b699-6124-4c3a-87ef-865443d7ea4b1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver/en/library/c283b699-6124-4c3a-87ef-865443d7ea4b1033.mspx?mfr=true
http://technet2.microsoft.com/windowsserver/en/library/c283b699-6124-4c3a-87ef-865443d7ea4b1033.mspx?mfr=true
http://servername/CertSrv/
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¶ If This number of authorized signatures is checked and the value is set to 1, 
the user must have an existing valid personal certificate that satisfies the template 
requirements for auto-enrollment to proceed. 

¶ If This number of authorized signatures is checked and the value is set greater 
than 1, auto-enrollment cannot proceed. 

¶ If Valid existing certificate is selected, auto-enrollment only happens for users 
with an existing non-expired, non-revoked certificate; this option in essence only 
permits automatic certificate renewals. 

 

 

 

d. On the Security tab: 

¶ Ensure that the users and groups you wish to be allowed to autoenroll have been 
granted the Read, Enroll, and Autoenroll permissions. 

5. Click OK to save the new template. Close the Certificate Templates console. 

6. Close the Certificate Authority console. 

Add the new certificate template to the CA 

Once you have created a certificate template that supports auto-enrollment, you must 
configure your CA servers to offer this template. Perform the following procedure on each root 
CA and subordinate CA in your organization: 

1. Open the Certification Authority MMC. 

¶ If the computer you are logged on does not have the certification authority 
components installed, you will receive a warning; click OK to clear the warning. 
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¶ To connect to a CA, right-click the Certification Authority node, select Retarget 
Certification Authority, select the appropriate server, and click Finish. 

2. Right-click the server, click New, and click Certificate Template to Issue. 

3. Select the new template from the list and click OK. Ensure that the selected auto-
enrollment-enabled template shows up in the list of certificate templates. 

4. Verify the auto-enrollment settings for the template: 

¶ Right-click the Certificate Templates node and click Manage to open the Certificate 
Templates MMC console. 

¶ Verify that the Auto-enrollment column says "Allowed" for the selected template. 

¶ Close the Certificate Template console. 

5. Close the Certificate Authority console. 

Create the auto-enrollment policy in Group Policy 

You now need a Group Policy Object to enable auto-enrollment on the user workstations. 
After the policy is installed, a user will automatically receive a certificate when they logon to a 
workstation in the domain. The certificate will be added to their Personal certificate store, as 
well as published to their userCertificate attribute in Active Directory. 

1. Open the Active Directory Users & Computers MMC snap-in. 

2. Right-click the domain and select Properties. 

3. On the Group Policy tab, click New. 

4. Create a new policy and give it a name such as "Certificate Auto-enrollment." 

 

 

 

5. Click the Edit button. 

6. Expand the newly-created policy, User Configuration, Windows Settings, Security 
Settings, and Public Key Policies. Double-click the Auto-enrollment Settings object in 
the left pane. 
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7. Ensure that the following settings are checked: 

¶ Enroll certificates automatically 

¶ Renew expired certificates, update pending certificates, and remove revoked 
certificates 

¶ Update certificates that use certificate templates 

 

 

 

8. Click OK to close the policy. Ensure that it is enforced. 

9. Optionally, use the Group Policy Management Console (GPMC) or another tool that can 
display the resultant set of policies (RSoP) to verify the policy settings. 

10. Close the Active Directory Users & Computers console. 

Place the root CA certificate in Active Directory 

Your user workstations need to have the root CA certificate available. You can do this by 
publishing it in a Group Policy Object. 

1. Open the Active Directory Users & Computers MMC snap-in. 

2. Right-click the domain and select Properties. 

3. On the Group Policy tab, select the auto-enrollment policy: 

¶ To modify an existing policy, select the existing policy object and click Edit. 

¶ To create a new policy, click New, give it a name, and click Edit. 
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4. Expand the Computer Configuration, Windows Settings, Security Settings, and 
Public Key Policies categories. 

5. Right-click the Trusted Root Certification Authorities folder, click Import, and click 
Next. 

6. Browse to and select your root CA certificate file, click Open, and click Next. 

7. Ensure that the Place All Certificates in the Following Store and Trusted Root 
Certification Authorities options are selected and click Next. 

8. Click Finish. 

9. Review the Trusted Root Certification Authorities setting and verify that the certificate 
is now listed. 

10. Close the Active Directory Users & Computers console. 

Creating certificate CABs 

By wrapping the root CA and subordinate CA certificates in CAB files, they can be easily 
copied to Windows Mobile devices and imported. You should create a separate CAB file for 
each root CA and subordinate CA. 

1.  Save the following XML to a file: 
<wap- provisioningdoc>  
 <characteristic type="CertificateStore">  
  <characteristic type="ROOT" >  
   <characteristic type="#THUMBRPINT#">  
    <parm name="EncodedCertificate" value="#VALUE#"/>  
   </characteristic>  
  </characteristic>  
 </c haracteristic>  
</wap- provisioningdoc>  

2. Open the Certificates snap-in. 

3. Expand the Trusted Root Certificates node, right-click the desired root certificate, and 
select the All Tasks | Export command.  

4. Open a blank copy of Notepad. 

5. Right-click the certificate file in Explorer and click Properties. Click the Details tab. 

6. Click the Thumbprint field. Select the value from the lower textbox and copy it to the 
Notepad instance. Click OK.  
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7. In Notepad, remove the spaces from the thumbprint string you copied. It should be one 
single string. Copy this string into the XML file, replacing the string #THUMBPRINT#. 

8. Open the certificate file in Notepad. 

9. Delete the lines that say BEGIN CERTIFICATE and END CERTIFICATE. Remove all line 
breaks from the Base-64 lines so that the text is one long string. 

10. Copy this string into the XML file, replacing the string #VALUE#. 

11. Save the XML file as _setup.xml and exit Notepad. 

12. Run makecab _setup.xml filename.cab to create the CAB file. (The makecab utility is 
shipped as part of Windows XP, Windows Vista, and Windows Server 2003.)  

Importing root certificates using a Web page 

If you have users who are in the field frequently, getting new root certificates on their device 
can be problematic. If they have Internet access on their devices, you can use a custom Web 
page to easily transfer the certificate CAB files to their devices. This option is easy to explain 
and requires minimal user intervention. 

This option may or may not work, depending on your device security settings. Some mobile 
operators and corporate issuers restrict the ability of device owners to add new certificates.  

Note: CAB files and .cer files can be installed easily using File Explorer under 

Windows Mobile on Pocket PC/Windows Mobile Professional devices. However, 

you may nee d to use a properly signed import utility with elevated privileges 

to import the same certificates on a Smartphone/Windows Mobile Standard 

device.  

To install a root certificate from a Web page, do the following: 

1. Create a web page that contains links to the certificate CAB files you have previously 
created. You should have one link for each separate CAB file. 

2. From the device browser, go to the URL of the web page in step 1. 

3. Click on each link to download the CAB packages Check Open file after download and 
click Yes. If prompted for permission to run the CAB installer, allow it. 

4. Once you are done downloading all certificate CAB files, click Settings, System, and 
Certificates. Verify the presence of the certificates in the correct repositories. 

5. From the device browser, go to the OWA URL. Verify that the padlock icon that appears 
for an SSL-protected Web page appears properly.  
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Importing root certificates from a desktop computer  

Users who are usually at their desktops and synchronize their devices can use the following 
procedure to add new root certificates to their device, using either ActiveSync or Windows 
Mobile Device Center 6.1 (WMDC) for Windows Vista. 

1. Cradle the device and wait for ActiveSync or WMDC to connect. 

2. Using Windows Explorer, copy the CAB files to the target folder such as \My Documents 
for the Windows Mobile device. 

3. Once files are copied across to the device, click Start, Programs, and File Manager on 
the device 

4. Navigate to the folder where the CAB files were copied to and then single-tap each CAB 
file (or select it and use the Action key on Windows Mobile Smartphone or Windows 
Mobile 6 Standard devices) in turn to execute it. 

5. Click on Start, Settings, System, and Certificates. Switch to the Root tab. Verify the 
presence of the certificates in the correct repositories. 
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Using S/MIME on Windows Mobile 

Once you have installed your PKI, generated certificates for your users, and published their 
certificates to Active Directory, there are still several operations that you must perform on the 
actual Windows Mobile devices. The following operations must be performed on each userôs 
device: 

¶ Import the userôs personal certificate to their device. Windows Mobile 6 devices can use 

hard or soft certificates, including certificates stored in PFX files. Windows Mobile 5.0 

devices normally require hard certificates using a token or smart card, although you can 

use a third-party tool to import certificates in PFX files.  

¶ Enable retrieval of the certificates associated with the userôs recipients. Windows Mobile 

must be able to retrieve the recipient certificate when you are performing encryption; it 

needs the public key. It can retrieve certificates from the Exchange Server GAL or the 

userôs Address Book. (For more information on how to configure certificate retrieval, see 

the section ñRetrieving recipient certificatesò later in this document. 

¶ Configure the applicable Windows Mobile security policies for your devices. Several 

policies affect the use of S/MIME on Windows Mobile devices; these policies may be 

installed by CAB files. 

¶ Working with S/MIME messages. By default, Windows Mobile devices do not enable digital 

signatures or encryption. Your users can enable these behaviors separately, then read, 

send, and verify S/MIME messages. 

The following sections discuss these activities in more detail. 

Importing personal certificates to Windows Mobile devices 

If you are using WCS as your PKI, you should configure auto-enrollment. When auto-
enrollment is enabled on a certificate template, your users will automatically receive 
certificates created by that template whenever they logon to a machine that is joined to the 
Active Directory domain and has a connection to the domain controllers and CA servers. 

If you donôt have a central PKI or cannot install one, you can still obtain personal certificates 
from several third-party services such as Comodo, Thawte, and VeriSign; many certificate 
authority services offer the option of issuing certificates that are compatible with S/MIME. 
These services will send you detailed instructions on how to install the certificate on your local 
computer once you order the certificate. 

However your users receive their certificates, there are two ways to deploy them to their 
mobile devices: certificate export/import or device enrollment. 

To export personal certificates, you must export them in the PKCS#12 format; this allows the 
private key associated with the certificate to be saved in the file. In Windows, PKCS#12 
certificates are saved as either .p12 or .pfx files. These files require password protection to 
ensure the safety of the private key, and can then be copied over to the device in some 
fashion.  

¶ To enroll a mobile device in your PKI, see the section titled ñEnrolling a device on Windows 

Mobile 6 and Windows XPò below. 

¶ To export a personal certificate from a workstation using the MMC: 

1. Open the MMC. If you are running Windows Vista, you may be prompted for 
permissions; if so, click Continue. 

2. Select File, Add/Remove Snap-in. 

3. Select Certificate from the list and press the Add > button. 



19 Windows Mobile S/MIME Implementation Guide 19 

4. Select the My user account option and click Finish 

5. Expand the Certificates | Console Root | Current User | Personal node. 

6. Right-click the certificate you want to export. 

7. Select All Tasks | Export. 

8. Click Next to dismiss the first page of the Certificate Export Wizard. 

9. Select the Personal Information Exchange ï PKCS #12 (.PFX) option. Ensure that 
the Include all certificates in the certification path if possible box is checked. 
Click Next. 

10. Enter a file name for the exported certificate, then click Next. 

11. Click Finish.  

Importing personal certificates on Windows Mobile 6 

Windows Mobile 6 has the ability to natively import personal certificates in the PKCS#12 
format. Note that if the certificate you are attempting to import has the same subject name as 
an existing certificate on the device, Windows Mobile will silently overwrite the old certificate 
with the new one. 

1. Transfer the PKCS#12 certificate file (.PFX or .P12) to the device using the method of 
your choice: WLAN, Bluetooth, memory card, infrared, USB cable, or e-mail attachment. 

2. Double-click the certificate file: 

¶ If the certificate is saved as a file, open File Explorer by tapping Start, Program Files, 
File Explorer, browse to the file, and single-tap it or press the center/directional-pad 
button on a Windows Mobile Smartphone.. 

¶ If the certificate is an e-mail attachment, open the message and double-click the 
attachment. 

3. Enter the password used to protect the certificate file. 

4. The device imports the certificates in the file. When it is done, it says, "One or more 
certificates were imported successfully." 

Importing personal certificates on Windows Mobile 5.0 

By default, personal certificates are saved in the PKCS#12 format, which Windows Mobile 5.0 
does not have the ability to natively import. Instead, you can download and use the P12imprt 
utility from the following URL: 

http://www.jacco2.dds.nl/networking/p12imprt.html#Download 

This utility is not developed by or supported by Microsoft, and Microsoft disclaims all 
responsibility for its use. 

Enrolling a device on Windows Mobile 6 and Windows XP 

You must have ActiveSync 4.5 or higher installed on your machine to follow this procedure: 

1. Cradle the device or establish a Bluetooth connection and wait for ActiveSync to connect. 

2. In ActiveSync on the PC, click Tools, Advanced Tools, and Get Device Certificates. 

http://www.jacco2.dds.nl/networking/p12imprt.html#Download
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3. Select the certificate type from the list and click Enroll: 

 

4. On the PC, you will be prompted to confirm that you wish to request a certificate from the 
relevant CA server. Click Yes. 

 

5. On the PC, you will be prompted to approve the request from your device. 
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6. On the device, you will be prompted to continue with the enrollment. Click Continue. 

 

7. On the device, you will be asked to install the certificate. Click More, then Install. 

 

Note: If you accidentally press the Block button, you wonôt be able to install the 

selected certificate.  

 

8. On the device, you will see the certificate details by using the Certificate application found 
under Start/Settings/System tab (on Pocket PC). Verify that it is issued to you, and 
includes Secure Email in the list of intended purposes. Click OK. 
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9. On the PC, click OK. 

 

On a Windows Vista device, you will use the Windows Mobile Device Center instead of 
ActiveSync. 

Verifying the certificate importation 

Once you have imported the certificate, you should verify it: 

¶ If your device is running Smartphone Edition or Standard  Edition:  

1. Click Start, Settings, Security, Certificates, Personal. 

2. Select the certificate you just imported and click Details. 

¶ I f your device is running PocketPC Edition or Professional  Edition:  

1. Click Start, Settings, System, Certificates. 

2. Select the certificate you just imported and click Details. 

Retrieving recipient certificates 

As discussed previously, sending S/MIME encrypted messages requires both the sender and 
the recipient to have certificates. When sending encrypted messages from your mobile 
device, it is not enough to have your personal certificate and private key on your mobile 
devices; the other half of the process is having access to the certificates for your recipients. 
The process that Windows Mobile uses to retrieve these certificates depends on whether the 
recipient is a member of the organization or an external user. 

Publishing certificates for internal users 

Users in the organization should have their certificates published into Active Directory so that 
they can be retrieved from the GAL. Microsoft e-mail clients, including Outlook Mobile, look for 
S/MIME-enabled certificates in one of two attributes: 

¶ The userCertificate attribute is the primary attribute used by WCS. When users 

autoenroll with an Active Directory-integrated Windows CA, their user certificate is 

published to this attribute in their User or inetOrgPerson object. 

¶ The userSMIMECertificate attribute is a secondary attribute used to publish certificates 

that are specifically intended just for S/MIME. Again, this attribute is published to the 

corresponding User or inetOrgPerson object. 

If you are using a third-party PKI or external CA vendor, you will need to ensure that your 
usersô certificates are published to the userCertificate attribute of their account objects. By 
placing the certificate in this attribute, Microsoft e-mail clients, including Outlook and Pocket 
Outlook, will be able to transparently make use of them. 

When an internal user is selected as a recipient and the Windows Mobile device is configured 
to encrypt messages, the device passes a request to the Exchange server to retrieve the 
certificates published by these recipients. If no certificates are found in these attributes, the 
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encryption attempt fails. While the message appears to send, you will receive an NDR that 
explains that certificates cannot be found for the specified recipients. 

Note that when sending an encrypted message to a distribution list, Exchange Server must 
expand the DL as soon as possible in order to retrieve the certificates for the recipients. This 
expansion will increase the amount of SMTP traffic that must be sent between servers in your 
organization, as Exchange Server can no longer send a single copy to multiple recipients; 
each recipient must have their own copy of the message, encrypted with their own personal 
key. 

When you receive an encrypted or signed message from an internal sender, Windows Mobile 
will not automatically validate the certificate beyond ensuring that the certificate chain is 
correct. You can ask Windows Mobile to validate the certificate; it will request validation from 
the Exchange server, which performs all necessary validation steps including checking that 
the certificate has not been revoked. 

Publishing your own certificate to the GAL 

If you obtain a certificate from a third-party certificate authority, you can publish it to Active 
Directory so that other users in your organization can use it to send you encrypted messages 
or to verify signed messages you send. This process requires Outlook: 

1) Launch Outlook. 

2) Choose the Tools | Trust Center command. 

3) In the Trust Center, click the E-mail Security item on the left. 

4) Select the S/MIME profile you want to publish the certificate for from the Default Setting 
pulldown. 

 

5) Click the Publish to GAL button. 

6) Click OK to acknowledge Outlookôs warning that you are about to publish your certificate 
to the GAL. 

7) Outlook will attempt to publish the certificate, then display a dialog indicating whether 
the publication was successful or not. Click OK to dismiss this dialog. 

Publishing certificates for external users 

Certificates for users who are not members of the organization cannot be directly retrieved by 
Windows Mobile and Exchange Server. Instead, the user should publish their certificates into 
Outlook contact objects so that Windows Mobile can retrieve them from userôs address book. 
The process for doing this requires the use of Outlook; the procedure for Outlook 2007 is as 
follows: 
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1) Request that the external user sends you a signed message, or attaches their certificate 
to an e-mail message. 

2) View the message in Outlook. 

3) Right-click the sender name and choose the Add to Outlook Contacts command. 

 

Once the new contact object has been synchronized to your Windows Mobile device, you will 
now be able to select this recipient as a valid recipient for encrypted messages. Windows 
Mobile will find the certificate in the contact object and automatically use it to encrypt the 
message. 

Alternately, if the recipient will be exchanging messages with multiple users in your 
organization, you can create an Active Directory Contact object and publish the userôs 
certificate to the appropriate attribute. This allows Exchange Server to search the GAL and 
retrieve the certificate on behalf of Windows Mobile devices. 

Choosing advanced ActiveSync S/MIME options 

You can set additional S/MIME options by using the ActiveSync application on your Windows 
Mobile device. There are two options available:  

¶ which certificate will be used for signing outgoing messages  

¶ which e-mail address will be used to retrieve your public key from Active Directory when 

sending an encrypted message. Messages you send are encrypted using the recipientôs 

public keys, but also your own; this allows you to read encrypted messages stored in your 

Sent Items folder. 

To access these options, do the following: 

1) Click Start, ActiveSync. 

2) Click Menu and select Options. 

3) Select E-mail and click Settings. 

4) Click the Advanced button. 

5) To choose which certificate is used to sign messages, click the Choose Certificateé 
button, then select a certificate from the list of certificates presented. If there are multiple 
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certificates available in the device certificate store, you must choose a certificate before 
you will be able to send signed messages. 

6) To choose which e-mail address to use to preserve your ability to read encrypted 
messages you sent, use the My e-mail addresses control. Exchange Server 2007 will 
automatically fill this field with all the e-mail addresses defined for your account; 
Exchange Server 2003 requires you to type the address you want to use into the box. 

7) Click OK. 

Configuring S/MIME security policies 

Windows administrators are already familiar with the concept of policies, which are controls 
that allow administrators to centrally define, deploy, and mange boundaries over usersô 
actions. Active Directory Group Policies are canonical examples of policies in a typical 
Windows deployment; by creating Group Policy Objects containing one or more settings, and 
attaching these objects to domains and organizational units in an Active Directory forest, 
administrators can mandate or prohibit a wide variety of behaviors across Windows operating 
systems and applications. Unfortunately, mobile devices do not benefit from Group Policy for 
several reasons: 

¶ Active Directory Group Policy depends on membership in an Active Directory domain. 

Mobile devices do not have the ability to join Active Directory domains. 

¶ Active Directory Group Policy depends on the member computers behind either behind the 

firewall or having some sort of VPN tunnel that allows the machine to boot up with a clear 

network path to the domain controllers. In contrast, while Windows Mobile devices have the 

ability to contact Windows resources from within the corporate network using either WiFi or 

cradled connections, there is no requirement to do so; they may only ever perform over the 

air (OTA) operations from IP addresses outside of the corporate firewall. 

Beginning with the Windows Mobile 5.0 Messaging Security and Feature Pack, Microsoft 
introduced the ability to define Windows Mobile security policies for S/MIME. These policies, 
like Active Directory Group Policies, are settings on Windows Mobile devices that allow 
centralized behavior customization. Unlike Group Policy, however, Windows Mobile security 
policies are designed to be pushed out to devices using OTA connections. In a business 
environment, e-mail is the typical ubiquitous OTA connection, so Windows Mobile security 
policies are created and managed on Exchange Server 2003 SP2 and later and pushed out 
using the Exchange ActiveSync protocol during regular mailbox access. 

Windows Mobileôs security policies govern a variety of behaviors and actions that mobile 
users and applications can take. These policies work in conjunction with the mobile device 
security roles. These roles establish which users can define and change each policy. Users 
and administrators who have the Manager role have complete control over the device; most 
policies can only be changed by the Manager or Enterprise roles. While the majority of these 
policies are outside the scope of this document, there are many policies that affect what 
measures the device will take to protect data during transmission. (For a list of S/MIME-
related policies, see Appendix A.) 

Working with Messages 

Once you have the PKI configured and certificates published to Active Directory and usersô 
Address Books, your users can begin using S/MIME with their Windows Mobile devices. You 
have the following actions that you can perform: 

¶ Read signed messages and validate the signatures. 

¶ Send signed messages. 

¶ Read encrypted messages. 
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¶ Send encrypted messages. 

Reading Signed Messages 

When you are sent a signed message, you donôt have to do anything in particular. As long as 
you are receiving messages from Exchange Server over EAS, you will see an indication when 
the message has been digitally signed using S/MIME-compliant certificates. 

You may, however, wish to validate the digital signature using the following procedure: 

1) Launch Outlook Mobile on your device. 

2) Open a signed message by clicking it. 
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3) Click View signature status. 

4) Click Menu | Check Certificate. 

5) After a short pause while the device queries the Exchange server to validate the 
certificate, the results will be displayed in the signature status. 
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Note that the S/MIME headers, certificate, and MIME layers can add a considerable amount 
of data to signed messages; you may need to adjust your ActiveSync settings to permit your 
device to download larger messages. This has the potential to have a large impact on your 
available storage space. 
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Sending Signed Messages 

Now that you have your S/MIME certificates loaded onto your Windows Mobile device, you 
must enable digital signatures. You can do this for individual messages or as the default for all 
messages.  

Signing an individual message  

1) Launch Outlook Mobile on your device. 

2) Compose a new message. 
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3) Click Menu and choose Message Options. 
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4) Use the Security control to choose Signed or Signed and Encrypted. 


