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This Document

The purpose of this document is to outline the technical requirements and eligibility qualifications an application
must meet in order to participate in the Windows 7 Client Software Logo Program. The Windows platform has a
broad ecosystem of products and partners that supports the platform. Displaying the Windows logo on your product
represents a relationship and a shared commitment to quality between Microsoft and your company. Customers trust
that seeing the Windows brand on your product ensures that it meets compatibility standards and performs well on
the Windows platform.

The Windows 7 Client Software Logo Program is made up of policies and technical requirements to help ensure that
third-party applications carrying the Windows brand are both easy to install and reliable on PCs running Windows 7.
End users and customers value stability, reliability, performance, and quality in the systems they purchase. Microsoft
focuses some of its investments to meet these requirements for software applications designed to run on the
Windows 7 platform for PCs. These efforts include compatibility tests for ease-of-use, better performance, and
enhanced security on PCs running Windows 7 software. Microsoft compatibility tests have been designed in
collaboration with industry partners and are continuously improved in response to industry developments and
consumer demand.

Application Eligibility
For an application to qualify for the Windows 7 Logo Program, it must meet the following criteria:

= The application must be a standalone® application

= The application must run on a local Windows 7 machine
=  Aclient component’ of a server application

=  The application must be code and feature complete®

The following application types illustrate standalone applications that qualify for the Windows 7 Software Logo
Program:

= A Windows 7 application that requires Microsoft Outlook 2007 to be installed
= Alava or .NET application or similar hosted runtime environment

= A Windows 7 application that requires optical media to run

= A Windows 7 application that requires a connection to a server

The following application types will not qualify for the Windows 7 Software Logo Program:

= A Web-based application

= A Web browser plug-in

=  An MMC snap-in

= A hardware driver and, or a driver add-on*

! A standalone application is any application that runs inside its own process on Microsoft Windows 7. This definition includes
applications that require other applications as a prerequisite

? Client component of a Server application that has passed Works with or Certified For Windows Server 2008 R2 programs

® Alpha, Beta and or any other pre-released version of the application do not qualify for this program

* A driver add-on is an applet that may ship with a hardware driver to facilitate modifying, extending driver setting or functionality;
e.g. control panel applet to monitor network traffic, or track network card performance



Prerequisite Components

Components® required as a prerequisite® for the core functionality” of another application must comply with the
Windows 7 logo technical requirements outlined in this document. Failure to pass the validation tests will cause the
application subject to Windows 7 logo testing to fail. This rule applies even if the prerequisite component is not
included in the installation package. If the prerequisite application has already earned a Windows logo®, then no
further testing is required.

Optional Components

Vendors sometimes ship applications for the convenience of customers, although the application being tested for
Windows 7 logo eligibility does not require them in order to run. Microsoft requires compliance testing of these
optional applications only if the optional application is part of the default installation. If the optional application is not
installed by default, it is not subject to testing.

Windows Components
Windows components® do not need to be tested. Windows components include:

= All inbox components that ship with the operating system
= Any Windows components available through Windows Update
*  The Windows Platform SDK

Definitions

1. Policies
A set of principles adopted by the program to assure the promise of quality associated with the Windows 7
logo. These principles can be either technical or business in nature. Vendors must agree and adhere to these
policies in order to participate in the program. While not subject to direct testing or validation by the Logo
Toolkit, policy enforcement will occur through end-user feedback, telemetry, crash data, or after-the-fact
auditing. Logo-carrying applications found to be in violation of one or more Windows 7 logo policies may
lose their logo status and any related benefits.

2. Technical Requirements
A set of technical principles used to qualify an application as compatible with the Windows 7 operating
system. The Logo Toolkit will validate applications for compliance, and will be the final arbiter for logo
compliance. Applications will be required to pass certain tests to receive the logo. Failure will disqualify an
application from receiving the logo unless covered by one of the waivers listed in this document. Other
validation test cases represent a best practice and a failure in such test cases will not disqualify an
application from receiving the logo. For more information, please refer to WSLK documentation.

> A component is defined as a single file and, or a full application with multiple files

® Microsoft recommends, but does not require, all prerequisite components, and or applications to be logo-carrying products.
For the purpose of the Windows 7 Logo Program, such applications must successfully pass the Windows 7 logo technical
requirements validation testing outlined in this document

"In many cases, an application may have dependencies on third-party binaries to provide some necessary functionality; such
dependencies must pass the validation testing of Windows 7 logo technical requirements outlined in this document.

& Windows 7, Windows Vista, and or Windows Server 2008 logo

® Other Microsoft components, such as Microsoft Visual Studio” or Microsoft Office” libraries, are not considered Windows
components



Application

A computer software application is a collection of one or more computer programs and associated data files
that performs an integrated set of functions for a user or, in some cases, for another application program.
The word application throughout this document refers to the “main part of any software program where the
user exercises the functionality intended by the software maker, and any supporting modules required by the
software to correctly perform its intended functions.”

Windows 7 Client Software Logo Roadmap

Follow these steps to verify that your application complies with the Windows 7 Client Software Logo technical
requirements:

NSO A wN R

Download and install the Windows 7 Client Software Logo Toolkit

Run the Toolkit to validate your application

Ensure the application adheres to all policies

Accept and sign all legal agreements

Opt in to receive communications from Microsoft about your product(s)

Upon successful completion of validation testing10 submit the results to Microsoft
[ I* a licensed copy of your application'” to Microsoft

Optional™": mai

Maintaining Windows 7 Logo Status

Product updates and or patches to address customer needs or security concerns are part of a continuous
commitment that software developers and independent software vendors (ISVs) have to their customer base. The
Windows 7 Logo Program considers applications distinct when they have differing major™* or minor version numbers.
You must retest and resubmit these applications. Updates only to the build or revision do not require retesting and
resubmission of the application.

Example of version changes that do not require resubmission:

1.00.0To 1.0.1.1
21To 211

Example of version changes that require resubmission

1011To11l11
201To21

21To3

19 Official submission requires test results of the application on x64 versions of Windows 7. ISV must also validate their application
on x86 versions of Windows 7. Results from both Windows 7 architectures must be cross checked at the requirement level for any
discrepancies. ISV must reconcile, and address any differences in results before submission.

! Refer to policy 3

12 Application Experience Library 1 Microsoft Way Redmond, WA 98052

13 Application refers to the software subject to the logo testing

1 Application version numbers are broken down to Major, Minor, Build, and Revision. Please note that within this program,
submission is language-neutral and you do not need to resubmit applications for each language as long as the major and minor
versions are not different from one language to the next


http://go.microsoft.com/?linkid=9661911

Policies

# Policy

Rational

Criteria

1 Comply with Anti-
Spyware Coalition
Guidelines

2 Do not modify
WRP protected
resources

3 Ensure ongoing
quality

Malware is a major concern for
customers. When they buy software
that carries the Windows 7 logo, they
can be confident the software is not
spyware or malware.

Windows resource protection (WRP) is
designed to ensure that protected
system resources are updated only by
using Microsoft-approved installation
or update mechanisms. Following WRP
guidelines helps to maintain system
integrity, and improves system
reliability.

An application carrying the Windows 7
logo represents an on-going
relationship between the partner, ISVs,

Microsoft does not allow its logo to appear
on malware or spyware. Any application
found to be malware or spyware as defined
by the Anti-Spyware Coalition will lose its logo
eligibility and any related benefits.

Spyware (and other potentially unwanted
technologies) are technologies deployed
without appropriate user consent and/or
implemented in ways that impair user control
over:

»  Material changes that affect user
experience, privacy, or system
security

=  Use of system resources, including
what programs are installed on their
computers; and/or collection, use,
and distribution of personal or other
sensitive information without prior
consent

Applications must not attempt to install files
or modify registry keys protected by WRP.
Complete listing of protected resources

If a newer version of a system component is
required, this component must be

updated by using a Microsoft Service Pack or
Microsoft approved installation package
containing the system component.

More information

Applications and installers can use the
SfclsFileProtected and SfclsKeyProtected
functions to determine whether a file or
registry key is protected.

= Vendors must not hide unhandled
exceptions from Windows error
reporting (WER). ISVs must sign up™®

> Some applications may be designed to handle crash data internally due to sensitive user information or digital rights issues.
To be eligible for the Windows 7 logo in such a case, ISVs must send an e-mail to: swlogo@microsoft.com with technical
justification outlining why the application must process unhandled exceptions internally


http://go.microsoft.com/?linkid=9647489
http://go.microsoft.com/?linkid=9647490
http://go.microsoft.com/?linkid=9647491
http://go.microsoft.com/?linkid=9647494
http://go.microsoft.com/?linkid=9647495
mailto:swlogo@microsoft.com

and Microsoft.

to receive their crash data from WER.
You can do this by signing
applications at Winqual. ISVs must
map their applications carrying the
Windows 7 logo to their company at
this site and maintain these mappings
while the product is supported.

Use Application Verifier (AppVerifier)
within your software development
lifecycle.

ISV must conduct application specific
testing on both x86 and x64 versions
of Windows 7

ISV must submit test results obtained
from an x64 Windows 7, and execute
logo testing on x64 versions of
Windows 7

If an issue with an application carrying
the Windows 7 logo is reported

that turns out to be in violation of the
logo requirements, Microsoft will
confirm the issue and contact the
partner for resolution. ISVs agree to a
30-90 day policy to submit a plan of
action for addressing application
issues.

Microsoft may request a licensed
copy of the logo carrying application
in the following cases:

1 ISV requesting Microsoft
support on issues related to
the logo toolkit, or validation
results

1  Customer reports of none
compliance with logo
requirements or polices, and
or application auditing by
Microsoft



http://go.microsoft.com/?linkid=9647492
http://go.microsoft.com/?linkid=9647493

Technical Requirements

# Title

Rational

Criteria

1 Clean,
reversible,
installation

2 Install to
the correct
folders by
default

A clean, reversible, installation allows
users to successfully manage (deploy and
remove) applications on their systems.

Users should have a consistent and secure
experience with the default installation
location of files, while maintaining the
option to install an application to the
location they choose. It is also necessary
to store application data in the correct
location to allow several people to use the
same computer without corrupting or

Applications must properly implement a clean,
reversible, installation. The application should be
able to roll back the install at failure and restore the
machine to its previous state.

Installation Requirements
An application installation should never:

=  Force immediate reboot. A reboot should
never be the only option at the end of an
install or update. Users should have the
opportunity to restart later

=  Be dependent on 8.3 short file names (SFN)

=  Block silent install/uninstall

Windows inventory tools and telemetry tools require
complete information about installed applications.
Application installers must create the correct registry
entries to allow successful detection and uninstalls. If
you are using an MSI-based installer, MSI
automatically creates the registry entries below. If
you are not using an MSI installer, the installation
module must create the following registry entries
during installation:

= DisplayName

= InstallLocation

= Publisher

= UninstallString

= VersionMajor or MajorVersion
= VersionMinor or MinorVersion

More information

Windows provides specific locations in the file
system to store programs and software components,
shared application data, and application data
specific to a user:

= Applications should be installed to the
Program Files™® folder by default. User data or
application data must never be stored in this
location because of the security permissions

16 %ProgramFiles%for native 32-bit and 64-bit applications, and %ProgramFiles(x86)% for 32-bit applications running on x64

respectively


http://go.microsoft.com/?linkid=9647496
http://appx/AEPOG/logo/Lists/Win 7 Logo Reqs/DispForm.aspx?ID=10

3

Digitally
sign files &
drivers

overwriting each other's data and settings.

More information

An Authenticode digital signature allows
users to be sure that the software is
genuine. It also allows detection if a file
has been tampered with, for example,
infected by a virus.

Kernel-mode code signing enforcement is
a Windows feature known as code
integrity (CI) that improves the security of
the OS, by verifying the integrity of a file
each time the image of the file is loaded
into memory. CI detects if malicious code
has modified a system binary file. Also
generates diagnostic and system-audit log
event when the signature of a kernel
module fails to verify correctly.

configured for this folder

= All application data that must be shared
among users on the computer should be
stored within ProgramData

= All application data exclusive to a specific user
and not to be shared with other users of the
computer must be stored in
Users\<username>\AppData

= Never write directly to the "Windows"
directory and or subdirectories. Use the
correct methods for installing files, such as
fonts or drivers

= In "per-machine” installations, user data must
be written at first run and not during the
installation. This is because there is no correct
user location to store data at time of
installation. Attempts by an application to
modify default association behaviors at a
machine level after installation will be
unsuccessful. Instead, defaults must be
claimed on a per-user level, which prevents
multiple users from overwriting each other's
defaults.

Not: A waiver is required for applications writing to
the global assembly cache (GAC)

All executable®® files must be signed with an
Authenticode certificate

All kernel mode drivers installed by the application
must have a Microsoft signature obtained through
the WHQL or DRS program. More information

Waivers will be considered only for unsigned third-
party redistributables. A proof of communication to
request a signed version of the redistributable(s) is

required for this waiver to be granted

v Generally .NET applications should keep assembly dependencies private, and store it in the application directory unless
sharing an assembly is explicitly required
18 exe, dll, ocx, sys, cpl, drv, scr
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4 Support x64 As 64-bit hardware becomes more To maintain compatibility with 64-bit versions of
versions of prevalent, users expect application Windows, applications must natively support 64-
Windows developers to take advantage of the bit or, at a minimum, 32-bit Windows-based

benefits of 64-bit architecture by applications must run seamlessly on 64-bit
migrating their applications to 64-bit, or  systems:
that 32-bit versions of the application
run well under 64-bit versions of = Applications and their installers must not
Windows. contain any 16-bit code or rely on any 16-
bit component
More information » The application setup must detect and
install the proper drivers and components
for the 64-bit architecture
= Any shell plug-ins must run on 64-bit
versions of Windows
= Applications running under the WoW64
emulator should not attempt to subvert or
bypass Wow64 virtualization mechanisms. If
there are specific scenarios where
applications need to detect running under
WoW64 emulator, they should do so by
calling Iswow64Process function for such
operations

5 Do not block It is important that customers are not Applications must not perform version checks for
installation or  artificially blocked from installing or equality (== 5.1). If you need a specific feature,
application running their applications when there are  check whether the feature itself is available. If you

launch based
on OS version
check

no technical limitations. In general, if
applications were written for Windows
Vista or later releases, they should have
no reason to check the OS version

need Windows XP, check for Windows XP or later
(>=5.1), This way, your detection code will
continue to work on future versions of Windows.
Driver installers and uninstall modules should
never check the OS version.

Waivers™ will be considered for applications
meeting the criteria below:

= Applications that are delivered as one
package that runs on Windows XP,
Windows Vista, and Windows 7, and need
to check the OS version to determine which
components to install on a given operating
system

= Applications that check only the minimum
version of the OS (during install only, not at
runtime) by using only the approved API
calls, and that properly list the minimum
version requirement in the application
manifest

19 Exceptions to this requirement occur when there is a very specific business, or legal need to do a version check, such as a
regulatory body requires you to certify your application for each operating system and version
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Security applications (antivirus, firewall,
etc.), system utilities (for example, defrag,
backups, and diagnostics tools) that check
the OS version by using only the approved
API calls

Follow User Some Windows applications run in the Most applications do not require administrator
Account security context of an administrator privileges at run time, and should be just fine
Control (UAC)  account, and many require excessive user  running as a standard-user. Windows applications
Guidelines rights and Windows privileges. must have a manifest®* (embedded or external®)

Controlling access to resources enables
users to be in control of their systems

that defines their execution levels and tells the OS
what privileges the application requires in order to

against unwanted”® changes. The most run.

important rule for controlling access to

resources is to provide the least amount = For example, <requestedExecutionLevel

of access “standard user context” level="asInvoker | highestAvailable |

required for a user to perform his or her requireAdministrator”

necessary tasks. Following UAC uiAccess="true|false"/>

guidelines provides applications with the » The main process of the application must

necessary permissions when needed, be run as a standard user (asInvoker). Any

without leaving the system constantly administrative features must be moved into

exposed to security risks. a separate process that runs with
administrative privileges.

More information = A waiver is required for applications that

run their main process? with elevated
privileges (requireAdministrator or
highestAvailable)

Waivers will be considered for the following
scenarios:

= Administrative or system tools with
execution level set to highestAvailable, and
or requireAdministrator

Or

=  Only Accessibility or Ul automation
framework application setting the
uiAccess” flag to true to bypass the user
interface privilege isolation (UIPI)

% An unwanted change can be malicious, such as rootkit stealthily taking over the machine, or an action from people who have
limited privileges, for example, an employee installing prohibited software on a work computer

?! The application manifest marking is only relevant to EXEs, not DLLs. This is because UAC does not inspect DLLs during the creation
of the process. It is also worth noting that UAC rules do not apply to Windows Services.

*2 Create a manifest file with the name <app_name>.exe.manifest and store it in the same directory as the EXE. Note that any
external manifest is ignored if the application has an internal manifest

% Main process is identified as the user’s entry point to the application

# To start properly applications utilizing this flag must be Authenticode signed, and must reside in a protected location in the file
system namely Program Files. More information
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Adhere to
Restart
Manager
Messages

Do not load
Services and
Drivers in Safe
Mode

When users initiate shutdown, in the vast
majority of cases, they have a strong
desire to see shutdown succeed; they
may be in a hurry to leave the office and
"just want” their computers to turn off.
Applications must respect this desire by
not blocking shutdown.

While in most cases, a shutdown may not
be critical, applications must be prepared
for the possibility of a critical shutdown.

More information

Safe mode allows users to diagnose and
troubleshoot Windows. Unless needed
for basic operations of the system (for
example, storage device drivers) or for
diagnostic and recovery purposes (for
example, anti-virus scanners), drivers and
services must not be set to load in safe
mode.

In a critical shutdown, applications that return
FALSE to WM_QUERYENDSESSION will be sent
WM_ENDSESSION and closed, while those that
time out in response to WM_QUERYENDSESSION,
will be terminated. By following these guidelines,
you can ensure that your application will handle
critical shutdowns gracefully.

= WM_QUERYENDSESSION with LPARAM =
ENDSESSION_CLOSEAPP(0x1): GUI”
applications must respond (TRUE)
immediately in preparation for a restart

= WM_ENDSESSION with LPARAM =
ENDSESSION_CLOSEAPP(0x1): Applications
must return a 0 value within 30 seconds
and shut down. At a minimum, applications
should prepare by saving any user data and
state information that is needed after a
restart

= Console applications that receive
CTRL_C_EVENT notification should shut
down immediately. Drivers must not veto a
system shutdown event

Note: Applications that must block shutdown
because of an operation that cannot be
interrupted should leverage the new
ShutdownBlockReasonCreate to register a string
that explains the reason to the user. When the
operation has completed, the application
should call ShutdownBlockReasonDestroy to
indicate that the system can be shut down.

By default, safe mode does not start most drivers
and services that did not come preinstalled with
Windows. They should remain disabled unless the
system requires them for basic operations or for
diagnostic and recovery purposes.

Drivers and services that must be started in safe
mode require a waiver®®. The application installer
must register all such drivers and services using
these registry keys:

% Console applications can use the SetConsoleCtrIHandler function to receive shutdown notification. Service applications can
use the RegisterServiceCtrlHandlerEx function to receive shutdown notifications in a handler routine

*® The waiver request must include each applicable driver or service writing to the SafeBoot registry keys, and outline the
technical reasons why the application and or service must run in safe mode
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HKLM/System/CurrentControlSet/Control/S
afeBoot/Minimal
HKLM/System/CurrentControlSet/Control/S
afeBoot/Network

You must test these drivers and services to ensure
that they function in safe mode without any

errors.

More information

9 Support Windows users should be able to run "
Multiuser concurrent sessions without conflict or
Sessions disruption. Applications must ensure that

when running in multiple sessions either

locally or remotely, the normal

functionality of the application is not

impacted. Application settings and data

files should not persist across users. A

user’s privacy and preferences should be
isolated to the user's session. "

More information

Application instances must be isolated from
each other. This means that user data from
one instance is not visible to another
application instance. Sound in an inactive
user session should not be heard in an
active user session. In cases where multiple
application instances use a shared
resources, the application must ensure that
there is not a conflict

Applications installed for multiple users
must store data in the correct folder(s) and
registry locations®’

User applications must be able to run in
multiple user sessions (Fast User Switching)
for both local and remote access.
Applications must check other terminal
service (TS) sessions for existing instances
of the application. If an application does
not support multiple user sessions or
remote access, it must clearly state this
when launched from such a session.

? per-machine installs have no correct user AppData directory because elevation is usually necessary, User data must be

written on the first run and not during install. Please refer to UAC requirements


http://go.microsoft.com/?linkid=9647511
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Beyond Windows 7

Looking at customer data helps us identify ways to improve the Windows experience as we continue our quest to
innovate and deliver a richer and more relevant user experience. We realize that anytime we invest in a new feature, it
may impact the Windows application ecosystem. Consequently, we want to take all necessary care when
incorporating your software investments. We also want to make sure that we engage our community of ISVs early and
deeply so they can take advantage of the platform work we have done and seamlessly deliver those benefits to their
customers.

This section focuses on other aspects of compatibility and quality to provide additional insight into the Windows
Client Software Logo Program. While the topics covered here are not part of the technical requirements for the
Windows 7 logo, they are best practices that can greatly enhance the user experience. Some or all of these guidelines
may become requirements of future updates to the Logo Program. We strongly encourage ISVs to start testing their
applications for conformity with these practices, and to plan now for how to address any possible compatibility issues.

1. Default Programs

A strong reason to update an application to use Default Programs is to ensure the consistent achievement of desired
results. When a user sets program defaults using Default Programs, the default setting typically applies only to that
user and not to other users of the same computer. Default Programs provides a set of APIs that enables ISVs to
include their programs or applications in the defaults system. The API set also helps ISVs to manage their applications'
status as defaults.

Applications registering for using Default Programs must follow the guidelines below to provide users with optimal
Default Programs functionality:

During Install

1. Install the necessary binary files.

2. Write ProgIDs to HKEY_LOCAL_MACHINE. Note that applications must create application-specific
ProgIDs for their associations.

3. Claim machine-level file associations.
4. Register the application with Default Programs.

After Install

Do not convert machine-level associations to per user without prompting the user to set defaults. The application
should display a Ul to the user that includes these two choices on the first run:

Accept the default application settings. This option may be selected by default
Customize the default application settings

Note: The choice of default should be user-driven. Applications checking whether they are set as the default
upon launch must never reclaim default status without the user’s consent.

More information


http://go.microsoft.com/?linkid=9647513

2. High DPI

Today you can readily buy a laptop or flat panel display with a 170 high-dots-per-inch (high-DPI) or higher. As high-
DPI displays become more prevalent, applications without high-DPI capability will range from ugly to unusable,
depending on the application and the DPIL.

Thus, upgrading your application to high-DPI displays is becoming increasingly necessary, and doing so brings
important advantages: images look better, and text is crisper and more legible. Text on a 200-DPI monitor is as clear
as a printout from a laser printer. Overall, writing high-DPI applications is easy: Do not make assumptions about the
DPI, and avoid things that do not scale well, for example, bitmapped graphics and fonts. In high-DPI applications, you
need to pay attention to four general areas:

= Text and fonts

= Images, for example, graphics, icons, and cursors
= layout

= Painting

More information

3. Unicode

In today's global economy, there are clear advantages to developing applications that can meet the needs of users
across a wide variety of languages, countries, and cultures. The Unicode Standard is a character coding system
designed to support worldwide interchange, processing, and display of the diverse written texts and technical
disciplines of the modern world. The Windows platform supports a majority of the Unicode code points with fonts,
keyboard drivers, and other system files necessary for the input and display of content in all supported languages. A
well-written Unicode application must support a mix of unrelated languages, such as Arabic, Hindi, and Korean,
regardless of the Windows system-locale setting.

More information

4. Security

Windows 7 offers numerous defensive enhancements designed to protect customers from malware. Applications that
run on the platform should take full advantage of these defenses, as they are essentially free and could transform a
coding error from what could be a serious vulnerability into a crashing bug. Windows 7 incorporates numerous
defensive strategies to protect customers from exploits. Some of these defenses are in the core operating system, and
the Microsoft Visual C++ compiler offers others. The defenses include:

= /GS Stack buffer overrun detection

= /SafeSEH exception handling protection

=  No eXecute (NX) / Data Execution Prevention (DEP) / eXecute Disable (XD)
= Address space layout randomization (ASLR)

=  Heap randomization

=  Stack randomization

= Heap corruption detection

More Information
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