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DAY —/(—DFEIR] R—ZTHRETERNDO-DILOY—/N\-ZFRL. DRN] 20w o
ULET.
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'Z#OUYIULET,
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R—>T [TJxzTFL—>3> b—)\— J7—ACERIDODITTL—>3> B—/)\—&EEHRLET]
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12. [Active Directory RXA> B—EXIXADIEH] R—2T, BA2 A2 H0O RXAA D EBEDEIRIE
HERENTWBDZ EZMER L. DRN] 200w O UET,

e Active Directory J17 -3 H-P A F - O =
R T Yy s~y L » MEEvE F=4ybk =)=
A\_ ve D IT E’CTO ry |\}’\ /]/ /} A : R ~ U.):?X T ws2016adfs.localad.contoso.com

ITFL—Say H-EABHEETISLDO Active Directory FAS Y EBEOFIEASFAERTISTIY
VHFEEELTEEL.

LOCALAD¥administrator (BEOI1-1-)

13. [B—EXOTO/\F 1 DIBFE] R—>T. [SSL isfBAE] & U TERICEHBL THLVE SSL/TLS :E
BEZ ROV 90> UXMBSEIRUET. Fld [12R-K #20UvoO LT, TUOXRR—
RNUTHULE SSL/TLS SEBREZ 1 >R— hUET,. [JI5TL—>3> H—EXE] Tk ROvT
> U SH5 [sts.localad.contoso.com] (localad.contoso.com (F3EFRMD DNS KX >
ZICBEBSTMITLZEY) ZBRUET. [TJxFTL—23> H—EXDFRFRE] [CONDYTUEA]
ZiRELEES. DRN] ZO0UvV O UET,

f& Active Directory J17b-33Y #-F AR T-F - ] X
» o P= e = F-Iyk ¥-I(-
-'j- - t ?\ CD jD INTA L:D TH AL ws2016adfs.localad.contoso.com

SSLEEERS: ws2016adfs.localad.contose.com A=)

JrFlb-vay $-tAs: sts.localad.contoso.com

#: fs.contoso.com

IIFL-v3y $-EA0ETE: | CONTOSO Corp.
IR VECETREESLET

A Contoso Corporation

14. [B—EX 7HDIY MDIEFE] R—ZTE [BFEORAA> 1—Y— 7HI> hEREFIIL—TD
BHE=NEY—EX 7HD> hEERALUTLLEEV] Z&8RU. [77HD> b (CERIICERLTD
LV/Z <NetBIOS RAA>&>¥FsGmsa$ OH—EX 7HOD MEIEELT. [RN]1Z TV IL

ESECS
f& Active Directory 7170 -Y3Y H-EAERHMT-K - ] X
+H_ -7 S kmMie F-yb =)=
J EA 2 jj rj J | g it ws2016adfs.localad.contoso.com

BALY 2-1- POV REEBIN-TOEBENES-ER THOYMEEELTEE L.
O IN-TEBY-LA FTHIVMEMERLET

ThIVME: LOCALAD¥

® BFEQRXMY 1-- PATYRRERIN-TOEBSNH-ER THOVMEERLTEE L

THIYRE: LOCALAD¥FsGmsa$ Y70

15. [#BRT —HIR—XDIgFE] R—>Tld. [Windows Internal Database Z{ERAL CH—/\—(CF—
ANR—X%=ZVERRUET] ZIBIRU. AN] 20UV O UEY,
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17.

18.

19.

20.

e Active Directory J17 -3 H-P A F - O et
e ,.\ b =i F=4ybk =)=
T% EZ T ;; /\ - Z @ '}E s ws2016adfs.localad.contoso.com
et s Active Directory JT7L—3Y #-F ADEBRT-9EENTIRDOT-FR-AEBELTUELL
®{ Windows Internal Database ZERLCT-/\-lc7-9A-AEERLET.
O SOL Server T-FX-ADBREREELT{ESLL
T-FR-AMmA -&:
FIR-AAYRIIR:
3o, COF NP EZRDEE

(AT 3> DR] R—2T DRN] 20 UvIUFET.

[(AHREADF T v I] R—Z(CAHRFMHOREERERNITRENET . [INTORREFHOF T VD
CARBULEURZ] ERRSNES. [8k] 20U w O ULT AD DS OERZERIBLET.

[(fER] R—Z(C [COT—/—GFEBCHER=NE L] LRrenzs. [FHAU3] 20Uy o0
TIO«4Y - TULET.

Windows Server 2016 @ AD FS D&&ElZz > X h—)LUTZIHBE(E. AD FS H—/{—T Windows
PowerShell Zf&, LMTFOINY R SA2ZRTUEIT. COIN R SA4>(E ADFS OB1>
A R=EEWETDIZHDEDTT . Windows Server 2016 D AD FS TIIEIETEIMEEN
TUL\ET, Windows Server 2012 R2 @ AD FS Dig&(d. COFIEESAETT,

PS C:¥> Set-AdfsProperties -EnableIdpInitiatedSignOnPage $true

Internet Explorer ZH&E. JRMD 2 DD URL (C77TOTAULZEFT. 1 DEH®D URL (C7UTEAL XML
DODABMNERRESNDZE. 2 DED URL (L7 OTCRAULBA A R=DSHARRSNDZ EZHERL
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— [m] x
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ESHEATE [ 4 T et A MU A S shenl il oA - e e S N e AN G S P
515 - g —

m] X
& https://stslocalad.contose.co fslls/l O -~ @ G || @iy e i@
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B L TOERA, OB MO 1L
TLIEEL,
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ABMICKDINAREFRET )\ A R Z HR— bR (C(E. RDOFIETT /)1 AEFHFH —EX (Device
Registration Service) Z#RLUET . J—IT L —XSDEEZFIE URWES. COFIBEAETT,

Windows Server 2016 @ AD FS DiF&(E. ROFIETIRIELZE I, Windows 10 OF/\1 XEFEY
MR—BTBEHIC(E. SSITENMDBENMRETIN., COFHMIEH1 RTIEEHRBLUEE A

AD FS B —/){—([C XA EEEHEDERBIRTH > L, [—/— ¥R—Zv—]D [V—)L]

1.
— — -
AXZa—m5 [AD FS OEIB] #HEFT,
2. [B—EX] o [Device Registration] Z/ERi L. [Device Registration DiEk] #0JvIULET,
€1 ADFS — [m]
G TP BIEA) BRN YR ALTH) - &
== E
w
v T 4-£2 e T
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3 IuFmA e th. CIAGHLND..
G A1-TEE R ' e d EFoEsL.
= Web V73 J0%Y Roinrator BRER T E R Sy g EnerPse B 7
: %i;;:?gzg; Device Regl:tratlo@ MR
] ERTUTEE B
3. Device Registration B—EXN @R, /A AR B b EZHERLUE T,
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G TP BEA) EBRM MYEIW ALTH) ==
=% x5
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v O 4¢3 e benremm
4 EEART Device Registration (= Dmc_e Registration
1 BAEE 1-4-128® Active Directory ADTIHADESHEFTLES. TIUARBT..
S FasF..
S ERE e o
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| Device Registration Device Registration [ san., 7/ ATEFERI-HITIES. e
3 IUFRA Y fut i V=5, B AL
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Web 7 -3y Jofy FESFIES
. oo AT
g &i;;:ﬂgz'i’ﬁ HR-FENTOBP AT HES e
o ERTO/A I T e Repranon DA R R T R BT
4. Windows PowerShell TROOINX R SA4>ZFTU. INTOL—YT—(CHUTT /A REFEZHF

oUEd. BECIEFZIERFERIS — [IRTOI—F—%Fa L. MFA Z&ERLUT. T/ X
OEENEFZIFO]] MBRSNTUVET ., COBEEDHERK(E. Windows 10 /{—=3> 1511 BUIED
T )\ ZOBEEFED LU Windows Hello for Business (CXWSULIZED T,

PS C:¥> Set-AdfsDeviceRegistration
-AccessControlPolicyName "I ANTHI1—HY—&FFa"
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@ Windows Server 2012 R2 @ AD FS Dig&

PS C:¥> Initialize-ADDeviceRegistration

-ServiceAccountName LOCALAD¥FsGmsa$
PS C:¥> Enable-AdfsDeviceRegistration

PS C:¥> Set-AdfsGlobalAuthenticationPolicy

-DeviceAuthenticationEnabled $true

Windows Server 2012 R2 @ AD FS DiF&(d. ROFIETT /A REFH - EXZzEBMELET,

1. AD FS B—/{—([CRAAEBEDERIBIRTY > 1> L. Windows PowerShell TX®D 3
DDA B SAZERTUET.

2. [B-N=IRx—2v—]1 D [Y—IL] XZ1—hn5 [ADFS OER] &R, [FREIRU>—]
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Uog—>3> PP —-—EX%ZA 25—y MCABTES. Windows Server 2012 R2 i5DF LWLV —E
ATY, WAP (& ADFS 70O+ H—/)\—=&UT. 125 —3Rv MIDOISA 77> RORIET /1 X
ZFEYR—NUET. Azure AD EATLZRD Active Directory RXA > EDF+« LT MURE
ZoHCFE. AT ZRAIC ADFS &E&EBIC WAP ZREULTHERENDDET,

1ENDA > A b—)L EHERk

WAP D&% E|(X. Windows Server 2016 ZF/z(& Windows Server 2012 R2 D Standard F£7(&
Datacenter #3179 %. Active Directory RAA DA )\— H—)\—(CA > A =)L TEEI.ADFS
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EBMEIUYOU. (S8 EHEEEDEBMD « P — K] ZBIELET.
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—ADA A R=)L] Z#IRU. DRN] Z20UwOULFET,
5. [HHRY—/—DFER] R-ZTRETERNZO-DILOY—/—ZFRL. [RN] Z20Uv T

ULEXY,
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- 48 -



& FERE0EmHT-F — O X

224 74 G -1
1j —/ l\ (D J 2= ’F ws201Ewaplocalad cclr\t.oscl.c;rr
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[] Windows Server Update Services N-AOF VT3 e ERFyI-0
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= WISAFIRERBINTIIT L3 Y-/ -IZUFA LI ENZT. AD FS TEESNEET. 734
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() AD FS Pro
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@ ADFS Proxy: EEICEIELTVET

SMEB DNS A A L O— ROER

A 2=y Ml —H—PHY—EXIN. WAP TRBEESNIE7ZTUS—>3>42 AD FS JOF2(CF
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IP 7 RLRZEEMTE A LO—-RZERUTCIESV FIX(E RDKDSE A LO— REFHRLE T,

sts.localad.contoso.com A <WAP H—)\—D#EB 1P P RL-R>
enterpriseregistration.localad.contoso.com A  <WAP H—)(—®D4&F 1P 7 RLR>
TDMMDARY—/\—4%.1localad. contoso.com A <WAP H—)\—D4EB 1P P RLX>
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Azure AD Connect TT/I\A RADEZTRULBLIW R DT— ROEFRULEAMLTDICIE. ROFIETIE
YELET,
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Azure AD Connect -1 > XA M—=)LUTeH—/)\—T. XU hwT LD [Azure AD Connect] 771 1

A TIL ZYUw L. [Microsoft Azure Active Directory Connect] D« H— R&EBIIELET . B

MDHRD] R—=T [REDHE/MREFRRI D] Z#RL, [VU1—->3>0LEa1—] R—=2T
[ACCOUNT] ([CERENDY—EX 7HO> hNaZ=HERLET,
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AD FS H—/){—T Windows PowerShell D« > ROZE, ROOIYR SA>2EZFETUET,

PS C:¥> Set-AdfsDeviceRegistration -MaximumInactiveDays ©

Azure AD Connect Z-1 > X h—)LUTeH—/\—T Windows PowerShell D« > RDOZERE. K
DA R SA>27&FETUET, Get-Credential X RLw hTlE. Azure AD DF 4 LI KJD
BEET LTS FOERIBHRZ AN LT IEEU), Initialize-ADSyncDomainJoinedComputerSync.
Initialize-ADSyncDeviceWriteBack. Initialize-ADSyncNGCKeysWriteBack O~ > RLw koD —
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EX 7HDO> h&2DE5Y(C(E. [Microsoft Azure Active Directory Connect] D« H—Rd [VU
—>3>DLE1—-] R—ZTHERLEI-—YT-2=EEELET,

PS C:¥> Import-Module "C:¥Program Files¥Microsoft Azure Active Directory

Connect¥AdPrep¥AdSyncPrep.psml"
PS C:¥> $aadAdminCred = Get-Credential

PS C:¥> Initialize-ADSyncDomainJoinedComputerSync
-AdConnectorAccount LOCALADY<H—EZX 7hO> h4s>
-AzureADCredentials $aadAdminCred

PS C:¥> Initialize-ADSyncDeviceWriteBack -DomainName localad.contoso.com
-AdConnectorAccount LOCALADY<H—EZX 7ZHDI> h&>

PS C:¥> Initialize-ADSyncNGCKeysWriteBack
-AdConnectorAccount LOCALADY<H—EZX 7ZHDI> h>

Windows 10 ZH7/R— 9 I30ENHDHE(IE. ADFS B—/{—T Windows PowerShell @« >
ROZRAZ RODIONUR SAEFEITUET . BB DIV R S > (& Windows Server 2016
@ Active Directory RAA>HBXU AD FS THIR— hEND RAAENEH PC DT /A RE
#%. Windows Hello for Business (IB#i. Microsoft Passport for Work) DizshDIERZESHET .

PS C:¥> $existingRules = (Get-ADFSRelyingPartyTrust

-Identifier urn:federation:MicrosoftOnline).IssuanceTransformRules

PS C:¥> $rulel = '@RuleName = "Issue object GUID"
cl:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid",
Value =~ "515$", Issuer =~ "~(AD AUTHORITY|SELF AUTHORITY|LOCAL AUTHORITY)$"] &&

c2:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/
windowsaccountname"”, Issuer =~ "~(AD AUTHORITY|SELF AUTHORITY|

LOCAL AUTHORITY)$"]

=> issue(store = "Active Directory", types = ("http://schemas.microsoft.com/
identity/claims/onpremobjectguid"), query = ";objectguid;{e}",

param = c2.Value);'

PS C:¥> $rule2 = '@RuleName = "Issue account type for domain joined computers"
c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid",
Value =~ "515$", Issuer =~ "~(AD AUTHORITY|SELF AUTHORITY|LOCAL AUTHORITY)$"]

=> issue(Type
Value = "DI");"

"http://schemas.microsoft.com/ws/2012/01/accounttype”,

PS C:¥> $rule3
c1:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid”,

'@RuleName = "Pass through primary SID"
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Value =~ "515$", Issuer =~ "~(AD AUTHORITY|SELF AUTHORITY|LOCAL AUTHORITY)$"] &&
c2:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/primarysid",
Issuer =~ "~(AD AUTHORITY|SELF AUTHORITY|LOCAL AUTHORITY)$"]

=> issue(claim = c2);'Stop-Service adfssrv -force
PS C:¥> $updatedRules = $existingRules + $rulel + $rule2 + $rule3
PS C:¥> $crSet = New-ADFSClaimRuleSet -ClaimRule $updatedRules

PS C:¥> Set-AdfsRelyingPartyTrust -TargetIdentifier urn:federation:MicrosoftOnline

-IssuanceTransformRules $crSet.ClaimRulesString
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EH(C RDOAXR KR SA2ZETUET.
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PS C:¥> Enable-AdfsEndpoint
-TargetAddressPath "/adfs/services/trust/2005/windowstransport"

PS C:¥> Restart-Service adfssrv
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Privileged Identity Management > HESORE > ZEs0OLE1-
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EERRODIFHATUR

FEED-ILO1-H-

3 &% a-+-

EERR G99 25—k

EO—ILDT7 U7« TLEX BIET 1 KEOEMSIRMETY .. COMBEZHRAIYA XTI DI
[E] @ [FEO—IL] TL— RERSE. HEO-ILOREZNRIRAALETS .. 7I7 1 TILdD

BRI DM(C, X —)L@xl, -1

N, S, =N

ST/

NERFTY MESDANDRAIL. Azure MFA OEXRIGEEE

B TExI, —SPOFFEO—ILIZ. Azure MFA B"WZETY,
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Multi-Factor Authentication
P74 L Azure Multi-Factor Authentication EREETS 6

Azure AD PIM (CKLDEHETIVLCRBEODTELLTC, I—U—BEESIV/ (R D— REBEEDIFIED
—)LEIEKEEAL L=1—Y — useradmin T. 1—H—&BEOIMEO—)LE 7574 TILLUTHEL L

Do

1.

Internet Explorer Z 7z (& Microsoft Edge %= i#2 & U .

Office 365 R — &I (O

https://portal.office.com/) ZBZE. FHEO—)LZIET7 U7« T{LLIC useradmin OERKIFIHRTH

12142 UFY,

Office 365 R—AJLIC [BIEE] IAMILHIRRSNENC EZHERLE I . useradmin OFFHEL—
JUIE Azure AD PIM Z{ER U CIEKEiib LIz &I KD, Office 365 R—FI)ILOEEBELEZ> S —
(Admin center) ANDOT7 O (FHIRESNFE U, BEERLIES. R—FILHSHA>T7IORUET,
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Office 365

useradmin
useradmin@azuread1608.0nmicrosoft.com

B4V T

FhOY bOER
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AT
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&
FTRTOFPTUERERLET
EESSSl—— ] | |
1—Y— useradmin DOERIEHRZMEAL T, Azure 7R—4JL (S https://portal.azure.com/) (C

A2 UFET, AZ1—D [Zofiob—EX >] #RE. [TF21UF+ + ID] A7OVUICH
3 [Azure AD Privileged Identity Management] %z ') w % LT [Privileged Identity Management]
JL—RzMEFET,

[Privileged Identity Management] 7L — R [1—-—-ERBE] 70Uy oL, [1-T—-EEH]
TJL—RERBEUET, [AKAITIDAEIC ID ZHERL TSV 2] EXRREINBDT. C2&'IY
WU, Azure MFA ([CEKBDEFEDPE/NAIL 7TURERUZEMORANERZITVET,

e ( &0 useradmin@azurea--- (@
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r-EmE - Fesit P

Privileged Identit--- # — B X

- BTTHHI 1D BRELTCEEL

FHEO-ILOEE
Q Azure Active Directory

® HEPIEAOLEI— uészﬁdmin

Al
W s JAI-FEEE useradmin@azuread1608.onmicrosoft.cor
PHFAHEOER
O == PoFIE
17':}';%}2%? HE
. PIF HEDES
u ANLTEHR—R
2| AL EYER

@ Azure AD Privileged -

Tofot—KR >

ZCDI1—Y—T Azure MFA ZZFZtzw M7V UTULRWNEE(E. Azure MFA Oty 7w IHE
kKEnzxE9g,

Microsoft Azure

EMDOtF1 U+ iR
JRAD-FCESORETENTHLELD. FAOL MEREVET. ETAZRS

FIE 2: BEEOEE +81 B IIH5 CFFA - AvE—SEEELELE
BRO- FERERo LS. TTEANLTREN

492397) x

-102 -


https://portal.azure.com/

5.

Azure MFA [CKDANERN T T ID L [A—T-EBE]TL —RICRZDT.[» 7O5+T1t]
2OV OULET, (O-IDT7OFT«TILDEHE] TL— RA\B<DT, 7O5+ T{EDEHZAN
L. [OK] Z0UwOULET. ZTT 42352 NERFITY FOBSODANNERENDIHEED
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fit-3

FRIRAR

[O-ILDT7IF« TEMNKIHLE U] ERnSN, SO0/l Z2fTE cE BN R R ENE
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8. Azure AD DT+ LU NJICHBIFTDRHEO—ILDI 57« TILIREEC DL TIZE. [Privileged Identity
Management] JL—R®dD FHEO—)LOERE > EBERE] THRIDCENTETET. B, [F
EO—)LOER] JL— RZMIT2D(E. Azure AD PIM B—EXZER UIZERETHD> hBK
;IO-/VLERE (2REEE) O- Iz DOBBET7ZHIC NI TY. TECFEALE
useradmin (& FEO—ILOEHE] TL — ROV IR EZFEFEE A

emsadmin@azurea-
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Fesit @

v Privileged Identity Management > HEI-LOEE > EEWE PO 00
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9 ToTATHE 9 1 BBRIOPITAHER 9 1 BBROPITAHER

100%) 0 (0%) itz T povay | O-1
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“‘f‘j’fiﬁ‘?ir iigo.. 1-U-EEE THFHE 2016F118148 - Azure AD PIM OFE

E P DO 6 OCe@ U N @A S

(
(

o (0%) 1 (100%)
(

100%) 0 (0%)

Microsoft Identity Manager OER (A>T L S RIRR)

Microsoft Identity Manager (MIM) (&. LAFi(E Forefront Identity Manager &EME(ENTULVERGRDETR
THD, TESERBEDOT A LI KNI, T—HIR-X, 7TU—>3 > /D ID BEAY. LT HU—
EXTO/IRT—R, JIL—T, BLURIMERZERI DR TY., I TlEF MIM 2016 Tigftens
1 UT o HEETHDE VA BBOMEFIEC DOWTEHRALET,

EEA AL FHEEE P A2

AD DS AD DS
Windows Server 2012 R2 J# LA SR (_;"j_I'EJ} Windows Server 2012 RZ
| Ti=lE Windows Server 2016 € I Tzl Windows Server 2016
DC: localad.contoso.com DC: priv.local
) T . “s
st A oA =S
I ID ST —/—

| SEO—JLmEEE MIM 2016 PAM
.......................... 5N SO Server 201412016

SharePopint 2013 SP1/2016
— e e e e e ———— A Windows Server 2012 R2/2016

Windows 8.1/10 HEFOTAC—BNENE

PAMSY.priv.local
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MIM D> RF LEF

MIM DO¥5E77 Ot XAEE (. Windows Server 2012 R2 ZFE/zl& Windows Server 2016 @ Active
Directory RAAIRIBICERATEEI,

MIM OD¥FHET7 VT XEBDI=H(C(E. BIFDEERN Active Directory RX-1> &(FHI(C, $FFEEIERA R X
A2 (BERAAEFERNCEEHDET) ZBEIDINENDDEI, MIM D ID EIFH—/)\—(&. T
A LA DOEERBAFRICEDVWTHHE 7R EBZERUET,

ID EBY—/\—DIXFLABHEF UTFDESDTY, ID EERY—/\—(IHHEEER R AL DA/ —(C
AABM—ILTEFT . FHEBIERAACDORAAS O bO-5—(CA>AM—ILTDEETEFT,

e XEYU 8GB UL
® Windows Server 2012 R2 ZFE/zl& Windows Server 2016

% Windows Server 2016 (C MIM O>R—2%> A2 X h—)LTBHBEIE. MIM 2016 Service
Pack (SP) 1 BREBHDA>AN—=IL X514 T7HNETT,

® SQL Server 2016 . SQL Server 2014, ZF/=(& SQL Server 2012 SP1 BIEDFT—AINR—X T2
> DI TFAMER (BRDZHDIILTFA MK E YT v oHmd). BRUOEEY—IL

% SharePoint 2013 SP1 (&, IREFRT SQL Server 2016 ZH/R— U TWLWEEA.

® SharePoint Foundation 2013 SP1 ZFE/z(& SharePoint Server 2013 SP1. ZFE/z(& SharePoint
Server 2016

% SharePoint Server 2016 S I(FERIRD SharePoint Foundation MR#tIZH D FEF A
SharePoint Foundation 2013 SP1 H'5| &=t NnE 9.

% SharePoint 2013 SP1 (&, IREFSC Windows Server 2016 ZAR(CHR— MU TULVEE A,
17=7Z2U. .NET Framework 4.6 (C3 I B3UTOREBREFER LU TCA > A N—ILT B EIITIET
9,

SharePoint 2013 or Project Server 2013 Setup error if the .NET Framework 4.6 is installed
@ https://support.microsoft.com/en-us/kb/3087184

o H—/)N-FRiEDIzeH®D SSL/TLS iEEAZE
X COFHEAA RTE FHEZERIETDHIC. BCERIREZERALUTBHRLET.

BR—hENZT Sy hIA—LE MIM O2R-R> FOEHFEDRICDONTIE MTFORFI X AT
R L T<IES,

MIM 2016 THIR—bhENBITSY hITA—A
@ https://docs.microsoft.com/ja-jp/microsoft-identity-manager/plan-design/microsoft-identity-

manager-2016-supported-platforms
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https://docs.microsoft.com/ja-jp/microsoft-identity-manager/plan-design/microsoft-identity-manager-2016-supported-platforms

@ FHEARY T RO T 7 DAF

HEBIE R AA B XU ID EBY—/\—DBRICHERFHERY I DT 7EICGERDOY T bD
T7E BIFD URL "BAFTEFT,

Identity and Access Management 5FffihkRY 2 b 1 77 | Microsoft Identity Manager 2016 (180
=B iiil i)
@ https://www.microsoft.com/ja-jp/evalcenter/evaluate-microsoft-identity-manager-2016

Windows Server FHfilikY 7 b 177 | Windows Server 2016 180 HiFAfihR
@ https://www.microsoft.com/ja-jp/evalcenter/evaluate-windows-server-2016

Windows Server FHflilkY 7 b 177 | Windows Server 2012 R2 180 HEFfihx
@ https://www.microsoft.com/ja-jp/evalcenter/evaluate-windows-server-2012-r2

SQL Server sHfIAAY 7 b 77 | SQL Server 2016 (180 HEHMifR)
@ https://www.microsoft.com/ja-jp/evalcenter/evaluate-sql-server-2016

SQL Server sHfIAAY 7 b 77 | SQL Server 2014 SP1 (180 HEHifiAR)
@ https://www.microsoft.com/ja-jp/evalcenter/evaluate-sql-server-2014

Office Servers FHMiiARY 2 b1 77 | SharePoint Server 2016 (180 HiFfiiR)
@ https://www.microsoft.com/ja-jp/evalcenter/evaluate-sharepoint-server-2016

Language Packs for SharePoint Server 2016 - English
@ https://www.microsoft.com/en-US/download/details.aspx?id=51492

SharePoint Foundation 2013 SP1 HA:E
@ https://www.microsoft.com/ja-jp/download/details.aspx?id=42039

Language Packs (SP1) for SharePoint Foundation 2013 SP1 - English
@ https://www.microsoft.com/en-us/download/details.aspx?id=42256

HE7 O CRAEER—-5)LOY> T)L
@ https://github.com/Azure/identity-management-samples

@ MIM /R—%)LDIzbDEEEH

MIM 2016 @ MIM R—#)LD (. SharePoint 2013 SP1/2016 BARGEBMR(CH X T.
SharePoint 2013 SP1/2016 MORFEEZF/N\YVIZA A M—ILTIHENRSDDFIT . FLlFE.
SharePoint 2013/SP1/2016 REEMRICHARESE/ (W IDA > XA M=l TEBVERA. REDDR
— MAMBEWNEE. MIM IR—FILDA > A =)L IS —TEKHRULET,
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https://www.microsoft.com/ja-jp/evalcenter/evaluate-sql-server-2016
https://www.microsoft.com/ja-jp/evalcenter/evaluate-sql-server-2014
https://www.microsoft.com/ja-jp/evalcenter/evaluate-sharepoint-server-2016
https://www.microsoft.com/en-US/download/details.aspx?id=51492
https://www.microsoft.com/ja-jp/download/details.aspx?id=42039
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BEA BX A2 DHF
BHET 7 L R EIBDTOOIHEEE R XA A > 3B EU 1D BIBH—)(—ORBIZRIET DHI(C. DR KA

SEEMUET . BEARAAZDRAAS O bO-S5—(CRAAEEE DD FOERIBIRTY
A2 U, ROVEFEZITVET,

TEAI-Y-BROIIL-T D%

YHE DT ABEDTETHERI B RA1> J)L—T CorpAdmins. 1—H'— demouser Z/ERkL =
I, F/z. NetBIOS RAALHE$$$S CWLWDSRAA> O—-HIL JIL—T=ERBRULET,

ZCDHITIE. localad.contoso.com R X2 (NetBIOS RX->% LOCALAD) (C. 1—H—
demouser (&, /{XTJ— R P@sswOrd. &~% PAM Demo User T{ERRLUTWET, JIL—TP1—
H—D&ZFN/ (AT —R(E #BE. EEUTLLEEV, BB, REDINY R S1>0D NetBIOS RXAA
S%$$$ I TIL OA—F7—>23> (") TEHRL., 220 OA—F—>3> (') THRATLREEL,

PS C:¥> Import-Module ActiveDirectory
PS C:¥> $sp = ConvertTo-SecureString "P@sswlrd" -asplaintext -force

PS C:¥> New-ADUser -SamAccountName demouser -name demouser

-DisplayName "PAM Demo User" -AccountPassword $sp -Enabled $true

PS C:¥> New-ADGroup -name CorpAdmins -GroupCategory Security -GroupScope Global

-SamAccountName CorpAdmins
PS C:¥> Add-ADGroupMember -identity CorpAdmins -Members demouser

PS C:¥> New-ADGroup -name 'LOCALAD$$$' -GroupCategory Security
-GroupScope DomainLocal -SamAccountName 'LOCALAD$$$'

EEBENR > — D8Rk

[H—— IRZ—v—1D VI XAZ21—Hm5[JIL—F RUS—DEER] ZRIZ. [Default Domain
Controllers Policy] ZiR&ELZEI .

[Default Domain Controllers Policy] Tl&. XM 2 DOEAERIS —ZHEKUET .

J>E1—49—DEM¥Windows DFREYEFI VT 1 OFREYO—HIL RUS—¥EBEHRUS—
7hor hhrEEDOER

CNSDORY S —DREZERT D : MBIV KM
T4 LUK B—ERDFOLADER

CN5ORUS —DHRERERT D : RIWB IV EY

SAM F—HNR—AD RPC 7Ot RDHA]

ID BIEY—/)\—(3. FHEV I TXEEDIZHI(C SID EBEOBITHEZFRALET ., TDIHICE. SAM
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(CFa2UFoa 7HIZ K XR—Dv—) T—IR=IADORY NID—OFADVUE—- K JO>—>v
J—J)L (RPC) ZFFul I 2mENSHDET .

SAM F—HIR—ZIND RPC 7Ot RA%#Hn 9 B(CIE. Windows PowerShell TROOY>R SA>%
ETU., RXr> D> bO—-S—%=BRE#HULET,

PS C:¥> New-ItemProperty -Path HKLM:SYSTEM¥CurrentControlSet¥Control¥Lsa
-Name TcpipClientSupport -PropertyType DWORD -Value 1

PS C:¥> Restart-Computer
FFEEIE (BE) RAA 0% R

TEARAADEGBIOFEDOIAL AN RAAZEULT, HEEERAAA> EUT priv.ocal
(NetBIOS RX->% PRIV) Z#/mLET.

RAA> 32 bO—5—D1 > X =)L EIER

CDFHIIS A RT(E. Windows Server 2016 M1>E1—4— DC ZRX4/> O>bhO—-5—&ULT
prividocal RAA>ZEBHR L. CDORAAZDA)\— B —)\—-T%> Windows Server 2012 R2 %=
ID Y —/)\—&EUTHEKRIBFIETHBEALE I, prividocal D RAAZEZBRIUPRA> O hO—
S—BXY ID EBEY—/N—DO>E1—4F—-&EE. ZEELTIREEL,

1. FEEERAAMCDORAA> D2 bO—-5—(CF2DH—/V—(C. Windows Server 2016 =
[Windows Server 2016 (T X b TOIXRUIZR)] AT 3> THRA>IAM—ILUET,

2. O2Ea1—45—%% DC (CEEBEL. *Y hI—D A5 —T 1A X(TENIRX IP 7 RLAZEZRELE
Jo FZ. DNS B—/)I—E UTHREARAXAZDRAAC> T2 bO-5—D IP 7RLRAZEZELE
ED

3. CCETOERMNTEES. DY —)—(C [Active Directory RX1> H—EX] D&ENIEA>X
N—=ILU. T AL X prividocal D RA> O bO—-5—EUTHERULET. RA> O
RO—S—D1 > A M=ILFIBICDWTIE. TFHEiDRMIA: A>T L S RIBEE Azure FHfhRD %@
— Active Directory RA1> H—EZXDA A b=)L] #EE(CULTLESEL,

T Active Directory FAA ¥ #-FAE -~ - O X
== 4 F-4ab -1-
=R A DC

= \ - EERFEERLTEL

O BEFOFAAYICFXAY J/h0-5-%:&1N3(D)
O HLWEA VERFDTAVAMNCEIT S (E)

=+ FALY4&(R): priv.local
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HY—EX 7hD> bR

FHEEIE R XA 2 (DRITRT MIM OBEBESIUVOY—EX 7HI> hZEMUET.

THO & YHE H—EX E5
MIMAdmin Domain Admins - MIM EIBEEI7HD> b
MIMMA MIM Management Agent | S[El(&. MIM BEEAY —E (S8R LR

A A R—)LBF (S E

MIMService Domain Admins MIM Service SPN "FIMService/ € H — )\ — D
FQDN" & KU "FIMService/ B2 —
=D E1—5F—-82" OEFNIBE

MIMMonitor PAM Monitoring Service

MIMComponent PAM Component Service

SQLServer SQL Server 7—AR—X

SharePoint Domain Admins SharePoint - . MIM | SPN "http/&EH—/{—® FQDN" HkX
R=5)L U "http/EEBY—/\—DI>E1—-5—

&" OBHENME

Windows PowerShell TROON> R SAEFETIBSET, INTDT AT hERTEET, &
B, THOO REEIRT— R, #BE. BELULTLESL,

Import-Module ActiveDirectory
$sp = ConvertTo-SecureString "P@sswlrd" -asplaintext -force

New-ADUser -SamAccountName MIMAdmin -Name MIMAdmin -AccountPassword $sp

-Enabled $true -PasswordNeverExpires $true

New-ADUser -SamAccountName MIMMA -Name MIMMA -AccountPassword $sp

-Enabled $true -PasswordNeverExpires 1

New-ADUser -SamAccountName MIMService -Name MIMService -AccountPassword $sp

-Enabled $true -PasswordNeverExpires 1

New-ADUser -SamAccountName MIMMonitor -Name MIMMonitor -AccountPassword $sp

-Enabled $true -PasswordNeverExpires 1

New-ADUser -SamAccountName MIMComponent -Name MIMComponent -AccountPassword $sp

-Enabled $true -PasswordNeverExpires 1

New-ADUser -SamAccountName SqlServer -Name SqlServer -AccountPassword $sp

-Enabled $true -PasswordNeverExpires 1

New-ADUser -SamAccountName SharePoint -Name SharePoint -AccountPassword $sp
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-Enabled $true -PasswordNeverExpires 1
Add-ADGroupMember -identity "Domain Admins" MIMAdmin
Add-ADGroupMember -identity "Domain Admins"™ MIMService
Add-ADGroupMember -identity "Domain Admins" SharePoint
setspn -S http/pamsrv.priv.local PRIV¥SharePoint
setspn -S http/pamsrv PRIV¥SharePoint
setspn -S FIMService/pamsrv.priv.local PRIV¥MIMService

setspn -S FIMService/pamsrv PRIV¥MIMService

[H—)\— IRZ—Zv—1D[WV—ILIAXAZa—HS[DIL—TF RUS—DEE] xR, [Default Domain

Policy] &3 &KU* [Default Domain Controllers Policy] Z#R&ELE T,

[Default Domain Policy] Tld. XD 2 DOEBRUS —ZEBRHRLET.

I E1—9—0Em¥RYU S —¥Windows DOREYEFI1UT 1 DRE¥O—HIL RUS—¥1—
Y—DIEFIDEIDYT
NyF 2aJeéLToOIA>CEIERT D
CNS5DRUS —DERFEZTEHRI D : MIMMonitor, MIMService, MIMComponent
UE—b FROMNYTZESEOI A ZIEETTS

CNSDRUS —DERFEZTEHET D : MIMMonitor, MIMService, MIMComponent

[Default Domain Controllers Policy] Tl&. RD 2 DOEBRIUS—&E 1 DOTHI S RUS—%

B UET., 2B, [Kerberos RUS—]1 OF & v hoBERMEBZ 1 BREIICEEITDE. [U—EXR F4
v hOEREMEIE] XU [1—H— Fov hEEHTETIEREEHME] ORUS—KEN. KEE
MhBZNEN 10 & 7 HICEE=NZEY,

J>Ea1—4~—0DEk¥Windows DOFRE¥EF1 VT OFE¥O—HIL RUS—¥EFERUS—
7ho  hNERDEE

INSDORY S —DREZERT S : MBIV KN
T4 LU KNJ B—ERDT7IERADEE

CNSDORY S —DREZERT S : MBIV KM

AV E1—9—DiERY¥RYU S —¥Windows DERE¥YTLFIVFA DERE¥ZHOU M RUS—
¥Kerberos RUS—

CNSDORVYS—DREZERT S : Forv bORREMRIM : 1 KE

SAM F—HNR—ZAND RPC 7T RDHH]

SID [EREDBATHEREDTZO(C SAM T —HINR—=XAD RPC 7O RX%ZHRILET ., THI(E. Windows
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PowerShell TROIN> R SA2ZRITLU. BXA> D> bO-5—ZBEHLET.

PS C:¥> New-ItemProperty -Path HKLM:SYSTEM¥CurrentControlSet¥Control¥Lsa
-Name TcpipClientSupport -PropertyType DWORD -Value 1

PS C:¥> Restart-Computer

HIHIDEE

[B—N\— ¥%—Zv—]1 @ [W—IL] XZ1—h5 [Active Directory 1—H—&0>Ea1—45—-1 %
ME, RAAM>&ZEEOUvOLT [HllozERE] 20UV 0OUFET,

(AT 0 MIHOEED T —R] R ITDDT. H—EX 7HI> hESXU MIM BEEF(CHL
CTROEEZBHRUE T,

dA—Y—-F=EFI)IL—-7 MIMComponent, MIMMonitor, MIMservice

FEIDIRY © RDOIBEYRDDHIHEEIET D
I—Y— 7HO> e, HIkR. SIUEE
IDIN—=TDAN—2 v TOEE

JI—Y—=F=EoIL—T: MIMAdmin
BEITDHR : ®© FEITBIHRIL IRIO%EVEKRT D

Active Directory AT =1 hOFESE : ® COITAINF—. COITAIS—ADBFFOATS T
I h. BRUVCOITA WA —ARADF UWATZ 10 SDIERL

VA& I D% FLAHELD

EZAH
IRTCDFATZ T SNDIYER
IARTDOFATZ T SDHIBR
IARTHTO) T+ DiFRHELD
IRTHTIO/NFT v DEZAH
SID [ERED#AT

8 @ @ EHE

dA—Y—F=E>EIIL—-T: MIMAdmin
FEEITBHIRD : © BEEITBIHRILL FRIZERTD

Active Directory AT =1 hOOFESE : ® ZTOITAINAS—ARDRDATZ T SDFH
dA—Y— AT ok

7O R A% JXRD— RDZEE
JIRD—RoUtwy b

- 111 -



I Active Directery 1--» JuF1-5- - a X
IrAlR  BIEA) FRV) ALTH)
e | DldE BRI 2S5 THER
] Active Directory 1-F-+IV¥2-| 23 = ]
o RESEITY Fpriviocsl  FAY| AFSTOMIBDSEST-E %
v 3 privlocal 1 memia i
1 By HEADEE(E.-. " o ey
e e ATILIMRIEORIEMY-FORT
0 D M ¢
4 r:)‘-»fjng[D):. - )
M RA{Y IHOI-5-DEE(Q... s AT MIEDEE M- FEE SR TLELE.
A Ue R Y OBEL RILDEHE(A)... l‘
BAFTAS~(M)... MIMAdmin (PRIVAMIMAdmin) ~
FRAERIN) ’ ROTIEASTHSASNTVET:
FNRTOFATQ >
fA7-FoEE
EFOERICEHRA KAT-FoUtyh
FOUFA(R) ROFTIII MDES:
ALTH) 1-1-

AR R JOYT hzEE. UTFOORY R SA2Z2FTLET. REIC. RXAC> O>hO-5—%
BEELXY,

C:¥> dsacls "cn=adminsdholder,cn=system,dc=priv,dc=1local"
/G PRIV¥MIMService:WP;"member"

C:¥> dsacls "cn=adminsdholder,cn=system,dc=priv,dc=1local”
/G PRIV¥MIMComponent:WP;"member"

ID EEY—/(—DEM

ID BIEY—/)\—(F. FEBE RXA1> prividocal DRAA> A2 )\—(CA VA =)LUET ., ZZ T
EBIE RAAM DO RAC> O bO—5—&FRIDY—/{—(C Windows Server 2012 R2 =i >
Ab=I)LU. A>)\— B —){— pamsrv.priv.local & UTHEELZET., D pamsrv.priv.local (C
MIM OO R—F> hZEA > A S=)LU. ID BB —/)\—-&UTEBRULET.

@I*‘X/l’) > hO—5—¢& Windows Server 2016 OH/R— ~

COFHMAA RTA >R b—=I)LF D MIM 2016 D MIM OZR—FR> MM FFEEIBE R A2 D RX
(> A>bO—5—[CA>AB=I)LTDZEEREETI, F/z. Windows Server 2016 ([CDWLTIE,
MIM 2016 Service Pack 1 (SP1) TH/R—hENET, OIS ROFWERF=T(E. MIM 2016
AR (& SP1 ZBEFERVN/\—3>THD2H. Windows Server 2016 AD-1 > X ~—)LIC (5T
IEUTWERA (2016 & 11 AIRTE). TDzs. COFHIEA 1 RTIHFEEIE RXA1>% Windows
Server 2016 THEL. ID Y —/{—% Windows Server 2012 R2 THEELUTULET,

H—EX 7HD2 MO —DIEFIDRDHT

FHEEIE RAA D (CERICEMULTHVET—ER 7HD> MMM LT O—H)L —/\—TDI1—-H—
DIEFDEID S TZBR UK,

1. $BIEBERAAMCORAC> O> bO—5— pamsrv.priv.ocal (C RX1 > EBEDOERIGHRTY
114> UFT,
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2. [H—N—T%—v—]1 D [WV—IL] XZa—h5 [DIL—TF RUS—DEE] =, [Default
Domain Policy] ZiRELFE T,

3. [Default Domain Policy] Tl&. XD 2 DOEARIS —ZHEKULET. CNSDRIS—(E ID
BiEY—)(—o [O—HJL O>E1—5— /RUS—] (gpedit.msc) THERITDIZEETEET,

dAE1—9—DBRYRYS>—¥Windows DSRE¥EF1VUF s DREYO—HIL RUS—
¥1—YH—DIEFDEIDYT
H—EgXELTOTA>

CNSDORUS —DREETEHEI D : MIMMonitor, MIMService, MIMComponent,
SharePoint, SQLServer

Ry FO—ORBBDOTP I ARIER
CNSDORYS—D/REZEERI D : MIMMonitor, MIMService, MIMComponent
O—AJ)L OO A>%&IEER

CNSDRUS —DREZTERKRI D : MIMMonitor, MIMService, MIMComponent

RUS—DEBEZERRIDIZHIC. AR JODT RTROOIN R SA>Z2FETUED,
C:¥> gpupdate /force /target:computer
AR I > /R—2> b R

RIS, CDEICAABM—ILTBRY I NIT VORI R—F> N TS Windows Server MEEIH K
UHEBE. SQL Server 2014 SP1. BXT* SharePoint Foundation 2013 SP1 1> XX ~—JLUZE T,

1. [B——= IRx—>v—] 15 [REIEHEEDBIND « Y — R] ZHIAL. ROKES LUHEEZ 1
SAM=ILUET, PTUT—23> H—)U—, Web H—/{— (IIS). .NET Framework 3.5
Features (CDWT(&. FTP H—/{—ZBR<INRTOYT DAR—K> A AR=ILUET,

e VI —3> H—)(—
® Web H—/){— (IIS)
® .NET Framework 3.5 Features

e UE—hK B—/\—BEY—)L¥KEEIEY—I)L¥AD DS HKTU AD LDS W —JL¥Windows
PowerShell @ Active Directory €21—JL

® Windows Identity Foundation 3.5
® XPS Ea—7—
& A4 Jrr—>3>

Windows PowerShell TROONY> R SA>&FETIDE. CNSOEHRIR—R>2 hEAX S
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—I)LCTEFT, BB, 15—y MIIEFEESNTULVRLVES. .NET Framework 3.5 Features M-
A R=ILDIEHICRBY —R )NRZIBET DRENHDFT ., HIX(E. Windows Server D> X
R=IL AF 4 T7H E RSATICHDHBEIE. LEBDIOIYR S4>(C -Source E:¥Sources¥SxS
ZBIUET,

PS C:¥> Install-WindowsFeature Web-WebServer, Net-Framework-Features,
RSAT-AD-Powershell, Web-Mgmt-Tools, Application-Server,
Windows-Identity-Foundation, Server-Media-Foundation, Xps-Viewer
-includeallsubfeature -Restart

@ Windows Server 2016 %= ID €Y —/)(—(C92BE

Windows Server 2016 %z ID &Y —/(—(C9FDIHFS. SharePoint Server 2016 ZfAIT &
[CIRDFEITH. FHRERDEEI E#EE(E SharePoint 2013 SP1 EEAM(CIEFEDDFER AL, 722U
Windows Server 2016 n'5(E7 U5 —>3> H—/)\—-D®KEIFHIBRENTWLWET, KD
(C. .NET Framework 4.6 Features IR THYT DR—F hEAVAR=)LUTLEE),
Windows PowerShell T > X =)L 9 DiFE(E. LD Install-WindowsFeature I K S
4> @ Application-Server Z NET-Framework-45-Features (CEZ#X TZE0\,

‘EEEEEA A M—ILL. Y—N\—ZBEHNTTLES, AR JO>T MERVLWTUTD
OXRR SA>2%7ZFRTUET,
C:¥> iisreset /STOP

C:¥> C:¥Windows¥System32¥inetsrv¥appcmd.exe unlock config

/section:windowsAuthentication -commit:apphost

C:¥> iisreset /START

SQL Server 2014 SP1 MX5« 77h'5 [SQL Server 1 > XA =)L ©>45—] =iE£E#UL. [1>A b
—I)L] R—==dD [SQL Server OFMRL> RO A2 A M—=)LZETIDIN. BEFEOA> X M-
JUICHEREZEBIMULET] 20U oULT. D4 P —RICREDT SQL Server MEIEDA >R > X%
AAR=ILUET, [BEEDEIR] R—ZT(E AR EBRD 3 DOOAZR—F hEEIRLTL
TEW, Flz. 12XF>X )b—b T4 L O MUDBLE(E C:¥Program Files¥Microsoft SQL
Server¥ TIM. C: RSATEEFRID/I\RZIBET D EZHERLUET,

e FT—AHAR—X I>>> H—EX
o MRERDIEHDIIL THFAMME I T+ v ot

o EHEY—)L
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o] SQL Server 2014 try b7y EIEIEN
BaEmER
{»AF—)L 93 Evaluation e 58RF7.
o595 Hagg(F): ez
FRBEET ARG AkRE ~ | [SQL Server 1325 ADA 28> ZREEELL. FBAR | ~
A0~ =il Fo4R—R ToTy kR A, o sou swoe);gg;wyztlwsﬁe
HROEF0H54 []SQL Server Lur—2ay AITVET. SQL Server DIEEID{> 25> 2%, B
ey BEORBOIFFANBLEE O UaxE2=5-THAF if S/ FERfFTEss.
N [[] Data Quality Services >
AZAR=I =l ["] Analysis Services _ | BRLRHE CAER TR (P):
whPwF O— = =
:‘;‘;gm b tt4[;1|$F;:Epor't|ng Services - FAT47 oAl =
HEtRE g o
11 3 Reporng Servces - Saresont e
. [ SharePoint S @A Reporting Services PF{ P : . -
;/R:;(;?:ﬁi [ Data Quality Client - Microsoft .NET Flrl.lamework 4.0 .
—i= O 4570k y-Iis -
3 HET b
F—9R—2 T DR [] Integration Services LIEREE Y
FEEEHERT L~ O 4547t 9-IDIBN -3 O E#E F547 C: 1330 MB (%, 43726 MB Al |~
1AL DERET 1 4347 ¥=)I SDK FS47 D: 1322 MB &, 128900 MB {EEA]&E
z B O FEntb Tt
YA DT gy, - s . .
=T
[z~tER(a) | | s~cars)|
AY2552 b= FALIMY(R): [pemssqL HI|
HEREET LA S): |C:¥Drogram Files¥Microsoft SQL Server¥ | El
HEREET LA (x86)(X): |C:¥Program Files (x86)¥Microsoft SQL Server¥ Hzl
EECIEOHIETRIEE

4, [U—)\—DiE] R—>T(F. [SQLServer T—>1> ] KU [SQL Server T—IR—Z T
>T2] OY—EX 7HD> h&EULT PRIV¥SQLServer DERKIEHRZEIBELEI. £/, [SQL
Server T—>1> b @ [RY— K7y T] otz (B8] (CEELFT.

B SQL Server 2014 7o BTN
H—N—DBEH
H—EZ PV M EBEEEOBRTEELET-

J0gsk 5- H-EA T [EalEE |

SEVRER

HO=10b St £ S0L Server Y-EACHI2OTAD-HEEATICLEBEBLET (M)

SIS OEFH 054 H-EZ FhUxE NAT-F A5-tPvTnESE
Pyl PyT TFALDA YA SQL Server I—J1uh PRIV¥SqlServer sssssese
ST SQL Server F—/—7 T3y PRIV¥SqlServer sessseee
T SQL INFFAR TS~ F—E> T |NT Service¥MSSQLFDL... ES)

P SQL Server Browser NT AUTHORITY¥LOCAL... E I
HEEEL L

AR ADIERR

H—I—DEK

FHA-D THUVOEAL

HREERRUL— )L

AP DERR T

AZAR—J DT

e

BEEDHEXNHIEEEIEEE
5. [T—AR-X I>>Z>0E] R—>Tld [Windows 2iEE— R] ZiERU. [SQL Server &1

EDIEE] (CRAADEBETHD> b, XU PRIV¥MIMAdmMIn ZENMULFES. e [T—4
T LU RI] FTCIDBR. T —IN—-ADRFE/ (R MR UET,
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« SQL Server 2014 7o [ [o [5]
PEREDBER
4%AF-ILF3 Evaluation #EEEERLET.
Jo5hk - HeeE(F): HEEOERER:
FATVAEE A AR ~ || SQL Server A ¥ASADA VAT AHEEEL, #RL | ~
FO-J0L L1l FAR-Z L5y H-FA HBIEH, f10 SQL Serv‘;rg gm)zﬂ;ﬂm
o= []5QL Server LA)r—%a HNTWET. SQL Server (DA VAFAE. B
SROBHINT54 AR O A T b CavE1—§—THAF JUf HFTBMETaET.
tryb Py FrAIDA YA -1l e A -
N [[] Data Quality Services
ARl (] Analysis Services | BRUSSCAER TR (P):
w Py O—, i i - = u
tybryd O ["] Reporting Services - #1747 A E "
WEEOER HERE . . . Windows PowerShell 2.0 l:‘
HREL—IL L] Reporting Services - SharePoint R }..Microsoft .NET Framework 3.5
P [[] SharePoint SR/ Reporting Services FF4 2 v
22 ’;;ﬁ - [ Data Quality Client < T s
H—J0— 95470 v-)14885 [ =
BEn
F—HA—2 IO [[] Integration Services )
LRl Ol 495147k Y=L DIB) (- S OEHE F547 C: 1330 MB A%. 43726 MB FER]EE  ~
- - 14347k 9=l SDK F547 D: 1322 MB 2. 128900 MB #AFIRE
YA LDEERT Il SOF
e [ FFaxyb afi-Fok
AVAF— LD TR W SEY—), - BE - v
=T
IRTER(A) | | TATERER(U)|
AZZEIA =F FALMIR): [:#mssaL ‘ E
SEEETLIMY(S): [cr¥Program Files¥Microsoft SOL Servers 1[=]
HERET LA (x86)(X): |C:¥Program Files (x86)%¥Microsoft SOL Server¥ ‘ l:l
EECIENEIEEE

6. LUF®D URL M5 SharePoint Foundation 2013 SP1 HAGERD- > X b—=— (sharepoint.exe)
w#AHDO>O—-RU. ETUFT.

SharePoint Foundation 2013 SP1 HA:E
@ https://www.microsoft.com/ja-jp/download/details.aspx?id=42039

7. [SharePoint Foundation 2013] D > ROMNRRENES., [VIMNITFRAIR—K MDD
A>AN=IL] 20U O UET,

SharePoint Foundation 2013

8. [Microsoft SharePoint 2013 &R#EHFY—IL] Do — RPARREINET, COI«rHT—RTIL
SharePoint Foundation 2013 SP1 D> X M—)LICHEBREFHFTIOJ S AR R—FR> M
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BENCA>A—ILUET. D1 - ROBRPTH—/\—DOBESBHNERSNLIHS(E. FERCRD
THEBL T LSV, Bigg, D« Y—RIaaCcBRL. [ >XA M-I TULERLE &
ADZR—R IR TA DR b—JLenfeh, BRICRDFELEZ.] ERRESNES, D F—R
ZRTUET,

Microsoft® SharePoint® 2013 EEEEY-) X

Microsoft® SharePoint® 2013 ®GEHFY —ALICF

Microsoft® SharePoint® 2013 SREEY—IL TR, BERRRLEHIDISAHIE1-4-C
ALA = ILENTWBHESHERERELET - Microsoft 49> 0- F v 4—-nsERESY0-FIokt
2. A2~ ST SR SN BNET . Z0Y— LTI ROBRE A ILLTERLET:

|- Microsoft .NET Framework 4.5 2
= Windows Management Framework 3.0

o FAYr -3y Y—)(-OEE. Web H—/(— (1IS) OfRE]

» Microsoft SQL Server 2008 R2 SP1 Native Client

= Microsoft Sync Framework Runtime v1.0 SP1 (x64)

= Windows Server AppFabric

» Microsoft Identity Extensions

« Microsoft Information Protection and Control 45472
+ Microsoft WCF Data Services 5.0

« Mirrnenft WIF Nata Servires 5 A

<E2E) ol

[Microsoft SharePoint 2013 ®R#EfEY—IL] T4 — RICKBFHRIR—FR> bDA A ~—
LT T U5, B53—E. SharePoint Foundation 2013 SP1 d-f > X b—Z=— (sharepoint.exe)
Z3E17U. [SharePoint Foundation 1> X h—JL] ZOUv O UET,

SharePoint Foundation 2013

-117 -



@ .NET Framework 4.6 {FRKEO1A>A =)L IT5—

Windows Server 2012 R2 7 U4 —>3> H—)\—D%EI(E .NET Framework 4.5.x T3 H%
Windows Update AT 3> DEFH(CKLD .NET Framework 4.6 ([CPwv Il —RaENTW3CZ
ENNBDET, SharePoint 2013 SP1 (&, .NET Framework 4.6 i’ 1> X b—JLEnNTuL\3d &, .NET
Framework 4.5 ORHRRMADF TV IICKBMUTA A M=ILZHFITTCETEzHA. TDIZH. NET
Framework 4.5.x MIREET SharePoint 2013 SP1 M1 XX h—ILZTTE. TDE(IC .NET
Framework 4.6 (C77v 0L —RI2DUENGDET, BEC .NET Framework 4.6 (C77wJTL—
RUTUEDZHBEY. &=AMS .NET Framework 4.6 Z35& 92 Windows Server 2016 DIF&
(F. UFOYR— MEATEIRICEH SN TV BEIER(CHRE > T ZEL,

SharePoint Server 2016 M/)\—RIJ T 7EBEHES IOV I MDD T 7EH
@ https://technet.microsoft.com/ja-jp/library/cc262485(v=office.16).aspx

(s

B tybryF I5-

ROIF-HEEL, Ty Py ERITTEE A
TOERFEDIZIE. Microsoft .Net Framewaork 4.5 HWHETT.

10. [T—HDBA] R—2T. REAZTYVIRX T7AIILDREFRE U THRRESHEBDSHD/RU 1
—LLEDIRRAZEBEL. [SISAZRAM=IL] 20UV DO UET, B8, [U—/\—DiEfE] YTh%
RSNEBER [2] BERUTIIZE0,

g Microsoft SharePoint Foundation 2013 -

F-50E(D)

@ L _ P
‘¢4 J T—HD%PR

COAE1—-5—-FETY—/(— L TEATRE. B 7ol Jr-LE0- ko)
—F T2 FSA IR EENET . COTr IO A ZIEE A RIS &3
B, BIRUEFSA T2 a8 sH 32 L 2L TUEL . Microsoft SharePoint
Foundation 2013 DEEATwiZ TP/ ILOREEFEE I5ICE. [E8] 20wl
TSFEERL TSR,

D:¥5PSIndex £8E(B)...

STCAZAR—IUD)
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11, [A>XP=ILOETIRRIR—Z(CA A M—IILOETIRRZRITOT LR IR RENET,

12, /1> XA M=ILHRTIBRE. (BRI« H— ROET] R—Z(CYIDEE DD ET, [SharePoint & @iE
I T—RESTICETID] AFTvIsn T ExERL, (HUB] #OVUvVOUET,

g Microsoft SharePoint Foundation 2013 \Ll

BRI — FOEIT

H—)(—ORERESE T3 3113, SharePoint 2RIERED T FEEITTMENS
UES: S

SharePoint RREMHIH-FFSTCEITTAR)

BAL3(C)

13. [SharePoint ®EEKRDT P —R] NHBLET . =PD [SharePoint HENLDZE] R—>T
(& DRAN] 20U O ULET., 10700 Ry ORI TITFOY—EX(E. #@kP(CRBEZEUE
v NIBIMEBENGDBENDDET : 1>F—FRy b A2TAX—-23> B—EX, SharePoint
Administration Service. SharePoint Timer Service] &EFRRENDDT. [(FW] ZT0UVIULET,

14. [U—/)\= JT7—LAD#EH] R—>7T, BrLWY—/\— T7—LADfEk] @#IRL. RN] 25
Uy DOUET,

SharePoint SREREIH—1* \;‘i-

B LDk
g};;‘ b= Jr—Lld, R T SRR ETREHIOL Y1 -2 - DEIN TS, BRTEOH - Jr—LERELE
7

O Bt —)i— 27— LADiERE()
(®) $RLi =) - 27— LDPERA(R)

15. [T —HIR—ADEE] R—ZTlE, [T—HIR—-X H—){—] [CcO—-H)L O>E1—5—-%
PAMSRV AN UL. T—HINR—R PR 7HDO> c&EULT PRIV¥SharePoint O&W&IBiHkR%E A
HUT. DRAN] Z20Uw O ULET,
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SharePoint E@ERIH—R \;‘i-

T -5 20T
=)= 2= LOE AT O = TR — R AR EE TR LIRN T, TR0 )T -
A=AEE AT LTS, T2 AR LB S . LAERENS T BITE T -2 -2 %SFIH
FBIT, 2057~ ARTE A PEAENET , T BN =R, ) I 1T R b A Fh
AMEERIZ DT, A Jb2E§E=UC<?:_EL\o
F—hm—2 =) {5k |P."—\|\"|5R1" |

F-AA—Aa(A): |sharePoint_Canfig |

T =AM PhEl FhoohoisE

Oy -2 gL T~ AR S Do FC WL ERTSENFD Windovs FHTL FEERLTIEES
Lo FEERT —2 AR TR A REN TS IES L, FA L PO MRIEELTEE

FHI 0D —H —E% DOMAIN\User_Name (DR THETE L. JAAD —FEA T LTHEE

3 (U): [PRIv¥SharePoint |
JAD = (P |........ |

16. [J7—A TF2UFTABEDIBE] R—ZTNRIL—XDAAINEBRENET .. EFEOXFIZ
HEL. DRN] 20w OULERT.

SharePoint SREREIH—1* \;‘i-

J7—h x2S EFREDHEE

sharePoint flon@ 77 — LR IRLOAAT L —AEA LTS COMAT L=, 77— LHERT —2%(%
EIDEMCEREN. Ir—LEERIDEY N BETH, AL Fr - LR HEE TEE

a

JEAT =R (H): |oooooooo |
JEAT L—AEEER(0): |........ |

17. [SharePoint H—/\—DOE£AKEE Web 7 TUS—2 3> O] R—2 3, BEEDREDEE. [IR
ANl #OUWOUET,

SharePoint EiERkIH— \;‘i-

SharePoint # —3—({&ETE Web 7 — 3 DR,

SharEPOInt*j"—.-'\‘—ﬂj'_if_'fﬁf'E'ﬂ Web PR —2 g EERLT, H—/- Jr—LDHESEEEHETEST,
M web PR —LigiAd, H = — Jr—LIEEINOEMLIEY ) T S S E SN EE. SO T
F1—8—ThAd5 Web PAU—T50 - MEEFIEE TEE. LI FOFrod A s G 0T 108
65535 ZTMESEANLTEED . EELRBVISE. R - bESIS LA LICERENE .

[J#-ESEIEETE(S): 45335

X2 UT1RED WK

Kerberos %174 10T #6he LT, fitES Windows SRR E- AT HC o RIE4E L3 . Kerberos (4. A1 253
B ESIP ECRNET, NIV ST, EROF T -3y 7 )b PhouHCEREes. B
DA AR TiRRELE T SERREIER T I 20

D Web P =LA DEREEF O/ =R L TOREE

(®) NTLM
() 22T —| (Kerberos){K)

18. [SharePoint ®EmiBM D« T — RDIET] R—=T RAN] RE>ZIVUvIULFET,
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19. [SharePoint EEDIERHF] R—(C [#8KIRD 10 D55 X H=ETH] ERRESNET,
SharePoint ElFiERkIrH— 1 \;‘i-

SharePoint S D#ERL S

SharePoint RS RSN DETHIFS S

HEHAS 10 D5 3 HEEITH

HERT — B —AERFERRLTOET ..

20. [BRkAIN] R—IPFRRENEZES, [ET] 20Uy IULTOA - RERTULET,

SharePoint E@ERIH— 1 \Lli-

FBRL AT
LATF ARk s AR BRI L L
n BT —AN-A -l EY |
n FRRT AN -2 |ShareP0int_C0nﬁg |
n M- FEHE Web PR -3 OFA R |[;(,\ |
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GET ] &M wh LToOm+t —F %82 T L., SharePoint 1 —/ i —(0&{+E38 web 1 &F28h,T SharePoint
fD'f.J?‘\I‘—Jbixﬁiﬁ@ﬁﬁ’ﬂ*ﬁbf{?i&\ Hof kAP BSH, Web FSrf—f DOMAIN}User Name ffZ
Thid —H =B S0 — FRESR TR e Ed, 205 E. O e - Al i CER LS
Eiﬁgﬂ\ﬁ LTx ?2'_5[,\ {SRETED U bAMBI R 50t - IFRTmEnES. O MU MZIEND

21. [SharePoint ®REK T+ P — R] ZE U2 &, Internet Explorer H#2&1 L. SharePoint @ [H—

IN—D2HER] R—FILNTRREINET ., (FUHTR—FILICTZOTRAUIZEESEICIE. [SharePoint

DEEBELICSHH STV OR=HEIMBDOT. S5 (H#EE)] F£2& [(Smuaun] @
WINHZEEIRLUT [OK] #OUwOLTLIZE,

22. [£52%] (U—N—D2AFERE > BRI —R) R—>TE, [CODrT—-REERLTI 7
—LZIBRT D] DHECHD [P —RORwm] 20Uy IUFET.
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CSUES) B http://pamsrv:45335/_admin/adminconfigintro.aspx?s 0 + € B 77— L EROTEREE ... % .

5% .

PRIV¥administrator~  $¥ 2

Q#E O

H—/-paiEE
TR EE S*érg‘rfllm;\tg? —LOWEHFE
TS, = S -
AT LT A o —FEERL TP - LTS ’m‘
=5 Z0r+— I3, SharePoint 77— LOTIERE
= WIBIIEET. C0Tr—LTEATEY LA
NPTt ERUT. BA0Y1 MAFRTEET.
Tl SOOI, BT OREER O EUBTRIEL Sl AR srel

HEREA AR A eSS e

23. [b—EX] R—=>7T [BEFEOBET7ZAHD> hERAT3] Zi#ERLU. PRIV¥SharePoint ZiEE L
T. [RN] 20UV 2O ULET,

L3 (=) B http://pamsrv:45335/_admin/adminconfigservices.asp O + € B 77— L EROTEREED ... X .

B-t2.

H-I—o=HESR
=

Iy -2aEmoEE
SATLEE $-ER 7pvh

PRIV¥administrator~  {¥ 2

Q#E O

) e e (WETOEEIII TS
P 7. T FORENS, Jr- LOE
e EEPNY L URREP N AT
P BCHEBBMLET. OFLVEETHIY MEIERTS
1-H-%

B P I

24. [Uo b~ OLO2 3>kl R—ZTE AIBAHETIC [RFVIT] #OUVIULFET,

L3 (=5)| B http://pamsrv:45335/_admin//createsite.aspx?scenaric O + ¢ Bt Loz nfE x .

BRSO -

PRIV¥administrator~  {¥ 2

Q#E O

H—-peHER
IR 2o | [ oc | [emm |
PATLEE S b i
iR FLAW O MERIEAALT ‘ e ‘
e - %é‘ﬂ gr.zua B MIHEA-SIE o

¥l

25. [CNTO7—LBRD«T—RETTTY] EFreNLS [ET]1 20UV oL, T7—LDWERK
T4 - RERTUET,

[FET] &9 d 5L, SharePoint H—/(—~D2FEEA-ZIFBELET. Z0A-STIF - LOMOBRETIISESEATIET.

o - FCEESE. FSSIIT UM LU - HCP AP 31881 EROFES 23> DR Eamo A -1
EWILET .

26. LIF® URL Hh'5 SharePoint Foundation 2013 SP1 MEESE/\WIDA A N—S5—&SFI>
O—RUET. 49>0O0—K T7AILD spf_lpk_SP1_x64_en-us.img &S T 71L&,
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spf_Ipk_SP1_x64_en-us.iso (CEELU TRELTZEL,

Language Packs (SP1) for SharePoint Foundation 2013 SP1 - English
@ https://www.microsoft.com/en-us/download/details.aspx?id=42256

27. spf_Ipk_SP1_x64_en-us.iso 5 7J)L UV O UTCIOVRATIO-S—TCHE. O-H)L RSA4T&
LTYO> RUET, RSATDIL— MMCIH D Setup.exe =FITL., WEBEE/\WIEAA M=)
LET. 1> XAM=ILAET LS [SharePoint @@k T« HF— R] ZBETUEY.

Run Configuration Wizard

To complete configuration of your server, you must run the SharePoint Products
Configuration Wizard.

E Run the SharePoint Products Configuration Wizard now.

28. X4~ — NEEHS [SharePoint 2013 BIE> 1)L] ZEE. ROOTYUR SA>%FTULT, TCP /R
—k 82 T/RRA hEN3. MIM 7/R—4)JLD SharePoint Y- v OL >3 >mEKULET,
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29. Windows PowerShell TXRXODIOY> R SA>%&ETU.TCP /R— b 82 (CHMITBDREZHFILET,

PS C:¥> New-NetFirewallRule -Name "MIM PORTAL" -DisplayName

"MIM PORTAL TCP 82" -Protocol tcp -LocalPort 82 -Action Allow -Enabled True

30. Web S OHY—7T http://pamsrv.priv.local:82/ %=Bi=. PRIV¥MIMAdmin O&&IEHR%=E

AUTYA>A>ULFET,
- | o -
@@‘@ http://pamsrv.priv.local: 82 P~ X|| C pamsrv.priv.local | ‘ iﬁ 'iE n'
Windows £¥al7+ .

iexplore.exe

pamsrv.privlocal ABSELTWET.
|PRIVEMIMAdmIn |

H |esssssss |
Fatd 2 PRIV
[ eEERzeETs
0K FroAl

31. MIM R—=FILAICYERR UTeH 1 MOIRRSND S EZBRUE T, e, 129 —Ry ~ AT>3>
ZBWT. http://pamsrv.priv.ilocal % [O—H)L A1>F—xv ] V- (TBIMUET .

TN
( \{ \\.|
AN

http://pamsrv.priv.local:82/default.aspx O ~ & H i—1y - MIM Portal

Ikt H

-l

3330
YAk
TAARYSAY

2 C
e

{5y ATSa

|28 | tHE | Tae- 2oy [ Ee | Joves | sEEE |

TR REERT AL REET Y BEIRL TN

p (]

@ a-! -"’?

-zt O-fL4>borw  EEFEFYAE HEMEH
B

07 A3 15Fwh
@ s tmaIATo web etz oy L TIHE)

O-hll A~ FSxy

LIFOSEEEIT. O-DIL A2 F5FRyk V=2CZENG Web H
EHELTEREN.

&

Ol 7bsauboaybI— 2 EE8ICEETS(D)
[ENOY—ATEESNTWRWO- 1) (£ ~MFHyE) O
Ywa(z)

TO%% Y=/ -2 EALRVHA METATSHA(P)
W FATOFRYFI—5 JTZ (UNC) ZZ83(N)

E0NNEEE E

MIM O>R—F> DA > XA =)L

O-hll 1>+34
G‘i TOY -2 Web B FDENIE IR
M TATI. V-2OtFaUFSRENNER

Z0 Web B MY - 0BT S(D):
[
Web H1H(W):

http://pamsrv.priv.local

[ emy = NOFTATH—/ (— D8R (ht

AR IR—R> RDA A =)L EBENT T UI25 ROFIET MIM O2MR—3R> hEA> X h—=)L

LET.

1. ID EEBY—/N—-(CTBDY—/—-([CRAAEEE (PRIV¥Administrator) OERBIHRTH > 1>
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5.

UFT. &S, MIM O2R—F> bD1 > X ~—=)LIE. MIM /R—45)LD SharePoint B ~ L%
> 3> MEEE (RRIVEMIMAMIN) F@ERBEEE (SOl RTE PRIV¥Administrator
ZI8TE) OIERTEITIDIVNEN DD ET . ERNENEES. MIM O R—3R> DA M—)LH
A%&(C [To install FIM portal, the setup needs to run under SharePoint Farm administrator
account...] DI S—HFRRENFET,

MIM 2016 D1 >R =)L A5 4 7 D)L— THD FIMSplash.htm ZfZ. [Install Service and
Portall] Z0Uv o ULZET,

[Microsoft Identity Manager 2016 - Service and Portal Setup Wizard] Hh'BIlELUET . BAIDNR
—=7Tld. [Next] 20w 2O UEY, RD [MIM Customer Experience Improvement Program]
R—=T(& [Doin] ZF7z(E [1Idont want to join] DWLVITNHZEEIRL. [Next] 20w UET,

[Custom Setup] R—=T. RD 3 DOIAR—FZ bDA A S=)LZ&ERU. [Next] Z0Uw
OULET,

® MIM Service

® MIM Service > Privileged Access Management

e MIM Portal
- (O x
£] E:#FIMSplash.htm £ - ¢ || 74 - MM Portal & Microsoft Identity Ma... {0 9as £93
~

Microsoft Identity Manager

1) Microsoft Identity Manager 2016 - Service and Portal |;l£-

‘Custom Setup ¢
Select the way you want features to be installed. i
Identity Manager Service and Po

Install Service and Portal Click the icons in the tree below to change the way features wil be installed.

Install Service and Portal Langusge Pack

[E5-] Microsoft 1dentity Manager Service and | Installs all fles and services
=i | MIM S required for Privieged Access
Management

Identity Manager Synchronizatiqg

; = This feature requires 13MB on your
Serviee | | % MIM Passiword Regisbraton Portz|  hard drve, 4
[nstall Svnchronization Service X - | MIM Password Reset Portal
Install Password Change MNotification Ser < i 3
Identity Manager Certificate
Management [ Reset | [ Diskusage | [ Back || mext %J [ cancel
[nstall Certificate Management, 84 hit e (V]
S R © o

[Configure Common Services: Configure the MIM database connection] /XR—=7TI(Z. [Database
Server] ([CO—AJ)L J>Ea1—4—% PAMSRV EAHUL. TDENDEEFBIEDEF [Next] &
JUwIUET.

-125 -



#  Microsoft Identity Manager 2016 - Service and Portal M

Configure Common Services ¢
Configure the MIM database connection
—

Enter the SQL Server location andfor instance (Server or Server¥Instance).

Database Server: |p,qM5Ru

Enter the database name.

Database Name:  |FivService
If the database you named above already exists, how do you want to proceed?
(®) Create a new database,

() Re-use the existing database.

During setup MIM will authenticate with SQL Server using your current Windows credentials.

[Configure Common Services: Configure mail server connection] R—=7TI(&. [Mail Server]
DTFFRS Ry OIRZZERCU. [Next] Z2Z0UvIUFET,

##  Microsoft Identity Manager 2016 - Service and Portal M

Configure Common Services ¢

Configure mail server connection
—

Enter the mail server location.

Mail Server: |

IUse 55L
[#] Mail Server is Exchange Server 2007 or Exchange Server 2010
Enable polling for Exchange Server 2007 or Exchange Server 2010

[Configure Common Services: Configure service certificate] RXR—=TId. [Generate a new self-
issued certificate] Z#ERU. [Next] ZO0Uw O ULFT, SOFEFHEZERILTDzH(C. BEES

SERAE TR LE T,

#J  Microsoft Identity Manager 2016 - Service and Portal M

Configure Common Services ¢

Configure service certificate
—

Please select the certificate the Service should use to allow dients to validate the Server.

() Select a certificate located in the local certificate store Select Cert

(®) Generate a new self-ssued certificate
Certificate Mame: Microsoft Identity Manager

[Configure Common Services: Configure MIM service account] R—=T(d, FEFICERLTH
Wb —EX 7HD> ~ MIMService O&&IBEHRZ AN L. [Next] Z0UwvIUET,
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9.

#  Microsoft Identity Manager 2016 - Service and Portal M

Configure Common Services ¢

Configure the MIM service account

Enter the credentials of the account under which the MIM service will run. This account must be
locked down as described in the product documentation.

Service Account Name: |MIMSEI’ViEE

Service Account Password: ” T

Service Account Domain: |pr

Service Email Account: |MIMService@1:uriv.loca|

IMPORTANT: The service email account is used to process requests and approvals. This email
account should be created for the exdusive use of the Identity Management service. Flease
see the Before You Begin section of the Setup Guide for more information.

| Back ” Next | | Cancel |

[Configure Common Services: Configure the Microsoft Identity Manager Service and Portal
Synchronization Service] _—=TI(&. [Synchronization Server] [CO—AJL I>E1—45—%
PAMSRV &AL, MIM BET—->1 > MAHICERLUTHWEO—EX 7HD>2 MEZEIEELT.

[Next] Z20Uw 2O ULET, SEIOERRMT(E MIM @ Synchronization Server (BffH—/{—) (IE
HUELBAN. MIM O2R—R> D1 >R M—=JLEICCNSDIEHREZIBET DRENGDET,

#  Microsoft Identity Manager 2016 - Service and Portal M

Configure Common Services ¢
Configure the Microsoft Identity Manager Service and Portal synchronizatio...

Enter information about the MIM synchronization server,

Synchronization Server: |p,5.|v|5m.'

MIM Management Agent Account: |PRIV¥MIMMA| *

DCromain® Acoount

[The MIM synchronization server you have entered does not exit or is not running ...] &WL\5
ZEAYTZ—SHNROR—=Z(CRRENEIH. [Next] 20Uy oL THATLUTLIZE L,

14 The MIM synchronization server you have entered is n...l;li-

Configure Common Services ¢
Configure the Microsoft Identity Manager Service and Portal synchronizatio. ..

running. Click ‘Badk’ to to enter a different server name. If you plan to install
the MIM synchronization service on 'PAMSRY' later, dick 'Next' to accept the
configuration and continue. Refer to the installation guide for instructions on
how to change this information post deployment.

i '-q The MIM synchronization server you have entered does not exist or is not
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10. [Configure MIM Service and Portal: Configure connection to the MIM Service] XR—=7TI(Z. O
—H)L A>Ea1—45—% PAMSRV &EAHU. [Next] 20Uy oULET,

#J  Microsoft Identity Manager 2016 - Service and Portal M
Configure MIM Service and Portal ¢
Configure connection to the MIM Service ot

Enter the server address the MIM Portal and other dients should use to contact the MIM
Service, Do not use localhost or prefix http: ff or https:/f to the server address.

MIM Service Server address: |F‘AMSR1-'| =

11. JR® [Configure MIM Service and Portal: Configure connection to the MIM Service] R—=TI(4.
[Sharepoint site collection URL] DFFX k /Ry O X(C, MIM R—F)LAICEE LTz SharePoint
P4~ JL2>3>2d URL THD http://pamsrv.priv.local:82 & ASH L. [Next] Z0Uw o
LFEI,

4 Microsoft Identity Manager 2016 - Service and Portal I;‘i-
Configure MIM Service and Portal ¢
Configure connection to the MIM Service et

Enter the URL to the SharePoint site collection where the MIM Portal should be hosted.

Sharepoint site collection URL: |htq3:ffpamsrv.priv.lucal:82]

12. [Configure MIM Service and Portal: Configure optional portal home page configuration] ~R—
=7T(&. [Registration Portal URL] MFF X k Ry OXZZEHMICLT [Next] Z0UvIOUFET,

#  Microsoft Identity Manager 2016 - Service and Portal M
Configure MIM Service and Portal ¢
Configure optional portal homepage configuration ko8

Enter the password registration portal URL that the browser will navigate to when the "Register
for password reset”link on the MIM portal homepage is dicked.

You may leave this field empty if you do not wish to customize the "Register for password reset
“link.

Reaqistration Portal URL: ||
Example: https:/iregistrationportal. contoso.com

13. [Configure MIM Service and Portal: Configure security changes configured by setup] RX—=
Tld. MADAT>a>wFTvoU. [Next] ZOUVIULET,
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Configure MIM Service and Portal
Configure security changes configured by setup

Clients cannot communicate with MIM Service unless ports are opened in the firewall,
Open ports 5725 and 5726 in firewall

Users will not have access to MIM Portal site unless specified here.
Setup can grant NT AUTHORITY¥authenticated users READ access.

rant authenticated users access to the MIM Portal site

##  Microsoft Identity Manager 2016 - Service and Portal M

¥

14. [Configure Privileged Access Management REST API] R—=TI(&. [Host Name]l ®OFFX k 7R

WO R (IBRMDFEZF. [Port] (C 8086 EASL. [Next] Z0UvIULET,

Configure Privileged Access Management REST API

Enter configuration information used by Internet Information Services (I15)

Enter hinding information for the Privileged Access Management REST APT

Host Mame: |
Example: pamapi.contoso.com
Paort: 2086 = \erify that the selected port is open in firewall

4 Microsoft Identity Manager 2016 - Service and Portal I;‘i-

J

15. JX®D [Configure Privileged Access Management REST API] R—=TI(d. SharePoint A —EX

777> & PRIV¥SharePoint O&&EHRZAND L. [Next] ZOUwVIULET,

Configure Privileged Access Management REST APIL

Enter configuration information used by Internet Information Services (IIS)

Enter the credentials of the application pool account under which the Privileged Access
Management REST APT will run in IIS.

Application Pool Account Name |SharePaint

Application Pool Account Password || [——

Application Pool Account Domain [prIv|

C T [REST API Application Pool account is not secure in its current configuration] &L\

EERRSNFEIN [Next] 20w IUTHATLET.
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##  Microsoft Identity Manager 2016 - Service and Portal M

Account Security Warning

REST API Application Pool account is not secure in its
current configuration.

For more information about best practices for securing the service account, please
see Microsoft Identity Manager Service and Portal Help.

16. [Configure the PAM Component Service] R—=T(&. PAM Component Service BIC#EfHL T
Pt —EX 7HD> &~ PRIV¥MIMConponent O&EIEHRZASI L. [Next] ZOUwVOULZE
3_0

4 Microsoft Identity Manager 2016 - Service and Portal I;‘i-

Configure the PAM Component Service ¢
—

Enter the credentials of the account under which the PAM Component Service will run.

Service Account Name |MIMCOm|:|0nent

Service Account Password || T

Service Account Domain |pRIU|

17. [Configure the PAM Component Service] R—=TI(&. MIM Monitoring Service B(ICER/RLTH
WeH—EX 745>~ PRIV¥MIMMonitor O&RIEHRZ A L. [Next] Z0Uwv oI ULET,

#  Microsoft Identity Manager 2016 - Service and Portal M

Configure the Privileged Access Management Monitoring Service

Enter the credentials of the account under which the Privileged Access Management Monitoring
Service will run,

Service Account Name |MIMMOnit0r

Service Account Password ” [ ——_—

Service Account Domain |pr|

18. [Enter Information for MIM Password Portals] R—>TlE. WADATa>E2F w7 UL
F=E. [Next] 20UV 2O UFET,
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#J  Microsoft Identity Manager 2016 - Service and Portal M
Enter Information for MIM Password Portals ¢
Enter optional password portal configuration ot

[(MIM Password Registration Portal will be installed on another host

Enter the existing account under which the password registration application pool will run in 115

Account Mame: |

Domainé Acoount

[ MM Password Reset Portal will be installed on another host

Enter the existing account under which the password reset application pool will run in TIS

Account Mame: |

Domain# Aooount

19. [Install Microsoft Identity Manager Service and Portal] R—=7T [Installl Z20Uv oL, 1>
AB=)LZRBLET. 1A B—ILETHE. BEBNEREINDIDT., BRICK>TH—/—ZEHEK
ELET,

#  Microsoft Identity Manager 2016 - Service and Portal M

Install Microsoft Identity Manager Service and Portal

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

| Back ” Insmlltg | Cancel |

20. H—/)\—DBEENT T LS. BURXAEIRE (PRIV¥AdmiInistrator) OBEIBIRCTH 1>
SUET, MIM 2016 D1 >A =)L AT 4 FDIL— ICHD FIMSplash.htm ZFA=. [Install
Service and Portal Language Pack] &#2Uw 2 ULZEd, [MIM Portal]l] & [MIM Service] ENE
NICDWT. [Japanese] S5B/\WOZERULTA A R=ILUET,
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£ E:¥FIMSplash.htm £ ~ || C pamsrv.priv.local DftET | & Microsoft Identity M... AN

Microsoft Identity Manager

15 Microsoft Identity Manager 2010 R2 - Service and Po... |L|£-

Custom Setup ¢
Identity Manager Service and Port Select the way you want features to be installed. bl

Install Service and Portal

. Click the icons in the tree below to change the way features will be installed.
Install Service and Portal Language Pack

=) =] MM Service and Portal Language

~ | Indudes Japanese language pack
= | MM Portal _I| for MM Service.
Identity Manager Synchronization 7 S MIM Serviee
N % _-| Chinese (Smplifiec
Service X_r | Chinese (Taiwan) This feature requires 1729K8 on
Install Svnchronization Service X | Czech your hard drive.
o . % _-| Danish
Install Paseword Change Motification Servic % _~| Dutch v
< m >
Identity Manager Certificate
Management Reset | [ DskUsage | [ Back || mext | [ cancel

Install Certificate Management, &4 bit

MIM 2016 SP1 ~DEHR

MIM 2016 D&F#H/\—=3>(F MIM 2016 Service Pack 1 (SP1) T3 . COFHEN 1 ROMERF LR TI(E,
MIM FHEARD/\—= 3> (& MIM 2016 THD. MIM 2016 SP1 ADOEFHNKETT .

BIFd URL A5 MIM 2016 Service Pack 1 (SP1) OFEH/\wo—>%=450>0O—-RU. ID I/
—([CAM>RA=JLUTE MIM J2R—> MBS KUEB/\vOZEHRLET, ID BEEY—/\—RICE,
FIMService_KB3201389.msp S XU LANGUAGE Packs.zip W& T,

Microsoft Identity Manager 2016 Service Pack 1 update package
@ http://www.microsoft.com/en-us/download/details.aspx?id=54184

1. ID BIEY—/){—(C RX1>EEE (RRIV¥Administrator) OBEEIBEHRTHA>1>UET,

2. OX>R JOYT h%zEBEELLUTHE, ROOINU R S4>%7F{TLT FIMService (Forefront
Identity Manager Service) Z{E1EUET,

C:¥> NET STOP FIMService

3. MIM Service XU MIM Portal D MIM 2016 SP1 T#2 FIMService_KB3201389.msp Z3%
7TUT MIM B—EXB XY MIM R—F)LZ2EFHLFET,
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E1BE: Xk JOVT

op>F IMSery ice_KB32013 Sa]
1 Microsoft Identity Manager 2016 - Service and Portal HE

Welcome to the Update for Microsoft
Identity Manager Service and Portal

The Install Wizard will install the update for Microsoft Identity
Manager Service and Portal on your computer,

A failed installation may resultin a corrupt MIM Service
l database. To recover, you mustrestore the original
database. Please backup the database before proceeding.

Cancel

4. MIM 2016 SP1 D1 > X h—)L#&, BEEFBZERNFTIN. BEBEFFr>ILUET.

5. LANGUAGE Packs.zip ZEED/\XICEM L. B xD ¥LANGUAGE Packs¥Service and Portal
Language Pack¥setup.exe Z£4iTL. S8B/\WODEHFZEA A S—=ILUET,

EEE: OV JOVTH

) Microsoft Identity Manager 2016 - Service and Portal LP

LANGUAGE
Packs Custom Setup ¢
Select the way you want features to be installed. i

Click the icons in the tree below to change the way features will be installed.

Microsoft Identity Manager Service
and Portal Language Pack indudes
language packs for MIM Service and
X _-| MM Password Resetpor) MM Portal
- X | MIMPassword Registrati  qic foatyre requires OKE on your
hard drive. It has 2 of 4
subfeatures selected. The
subfeatures require &3KEB on your
hard drive.

| |D|skUsage| | Back H Mext ‘ | Cancel

6. SE/\YVIDEHDOA A —ILNTT LIS, ID B —/)(\—Z2BEHLFET,

FHEBI/R—5)ILDOY > T ILDORERM

MIM 2016 > PAM REST API ZFIFH UIAHEBRDIzHDY > T)IL R—FILH, BIFD URL TARME
NTULET, [Clone or download v] m5 [Download ZIP] Z4~Uw 2 LT, identity-management-
samples-master.zip 45 O>0—RUET,

SEV O AEEBR—-F)ILDOY>TIL
@ https://github.com/Azure/identity-management-samples
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COREBIR—FIZRFATDIE, IR I —-EFILT U—EXTIHET JCXDHBEZITL. HF
7 OCRZRISI DT ENTEET,

FHEBIER—SILZRMAITDICE. ROFIETEIELET.

1. ID BEY—/)\-(CRAAEEEIHDI> K (PRIV¥Administrator) O&ERIBEHRTH1> 1> UE
9,

2. HETVOCIBER-FILDOY>T)L (identity-management-samples-master.zip) &40 > 0—
RU. FED/IRICEBEULET,

3. BB/ (R D¥Privileged-Access-Management-Portal¥src (CEENDIINTDI 7 AILB KU T A
JLA —%& . C:¥Program Files¥Microsoft Forefront Identity Manager¥2010¥Privileged-Access-
Management-Portal (COE—UZE Y, &8, Privileged-Access-Management-Portal (&. B9 T
KT DRENBDET.,

4. Windows PowerShell ZBZE, ROIOAY> R SA4>%ZFTUL T, TCP /R— b 8090 T/RX hEnsd
Web B+ bEVERLLET,

PS C:¥> New-WebSite -Name "MIM Privileged Access Management Example Portal"
-Port 8090 -PhysicalPath "C:¥Program Files¥Microsoft Forefront Identity
Manager¥2010¥Privileged-Access-Management-Portal¥"

5. XEMRT C:¥Program Files¥Microsoft Forefront Identity Manager¥2010¥Privileged Access
Management REST API¥web.config ZF&. <system.webServer> w2 3>onH(C. UTD
<httpProtocol> z0> 3> (HE#EHNTEID) ZEMULET,

<system.webServer>
<validation validateIntegratedModeConfiguration="false" />

<security>

</security>
<handlers>

</handlers>

<httpProtocol>
<customHeaders>
<add name="Access-Control-Allow-Credentials" value="true" />
<add name="Access-Control-Allow-Headers" value="content-type" />

<add name="Access-Control-Allow-Origin" value="http://pamsrv.priv.local:8090"
/>

</customHeaders>
</httpProtocol>
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6.

</system.webServer>

X EIRT C:¥Program Files¥Microsoft Forefront Identity Manager¥2010¥Privileged-Access-
Management-Portal¥js¥utils.js Zf&. pamResppApiUrl @ pamsrv.priv.contoso.local:8086
ZIRBICHODETEBELUE Y. COFHMESH1 RDES D THNIE. pamsrv.priv.local:8086 (it
\78B9) (HBEIELZE T,

var GlobalConfig = {
pamRespApiUrl : "http://pamsrv.priv.local:8086/api/pamresources/"
}

O R O MTROOAYIR SA>2FETUET,
C:¥> iisreset

Windows PowerShell TROOY> K S5+ >%&%17L. PAM REST API @ TCP /R— I 8086 &
KUOB>T)L R—5)LdD TCP 8090 (CX I DZEZHFALET,

PS C:¥> New-NetFirewallRule -Name "MIM PAM PORTAL"
-DisplayName "MIM PAM PORTAL TCP 8090" -Protocol tcp -LocalPort 8090
-Action Allow -Enabled True

PS C:¥> New-NetFirewallRule -Name "MIM PAM REST API"
-DisplayName "MIM PAM REST API TCP 8086" -Protocol tcp -LocalPort 8086
-Action Allow -Enabled True

Internet Explorer TELF®D URL (CF7OTEAL., EHETEDILzZ2MERLUFEIT. 1 DED URL (i
%t LT pamroles.json J 71 )LZA D> 0O0— RMNIAFENIE. PAMREST API (SHEELTWWET .2 D
BHdD URL (CiE#HiT D&, FHEBIER—S)LDY > )L (Privileged Access Management Sample
Portal) W& RENFET,

http://pamsrv.priv.local:8086/api/pamresources /pamroles

http://pamsrv.priv.local:8090/

B PaM Portal - About X [+ - X

a
) priv.local < = #A @

Privileged Access Management Sample Portal
This portal demonstrates how to use the PAM REST API.

The PAM REST API is used by privileged accounts to access sensitive
corporate resources.

The activation to privileged access rights is done for a limited time
period: Just In Time.

The PAM REST API should be integrated into web sites or applications.
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A RAA 2 ERHEETE R XA 2 OEFEBEMR OISR

MIM WEZER RAA 2 (S U THHET T REEZITD (L3 FEEBIE RAA D SHROEBEN RAA
SAD—HEOEHEBFREENR L. SID BEDBTZREICT DHNENDDET . ZNICIE ROFIETH
D RAA 2B LET

R XA > EDERTERR

BEARAA S EFHEBEE R A2 HED RAA U (ICHUTERFBRTEDILDICULET . TDHEIC
(. DNS H—/\—DIT A T—HF— K TAD—F - H>FY V-2 T V-2 (CKDHERK. .
FZE. RAA> 0> bO—5—0 Imhosts I 7 1 )LADERIE EN DWFENSBDFT .

BlZ(E. DNS oth>FYU V-2 FRATIHE. FEBE R A1 D DNS U—/)\—(CREAR R XA
> ® localad.contoso.com HLU* _msdcs.localad.contoso.com OtH>SF U V-2 %KL,
PEARAAZDRAA> > bO—5—% DNS H—/\—&UTEELET., B, V- DF7—5F%
S 9 BICIE. BERRAA>D DNS H—/)\—T, NSOV - (T DY —ERRzEHFa L TH <
ENHDET,

TrAIF)  BEA) |EM  ALTH) ‘

v [ BiIEER-Y
=) _msdes.privloc

]
FLW-YOETEEEL

L Aala NERE RN LTS X

_ R

2 o S LY - x|
~ & bc DNS /(- [Z&EmI- v FLWY-y Mf-F

YA%- DNS H-1(— )
TR Y=t 1250 DNS #-/(-A5 JE-ENTVET.

1 priviocal eyl .
. SRRy fERiT B~ Y DEIBES —
1 pSAR A O TR V=2P) i Bl o
L , - microsoft.com) X = ;
S COY -/ TEEE RDZE Ty, Y- IE-TE0 DNS #-f{-EIEELTLLEL, FO—RI5IE0AE
@ ENFY V-8
ERDH-/-FE — g
ADHERERY, S-vEQ: EE= U
OA5T -3 P PRLR #-J(- FQDN 185
F-LY—I-(NS) ] <ZZE7U9ILT 1P PRUASE R DNS BEBILTIEE>
;];L(,ﬁhi_ﬁé @ 192.168.10.101 ADDS.Iocalad.contoso.com oK
2 & e

<

thH>A) V-2 ERLES. OXR O MTROOYR SA>%=&FEL. NS LIO—R%E
BRRTEBREHEMRLUET,

C:¥> nslookup -qt=ns localad.contoso.com

—H. PEARARXA>AD DNS H—/)N—T(F. IFESEERX 1 >D privdocal & XU
_msdcs.priv.local DtH>AF) V-2ZERUSFEEIE RAAM>DRAA> 0> hO—>—% DNS
H—N—EUTEELUE T, BB V—20DF—FEEUST BICIE. EFERARAA>D DNS B—/){—T.
NSOV =T RV —EEREHFI U TCHBENSHDET,
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& DNS ¥#—S7— —[al x
TrOUF)  EBfEA) =RV =
o * FE _msdcs.contoso.com O70/(71 ] x
Dt '- XE 6=
£ DNS = SOA (Start of Authority) FoL Y T
4 [ WIN2012R2-ADDS WINS V- 0EE TF1Fy
& O WASRY—y e e
b [E] _msdcs.contoso.com J-YEER. K- ERRUIY /-0 -0 - BEELET .
p 21 _msdes.priv.local .
b [ contoso.com W1 Y= AREEEFRIT Y -/ (= (0): . -
b (2] priv.local ® FTATOH—)—(T) - =
1 BRI O #—b Y=/~ SID—BlbaH—/(~03(S) b
1 PSR R i
b O EETTAT-5— O ROB—I-0#H(H)
» [@ FOo-roL 04 OS5 P
= s Wk TOV T [- (o=

tTHh2AHY V-2ER LS. O R JOCT MTROOR> K SA>2%1@FL. NS LO— Rz
RETEDEZERLET,

C:¥> nslookup -qt=ns priv.local.

— 3B DEFRBIRDFEL

ID BEY—/\—(CHFHEBE RAA> DR A1 EEE (PRIV¥AdmiInistrator) OEEIFIRTH 1> >
L. Windows PowerShell ZBEWTRDIAN R SA2ZFITUERT ., CNICKD. BERNRXA (X
93— AHEOEHEBGRMMFIESIER(CEBRENE T . Get-Credential £FE/TI D E/ (R T— ROAITHE
RENFEIN, BERNRAAC>D LOCALAD¥Administrator D/{AD—READLTLIZELN,

PS C:¥> $cred = Get-Credential -Credential LOCALAD¥Administrator
PS C:¥> New-PAMTrust -SourceForest "localad.contoso.com" -Credentials $cred

PS C:¥> New-PAMDomainConfiguration -SourceDomain "LOCALAD" -Credentials $cred

> | E1EE: Windows PowerShell

T+ LU bUDHHEID 77 Oz AHERDEE

1B%M R X7 > localad.contoso.com (C. CDORAA>DEEBENDT> b (LOCALAD¥Administrator)
DERRIBIRCHA>1> U, [T—/\— IR—2v—] D [W—IL] XZa1—m5 [Active Directory 1—
Y- Ea1—45—-] Z#2HEFEY,

RAA>22E60 )y IUT [FIHOERE] 20Uy OULET. (AT T MIBEIORED 5 —R] A
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BT DDT., FEEIE RA> priviocal DIXDY—EX 7HI> hBELY MIM BEEBEE(CWULTRKX
DEEZEBRUE T BB, 7HI> hZENMT DR BIE TIFEEAN KX > localad.contoso.com Z
BEITDKRDICIRDTWVWBDT., UHFR] Z0Uv O U THERREZ prividocal (CEELTHST7HD> M
BIUTLIZEV, FHEBE RAA DTN hZBINT DRIC. FHEBIERAA 2D RXA > BIEE)
HT> & (PRIV¥Administrator) OB&IEHRHNEREINE T,

dA—Y—F=EoIL -7 Domain Admins, MIMMonitor

= . Nid N 4 ES
RETDHRD : ® RDOHES XD DHHZEFET D
W M == =4
INTCOIL—Y—BIRDFHED
] Active Directory 1-7-¢ IWE1-5- — m] e
WP BIEA) BRV ALTH] _ .
IFAIF  BEA) vﬂ?(w : JF(H) P
e w4 BIXE G -
= — 1-4-FEEIN-T )
O Active Directory 1-¥-L 62| 2 SIAEEES 31T -2 -TE 1 DU BRLTUERL ﬁl;‘ 2
1 EENEITY 24 | B
v 3 localad.contoso.com o .
i HE0SEE.. ERENEI-T-I-T(S:
O gm0 & MIMAdmin (PRIVEMIMAdmin)
E FAf YOEE (D) £, MIMMonitor (PRIVEMIMMonitor)
=1 B ¥ T FO-5-0ZE 82, Domai Ad.\j'tlnsfPR\WDcimam Adminsi
11 RMDRELALDEE AR HEOS(E K
: BIFTAT-(M).. EETEIRT .EP)\
i FRF 20, &1 UAFILLHTEES, D
| P BOFATEERT N ELEITRATENAIVAAFAILATEET U,
\ FRTDFRIE
ROERIAIOHBEZITTI(D:
BROEELERD @ =
O 2~ 7hov 0iEeL. Bl SEUEE [l
70RFR O 2-F-0/RI-FEU by b LTRED /A VB AT- FOEEEE RT3
NG 3’\Tﬂﬂl—f—f§§ﬂﬂﬁﬁi}'}
O MN=ToA -2y EE
o [ IvE2-5-0RM YAD S
o O -7 fuv-ouvrnes
&o O #U-0=R 0 M0Em (3E) .
%Enterpnser\dmms < B — B o
< > || 8 Enterpise Key Admins|
LA AT AR OB 3NAIL IRIEERT O

SID J+a )L —0EshDOMRE SID EBROBRNE
PEARXAZDRACS O O-5—0OOY>R O MTCUTOOYCR SA>EZFEITUET,

C:¥> CHCP 65001
C:¥> NETDOM TRUST localad.contoso.com /Quarantine /domain:priv.local

C:¥> NETDOM TRUST localad.contoso.com /EnableSidHistory:yes /domain:priv.local

1 TEDONYR SA20E O—R R=2% UTF-8 (CEELTWET,. D, BABERE (O—RKR <X
—= 932) Tl /Quarantine:yes Z/z(& no. /EnableSidHistory:yes E7=(& no MHAFED D (TERTE
ZEEURMEENHDFET,

2 fTEDONXY >R SA4>d /Quarantine J\S XA =5 —(F. BEARARAAICHTBERBERCSNT
SID T+ ILA—MEHICIRD TWD I 7RI DI2HICIBE L TLVE T, SID filtering is not enabled
for this trust (SID T+ A —EZDOERICHUTEMCIRDOTVWEFEBA) EXRRSND 7R
TL1Z&L\, SID filtering is already enabled for this trust (SID J+ I AF—(XDEHEICHULTHE
BMERDODTWET) EXRRSNEBSEE. 2 ITHDOIOVY R 54> @ /Quarantine Z /Quarantine:no
[CEEBELTHEITLTIZE0,
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3TEDOONR Sa20E ERRUIEERBICH U T, SID EFEZB{EUE9 ., Enabling SID history
for this trust (ZOEHEICHUT SID BEEZBIMICLTWVWET) Z/=(X SID history is already
enabled for this trust (SID EEXCDEHICH U THEMNICRDODTVNET) EXRRSNDIZEZMEL
ia_o

B EREEE IR JovTh

MIM 547> b O2R—2%> bOERH

YO XERZMAU TEHE VT ADREFE LI #5215 Windows 8.1 F£7zld Windows 10 &
SATNIHUT, MIM ODOSA 7>~ O2R—R> e A M=)LUET,

1. BEARAXAZDRAAS A2)N—-T%3 Windows 547> MNCO— N EBEEREZFDIL
—Y— (FRBERAADEEBET NI ) OERBIRTYA>A>ULEFT.

2. MIM 2016 D12 A b—=)L A5+« 77D)L— ~CPHD FIMSplash.htm ZREFET,

3. Windows Hh' 64 Ew k (x64) TH3H 32 Ev b (x86) THB MU T, [Install Add-ins
and Extensions, 64 bit] ZF/z(& [Install Add-ins and Extensions, 32 bit] ®oW\WWInNHMEoIUwW L
ENCIS

4. [Microsoft Identity Manager 2016 - Add-ins and Extensions] D« — RHAFIELET. [HRH
Lty "7y T] R—=ZTiE [PAM Client] O>R—FR> hDOFHEEIRUET

5. [MIM PAM H—EXD7 RL XAD#EK] R—>TI(E. ID EEH—){—D FQDN Tdh 3
pamsrv.priv.local ZAHU. BEEDR— bk 5725 DFEFA>AS—=ILUFET,
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Identity Manager Service and Portal Identity Manager Clients, Add-ins and B

Install Service and Portal Install Add—ins and Extensions, 64 hit
Install Service and Portal Language Pack Install Add=ins and Extensions, 32 hit
#8) Microsoft Identity Manager 2016 - Add-ins and Extensions - X Il\dd—ins and Extensions Language Pack, 64 bi
HARL trb Py 8 Microsoft Identity Manager 2076 - Add-ins and Extensions - x |
BRETL 7 | S .
RO A b= ERRLTOEE MIM PAM 4 E07 KL ADHER 7
MIM PAM £33 P2 Mz o T RSN 2EE O T
FEREDA LA b LRI R S B0, LT —
B =z | MIM Add-ins and extensions A PAM H =)= DT K L AE):
X | MIM Add-in for Outlook | 2 |Dfi'" vprvloca| -
% | MIM Password and Auth MIM #—30 URL & 3 AL TR, T2 LT hitpil] Stk bit..,
] EING E 7= {

< >

PR C:¥Program Files¥Microsoft Forefro
Manager¥2010¥

Utz s TANERRW 25

F3E) el

6. 12RAM—IATTIDE OAPEI—I—DBEBNEREZNDHENGDFT. 2OHEE. [
W 20Uy O UTHBERULET.

7. Internet Explorer @ [A>5—v k AT>3>] ZzRHEFET. [BFaUF+] F#TCHIDBX.
http://pamsrv 8K http://pamsrv.priv.local @ 2 DD Web Y« b& [O—HIL 1245
—Rv ] V-2 (CBIIUET,

MIM 2016 SP1 ~ODEF

MIM 2016 D&F#H/\—=3>(F MIM 2016 Service Pack 1 (SP1) T3 . COFHEN 1 RDOMERF R TI(E,
MIM FHiihRRD/\—=3 > (3 MIM 2016 TdHD. MIM 2016 SP1 ANDEFHMNUKETT,

BIFad URL 55 MIM 2016 Service Pack 1 (SP1) OF#H/\wo—=4AF o> 0O0—-RU. 9514726
[CA>AR=)LUTE MIM O2R—FR>2 hEEHUET, 517> MAHEICIE. FIMAddinsExtensions_
x86_KB3201389.msp (32 Ew hhR) F/=(d FIMAddinsExtensions_KB3201389.msp (64 Ew ~hiR)
Z#AD>O—-RUTA>AR=ILUET,

Microsoft Identity Manager 2016 Service Pack 1 update package
@ http://www.microsoft.com/en-us/download/details.aspx?id=54184

15E 7 O RABEDTE

YHET T ABIEDTEEUT, SENR 7O FFAINNRBRET I ALY — DT IR %, FEDIL
—H— (L= U THET . COTETEEEIAILSY — (I RFET I ZHC L TWHWEITH.
RXA> I—HF—DEKR®/ (XD — ROUtLY MIEDBIBIEE(CDWTODIFIET7 VX Z2HlHT B &
HHEEET I,

CorpAdmins WD)l 7O A=/ DOHE T A )5 — %= %liE

PEARAAZDRAAS AD)N=ERD>TWBDI7AIL B=—N—(CHBITAILSY —ZERK L.
CorpAdmins RX+> w+a1UF+ JIL—FICT)L A2 bO-IDT7OCRAHFZE5ZFET., RDH)
(&. Windows PowerShell Z{#FHB LT C:¥CorpFs =H5% CorpFs THENRTEIBHITY,
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PS C:¥> mkdir C:¥CorpFs
PS C:¥> New-SMBShare -Name CorpFs -Path C:¥CorpFs -ChangeAccess CorpAdmins
PS C:¥> $acl = Get-Acl C:¥CorpFs

PS C:¥> $car = New-Object System.Security.AccessControl.FileSystemAccessRule
("LOCALAD¥CorpAdmins","FullControl"”, "Allow")

PS C:¥> $acl.SetAccessRule($car)

PS C:¥> Set-Acl C:¥CorpFs $acl

CDIFFRT, CorpAdmins A1> FaUF+ JIL—T(CIE. TEHAD LOCALAD¥demouser /' X
SIIN—EUTERESNTVDIRETT, €DizsH. LOCALAD¥demouser IRy NDJ—TBHEATZDH
BIAILSY— (WIADE1—HF—RY¥CorpFS) (CT)L 7O RIERTIER CEIKENRISHELIFEE
ER

£ Fmovk [ o= 2|

BELDTHIVE
PAM Demo User

LOCALAD¥d
FAVAY T3y emouser

L1 & [ = | CorpFs
BsOTFITA h w-h  #£E  EF

AL Fyko-7 > ADDS > Copfs v @ | CopFsD = ¥
[Elom B . ~ o 5 $47
# 3497 FIER = ] A

BEnFE & OneDrive S| FELL TR AR FEa AN 2016/11/16 144 THA F¥AVR

I pc

EE o L

<

TEQEE 1EQESEER 0/(1k
~PWBEA ]

FHEEIE R AA > TORHET )L — T /gL —T — DIFR

ISEEE RXAr> 0 ID Y —/(—(C PRIV¥MIMAdmMin OERBEHR T >1>ULFT,

15—
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Flzld. RAAEEE (PRIV¥Administrator) O&ERKIBIRCH1>r> LT, IR JO>NTR
DX R S+ >%E{TL. PRIVEMIMAdmMIn OEEIEHR T Windows PowerShell OFTLWLT 1 > R
ZHEFET,

C:¥> runas /username:PRIV¥MIMAdmin powershell
PRIV¥MIMAdmin DJXXT—RZATUTLSIEEU N *kkxksk
Powershell Z1—t—"PRIV¥MIMAdmin" & U CHIEL CL\ET ...

Windows PowerShell @D« > RIOTRODIAN> R 54 >2%&E{TUET . (adds.localad.contoso.com
[FRFERARXAZDRAAC> > FO—-5—%7TI)

PS C:¥> $sj = New-PAMUser -SourceDomain localad.contoso.com

-SourceAccountName demouser
PS C:¥> $jp = ConvertTo-SecureString "P@ssword" -asplaintext -force
PS C:¥> Set-ADAccountPassword -identity priv.demouser -NewPassword $jp

PS C:¥> Set-ADUser -identity priv.demouser -Enabled $true

PS C:¥> $ca Get-Credential -Credential LOCALAD¥Administrator

PS C:¥> $pg = New-PAMGroup -SourceGroupName "CorpAdmins" -Credentials $ca

-SourceDomain localad.contoso.com -SourceDC adds.localad.contoso.com

PS C:¥> New-PAMRole -DisplayName "CorpAdmins" -Privileges $pg -Candidates $sj

ZNn(CLD. $5EFIA1—Y— PRIV.demouser (priv.demouser@priv.local) H4HEBERA>
@ PAMObjects J> 5 —(CfEREN. REARARXA41>DI)L—T CorpAdmins @ SID Z1E—L
T+ R J)L—7 LOCALAD.CorpAdmins H'F U < PAMObjects 1> FF—(C#EfeEnNEd, &
=. ¥#0O—J)L CorpAdmins (C>+v R 2)L—F LOCALAD.CorpAdmins &S451EFBEI1—Y —
PRIV.demouser W DOEET,

] Active Directory 1-¥-+JvF1-9- - a X
TR BEA) ERM ALTH)
e @8 XEE BHE|PeaE7T A%
[ Active Directory 1--£JUF1| 28 & B
o=t AT
= {*_ﬁfhijJ %LGCALAD‘CDrpAdmms t#alUF.. Shadow group for Group ‘CorpAdmins’ from Domain 'localad.contoso.com’
¥ 4 privaca &, PRIV.demouser 1-1-
_| Builtin
" Computers LOCALAD.CorpAdmins) 7O/ 71 ? X
2| Domain Controllers
| ForeignSecurityPrincipaly 28 V- RIS BEE
Managed Service Accour|
. =AM
3 PAM objects BT 2 (M):
1 Users £} Active Directory FAL Y #-E2 F#)l4-
< >

@ New-PAMGroup DEITHF(C [V —R RAAZDEENEHITRITNEIRDFEAI T5—

PEEA R X7 > @ Default Domain Controllers Policy TEEH/RUS —ZHFFICLTLBDICER
N579 . New-PAMGroup N> RL W hDFEITHFIC [V—X RAAZDEBNETRITNUIRD
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FEAI IS —HRRSNDHEE. UTOTOTEEDOMNGEZHR L T EE,

PAM: Failed with Operation requires that destination domain auditing to be enabled
@ https://blogs.technet.microsoft.com/steady/2016/03/10/pam-failed-with-operation-
requires-that-destination-domain-auditing-to-be-enabled/

roupname L

FHEBIE RAA 2 (CSv R JIL—THELUV LT —DERBPITEZS. BERRAAZCORAC> O
> hO—5—T. FTICROTEEEANRA > D LOCALAD¥demouser %, CorpAdmins J)L—TdD
A )\—h'5HIBRUET ., TNT. LOCALAD¥demouser (IHEETA)LF— (¥W¥AYE1—H—%
¥CorpFS) "D IIL PORRAERZER O EICIRDFRT ., DFD. FEFKENREDON S, —KHE
SN TOT 4 TSN TUVRWRERICIRD F Uz,

PS C:¥> Remove-ADGroupMember -identity "CorpAdmins" -Members "demouser™

¢ ®E - o X

&3 rmovk | #Eon= 2]

HEVOTHIVE
PAM Demo User

VEVEVE.DVEV LOCALAD¥demouser
B [ [] =] ADDS
BBOTIER e
1t &5 FybJg-7 > ADDS ST [ AoosoEs

feOI1-H-

# D497 FoER

s X CertEnroll Corpfs

EREDRIA W FA7hT - "

J Fovo-f #HI-715- %

5 FFaiy

5 ¥¥ADDS¥CorpFs [CPIVATEERA
= EoFe

g = ¥$ADDS¥CorpFs [T AT T HAS A B YEEA. FYrI-FEESLTTEARTEERLIE
= (A%

D za-3vy )
FOYZSTNBECITLE Windows AT r $1- FESTEI TN

‘& OneD:

= pc EIEG)
I~
b

=Sy

TEQEE  1ENESTER

FHEO—ILD T U5« T EHHEDEM

I>R 1—HY—(E. PAM Client O R—%> bHA > b—)LENTULVD Windows I>Ea1—45—D
Windows PowerShell T. MIMPAM £ 1 —)J)L® Get-PAMRoleForRequest & X U New-
PAMRequest <> RL v hEFEHAU TSN TUVWEFER T OF« JILTEET,

BHEEIER—)ILDOY > TILERER UL TWBIBE(E. COR—4ILD [Activate (7205« T1b)] R—=(C
Y11 —HY — priv.demouser@priv.local DERBEHRTHA>A>0UFT. NXT—R(E., RE
Windows (CH-1> > HDIERN R XA > @D LOCALAD¥demouser £EUTY,
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https://blogs.technet.microsoft.com/steady/2016/03/10/pam-failed-with-operation-requires-that-destination-domain-auditing-to-be-enabled/
https://blogs.technet.microsoft.com/steady/2016/03/10/pam-failed-with-operation-requires-that-destination-domain-auditing-to-be-enabled/

MPortal - Activate X |+

- @
e S0 | priviocal \i‘r‘ =@ o -

Roles f r Artiviatinn

Microsoft Edge

Microsoft Edge

pamsrv.privlocal AEFELTNET,

R

priv.demouser@priv.local

R privlocal
B snEseeEds

¥HEO—)L CorpAdmins D7 U5« J{LZHFET DL &R 1 Kl F TOREIIRE THE I Ah' 5T
DIESER

B ram Portal - Activate X+ = X

[m}
« = O | ez *| =@ & -

PRIVIPRIV.demouser

Roles for Activation
Show entries search: l:l

I Availability
Role . _ Expiration Availability N MFA Approval
D ti Act - - Wind
Name eseription ctions Time Window indow Enabled Enabled
Enabled
CorpAdmins Activate false false false
] J

Showing 110 1 of 1 entries Previous 1 Next

IR I—Y—(@ FEI-T-0OERBHREZEALTIY - INDOTVICIANBECIRDFY ., HFolS
NZER (K 1 Bf) iMBRID & R—FILFREFOV RLYy NTHFIET7Z IV XDERZHRFE LR
WRD . BU 7 ORI FERONE T,
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Availability
Window MFA Appro

Time Window Enabled Enabled Enable}

Role Expiration Availabili
Description Actions P 24
Name

CorpAdmins 11:53.05 false false false

Windows PowerShell ZER LU CTiEFEO—ILZT7OF7« TJIL9B(CE. AR JO>TF herRoaY
R SAEETLU. FEMNRII—Y—0&RIEIHRT Windows PowerShell @FfLWL\Vzw S 3> =B
ULET,

C:¥> runas /username:priv.demouser@priv.local powershell
priv.demouser@priv.local M/ T—RZATUTLSIEEU: wxkkkx
powershell Z1—HY — priv.demouser@priv.local &UTHIBLTWET ..

Windows PowerShell @« > ROMEALVZS,. Get-PAMRoleforRequest IX> RLw hZEERITUTH
EO—)LDOFRTEZZEE L. New-PAMRequest N> RLw RN CTHHEO—ILE T U7« TILUE T, 1518
O—I)LZ7 07« J{EUlz5., Klist purge ZETUTFo v bZHIBRL. Windows PowerShell D™ >
Rooxr D [x] #Z0UvOUTHUET,

PS C:¥> Get-PAMRoleforRequest
PS C:¥> New-PAMRequest -RoleDisplayName CorpAdmins

PS C:¥> klist purge

E5—E. H$EFA1I—Y—0DE&RIEIRT Windows PowerShell Y2OvY> R O hoFFiLlhvzy >
IA>EMIBUET.

C:¥> runas /username:priv.demouser@priv.local cmd
priv.demouser@priv.local MDA T—RZATUTLSIEEU: *xkkkx
cmd Z1—H— priv.demouser@priv.local &UTRIIELTLET ..

Windows PowerShell E£/Z(EOY> R ZFO>TF b0« > ROSMRAWNES, HEI AT —(CT7OTEXT
TR EEMERLUET,
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C:¥> dir YO E1—%—%Y¥CorpFs

list purge

ST — 2
Hmbo-

Azure Active Directory - 7727122 & ID - IDaaS | Microsoft Azure
@ https://azure.microsoft.com/ja-jp/services/active-directory/

Multi-Factor Authentication - 777t Xl | Microsoft Azure
@ https://azure.microsoft.com/ja-jp/services/multi-factor-authentication/

Microsoft Identity Manager | X120V~ 950K JSv hJA—LA
@ https://www.microsoft.com/ja-jp/server-cloud/products-Microsoft-Identity-Manager.aspx

REFE2 A2

Azure Active Directory @ RF21X> b | Microsoft Azure
@ https://azure.microsoft.com/ja-jp/documentation/services/active-directory/

Azure Multi-Factor Authentication & (& | Microsoft Azure
@ https://azure.microsoft.com/ja-jp/documentation/articles/multi-factor-authentication/

Azure AD Privileged Identity Management | Microsoft Azure
@ https://azure.microsoft.com/ja-jp/documentation/articles/active-directory-privileged-

identity-management-configure/

Active Directory RX-1> H—EX (AD DS) @ Privileged Access Management
@ https://docs.microsoft.com/ja-jp/microsoft-identity-manager/pam/privileged-identity-

management-for-active-directory-domain-services
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BATIDOEEERD, b—EXEUVUTHEICEATE., I<ICHBZMIBTEEYT, £k, LEROTE/N
1L TINA ZANDOWE EAREHRD T 7 A I)ILER DY R— SRS NTWLWE T,

@ A>T ZRAIRED Active Directory Rights Management B —E X (AD RMS)

AT ZRARE(CHIFSD Active Directory Rights Management H—E X (AD RMS) DERM &F)
BICDWTIE, COFHMIiA RTEERAL TOWEFA. MTORFIAD FZEEEF(CLTIEE0,

Active Directory Rights Management Services MIIE
(3) https://technet.microsoft.com/ja-jp/library/hh831364

Windows Server 2008 R2 B&£: Active Directory Rights Management H—EXD-1 > X h—
L
@ https://technet.microsoft.com/ja-jp/windowsserver/ee853259.aspx

Azure Information Protection (=7 RIRiE)

CCTlE. Azure AD OF« LY MJUDI—Y— 7HI> KT, Azure Information Protection ZF)BET
TBRLDICTBRFIEEFHALET,

Azure AD DT+ LI KU EFESNIEA T L ZAD Active Directory RX1>hd3BEF. A>T
LERADRAA> 1—H— 7HI> hDOEWIBIRTE Azure Information Protection ZFIAT D2 &
WNTEET, ZDHE. AT ZXAIC ADRMS BRIBFIMABTIEHDEFA. Azure AD D5+ LT~
UDI1—H— ZHIORERUKSIC, ADTLZRORAA> 1—H— 7HDI>Z M LT Azure
RMS OSA T REEIDHT., RFIAS MOAYET-—DDRE. BIMREESNZRFI A MOAY
T—SADTIOTINEEETT, £fe. T Ea1—#EE (2016 £ 11 BIRTE) & U T, Azure Information
Protection &AL =AM AD RMS Z#HEaI D EEREETY,

S AT LEHF

Azure Information Protection MY —EXDFBEZRIATDICE. 957>~ I E21—45F—BXIVE
INAIL FINA AU TFTOBGEZ L TWLWBDRENSDET,
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® Mac OS X 10.9 LU (H KU macOS)
T)\AIL F)INAR:

® Windows 10 Mobile

® Windows Phone 8 & 8.1

® Android 4.4 L& (phone BXUFTLw )
® i0S 8.0 LUB# (iPhone. iPad. iPod touch)

® Windows RT 8.1

Office 77U —>3>

UTFOUBIROUTSa>FHEITa>a>cE&FENS Office 2010 LD Word. Excel. PowerPoint.
BELY Outlook (F. Azure RMS ZFERAUTRFIXAS MOIXvEZ-—ZBES{HRETEET,

® Office 365 ProPlus (Windows F3 Office 2013 &S KU Office 2016. Mac A Office 2016)
® Office Professional Plus 2016 (Windows H)
® Office Professional Plus 2013 (Windows H)
® Office Professional Plus 2010 (Windows H)

Office 2010 BB D _EERUNDI T+ = 3> . Office for Mac. Office 2013 RT. Office E/\1JL 77U,
Office for iPad. Office for iPhone. Office Online (IH¥} Office Web Apps) (&. Azure Information
Protection (CKDRERTEIHR— MUEBAN., BECRESNZERFIAS MOXVvE-—0FER (2
BR/IRE) (X0IEETI,

RMS #£H5777 YU /Azure Information Protection 517> :

RMS #8577 (RMS sharing) (&. Windows, Mac. BXUENAIL TIARCA A M—=ILT B,

Azure Information Protection 7' Azure RMS &EMENTWERNSDOSA 7>~ 7FUTT, RMS
HE7TUZERTDE. PDF. B, TFANEROT 7ML ZlBSLRETDIENTE., REINEC
NSOBED T 7AILDELI—T7—E U THEELEY. Ffz. RMS HEFTUE. CO7TUTRES
NIERF XD bOFERARRDER (RF1 XK hSYF2 D) ZREEICLET ., =5(C. Windows A
@ RMS HHF7FUI(F. Office 7T U4 —=3>(C Microsoft RMS Add-in ([{RE D 71 ILDOHEE] UK
> AZa—) =ENMUL. Office RF1A>Z FDOHBEREZGRIELLET,

2016 £ 10 B® Azure Information Protection ND#¥IT(CHHE T. Windows FHD Azure
Information Protection 751772 hHMEESNTULVE T, Azure Information Protection 75-177> k
DIRTFED/\—=3 > (. Azure Information Protection MF3FESAR)LBEEE(CIIIEULIZEDTH D, RMS H
B7TVZBEZTMZIZEDTIEHDEEA. RMS 7TV EEFRIICA A R—=ILUET . Windows A
@ Azure Information Protection 54 7> NMIFFRD/\—=3>T. RMS BV TV ZTLR(CESIR
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Android 8K i0S EIFdD RMS HEF7TFU(F, 2016 & 10 HIC Azure Information Protection 77
JUCEBEEODELUR. RMS HH7YU (RMS sharing) ZEECEANBHDIBE. &FT/\AADA KT
#9T LT Azure Information Protection 77U (C/)\—=3> 7w IEn=xd,

Rights Management #8775 —> 3> 45 J>0O0—-RUTA>AK=ILTS
@ https://docs.microsoft.com/ja-jp/rights-management/rms-client/install-sharing-app

Microsoft Azure Information Protection (Windows BB S 7> )
@ https://www.microsoft.com/en-us/download/details.aspx?id=53018

AZTLZADOY—)\— (AT>32>):

Azure AD D7+« LU MU ERESNIEA T L ZAD Active Directory RXA1 &85, A>T
=X (Z Azure Rights Management ORI ZREIDCET. AT L ZADUTFOH—/)\—&&EHEL
oo RFIAXD MOXYE-—0BE#BSLREEERTEEXI., CO/N\ATUY RRIETE., A>TL=
AIC AD RMS ZEHITDIUEIEHDFEFE A,

® Windows Server 2012. Windows Server 2012 R2. ZF/z(& Windows Server 2016 I 71 IL5
A>T RANSOFv (FQL) #EHAIBZI71IL H—)(—

® Exchange Server 2010 L&
® Office SharePoint Server 2010 L%

TJ74I H—/)\—=TIERFIA> FORBICEDVZEHEIES{E. Exchange Server TlEXvt—=D
REH THICE DV ZBE#ES1tE. Office SharePoint Tld SharePoint B M5 RF1X> hEASD
> O— RIBBROEERESENEIEET T,

Azure Rights Management JRIAYDEMICDVNTIE. MTDORFIAS MESE(CLTIZEL,

Azure Rights Management RIS ZREHAT D
@ https://docs.microsoft.com/ja-jp/information-protection/deploy-use/deploy-rms-connector

Azure Rights Management Y —EX DB

Azure Information Protection Y —EXOFIERIE(L. IEE(CEETT,

1. Internet Explorer &/z(d& Microsoft Edge T Azure 753w R—45)L (O https://manage.
windowsazure.com/) ZB&. Azure AD DT« LU NUDEBBETZHD> hOBRIEIRCTH A >
AVES N

2. [ACTIVE DIRECTORY] R—=%Bi=. [RIGHTES MANAGEMENT] #J(CYIDBEZXFI ., 2D, #
LUWLY Azure 7/R—4)JL (O https://portal.azure.com/) @ [Rights Management (RMS)] =2 Uw
D93E. Azure 952V D IR=FILDZDR—=Z(CUFA LI RENET,

3. WROTaLORUZEEIRU. [7OF7«071k] Z20UvOUFET, [<ToLORUE> (CHUT
Rights Management #7705« J{LUEITH?] ERRESNDDT. [(FW] #OVUVIULFET,
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® Azure Information Protection Premium P1 7zl P2
® Enterprise Mobility + Security E3 F/z(& E5
® Office 365 Enterprise E3 ZF/z(d E4 £/z(& E5 35>

Enterprise Mobility + Security OS> XDEDHTICDWTIE, [FHEAI—T — DIk &S
TOADEIDET] Z2ERLUTIZE,

HENOI - —EDRFIAS FOHEBPPAYEZ—2DPDED (CDNTE BUFD URL iMSHER
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9). RESNERFIAS MDTIEX(FEETT . 2B, BAA RMS AT 7Y T (3,

Microsoft 7H D> MOZDMODBEARA—IL 7 RLAREATEFEA. BEDPERDVFET D
DNS RAAZZZEVA—IL PRLATHA 27V I T2I2RENHDET,

BARR RMS (CHA>T7vIIBhE
@ https://docs.microsoft.com/ja-jp/information-protection/understand-explore/rms-for-
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7] I ETHAAEELCRDET.

-152 -



Microsoft Azure |«

&
o B

FEBOABRITAI-F -0, 2016/08/19 133900

FEH - @O H) Fr@OMEEIA1-F -0 2016/08/19 13:39:00

Microsoft Azure |

HEA E@mHeE

T E&IL - H AR FEEBEOATRIEAI - - M., 2016/08/19 133200
FER AR RO EE&EOABIRHAL-F- M. 2016/08/19 133900

BHHEE -308 BRE O FHMME 308 2016/11/14 17:33:00

Azure Information Protection (MY — E X DR
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Rights Management (RMS)
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L
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3. [Azure Information Protection] 'L — R(C Azure Information Protection 751 7> N&&ak
IBIRIS—DIREBENTRESNE T . =AIC. [P L] (C Azure Information Protection 27
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