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STUDENT ACTIVITY 3.3: REMOVE MALICIOUS SOFTWARE

MTA Course: 10753 Windows Operating System Fundamentals
Topic: Remove malicious software
File name: 10753 WindowsOS SA 3.3

Lesson Objective

3.3: Remove malicious software. This objective may include but is not limited to: understanding
Windows® Defender, Action Center, the Malicious Software Removal tool, Windows Registry,
and Microsoft® Forefront® Endpoint Protection.

Resources, software, and additional files needed for this lesson:

= A workstation with Windows 7 Professional or Enterprise edition installed
= Malicious Software Removal Tool from Microsoft

http://www.microsoft.com/security/pc-security/malware-removal.aspx
®  The removal tool has both x86 and x64 versions.

= Alternative options:

® A virtual machine with Windows 7 Professional or Enterprise edition installed

Directions to the student:

Complete the following hands-on activities. The screenshots in the activity may look different
from your system. Answer the questions as you work through the activities. Verify your answers
with the instructor.

Malicious Software Removal Tool
1. Authenticate into your system using the credentials provided by your instructor.

2. Obtain the Malicious Software Removal Tool from your instructor, or browse to and
download the appropriate tool here:

a. x86(32-Bit) version:
http://www.microsoft.com/downloads/en/details.aspx?
Familyld=AD724AEQ0-E72D-4F54-94AB3-75BSEB148356&displaylang=en
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b. x64 (64-Bit) version:
http://www.microsoft.com/downloads/en/details.aspx?
Familyld=585D2BDE-367F-495E-94E7-6349F4EFFC74&displaylang=en

3. Save the file to your hard drive.
4. Run the file after it has finished downloading.

5. Note the statement on the first screen that this is not a replacement for an antivirus
product. Click Next.

6. Select Quick Scan.
7. What does the Quick Scan do?

a.

8. Click Next.

9. When the scan completes, you should see the message shown here.

g;{?mMlcrycﬁt\tﬂ‘:\hnds Malicious Software Removal Tool - March 201 4

Scan results

@ Mo malicious software was detected.

Sie detailed resuits of the scark

This tool is not a replacement for an anti-virus product. To help protect
your computer, you should use an anti-virus product, For more
information, see Protect Your PC.

10. Click View Detailed Results Of The Scan.

11. You should see a list of malware; scan results are shown here.

Malicious Software Removal Tool [ > |
This tool helps remove the following malicious softnare. For information
on spedfic malicious software, dick an entry.

Malware Scan results 2
DOs/Alureon Not infected El
DOS{Sinowal Not infected
Win32/Alcan Not infected
Win32/Alemod Mot infected
Win32/Allaple Not infected
Win32/Alureon Not infected
Win32/Antinny Not infected
Win32/atk Mot infected
Win32/Badtrans Not infected
Win32/Bagle Not infected
Win32/Baglezip Not infected
Win32/Bagz Not infected
Win32/Bancos Not infected
Win32/Banker Not infected
Win32/Banload Not infected
Win32/geenut Not infected o
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Windows Defender
1. Authenticate into your system using the credentials provided by your instructor.

2. Click Start and select Control Panel. Type Windows Defender in the Search field and
press ENTER.

the Scan [+ 8 History £F Tools (7) |~

Protection against spyware and potentially unwanted software

Updated defin nable detections of the latest harmful or unwanted Check for updates now

software and prevent it from running on your computer. Go onlin

e to view troubleshooting tips

Status

Last scan: Not available

Scan schedule: Daily around 2:00 AM (Quick scan)

Real-time protection: On

Antispyware definitions: Version 1.99.3220 created on 2/28/2011 at 8:49 PM

E

3. Windows Defender may need to check for new updates. Click Check For Updates Now
to get the latest definitions.

4. After the updates are completed, you receive a warning, as shown here, that your system
hasn’t been scanned in several days and it is recommended that you schedule a daily
scan. Click Scan.

Your computer has not been scanned in several days. We recommend scheduling a daily scan of
your computer,

Status: Your program is up-to-date.

Starttime:  7:51AM
Time elapsed: 00:01:17

Not available
Daily around 2:00 AM (Quick scan)
On

Version 1101 352.0 created on 3/28/2011 3t 9:12 PM

5. Take note of the resources that Windows Defender scans. The software not only scans the
important files but also thoroughly scans the registry files, which are files used to
personalize each user’s experience and maintains configurations of installed software and
profiles.

6. After the scan completes, click the Tools icon on the upper menu.

7. To schedule this program to scan on a regular basis, click the Options link in the Settings
area.
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8. Select the Automatically Scan My Computer (Recommended) check box.

9. Change the approximate time to 12:00 P.M., as shown here.

Automatically scan my computer (recommended)

n
Excluded files and folders
Excluded file types
Advanced

Frequency:
Approximate time:
Administrator 1200 PM -
Type:
[¥] Check for updated definitions befare scanning

[7]Run a scan only when system is idle

10. Click the Default Actions option in the left pane.
11. What are the three options for severe alert items?

a.
b.
c.

12. Click the Advanced option in the left pane.
13. What are the five options available on the Advanced menu?

a.
b.
c.
d.
e.

14. Select the Scan Removable Drives check box.
15. Click Save.

16. Verify your answers with the instructor.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams false
  /MaxSubsetPct 1
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /None
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /None
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /None
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU (PDF e-books from InDesign book file.)
  >>
  /ExportLayers /ExportVisibleLayers
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName (U.S. Web Coated \(SWOP\) v2)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements true
      /GenerateStructure true
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


