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STUDENT ACTIVITY 3.2: UNDERSTAND USER ACCOUNT CONTROL
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File name: 10753 WindowsOS SA 3.2

Lesson Objective

3.2: Understand user account control (UAC). This objective may include but is not limited to:
understanding standard user vs. administrative user, understanding types of UAC prompts and
levels.

Resources, software, and additional files needed for this lesson:
= A workstation with Windows" 7 Professional or Enterprise edition installed

®  Standard User accounts should be used

»  Microsoft® Office 20xx installed on workstation (version 2000 or later)
= Alternative option:

® A virtual machine with Windows 7 Professional or Enterprise edition installed

Directions to the student:

Complete the following hands-on activities. Note that the screenshots in the activity may look
different from your system. Answer the questions as you work through the activities. Verify your
answers with the instructor.

Configuring an application to always run elevated
1. Authenticate into your system using the credentials provided by your instructor.

2. Click Start. Select All Programs, Microsoft Office.
3. Right-click Microsoft Office Word and select Properties.
4. Click the Compatibility tab.
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5. Under Privilege Level, check Run This Program As An Administrator, as shown here.

4 Microsoft Office Word 2007 Properties e
Security ! Details ! ! Frevmusi\t’erslongiJ
General | Shorteut | Compatibiity

If you have problems with this program and it worked comectly on
an earlier version of Windows, select the compatibility mode that
matches that earier version

Help me choose the settings
Compatibility mode

[ Run this program in compatibility mode for:

Windows XP (Service Pack 3)

Settings
[ Run in 256 colors
[] Run in 640 x 480 screen resolution
[T Disable visual themes
[T Disable desktop composition
[ Disable display sealing on high DPI settings

Privilege Level

[¥] Run this program as an administrator

'?-5'Change settings for all users

]

[ ok || Cancel | [ ppy

6. This effectively will launch Microsoft Word as an administrator for the logged-in user.
To make this setting effective for all users, click Change Settings For All Users and make
the same setting change under Privilege Level.

7. You can change the privilege level for any application by following the previous steps.

Modifying User Account Control System Settings

1.

2
3
4.
5
6
7

Authenticate into your system using the credentials provided by your instructor.

Click Start and click Control Panel.

Click User Accounts And Family Safety.

Click User Accounts.

Click Change User Account Control Settings.

Click and drag the slide button to Never Notify.

For what changes will you never receive notifications?

a.

b.

Is this setting recommended?

a. Yes
b. No

When should you use this setting?

a.
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Disable Admin Approval Mode
1. Authenticate into your system using the credentials provided by your instructor.

2. Click Start, type Local Security Policy in the Search programs and files field, and press
Enter. This will open the local system security policies as shown here.

5 Local Security Policy

=t )
File Action View Help
3| AEX=H

b Securty Settings Palicy & Security Setting =
[ AccountPolicies
4[4 Local Palicies
» T Budit Palicy
» [ User Rights Assignment
4 Security Optians
> (] Windows Firewall with Advanced Seci

 Network security: Restrict NTLM: NTLM authentication in th... Mot Defined
Hetwark security: Restrict NTLM: Outgoing NTLM traffic to .. ot Defined

- Recovery consales Allow automatic administrative lagon Disabled
Recovery console: Allow floppy copy and access to all drives... Disabled
Shutdown: Allow system ta be shut down without having ta. Enabled

) Natwork List Manager Policies Shutdown: Clearvittual memory pagefile Disabled
1 Public Key Polices Systern cryptography: Force strong key protection for user k... Not Defined
[ Software Restriction Policies Systern cryptography: Use FIPS compliant slgorithms for en... Dissbled
» 7 Application Cantrol Palicies Systern abjects: Require case insensitivity for non-Windows .. Enabled
» 8 TP Security Policies on Local Campute| £ System objects: Strengthen default permissions of internal 5., Enabled
» ] Advanced Budit Policy Configuration|| (] Systen settings: Optional subsystems Posix

System settings: Use Certificate Rules on Windows Executabl,. Disabled
User Account Cantrol: Admin Approval Mode for the Built-i.. Disabled
User Account Control: Allow Ul&ccess applications to prom... Disabled
User Account Control: Behavior of the elevation prompt for .. Promptfor consent for
User Account Control: Behavior of the elevation prompt for ..
< User Account Controk Detect application installations and
User Account Control: Only elevate exscutables that are sign..

Prompt for credentials
Enabled
Disabled
User Account Control: Only elevate UlAccess applicatians th... Enabled

User Account Contral: Run all adrministrators in Admin Appr... Enabled
User Account Contral: Switch to the secure desktopwhen pr... Enabled
User Account Contral: Virtualize file and registry write failure... Enabled

3. Double-click Local Policies and select Security Options.
4. Scroll to the bottom of the list in the right pane.

5. Double-click the User Account Control: Use Admin Approval Mode For The Built-in
Administrator Account policy setting, as shown here.

b Local Security Policy SRR X
F Security Settings Policy i Security Setting -
> @ lA“”“‘P"t‘P““E“‘ 3 Metwark security: Restrict NTLM: NTLM authentication in this domain Mot Defined
<4 "“Z :";“‘5 Metwork security: Restrict NTLM: Outgoing NTLM traffic to remote servers Not Defined
» [ Budit Palic
4 i Recovery console: Allow automatic administrative logan Disabled
» [ User Rights Assignment
Recovery console: Allow flappy copy and access to all drives and all folders Disabled
& Security Options
1 Wincdows Firewall with Advanced Seci | L Shutdown: Allow systern o be shut down without having to log on Enabled
| etwork List Manager Polcies Shutdown: Clear virtual memory pagefile Disabled
[ Public Key Policies System eryptography: Force strang key protection for user keys stared on the computer Mot Defined
M & (31 Software Restriction Policies System hy: Use FIPS for encryption, hashing, and signing Disabled
I 1 application Cantrol Palicies 1 Systemn objects: Require case insensitivity for non-Uindows subsystems Enabled
I| @ 1P Security Policies on Local Compute|| 5 Syster objects: Strengthen default permissions of intermal system objects (e.g. Symbolic Links) Enabled
> [ Advanced Audit Palicy Configuration|| [ System settings: Optional subsystems Pasix
o Systern settings: Use Certificate Rules on Windews Executables for Softuare Restriction Policies Disabled
i User Account Control: Allow Ulhccess applications to prorpt for elevation without using the secure desktop  Disabled
User Account Control: Behavior of the elevation prampt for administrators in Admin Approval Mode Promptfor consent fo
User Account Control: Behavior of the elevation prampt for standard users Prompt for credentials
User Account Control: Detect application installations and prompt for elevation Enabled |
User Account Control: Only elevate executables that are signed and validated Disabled i W
User Account Control: Only elevate UlAccess applications that are installed in secure locations Enabled IE
User Account Control: Run all administrators in Admin &pproval Mode Enabled e ]
User Account Control: Switch to the secure desktop when prompting for elevation Enabled L
User Account Control: Virtualize file and reaistry write failures to per-user locations Enabled 5
« i » i '
L

6. Click the Explain tab.
7. What happens when you select Enabled?

a.

8. Select the Local Security Setting tab, select Enabled, and click OK.
9. What is the status of the security setting?

a.

10. Close the Local Security Policy console.

11. Ask your instructor to verify your answers.
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