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Introduction

This document has been written specifically for .NET developers who will be tasked with the
implementation of the Cross- Enterprlse Document Sharing - b (XDS b) profile from Integratmg
the Healthcare Enterprise (IHE).¢ KS Yl Ay 2062SO0AQOS Aa (2 RSAONRO
viewpoint, the implementation of the Document Source and Document Consumer Actors that
are able to operate within an IHE XDS.b environment. Separately Microsoft has released an IHE
XDS.b Reference Implementation for the XDS.b Document Repository and Document Registry
actors based on the .NET Framework 3.0 and Microsoft SQL Server 2005.

The code samples and developer walk-through, using Microsoft Visual Studio 2005, provide a
base from which components can be constructed and integrated with other vendors solutions,
focusing on the challenges that might arise during such development.

The document also provides background information on the Integrating the Healthcare
Enterprise (IHE) initiative and contains an overview to the IHE Cross-Enterprise Document
Sharing ¢ b Integration Profile (XDS.b) and the Microsoft IHE XDS.b Reference Implementation.

Integrating the Healthcare Enterprise (IHEa&kground

IHE [IHE] is an initiative by healthcare professionals and the healthcare industry to improve the
way computer systems in healthcare share information. IHE promotes the use of established
standards such as the ones promoted by Health Level Seven (HL7) [HL7] and Digital Imaging and
Communications in Medicine (DICOM) [DICOM] to address specific clinical needs in support of
optimal patient care. Systems developed in accordance with IHE profiles communicate with one
another in a consistent manner, are easier to implement, and enable care providers to use
information more effectively.

HL7 is an ANSI [ANSI] accredited standards development organization operating in the
healthcare industry. The DICOM standard aim is to achieve compatibility and improve workflow
efficiency between imaging systems and other information systems in healthcare environments
worldwide.




IHE Cross Enterprise Document Sharqry

The IHE Cross-Enterprise Document Sharing Integration Profile (XDS) facilitates the registration,
distribution and access across health enterprises of patient electronic health records. XDS is
focused on providing a standards-based specification for managing the sharing of documents
between any healthcare enterprises.

In 2007, IHE introduced XDS.b, the new version of the XDS Integration Profile. To avoid
confusion, the existing XDS Integration Profile has been renamed from XDS to XDS.a.

The new XDS.b profile is based on web services protocols for communication, and the ebXML
[ebXML] Registry / Repository v3.0 standards defined by the OASIS [OASIS] organization for the
format of the metadata exchanged between the different applications.

The changes made to the XDS.a profile to achieve the XDS.b requirements are summarized as
follows:
9 XDS metadata format has been updated from ebXML Registry / Repository RIM
version 2.1 to version 3.0.
9 A new repositoryUniqueld attribute added to the XDS metadata.(This enables the
use of multiple XDS Repositories within the same XDS Affinity Domain)
T 5STFAYAGAZ2Y 2F | ySg GNIyalOlGAz2zy GwSIiNRSOS
1 Updated definition of existing transactions to reflect changes in the web services
specifications.
I The services must now support SOAP 1.2 instead of SOAP 1.1.
T MTOM [MTOM] is utilized for binary attachments, instead of SOAP with Attachment
(SwA).

Further information on the XDS.b Integration Profile can be found on the IHE [IHE] website in
document - IHE IT Infrastructure Technical Framework Supplement 2007-2008 [ITI-TF].

The following diagram represents the actors and associated transactions within the XDS.b
Interoperability Profile.
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Figure 1 IHE XDS.b Actors and Transactions

XDS.b Document Repository Actor

The XDS.b Document Repository stores documents received from Document Sources. Every
document held within the Document Repository is uniquely identified by a Document Unique
Identifier.

When a ProvideAndRegisterDocumentSet-b transaction is received from a Document Source,
the Document Repository stores the document and also updates the Document Registry using
the supplied document metadata, the Document Unique Identifier and the Document
Repository Unique Identifier.

XDS.b Document Registry Actor

The Document Registry stores document metadata for every document in a Document
Repository. The document metadata includes the Document Repository Unique Identifier(s),
the Document Unique Identifier, and the document metadata that make it discoverable by a
Document Consumer.

In order to match documents to patients, a requirement of the Document Repository, basic

patient data is stored within the Document Registry. This data includes at least a Patient

Identifier and can, in some cases, also contain corroborating demographic data which is
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Identity Source(s), which maintain the patient data integrity by submitting Patient Identity Feed

transactions.

It should be noted that in the current Microsoft IHE XDS.b Reference Implementation, the
demographic data is not used and only the Patient Identifier is stored in the Document Registry.




XDS.b Patient Identity Source Actor
A Patient Identity Source is responsible for ensuring the integrity of the patient data stored
within the Document Registry.

To maintain the patient data, the Patient Identity Source submits Patient Identity Feed
transactions to the Document Registry that conforms to either the HL7v3 (ITI-44) or HL7v2 (ITI-
8) standards.

The Microsoft IHE XDS.b Reference Implementation only implements the HL7v3 (ITI-44) standard
for Patient Identity Feed transactions.

XDS.b Document Source Actor
A Document Source is the producer and publisher of documents and is responsible for
submitting documents to a Document Repository.

To store documents in a Document Repository, a Document Source submits a
ProvideAndRegisterDocumentSet-b transaction containing the documents, and document
metadata which includes clinical information and Document Unique Identifier(s).

XDS.b Document Consumer Actor
Document Consumers are responsible for locating documents by searching the Document
Registry, and retrieving documents from a Document Repository.

Document Consumers can search the Document Registry for documents related to a given
search-criteria. If documents are found, the Document Repository Unique Identifier(s) are first
translated into the physical service location of the Document Repository. The document(s) can
then be retrieved from their respective Document Repository using the Document Unique
Identifiers.

XDS.blransactions
The XDS.b Profile implements the following transactions:

Ref. ___ From Actor

ProvideAndRegisterDocumentSet-b ITI-41 Document Document
Source Repository
RegisterDocumentSet-b ITI-42 Document Document
Repository Registry
RegistryStoredQuery ITI-18 Document Document
Consumer Registry
RetrieveDocumentSet ITI-43 Document Document
Consumer Repository
Patient Identity Feed (HL7v3) ITI-44 Patient Identity | Document
9 PatientRegistryRecordAdded (HL7v3) | Source Registry




9 PatientRegistryRecordRevised

9 PatientRegistryDuplicatesResolved
Patient Identity Feed (HL7v2) ITI-8 Patient Identity | Document
9 Register or Update Patient (HL7v2) | Source Registry

9 Patient Identity Merge

These transactions are defined in the IHE IT Infrastructure Technical Framework which is
available on the IHE web site [IHE].

The Microsoft IHE XDS.b Reference Implementation only accepts Patient Identity Feed
transactions that conform to the HL7v3 (ITI-44) standard. HL7v2 (ITI-8) has not been
implemented.

ProvideAndRegisterDocumentSeb (IT+41)

The ProvideAndRegisterDocumentSet-b transaction is used to transmit a submission set to a
Document Repository. A submission set can be composed of documents, and associated
document metadata, or simply metadata related to association between documents and
Registry Elements, such as other documents and folders. Document metadata includes the
Document Unique Identifier(s).

RegisterDocumentSel (ITH2)

The RegisterDocumentSet-b transaction is used by the Document Repository to register
document metadata in the Document Registry based on the corresponding metadata received
by a ProvideAndRegisterDocumentSet-b transaction. This metadata is augmented by
Repository specific data, such as the size and hash code for existing documents in the
submission set, and the Document Repository Unique Identifier.

RegistryStoredQuery (1718)
The RegistryStoredQuery transaction is used to search a Document Registry for documents,
based on the specified search criteria.

RetrieveDocumentSefi TH43)
The RetrieveDocumentSet transaction is used to retrieve document(s) from a Document
Repository by specifying a set of Document Unique Identifiers.

PatientRegistryRecordAddedTF44)
The PatientRegistryRecordAdded transaction is used to submit new patient information to the

Document Registry. The patient information includes a Patient Unique Identifier and
O2ZNNBO62NFGAy3 RSYZ2IANILIKAO RFEGF ¢gKAOK Aa OF LI dz

PatientRegistryRecordRevis€til+44)
The PatientRegistryRecordRevised transaction is used to submit updated patient demographic
data for a specified Patient Unique Identifier, to the Document Registry.




PatientRegistryDuplicatesResolvetr F44)

The PatientRegistryDuplicatesResolved transaction is used to merge patient document-set

records on the Document Registry. The transaction includes both the primary and duplicate

Patient Unique Identifiers. Document-a St a [ a42O0AF SR A GK GKS & RdzLX
the primary Patient Unique Identifier. The duplicate Patient Unique Identifier is no longer

required.




Microsoft IHE XDS.b Reference Implementation

Overview

The Microsoft IHE XDS.b Reference Implementation is a freely available implementation of the
IHE Cross-Enterprise Document Sharing-b (XDS.b) Document Registry and Document Repository
actors based on the Microsoft platform. This implementation utilizes Windows Communications
Foundation (WCF) for the web-services implementation (SOAP 1.2, WS-Addressing and
Message Transmission Optimization Mechanism (MTOM) [MTOM]) and Microsoft SQL Server
2005 as the Registry and Repository data stores.

The source code for this solution can be obtained under the terms of the Microsoft Public
License (Ms-PL), from the CodePlex website [CODEPLEX]. The Document Source and Document
Consumer code samples included in this document were developed against the Microsoft IHE
XDS.b Reference Implementation Release 15423 (Feb 18, 2008).

The Microsoft based XDS.b Document Registry and Document Repository can be integrated into
an environment that includes other XDS.b Document Registries and Document Repositories
that are hosted on non-Microsoft platforms, provided that they implement the IHE XDS.b
profiles and standards.

This section provides an overview of the Microsoft IHE XDS.b Reference Implementation, from a
technical perspective.




Component Diagrang A Distilled View
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that form the Microsoft IHE XDS.b Reference Implementation. The components in the areas
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Figure 2 Distilled View of the Microsoft IHE XDS.b Reference Implementation

Component Descriptions
This section provides a description of each of the components shown in the preceding diagram.




Microsoft IHE XDS.b Reference Implementation Components

XDS Registry Service
The XDS Registry Service is a WCF Service that is hosted within a Windows service.

XDS Repository Sereic
The XDS Repository Service is a WCF Service that is hosted within a Windows service.

Windows Application Event Log

The Windows Application Event Log is used by both the XDS Repository Service and the XDS
Registry Service to record major application events, for example, application start and stop
events.

Config Filés)
The XDS Repository Service and the XDS Registry Service both utilize a .NET configuration file to
control their respective services and applications.

XDS Registry Database
The XDS Registry database is a Microsoft SQL Server 2005 database which contains the required
data structures and application code objects to support the XDS Registry Service.

XDS Repository Database
The XDS Repository database is a Microsoft SQL Server 2005 database which contains the
required data structures and application code objects to support the XDS Repository Service.

External Components

Patient ID Source
The Patient Identity Source(s) provides the XDS Registry Service with Patient Identity and
related information.

Document Source
Document Source systems submit documents and document metadata to the XDS Repository
Service.

Document Consumer
Document Consumers interact with the XDS Registry service to search for documents, and the
XDS Repository Service to retrieve documents.

BSDsyslog Server

The external BSD syslog [RFC3164] server records audit events received from the IHE XDS.b
components. Audit Events include document transaction events, and IHE XDS application
events which include the service stop and start events. For testing purposes, this component
can be hosted locally.




Technologies

Microsoft Windows Communication Foundation (WCF)
WCF was introduced with Microsoft .NET Framework 3.0 and is included with Windows Vista
and Windows Server 2008 with support for Windows XP and Windows Server 2003.

Both the XDS Registry Service and the XDS Repository Service employ WCF to facilitate the use
of web services.

Messaging (SOAP, MTOM and XOP)

Communications between the XDS Registry Service, the XDS Repository Service, the Document
Source, Document Consumers and the Patient Source are SOAP/XML messages. XDS.b
messages will utilize SOAP 1.2 and also employ MTOM [MTOM] and XOP 1.0 (XML-binary
Optimized Packaging) in order to provide an efficient way to transport attachments.

BSD syslog Protocol (RFC3164)

The BSD syslog Protocol is widely used for the transmission of event notification messages
across IP networks. More information on RFC3164 can be found on the IETF web site
[RFC3164].

System Requirements

The Microsoft IHE XDS.b Reference Implementation can be deployed onto either a Windows
server or desktop platform. Specifications for the Windows platform and layered products are
shown below.

| Technology ~_Version |
Windows Platform Microsoft Windows XP Professional (SP2)

Microsoft Windows Vista Business Edition

Microsoft Windows Server 2003 Standard Edition (SP2)

SQL Server 2005 For Microsoft Windows XP or Vista:
Microsoft SQL Server 2005 Developer Edition
For Microsoft Windows Server 2003:
Microsoft SQL Server 2005 Standard Edition
or Microsoft SQL Server 2005 Developer Edition

.NET Framework Microsoft .NET Framework 2.0 (SP2)
and Microsoft .NET Framework 3.0 (SP1)

Microsoft Enterprise Library | Enterprise Library 3.1 (May 2007)

BSD syslog Server A BSD syslog [RFC3164] compliant service component.
This is available for download from several sources on the
internet.




Installation and Configuration

Installation and configuration of the Microsoft IHE XDS.b Reference Implementation is fully
described in the Microsoft IHE XDS.b Build and Deployment Guide. The guide is included with
the source code which is available for download on the CodePlex web site [CODEPLEX].

Test Harness

The source code for the reference implementation includes a Test Harness application. The
Microsoft IHE XDS.b Build and Deployment Guide describes how to install and configure the
Test Harness, and also how to perform functional tests for each of the IHE XDS.b transactions.

Monitoring Repository and Registry Components

The Repository and Registry components in the reference implementation utilize various
logging mechanisms to record events which include service start and stop events and
transaction audit trail events. These logs can be used to monitor Repository and Registry
activity, and to assist with the diagnosis of failures and errors.

Windows Application Event Log
The Windows Application Event Log is used by both the XDS Registry and XDS Repository
services to record service Start and Stop events.

For example, XDS Repository service events may contain the following information:

Event Type Information

Event Source XDSDocumentRepositoryServiceHost
Event ID 0

Description Service started successfully

Registry service events can be identified by XDSDocumentRegistryServiceHost appearing in the
Event Source field.

The Microsoft SQL Server 2005 instance also logs to the Windows Application Event Log - which
provides useful information on the state of the database and underlying processes.

Internal XDS Repository Log

The Internal XDS Repository Log is held in the dbo.DocumentRepositoryLog table within the
XDSRepositoryDB database. Each log record contains typical transaction information which
includes transaction start and finish times, and request and response messages (XML).

Internal XDS Registry Log

The Internal XDS Registry Log is held on the dbo.RegistryLog table within the XDSRegistryDB
database. Each log record contains typical transaction information which includes transaction
start and finish times, request and response messages (XML), and the Transaction name.




BSDsyslog

The XDS Repository and XDS Registry service applications both use an external BSD syslog
[RFC3164] server to record transaction audit events. Each audit event received is an XML
formatted message.

If the BSD syslog server is unavailable, the other logs can still be used to monitor Registry and
Repository activity.

How to Develop IHE XDS.b Document Source and Consumer Actors

Pre-Requisites

Microsoft IHE XDS.b Reference Implementation

A Microsoft IHE XDS.b Reference Implementation must be available and setup as described in
the preceding section. Administrative access to the Windows environment and System Admin
access to the Microsoft SQL Server 2005 database are required.

Development Environmeng Platform and Tools
The development environment should be setup and configured using the following.

Technology

Windows Platform Microsoft Windows XP Professional (SP2 or later) (recommended)
or
Microsoft Windows Vista Business Edition (or higher)

Development IDE Microsoft Visual Studio 2005 Professional Edition (or higher)

.NET Framework Microsoft .NET Framework 2.0 and 3.0

.NET Framework 2.0 is supplied with VS2005.
.NET Framework 3.0 can be downloaded from the Microsoft web
site, see [.NET 3.0].

The latest Service Packs should be applied to all these items before proceeding with the
development phase.

EnablingMessage Transmission Optimization MechanigMTOM)

As stated earlier, IHE XDS.b Profile requires that MTOM [MTOM] to be used as the transmission
and compression for binary data within the transactions. For purposes of this document, this
applies to the ProvideAndRegisterDocumentSet-b transaction.

To ensure that binary documents are recognized by MTOM, two steps must be executed:




1. Atthe configuration level, ensure that MTOM is used as the message encoding.
2. AttheO2 RS t S@St s> 4KSYy | o0AYyIlINEB R2O0dzYSyl

The first step is easily achieved by simply specifying the messageEncoding attribute of a WCF

binding to Mtom. The snippet below shows a sample of such configuration.

<binding

In order to achieve the second step, a special method of the XML Writer class ¢ WriteBase64 C
should be used. This method should be executed when serializing a binary document, which
can be achieved if the class that implements IXMLSerializable, since this would give full control

name=" WSHttpBinding_XDSRegistry "

closeTimeout ="00:01:00 " openTimeout ="00:01:00
receiveTimeout ="00:10:00 " sendTimeout ="00:01:00 "
bypassProxyOnLocal ="false " transacti onFlow ="false
hostNameComparisonMode =" StrongWildcard "
maxBufferPoolSize  ="524288" maxReceivedMessageSize
messageEncoding =" Mtom" textEncoding ="utf - 8"
useDefaultWebProxy ="true " allowCookies ="false ">

of the Serialization process to the developer.

The code below shows an example of a class implementing IXMLSerializable, which utilizes
WriteBase64 to serialize binary elements. It is important to notice that a custom serialization
class will also help the XML generated to conform to the ebXML Registry schema. Since the
developer has full control of the process, they can design a class that is easily consumed, but

will be serialized into complex ebXMLRegistry elements.

using
using
using
using
using
using

System;

System.Collection s.Generic;
System.Text;
System.Xml.Serialization;
System.|0;

System.Xml;

namespace Microsoft.XDS.Test

{

{

7
1
7
1
7
1

<summary>

This class is an example on how to use custom serialisation in order
to enable MTOM compressi on within a WCF Service.

It is intended to be used with the XDS.b
ProvideAndRegisterDocumentSet operation
</summary>

/I Notice that the code decoration is used to define the namespace.
[XmIRoot(Namespace = "urn:ihe:iti:xds - b:2007" )]
public

class ProvideAndRegisterDocumentSetRequest : IXmlSerializable

private ~ XmINode documentMetadata;

1
1

<summary>
DocumentMetadata is an XMLNode that contains all the metadata
related to a submission set

="65536"

A a

.



/Il Inareal wor Id example, this would be an object and
serialisation would transform its
/Il properties into the right ebXML Registry schema
/Il </lsummary>
public ~ XmINode DocumentMetadata
{
get { return documentMetadata; }
set {documentMetadata = value ;}

}

private List <IHEDocument> documents;

/Il <summary>
/Il Documents contains a list of Documents to be added to the request.
/Il In areal world example, validation to find out if the document ID
is valid should be
/Il executed before any d ocument would be added to the List.
/Il </[summary>
public  List <IHEDocument> Documents

{
get { return documents;}

set {documents = value ;}
}
public  ProvideAndRegisterDocumentSetRequest()
{
Documents = new List <IHEDocument>();
}

#region  IXmiSerializable Members

public  System.Xml.Schema.XmISchema GetSchema()

{

throw new Exception (
"The method or operation is not implemented." );

}

/Il <summary>
/Il This method gets a XMLRepresentation of this class

/Il and convert it to the document

/Il </[summary>

/Il <param name="reader">  an XMLRepresentation of this Class </param>
public  void ReadXml(XmIReader reader)

{

/I The simplest way to make this work is to convert the
/I reader into an XML Document and parse its nodes.

XmiDocumentdoc =  new XmlDocument();
doc.LoadXml(reader.ReadOuterXmi());
DocumentMetadata =
doc.SelectSingleNode(
@"./I*[local - name()='SubmitObjectsRequest" );
XmiINodeList docs = doc.SelectNodes(
@"./I*[local - hame()="Document']" );
foreach  (XmINode item in docs)
{
IHEDocument iheDoc = new IHEDocument();
iheDoc.DocumentID = item.Attributes| "id" ].Value.ToString();
iheDoc.Document = Convert .FromBase64String(item.InnerText);
documents.Add(iheDaoc);
}




/Il <summary>
/Il This method generates a XML Representation of this
/Il class from the existing data.

/Il </lsummary>

/Il <param name="writer">
/Il will be generated.

The location where the XML Representation
</param>

public  void WriteXmI(Xm [|Writer writer)
{
/I First we write the whole DocumentMetadata Node into
/I the Root Element
/I Notice that the Root Element is already created
/l'internally by .NET taking in consideration the
/I code decoration used on the class d efinition.
writer.WriteNode(DocumentMetadata.CreateNavigator(), true );
/I After the Document Metadata is created, each document is
/ created in sequence.
foreach  (IHEDocumentdoc in Documents)
{
writer.WriteStartElement( "Document” );
writer.WriteAttributeString( "id" , doc.DocumentID);
writer.WriteBase64(doc.Document, 0, doc.Document.Length);
writer.WriteEndElement();
}
}
#endregio n
}
/Il <summary>
/Il This is a helper class to store information about IHE Documents.
/Il </[summary>
public  class IHEDocument
{
private  string  documentID;
public  string  DocumentiD
{
get { return documentlD; }
set {documentID = value ;}
}
private  byte [] document;
public  byte [] Document
{
get { return document;}
set {document= value ;}
}
}

}
The code for the Custom Serialization Class listed above should be saved with a filename of

ProvideAndRegisterDocumentSetRequest.cs. This class is used in the Creating a Document
Source Actor Component example in the next section.




Creating a Document Source Actor Component

Introduction
In the XDS.b scenario, a Document Source actor performs the Transaction(s) listed below:

Transaction Description
ProvideAndRegisterDocumentSet-b  Used to submit document(s) and document metadata to
the XDS Repository Service

This section describes the steps required to create a Document Source application by using a C#
.NET Windows application created within Microsoft Visual Studio 2005 (VS2005). Document
Source components developed in this way will be able to interact with other non-Microsoft
XDS.b Document Repositories that implement the XDS.b standards, but this has not been
tested.

It should be noted that the WCF layer should leverage MTOM [MTOM] when a Document
Source submits ProvideAndRegisterDocumentSet-b request, containing documents, to a
Document Repository. The sample code employs the correct method to ensure that the WCF
layer will enable MTOM when handling this type of request. For further information please
refer to the Enabling Message Transmission Optimization Mechanism (MTOM ) section above.

Creating a .NET DocumeSB8burce Walkrhrough

Create a New C# Project

In VS2005, create a new C# Project or add a new C# Project to an existing solution, and, for this
demonstration, the project should be a Windows application with a Project name of
XDSDocumentSource. By default this will include a form named Form1.

Add Service Referender the XDS Repository Service
In the Solution Explorer pane, right click the project item (e.g. XDSDocumentSource) and select
Add Service Reference...

The Add Service Reference dialog is displayed:




Add Service Reference |X|

Enter the service URI and reference name and click O to add all the available
SEFVICES,

Service URIL:
||‘|tt|:|:,I',I'|l:u:a||‘|Ds|::8EISEI,I'deSErViCE,I'XDSF{EstitDr';.-' | [ Browse ...

Service reference name:

|><D5RepusituryService |

[ Ok | [ Cancel

Figure 3: Add Service Reference Dialog

The Service URI is the location of the XDS Repository Service and uses the following
syntax: http://<server>:<port>/XdsService/XDSRepository

The Service Reference Name is the identifier that will be used within the application
code. The sample code uses XDSRepositoryService.

Note: the Service URI defined above could be implemented as an https:// URI if required
in a production environment.

Enter the Service URI and Service Reference Name, and click OK. This calls the svcutil.exe utility
which automatically adds the service reference to the project. In the Solution Explorer pane, a
new Service References folder is added which now contains 2 files:

XDSRepository.map This file provides support for the generation and regeneration of
the code within VS2005.

XDSRepository.cs This contains the proxy-class that provides access to the service
via the System.ServiceModel namespace.

Two References are also added to the project; System.ServiceModel and
System.Runtime.Serialized.

The App.config file is also modified and now contains a <system.serviceModel> section which
contains WCF runtime configuration parameters. The WCF configuration parameters can also
be edited using the WCF Configuration tool which can be started from within VS2005, by right-
clicking the App.config file in the solution explorer pane, and selecting Edit WCF
Configuration...

Add the Custom Serialization Class to the Project

Copy the ProvideAndRegisterDocumentSetRequest.cs file created in the previous section
containing the custom serialization class code into the project folder (see the Enabling Message
Transmission Optimization Mechanism (MTOM) section above).




Now add this file to the project:

In the Solution Explorer pane, right click the project item (e.g. XDSDocumentSource) and select
Add-> Existing Item...

In the Add Existing Item dialog, select file ProvideAndRegisterDocumentSetRequest.cs and click
the Add button. The solution explorer now lists the file under the project item.

Add Controls to the Form
In the Form Designer, add the following controls to Form1:
9 Textbox (txtMetaDataFile). This holds the filename of the sample Metadata file i.e.
ProvideAndRegisterDocumentSetRequest.xml.
9 Textbox (txtSampleTextFile). This holds the filename of a text file ¢ for this sample use
SampleText.txt.
9 Textbox (txtSamplelmageFile). This holds the filename of an image file ¢ for this sample
use Samplelmage.jpg.
9 Textbox (txtPatientID). This will hold the Patient Unique Identifier.
9 Textbox (txtXDSResponse). This will hold the XML Response from the XDS Repository
Service.
9 Button (btnXDSRepository). This will be used to invoke the
ProvideAndRegisterDocumentSetb method.

Form1 should look something like this:

EEl XDS.b Document Source Example
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Figure4: Sample Document Source Form




Add Sample Code into the Form1 class.

Add the following using statements into the Form1 class.
using WCF = System.ServiceModel.Channels;
using System.Xml;
using System.IO;

Add the GetMimeType method into the Form1 class.

The GetMimeType method searches the registry to find the mime type associated with the

extension of the specified file.
/I Method Name
/I Description
/I Returns the MimeType based on the extension
/I of the specified file

private

{

string

GetMimeType

GetMimeType( string  filename)

/I Get the file - extension (eg .txt)

FileInfo
string

fi= new Filelnfo (flename);
extension = fi.Extension.ToUpper();

/I Locate the Registry Key...

System.Security.Permissions. RegistryPermission regPerm =
new System.Security.Permissions. Regis tryPermission  (
System.Security.Permissions. RegistryPermissionAccess .Read,

"\\ HKEY_CLASSES_ROOJ"

Microsoft.Win32. RegistryKey  classesRoot =

Microsoft.Win32. Registry .ClassesRoot;

Microsoft.Win32. RegistryKey  typeKey =

classesRoot.OpenSubKey(  @"MIME Database \ Content Type" );

/I Loop thru' the subkeys to find the extension

foreach

{

(string  keyname in typeKey.GetSubKeyNames())

[/ Check if the extension matches t

Microsoft.Win32. RegistryKey currentKey =
classesRoot.0 penSubKey( @"MIME Database \ Content Type
keyname);

string  currentExtension =
(string )currentkKey.GetValue( "Extension" , null );

if (! string .IsNullOrEmpty(currentExtension) &&
currentExtension.ToUpper() == extension)

{
/I The required ex tension has been found
/I Return the mime - type
return  keyname;

}

/I The required extension has not been found.

return

string .Empty;

Add the LoadFile method into the Form1 class.

The LoadFile method loads a file from disk into a byte array.
/I Method Name
/I Description
/I Loads the specified file into a byte array.

LoadFile

\u

he

+

filebds



static byte [] LoadFile( string  filename)

/I Open the file as a FileStream object.

FileStream infile = new FileStream (filename, FileMode .Open,
FileAc cess .Read, FileShare .Read);
byte [] document = new byte [infile.Length];

/I Read the file to ensure it is readable.
int count = infile.Read(document, 0, document.Length);
if ~ (count != document.Length)

{

infile.Close();

throw new Exception ("LoadFile  has failed" );
infile.Close();

/I Return the document byte array
return  document;

Add the Submit_ProvideAndRegisterDocumentSetb method into the Form1 class.
This method constructs the ProvideAndregisterDocumentSetb request using the sample
metadata file and the sample text and image files. The request is then submitted to the XDS.b

Document Repository.
/l Method Name  Submit_ProvideAndRegisterDocumentSetb
/I Description
/I Constructs the ProvideAndRegisterDocumentSet - b request
/l'usin g the sample metadata file and the sample text and
/I image files. The request is then submitted to the
/l XDS Repository Service
private  string  Submit_ProvideAndRegisterDocumentSetb()
{
/I Constants
const string PROVIDEANDREGISTERDOCUMENTSETB_WSKACF
@"urn:ihe:iti:2007:ProvideAndRegisterDocumentSet -b";

/I Variable Declarations
string  strResponse = " /I XML Response
WCFMessage msgProvideAndRegisterDocumentSet;
/I XDS ProvideAndregisterDocumentSet Message
WCFMessage msgXDSRsponse; /I Response from call to XDS Repository

/I Create an empty XDS response message
msgXDSResponse = WCF. Message .CreateMessage(
WCFMessageVersion .Soapl2WSAddressing10, ")

/I Create a Custom Serialization Request object.

Microsoft. XDS.T  est. ProvideAndRegisterDocumentSetRequest
customRequest=  new
Microsoft.XDS.Test. ProvideAndRegisterDocumentSetRequest 0;

/I Load the sample MetaData from file into the Request
XmIDocument xmlDocumentMetadata = new XmlDocument ();
xmiDocumentMetadat a.Load( this .txtMetaDataFile.Text);
customRequest.DocumentMetadata =
xmlDocumentMetadata.SelectSingleNode(
@"./*[local - name()="'SubmitObjectsRequest" );

/I The sample MetaData contains a placeholder




/[ for the Patient ID which is replaced...

cus tomRequest.DocumentMetadata.lnnerXml =
customRequest.DocumentMetadata.InnerXml.Replace(
"$Patientld" , this .txtPatientlD.Text);

/I Add Documents into the Request...
XmlINodeList  docs = xmIDocumentMetadata.SelectNodes(
@"/I*[local - name()="ExtrinsicO bject]" );

/I Add the Sample Text file to the request...
Microsoft.XDS.Test. IHEDocument docSampleText=  new
Microsoft.XDS.Test. IHEDocument ();
docSampleText.DocumentID = docs.ltem(0).Attributes| "id" ].Value;
docSampleText.Document = LoadFile( this .txt SampleTextFile. Text);
docs.ltem(0).Attributes| "mimeType" ].Value =
GetMimeType( this .txtSampleTextFile.Text);
customRequest.Documents.Add(docSampleText);

/l Add the Sample Image file to the request

Microsoft.XDS.Test. IHEDocument docSamplel mage = new
Microsoft.XDS.Test. IHEDocument ();

docSamplelmage.DocumentID = docs.ltem(1).Attributes[ "id" ].Value;
docSamplelmage.Document = LoadFile( this .txtSamplelmageFile.Text);
docs.Item(1).Attributes[ "mimeType" ].Value =

GetMimeType( this .t xtSamplelmageFile.Text);
customRequest.Documents.Add(docSamplelmage);

/I Construct the ProvideAndRegisterDocumentSetRequest request message
/I using the Custom Serializtion Request object.
msgProvideAndRegisterDocumentSet =
WCFMessage .CreateMessage(
WCF MessageVersion .Soapl2WSAddressingl0,
PROVIDEANDREGISTERDOCUMENTSETB_WSAACTION,
customRequest);

/I Create the XDS - Repository Client
XDSRepositoryService. XDSRepositoryClient XDSClient= new
XDSRepositoryService. XDSRepositoryCl ient ();

try
{
/I Send the ProvideAndRegisterDocumentSet message to
/I the XDS - Repository
msgXDSResponse = XDSClient.ProvideAndRegisterDocumentSet(
msgProvideAndRegisterDocumentSet);

/I Close the XDS - Repository Client
XDSClient.Close();

catch (Exception  ex)

{
/I Unexpected Exception
/I Tidy up the XDS - Repository Client
XDSClient.Abort();
/I Throw the exception
throw ex;
}

/I Extract the XDS Response in an XML document.
XmlDocument xmIXDSResponse = new XmlDocument ();




xml XDSResponse.Load(msgXDSResponse.GetReaderAtBodyContents());

/I Extract the WCF and XDS - Repository Transactions Error Nodes

XmINode xmIWCFFault = xmIXDSResponse.SelectSingleNode(
@"/I*[local - name()="Fault]" );

XmINode xmIXDSErrorList = xmIXDSResponse. SelectSingleNode(
@"/I*[local - name()='"RegistryErrorList'" );

/I The following code shows how to determine
/I Check if the XDS Repository Service encountered an Internal Error
if  (xmIWCFFault != null )

/l The XDS Service encountered an Internal Er ror
/I Retrieve the Transaction Response (Error)
strResponse = xmIXDSResponse.OuterXml;

/I Check if the XDS Respository Transaction result was successful.
else if (xmIXDSErrorList = null )

/I The XDS Repository Transaction failed
/I Retriev e the Transaction Response (Failure)
strResponse = xmIXDSResponse.OuterXml;

}

else
/I The XDS repository Transaction was successful
/I Retrieve the Transaction Response (Success)
strResponse = xmIXDSResponse.OuterXml;

}

/I Return the XDS R esponse
return  strResponse;
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Submit_ProvideAndRegisterDocumentSetb method.

private  void btnXDSRepository_Click( object sender, EventArgs e)

/I Set the form controls (C ursor, etc...)
btnXDSRepository.Enabled = false ;
this .txtXDSResponse.Text = "

this .Cursor = Cursors .WaitCursor;

this .Refresh();

try
{
/I Call the method to construct the
/I ProvideAndRegisterDocumentSetb request and submit it to the
/I XDS .b Respository service. The response is displayed in the
/I XDS Response textbox.
this .txtXDSResponse.Text =
this .Submit_ProvideAndRegisterDocumentSetb();

catch ( Exception  ex)

/I Unexpected Exception
/I Display the Exception...




MessageBox .Show(ex.Message);

}

/I Reset the form controls (Cursor, etc...)
btnXDSRepository.Enabled = true ;
this .Cursor = Cursors .Arrow;

Build the Sample Documet8ourceApplication
Build the project - this should build successfully.

Tesingthe Appgication
Before you run and this application, the following tasks and checks need to be performed.
9 Place the sample metadata file - ProvideAndRegisterDocumentSetRequest.xml into the
.bin folder. An example can be downloaded with the sample code for this whitepaper.
9 Place a simple text file with a file name of SampleText.txt into the .bin folder
9 Place an image (jpeg) file with filename of Samplelmage.jpg into the .bin folder
I Check that the Patient Unique Identifier used in the example exists in the XDS.b Registry
database. This can be confirmed by checking the contents of the dbo.Patient table to
ensure that the Patient UID urn:uuid::ae94516f-570c-41ba-ae95-26ae76e50d45 is
present.

Run the application in Debug mode by pressing F5 - the Form will be displayed.
Enter the following details into the textboxes:

Sample MetaData File ProvideAndRegisterDocumentSetRequest.xml
Sample Text File SampleText.txt
Sample Image File Samplelmage.jpg

Patient Unique Identifier urn:uuid::ae94516f-570c-41ba-ae95-26ae76e50d45

To submit the ProvideAndRegisterDocumentSet-b request to the XDS Repository, click the Send
XDS Request button. The XDS Repository response should appear in the XDS Repository
Response textbox ¢ see screenshot below.

Note: A document set can only be sent to the XDS Repository Service once as each document is
uniquely identified by a Document Unique Identifier. To repeat this test the
ProvideAndRegisterDocumentSet-b.xml file will need to be amended or another file created, or
the uploaded data cleaned from the XDS Registry and XDS Repository databases.
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Sample ketal ata File F'rn:r-.-'in:IE.-'i'-.ru:IFiEn:li:z:ter[il ocumentS el eguest. <ml |
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[ Send ®D5 Request ]
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<ReqizstvResponse status="urm; 0asis names: b ebeml-regrep: R esponzeStatus T ype: Success”
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Figureb: Screen shot showing a success response to an XDS
ProvideAndRegisterDocumentSétrequest.

If the XDS Response does not contain a success message, please refer to the Monitoring
Repository and Registry Components section above, which will help trouble shoot the problem.




Creating a Document Consumer Actor component

Introduction
In the XDS.b scenario, a Document Source actor performs the Transaction(s) listed below:

Transaction Description

RegistryStoredQuery Used to search a Document Registry for documents
based on the specified search criteria

RetrieveDocumentSet Used to retrieve document(s) from an XDS Repository
Service

This section describes the steps required to create a Document Consumer application by using a
C# .NET Windows application created Microsoft Visual Studio 2005 (VS2005). Document
Consumer components developed in this way will be able to interact with other non-Microsoft
XDS.b Document Registries that implement the XDS.b standards, but this has not been tested.

Creating a .NET Document Source Watkough

Create a New C# Project

In VS2005, create a new C# Project or add a new C# Project to an existing solution, and, for this
demonstration, should be a Windows application with a Project name of
XDSDocumentConsumer. By default this will include a form named Form1.

Add Assembly References
In the Solution Explorer pane, right click the project item (e.g. XDSDocumentConsumer) and
select Add Reference...

The Add Reference dialog is displayed. On the .NET Tab, in the Component list select
System.Configuration (version 2.0.0.0) and click OK. The System.configuration reference is now
listed in the project references.

Add Serwie Referene for the XDS Repository Service
In the Solution Explorer pane, right click the project item (e.g. XDSDocumentConsumer) and
select Add Service Reference...

The Add Service Reference dialog is displayed:




Add Service Reference |X|

Enter the service URI and reference name and click O to add all the available
SEFVICES,

Service URIL:
||‘|tt|:|:,I',I'|l:u:a||‘|Ds|::8EISEI,I'deSErViCE,I'XDSF{EstitDr';.-' | [ Browse ...

Service reference name:

|><D5RepusituryService |

[ Ok | [ Cancel

Figure6: Add Service Reference Digy

The Service URI is the location of the XDS Repository Service and uses the following
syntax: http://<server>:<port>/XdsService/XDSRepository

The Service Reference Name is the identifier that will be used within the application
code. The sample code uses XDSRepositoryService.

Note: the Service URI defined above could be implemented as an https:// URI if required
in a production environment.

Enter the Service URI and Service Reference Name, and click OK. This calls the svcutil.exe utility
which automatically adds the service reference to the project. In the Solution Explorer pane, a
new Service References folder is added which now contains 2 files:

XDSRepository.map This file provides support for the generation and regeneration of
the code within VS2005.

XDSRepository.cs This contains the proxy-class that provides access to the service
via the System.ServiceModel namespace.

Two References are also added to the project; System.ServiceModel and
System.Runtime.Serialized.

Add Service Refereedor the XDS Registry Service
Add a Service Reference for the Document Registry using the same method used above, but
using:
Service URI http://<server>:<port>/XdsService/XDSRegistry
Service Reference Name XDSRegistryService.

Note: the Service URI defined above could be implemented as an https:// URI if required
in a production environment.




Add Controls to the Form
In the Form Designer, add the following controls to Form1:

9 Textbox (txtXDSRequestFile). This holds the filename of a XML file that holds the
Register Stored Query request.

9 Button (btnSearchRegistry). This will be used to submit the RegistryStoredQuery
transaction to the Registry

9 ListView (lvwDocuments). This should be created with 2 columns, with view set to
Details, and HeaderStyle set to None. This holds the Document Unique IDs and
Document Registry UID of the documents to be retrieved from the Repository.

9 Textbox (txtDocumentRepositoryUID). This holds the Document Repository Unique IDs
of the Document Repository that holds the documents. (Note - this sample assumes that
only one Document Repository is used)

9 Textbox (txtHomeCommunityID). This holds the Home Community ID.

1 Button (btnRetrieveDocumentSet). This will be used to submit the RetrieveDocumentSet
transaction to the Repository.

9 Textbox (txtXDSResponse). This will hold the XML Response from either of the
transactions.

Form1 should look something like this:
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Figure7: Sample Documentonsumer~orm

Add Sample Code into the Form1 class

Add the following using statements into the Form1 class.
using WCF = System.ServiceModel.Channels;
using System.Xml;
using System.lO;

Add the class-instance variables into the Form1 class.
/I List of Document UID + Repository UIDs
private List <IHEDocInfo > listDocuments = new List <IHEDocInfo >();
/I Retrieved Document Sequence Number
private Int32  intDocumentNumber = 0;

Add the Submit_RegistryStoredQuery method:

This controls the submission of the RegistryStoredQuery transaction to the Document Registry.
/I Method Name  Submit_RegistryStoredQ uery
[/l Description
/I Sends a RegistryStoredQuery request to the XDS Registry Service
private string Submit_RegistryStoredQuery()
{




/I Constants
const string STOREDQUERY_WSAACTIONarn:ihe:iti:2007:RegistryStoredQuery" ;

/I Variable Decla rations
WCFMessage msgXDSRequest; /I XDS Request message containing

/I the RegistryStoredQuery request
WCFMessage msgXDSResponse; /I XDS Response message from the XDS Registry

/I Note: In this sample the RegistryStoredQuery XML request

/I is loaded from directly file. This enables testing of a

/I different Stored Query without code changes.

/I Load the RegistryStoredQuery XML request from file

XmlDocument xmlRegistryStoredQueryRequest = new XmlDocument ();
xmlRegistryStoredQueryRequest.L oad( this .txtXDSRequestFile.Text);

/I Create an empty WCF Response message
msgXDSResponse = WCF. Message .CreateMessage(
WCF MessageVersion .Soapl2WSAddressing10, "),

/I Construct the RegistryStoredQuery request message
msgXDSRequest = WCF. Message .CreateMessage(
WCF MessageVersion .Soapl2WSAddressing10,
STOREDQUERY_WSAACTION,
new XmINodeReader (xmIRegistryStoredQueryRequest));

/I Create the XDS - Registry Client
XDSRegistryService. XDSRegistryClient xdsClient =
new XDSRegistryServic  e. XDSRegistryClient 0;

try

{
/I Send the RegistryStoredQuery request message to the XDS - Registry
msgXDSResponse = xdsClient.RegistryStoredQuery(msgXDSRequest);

/I Close the XDS - Registry Client
xdsClient.Close();

catch (Exception ex)

{
/I Unexpected Exception
/I Tidy up the XDS - Registry Client
xdsClient.Abort();
/I Throw the exception
throw ex;
}

/I Extract the XDS Response into an XML document.
XmIDocument xmIXDSResponse = new XmlDocument ();
xmIXDSResponse.Load(msgXDSRespons e.GetReaderAtBodyContents());

/I Extract the WCF and XDS Registry Transactions Error Nodes
XmINode xmIWCFFault = xmIXDSResponse.SelectSingleNode(

@"/I*[local - name()="Fault" );
XmINode xmIXDSErrorList = xmIXDSResponse.SelectSingleNode(
@"/I*[lo  cal - name()='"RegistryErrorList]" );

string  strXDSResponse = "' ;

/I Check the XDS Response for Success or Failure
/I Check if the XDS Registry Service encountered an Internal Error




if (xmWCFFault!=  null )

/I The XDS Service encountered an Internal Error
/I Retrieve the Transaction Response (Error)
strXDSResponse = xmIXDSResponse.OuterXml;

}
/I Check if the XDS Registry Transaction result was successful.
else if (xmIXDSErrorList = null )
{
/l The XDS Registry Transaction failed
/I Retriev e the Transaction Response (Failure)
strXDSResponse = xmIXDSResponse.OuterXml;
}
else
{ . .
/I The XDS Registry Transaction was successful
/I Retrieve the Transaction Response (Success)
strXDSResponse = xmIXDSResponse.OuterXml;
/| Extract the Doc ument UID(s) and Repository UID(s)
UnpackStoredQueryResponse(xmIXDSResponse);
}

/I Return the XML.
return  strXDSResponse;

Add the UnpackStoredQueryResponse method:
This extracts the Document Unique IDs and Document Repository Unique IDs from the Stored

Query response and stores the values in class variables.
/I Method Name  UnpackStoredQueryResponse
/I Description
/I Extracts the Document UID(s) and Document Repository UID(s)
/l from the Stored Query Response from the Document Registr y
/I and stores them in class variables.
private  void UnpackStoredQueryResponse(  XmlDocument xmIXDSResponse)

{

List <IHEDocInfo > listDoclInfo = new List <IHEDocInfo >(); /l Document Info.

/I Retrieve the list of documents...
XmlINodeList  docs = xmIXDSRes ponse.SelectNodes(
@"/I*[local - name()="ExtrinsicObject’]" );

/I Extract the required information...
foreach  (XmINode doc in docs)
{

try

{

/I Create the Doc Info.
IHEDocInfo  doclInfo = new IHEDocInfo ();

/I Retrieve the Document UID
XmINode xmlDocumentUID = doc.SelectSingleNode(

@"./[*[local - name()="Externalldentifier']" +
@"[@identificationScheme=" +
@"urn:uuid:2e82c1f6 -a085-4c72 - 9da3 - 8640a32e42ab']" );

docinfo.DocumentUID =




xmIDocumentUID.Attributes| "value" ].Value;

/I Retrieve the Document Repository UID
XmlINode xmlIRepositoryUID = doc.SelectSingleNode(

@"./*[local - name()='Slot'][@name="repositoryUniqueld" );
doclInfo.RepositoryUID = xmIRepositoryUID.Inne rText;

/I Add the Doc. to the list
listDoclInfo.Add(doclInfo);

catch (Exception  ex)

/I Unexpected Exception...
throw new Exception (ex.Message);

}

/I Store the values in the list
listDocuments = listDoclnfo;

re turn ;

Add the handler for the btnSearchRegistry 0 dzii 1 2 y Qa Of A 01 S@Syd o
private  void btnSearchRegistry_Click( object sender, EventArgs e)

{
string  strRegistryStoredQueryResponse = m

/I Reset the class variables.
listDocuments.Clear();

/I Set the form controls (Cursor, textboxes etc)
btnSearchRegistry.Enabled = false ;
btnRetrieveDocumentSet.Enabled = false ;
IvwDocuments.ltems.Clear();
txtXDSResponse.Text = "

this .Cursor = Cursors .WaitCursor;

this .Refresh();

try

/I Submit the Registry StoredQuery XML request to the XDS Registry
Service
strRegistryStoredQueryResponse = Submit_RegistryStoredQuery();

catch ( Exception  ex)

/I Unexpected Exception
/I Display the Exception...
MessageBox .Show(ex.Message);

}

/I Display the XDS Response in the XDS Response textbox.
this .txtXDSResponse.Text = strRegistryStoredQueryResponse;

/I Display the Document - UID + Repository UID in the ListView
foreach  (IHEDocInfo  Document in listDocuments)

/I Construct the Listltem




ListViewltem [tmDoc = new ListViewltem  (Document.DocumentUID);
[tmDoc.Subltems.Add(Document.RepositoryUID);

/I Add the Listltem to the ListView
IvwDocuments.ltems.Add(ItmDoc);

}
/I Reset the form controls (Cursor, textboxes etc)
btnSearchRegistry.Enabled = tr ue;

/I Only enable the Retrieve Document Set
/I button if Documents are available...
if  (listbocuments.Count > 0)

btnRetrieveDocumentSet.Enabled = true ;
btnRetrieveDocumentSet.Focus();

}

this .Cursor = Cursors .Arrow;

Add the Submit_RetrieveDocumentSet method:

This controls the submission of the RetrieveDocumentSet transaction to the Document
Repository. Documents contained in the response are saved to disk.

Note - This sample code assumes that the specified documents are all stored in the same

Document Repository.

/l Method Name  Submit_RetrieveDocumentSet

/I Description

/I Retrieves Documents from the Document Repository

/I NOTE: For this sample it is assumed that all

/l Documents in the specified list are stored

/l'in the same Document Repository.

private  string  Submit_RetrieveDocumentSet(
List <IHEDocInfo > documentList,
String homeCommunitylD)

/I Constants

const  string RETRIEVEDOCUMENTSET_WSAACTION =
"urn:ihe:iti;2007:RetrieveDocumentSet" ;

const  string IHE_ITI _XDSB_NAMESPACE =

"urn:ihe:iti:xds - b:2007" ;
/I Variable Declarations
String  strDocumentRepositoryUID = " /l Document Repository UID
WCFMessage msgXDSRequest; /I XDS Request message containing
/I the RetrieveDocumentSet req uest
WCFMessage msgXDSResponse; /I XDS Response message from

/I the XDS Repository

/I Construct the RetrieveDocumentSet request
XmIDocument xmlRetrieveDocumentSetRequest = new XmlDocument ();

/I Create the Root element
XmlElement root =
xmIRetrieveDocumentSetRequest.CreateElement(
"RetrieveDocumentSetRequest" , IHE_ITI_XDSB_NAMESPACE);

/I Add the Documents to the Request
foreach (IHEDocInfo  docIinfo in documentList)




{
/I Store the Document Repository UID
/I NOTE: This sample assumes that all Documents

/Il in the specified list or stored in the
/I same Document Repository.

if  (strDocumentRepositoryUID == ")
{
strDocumentRepositoryUID = docinfo.RepositoryUID;
}
/I Create the Docume nt Request elements

XmlElement xmlDocumentRequest =
xmlRetrieveDocumentSetRequest.CreateElement(
"DocumentRequest” , IHE_ITI_XDSB_NAMESPACE);
XmlElement  xmIHomeCommunityID =
xmlRetrieveDocumentSetRequest.CreateElement(
"HomeCommunityld" , 1 HE_ITI_XDSB_NAMESPACE);
XmlElement  xmlIRepositoryUniquelD =
xmlRetrieveDocumentSetRequest.CreateElement(
"RepositoryUniqueld” , IHE_ITI_XDSB_NAMESPACE);
XmlElement  xmIDocumentUniquelD =
xmlRetrieveDocumentSetRequest.CreateElement(
"Document Uniqueld" , IHE_ITI_XDSB_NAMESPACE);

/I Set the Document Request values
xmIHomeCommunityID.InnerText = homeCommunityID;
xmIRepositoryUniquelD.InnerText = docinfo.RepositoryUID;
xmIDocumentUniquelD.InnerText = docinfo.DocumentUID;

/I Assemble th e Document Request...
xmIDocumentRequest.AppendChild(xmIHomeCommunityID);
xmIDocumentRequest.AppendChild(xmIRepositoryUniquelD);
xmlIDocumentRequest.AppendChild(xmlDocumentUniquelD);
root.AppendChild(xmIDocumentRequest);

}

/I Construct the Retrie veDocumentRequest...
xmlIRetrieveDocumentSetRequest.AppendChild(root);

/I Retrieve Endpoint Name for the specified
/l Document Repository Unique Identifier
/I from the config file.
String  strDocumentRepositoryEndpointName =
System.Configuration. ConfigurationManager
.AppSettings.Get(strDocumentRepositoryUID);

/I Setup the XDS Repository Client
/I using the specified Endpoint name
XDSRepositoryService. XDSRepositoryClient xdsClient =
new XDSRepositoryService. XDSRepositoryClient (
strDo cumentRepositoryEndpointName);

/I Create an empty WCF Response message
msgXDSResponse = WCF. Message .CreateMessage(
WCFMessageVersion .Soapl2WSAddressing10, ")

/I Construct the RetrieveDocumentSet request message
msgXDSRequest = WCF. Message.Cre ateMessage(
WCFMessageVersion .Soapl2WSAddressing10,
RETRIEVEDOCUMENTSET_WSAACTION,
new XmlINodeReader (xmlRetrieveDocumentSetRequest));




try
/I Send the RetrieveDocumentSet request message to
/[ the Document - Repository
msgXDSResponse = xdsClient.RetrieveDocumentSet(msgXDSRequest);

/I Close the XDS - Repository Client
xdsClient.Close();

catch (Exception ex)

{
/I Unexpected Exception
/I Tidy up the XDS - Registry Client
xdsClient.Abort();
/I Throw the exception
throw ex;
}

/I Extract the XDS Response into an XML document.
XmlDocument xmIXDSResponse = new XmlDocument ();
xmIXDSResponse.Load(msgXDSResponse.GetReaderAtBodyContents());

/I Extract the WCF and XDS - Repository Transactions Error Nodes
XmINode xmIWCFFault=  xmIXDSResponse.SelectSingleNode(

@"/I*[local - name()="Fault" );
XmlINode xmIXDSErrorList = xmIXDSResponse.SelectSingleNode(

@"/[*[local - name()='"RegistryErrorList'" );

String  strXDSResponse = "™ ;

/I Check the XDS Response for Success or Failure
/I Check if the XDS Repository Service encountered an Internal Error
if  (xmIWCFFault != null )

/l The XDS Service encountered an Internal Error
/I Retrieve the Transaction Response (Error)
strXDSResponse = xmIXDSResponse.OuterXml;

}
/I Check i f the XDS Respository Transaction result was successful.
else if (xmIXDSErrorList != null )
{
/l The XDS Repository Transaction failed
/I Retrieve the Transaction Response (failure)
strXDSResponse = xmIXDSResponse.OuterXml;
}
else
{

/I The XDS  repository Transaction was successful
/I Retrieve the Transaction Response (Success)
strXDSResponse = xmIXDSResponse.OuterXml;

/I Save the documents to disk

XmlINodeList  xmlIDocumentResponses = xmIXDSResponse.SelectNodes(
@"/I*[local -name()='Do cumentResponse']" );

foreach  (XmINode xmlDocumentResponse in xmlDocumentResponses)

{

SaveDocumentToDisk(xmIDocumentResponse);

}




}

/I Return the XML.
return  strXDSResponse;

}

Add the SaveDocumentToDisk method into the Form1 class.
This method extracts the document from the XML node and saves it to disk with the

appropriate file extension for the mime-type.
/ Method Name  SaveDocumentToDisk
/I Description
/I Saves the Document to Disk.
private  void SaveDocumentToDisk( XmlINode documentR esponse)

{

String  strDocumentName = " ;

String  strFileExtension = e

/I Increment the Document Number.

intDocumentNumber = intDocumentNumber + 1;

/I Get the mimeType and Document Nodes

XmlINode xmIMimeType = documentResponse.SelectSingleNode(
@./*[local - name()='mimeType']" );

XmINode xmlDocument = documentResponse.SelectSingleNode(
@"./[*[local - name()="Document" );

/I Determine the File Extension

/[ for the mime - type

strFileExtension = GetFileExtension(xmIMimeType.InnerText);

/I Co nstruct a Document File Name

strDocumentName =  "RetrievedDocument_" +
intDocumentNumber.ToString( "0000" ) +
strFileExtension;

/I Write the retrieved document to disc

File .WriteAlIBytes( strDocumentName,
Convert .FromBase64String(xmIDocument.| nnerText));

return

}

Add the GetFileExtension method into the Form1 class.

This method obtains the file extension for the specified mime-type from the Windows registry.
/I Method Name  GetFileExtension
/I Description
/I Returns the File Ext ension for the
/I Specified mime type.
private String  GetFileExtension( String  mimeType)

{
/I Locate the Registry Key...
System.Security.Permissions. RegistryPermission regPerm =
new System.Security.Permissions. RegistryPermission (
System.Security.Pe rmissions.  RegistryPermissionAccess .Read,

"\\ HKEY_CLASSES_ROOYT;"
Microsoft.Win32. RegistryKey  classesRoot =
Microsoft.Win32. Registry .ClassesRoot;
Microsoft.Win32. RegistryKey  typeKey =




classesRoot.OpenSubKey(
@"MIME Database \ Content Type \" + mimeType);

/I Check if the mime - type key has been found
if (typeKey != null )
{

/l The mime - type key has been found

/I Check if the extension is present

String  strExtension = ( string )typeKey.GetValue( "Extension" , null );
if (! String .IsNullOrEmpty( strExtension))

/I The extension is present
/I Return the extension
return  strExtension;

}

/I The required mime - type or extension
/I have not been found

return :

Add the handler forthebtnw S G NRA S@S52 OdzyYSy G {tSli odziG2y Qa Of A 0]
private  void btnRetrieveDocumentSet_Click( object sender, EventArgs e)

{

String  strRetrieveDocumentSetResponse = "

/I Set the form controls (Cursor, textboxes etc)

btnRetrieveDocumentSet.Enabled = false ;
btnSearchRegistry.Enabled = false ;
IXtXDSR esponse.Text = e

this .Cursor = Cursors .WaitCursor;

this .Refresh();

try

/I Retrieve the document from the Document Repository
strRetrieveDocumentSetResponse =
Submit_RetrieveDocumentSet(
listDocuments,
this .txtHomeCommunitylD.Text);

catch ( Exception  ex)

/I Unexpected Exception
/I Display the Exception...
MessageBox .Show(ex.Message);

}

/I Display the XDS Response in the XDS Response textbox.
this .txtXDSResponse.Text = strRetrieveDocumentSetResponse;

/I Reset the form controls (Cursor, textboxes etc)
btnSearchRegistry.Enabled = true ;
btnRetrieveDocumentSet.Enabled = true ;

this .Cursor = Cursors .Default;




Add the IHEDocInfo class into Form1 file.
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/I This is a helper class to store Document Info.

/I retrieved from the Document Registry
public class IHEDocInfo

{

private  String  strDocumentUID = :
private  String  strDocumentRepositoryUID =

public  String  DocumentUID

get { return strDocume ntUID;}
set { strDocumentUID = value ;}

public  String  RepositoryUID

get { return strDocumentRepositoryUID; }
set {strDocumentRepositoryUID = value ;}

Build the Sample Documer@ourceApplication
Build the project - this should build successfully.

Tesingthe Application

The sample Document Consumer application demonstrates how the RegistryStoredQuery and
RetrieveDocumentSet transactions can be used to identify and retrieve documents previously
loaded into the Document Repository by the sample Document Source application. The sample
Document Consumer code assumes that the documents identified by the Document Registry
are all stored in the same Document Repository.

Before you run and the sample Document Consumer application, create a file containing the
sample RegistryStoredQuery XML transaction shown below and save this in the .bin folder with
a file name of RegistryStoredQueryRequest.xml. If required, this request can be modified to
perform other Stored Query operations.

Contents of file: RegistryStoredQueryRequest.xml:
<query:AdhocQueryRequest

xmins:xsi =" http://www.w3.0rg/2001/XMLSchema - instance "
xmins:query =" urn:oasis:names:tc:ebxml - regrep:xsd:query:3.0
xmlns =" urn:oasis:names:tc:ebxml - regrep:xsd:rim:3.0 "
xmins:rs  ="urn:oas is:names:tc:ebxml - regrep:xsd:rs:3.0 ">
<query:ResponseOption returnComposedObjects  ="true " returnType ="LeafClass "/>
<AdhocQuery id ="urn:uuid:5c4f972b - d56b - 40ac - a5fc - c8ca9b40b9d4 " >

<Slot name="$XDSDocumentEntryUniqueld ">
<ValueList >
<Value >(‘$uniqueld06','$Suniqueld07') </ Value >
</ ValueList >
</ Slot >
</ AdhocQuery >




</ query:AdhocQueryRequest >

To allow the sample application to translate a Document Repository Unique ID into a physical
Endpoint, the code uses a simple technique which includes these mapping(s) in the
<appSettings> section of the application configuration file. For each Document Repository, a
key/value pair should be present where the key field contains the Document Repository Unique
ID and the value set to an existing client Endpoint name. The snippet below shows the relevant
sections of the configuration file and how the Endpoint name can be identified. The
<appSettings> section should be copied into the application configuration file and modified if
required.

<appSettings >
<I'-- Document Repository UID to Endpoint Name mappings - >
<add key ="2855d566 - 21f7 - 4c4f - b29a- 4d59e3020096 "
value ="WSHttpBinding_XDSRepository ">
<l --  Add more mappings here if required - >
</ appSettings >

<system.serviceModel >

<client >
<endpoint
address =" http://pc1518:8080/XdsService/XDSRepository
binding =" wsHttpBinding
bindingConfiguration =" WSHttpBinding_XDSRepository
contract =" XDSDocunentConsumer.XDSRepositoryService.XDSRepository
name=" WSHttpBinding_XDSRepository ">

Run the application in Debug mode by pressing F5 - the Form will be displayed.

To test the RegistryStoredQuery transaction, ensure the XDS Registry Stored Query Request File
textbox is set to - RegistryStoredQueryRequest.xml and then click the Search Registry button.
The Document Registry response will be shown in the XDS Response textbox and the Document
Unique IDs and the Document Repository Unique IDs, obtained from this response, will be
shown in the list ¢ see screenshot below.
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#D'5 Reqigtry Stored Query B equest File

|Hegistry5tu:uredll ueryR equest xml | [ 1. Search Registy ]
Diocument Unigue 1D0z] ¢/ Document Repository Unique 10(=]
$uniqueld0E 28R5d566-21f7-4c4f-b29a-4d593= 3020096
$uniqueldO7 2885d566-21f7-4c4f-b29a-4d53= 3020096

Home Community 1D

$HomeCommunityl D | L 2. Retrieve Document Set ]

#D5 Rezponze

<queneadhocluenBesponse

shatus=""urm oasiz names: to:ebeml-regrep: R esponseStatusT ype: Success"
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wmnlng rim=""urn: naziz: names: ko ebeml-regrep: sed: rire 3.0 <rime BegistrObjectList: <E stringicObj
ectid="Doc03" mimeT vpe="text/plain"

objectT ype="urm;uuid: Yedcal2f-054d-4712-a032-9b2abb51 861"

ghatuz=""urm oasis names to:ebeml-regrep: Status T vpecdpproved'

wmilnz=""urn:oasiz:namez: b ebsml-regrep: red:rim: 3.0 < Slat

name="LR1"> <\ aluelizty < aluer < A alues < Afaluelists: < /Sloby < Slot

name="zize""» <V aluelizty <V aluer BB3 M aluer < Adaluelist: < /Slotx < Slot

narme="hash'» <% alueLizst> <V alue: T0FDBES4A0FD 1 395240 74 320 234 7FEADSET E 34545 M
alues £ Adaluelists < /Slotx < Slot

name=""repozitory nigueld"> <\ alueList: <\ alue: 2855d566-21 (F-4c4f-b23a-4d59 3020036 </
Waluer < Adaluelists < /Slatx<Slot

name="creationTime" "> {4 aluelist: < alue: 20060105< A aluer < M aluelist: < /Slok: < Slot
name="languageCode""> v alueLlist: <V aluer en-uz< Afaluer <M aluelisty <./Slatx < Slat w

(il [

Figure 8 Screen shot shoimg a success response to a RegistryStroredQuequest.

If the XDS Response does not contain a success message, please refer to the Monitoring
Repository and Registry Components section above, which will help trouble shoot the problem.
To test the RetrieveDocumentSet transaction, first ensure that the Stored Query response was
successful and that Document Unique IDs and Document Repository Unique IDs are listed. For
this sample, the Home Community ID should be set to SHomeCommunityID.
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the XDS Response text-box ¢ see screenshot below. If documents are retrieved, they are

extracted from this response and saved to into the .bin folder with a filename in this format -
RetrievedDocument_nnnn.ext - where nnnn is the sequence number and .ext is the file

extension for example: RetrievedDocument_0001.txt, RetrievedDocument_0002.jpg.
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#D'5 Reqigtry Stored Query B equest File

|Hegistry5tu:uredll ueryR equest xml | [ 1. Search Registy ]
Diocument Unigue 1D0z] ¢/ Document Repository Unique 10(=]
$uniqueld0E 28R5d566-21f7-4c4f-b29a-4d593= 3020096
$uniqueldO7 2885d566-21f7-4c4f-b29a-4d53= 3020096

Home Community 1D

$HomeCommunityl D | [ 2. Retrieve Document Set

#D5 Rezponze

<RetrievelocumentS etR esponze smilne=""urm:ibe: it wde-be 2007 <the: RegistiyR esponse A
shatus=""urm oasiz names: to:ebeml-regrep: R esponseStatusT ype: Success" ]
wminz: tnz=""urn:oaziz:names: to:ebwml-regrep:sed:re: 3.0

wmnlng rim=""urn: naziz: names: ke ebyml-regrep: sed: i 3.0

S DocumentP esponze: <HomeCammunityl D $H omeCommunityl D¢ AHomeCormmunityl D < R
eposzitoryl nigueld> 2805d566-21F7-4 c4f-b293-4d59e 3020096 /R epozitomU niquel d: < Docum
entlniquel dx funiqueldi6< /DocumentU niquel 4 <mimeT ypes: textdplains fmimeT ppes < Docum
entxYGhlHFT awWH il Gdeb3dul G2 veCB gt woyBwdmtwIHR o2 S B s vi=phl GRvZpdNCIR 025 B
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Figure9: Screen shot shoimg a success response to a RetrieveDocument8qtiest.

If the XDS Response does not contain a success message, please refer to the Monitoring
Repository and Registry Components section above, which will help trouble shoot the problem.




Conclusion

The Microsoft platform provides the tools to develop the Document Source and Document
Consumer actors to integrate in an IHE Cross Enterprise Document Sharing ¢ b (XDS.b)
environment which makes use of established standards both in healthcare and in the broader IT

industry.

IHE Profiles, such as XDS.b, provide a common language for system developers to define the
integration needs of healthcare sites and to implement the integration capabilities of
healthcare IT products. The use of such profiles offers developers a clear implementation path
for communication standards supported by industry partners which have been carefully
documented, reviewed and tested.

The XDS.b profile provides a way to implement interoperable systems independent of the
underlying technology platform used to develop and deliver each system. This standards-based
approach provides the ability to share clinical documents and allows much of the focus to taken
away from the technology side of implementing a solution which facilitates the registration,
distribution and access across health enterprises of patient electronic health records.
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