Fugon Core Solution for Homeland

Security and Public Safety

Integrated Capabilities for Intelligence and Fusion Centers

Introduction

Microsoft Corporation and Environmental SystemsResearch Institute Inc. (ESRI) have joined forces to develop an
innovative set of technical capabilities designed to help Public Safety and Homeland Security professionals more
effectively identify and help prevent threats posed by organized crime, gangs, drug cartels, and terrorists while
strengthening the ability of government to prepare for and respond to natural disasters and other events.

Through close collaboration, these two industry leaders are proud to jointly introduce the Fusion Gre Solution, a
public safety and homeland security solution architecture. Microsoft and ESRI havecreated a connector to leverage
the best capabilities from both organizations 8software products in a simple-to-use, easily configurablesolution that
provides seven keycapabilities for municipal, county, regional, state, or federal intelligence and fusion centers that are
easily adaptable to other public safety sector information fusion and collaboration needs. The seven key capabilities
of the solution are:
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Managed Inta ke i Pre-loaded and fully customizable forms for processing, assigning, and satisfying many
different types of intelligence and information service requests.

Enterprise Search fi Provides tools to search acrossmultiple data sources including file shares, web sites
and databases.

Integrated Analytics f Powerful geospatial analysis capabilities are included and extendable to integrate
new or existing applications.

Analyst Collaboration fi Integrated capabilities to enable analyst and customer collaboration using Web
sites, wikis, and blogs.

External Systems Connectivity fi Easily configured, secure connections to external data sources and
supported connectivity to a Department of Homeland Security (DHS) Information Sharing Environment (ISE)
Shared Space, eGuardin, and the Automated Critical Asset Management System (ACAMS).

Robust Security i Can be integrated with existing authentication and auditing systems or can provide
these capabilities out of the box.

Tools for Managing Operations i Manage analyst staffing and monitor center activities through powerful
management reporting capabilities.



The FusionCore Solution, with robust capabilities provided by the ESRI ArcGISAdvanced Enterprise Server and
Microsoft Office SharePoint® Server 2007, will help provide enhanced intelligence and information sharing that will
result in more successful public safety and homeland security operations.

This white paper addresses five key questions that a fusion center Director might have regarding the Fusion Core

Solution:

1

2
3.
4
5

What problem is the Fusion Core Solution designed to address?

How does the Fusion Core Solutionhelp support effective center operations?
How does the Fusion Core Solutionaddress privacy requirements?

What specific capabilities doesthe Fusion Core Solution provide?

How does my organization obtain the Fusion Core Solutior?



Q1. What problem is the Fusion Core Solution designed to address?

Fusion Core Solutionaims to resolve three specific areas of difficulty for intelligence and fusion centers:

1. Information Collection and Management:  While gaining access to data sources might not be difficult,
these sources are often solated from each other and require different logon accounts to access.

2. Information Analysis and Modeling:  Distilling large volumes of data into relevant, meaningful, and usable
intelligence is a significant challenge. For example, analysts and operatoranight have access to large data
sets but they cannot analyze the information geospatially.

3. Information Sharing: Simple and secure information exchange with internal and external partners is
problematic. No common IT infrastructure exists that allows documents, alerts, and information to be shared
and accessed across sites or locations.

The following sections briefly outline how Fusion Core Solution provides solutions to these problems.

Problem Area #1: Information Collection and Management

The ability to effectively collect and manage vital intelligence is criticaltoa f usi on center 6s effort to
and respond to threats and events. Yet fusion centers face significant challengeswith information collection and
management.

0 Fusion centers have very different processes and methods for collecting information, with most information
still collected by telephone.

0 Once collected, information is often entered into proprietary and isolated systems, forcing analysts to
sometimes enter the same data into two or more systems.

0 Many of these systems store this information data formats that are incompatible with other systems,
requiring analysts to manually access and search multiple systems when running queries.

0 These systems also have weak and incompatible security accesmanagement, in which systemsoften have
oall or nothingdé access policies.

0 Very little of the coll ected data includes geospatial references making it difficult to search or analyze the
data by specific location or geographic region. If geospatial references exist, depicting this information is
typically a disconnected processthat requires GlSexpertise.

0 Many fusion centers lack documented and effective data management practices necessary to help manage
information correlation and sharing.

Together, these factors adversely affectthe ability of fusion centers to operate efficiently and effectively. Fusion center
personnel often become mired in manual and duplicative efforts, hindering their ability to make efficient use of

limited staff resources. This makes it even more difficult for fusion centers to effectively accomplish the missions of
prevent, prepare and respond to man-made and natural incidents.

Fusion Core Solution provides solutions to address these information collection and management challenges:

V  Fusion Core Solutioncan be configured to access andaggregate data from multiple, disparate sources.
Fusion Core Solutiondisplays this data in a common and integrated fashion for users, making information
much easier to access and analyze.

V  Fusion Core Solutionalso includes comprehensive privacy and secutty features to help fusion centers
securely collect, store, manage, and maintain intelligence and information report submissions, intelligence
and incident support requests, and the analytic products developed in response to these service requests, all
in real-time.

V  Finally,Fusion Core Solutionis built on an open architecture framework with components that can integrate
and exchange information through current government and industry standards, such as XML, National



Information Exchange Model (NIEM), Organization for the Advancement of Structured Information Standards
(OASIS), and Common Alerting Protocol (CAP).

Capitalizing on these Fusion Core Solution characteristics, fusion centers can maximize available resources by
operating in a decentralized, distributed, and collaborative manner. Additionally, with Fusion Core Solution, fusion
centers can leverage existing information and intelligence assets incrementally.

Problem Area #2: Information Analysis and Modeling

The second problem that fusion centers encounter is the difficulty of working with massive amounts of information to
organize, analyz, and distill it into meaningful and usable intelligence.

Further, the lack of access toeffective analysis and modeling tools for large amounts of data causes significant
problems for fusion center operations. Without these tools, it is difficult to effectively identify patterns, trends , and
relationships among fused data sourcesand time and effort is wasted on determining what information is relevant to
the current task. These problems significantly hinder the ability of fusion center analysts to take appropriate action.

Key to this problem is the lack a unified modeling environment in which to conduct analysis. Frequently, analysts must
log on to multiple, disparate applications to conduct the various types of analyses and visualizations their analytic
processes require This is especially true for GIS analyseswvhere extra effort is required to manually manipulate and
ingest data for display on maps.

GIS is a keytechnology in the data fusion center workflow . It providesthe ability to rapidly process and disseminate
knowledge, collect feedback, and rapidly share updated geographical referenced information through a flexible
exchange systemthat is interoperable with other systems that use open standards. GISenhances situational
awareness by fusing disparate information by its common reference: geography.

Fusion Core Solution provides the following visual analytic tools to improve the ability of law enforcement
and public safety personnel to effectively prevent, prepare , and respond to emerging situations in a timely
and efficient manner:

V  Fusion centers can utilize their own geospatial data or access base map data from a variety osources
including Bing Maps for Enterprise (used to be named Virtual Earth), ArcGIS Online, or the ESRI data
appliance.

V  Geographically referenced, dynamic data feeds are easily integrated for visualization and analytics within
Fusion Core Solution

V  With ESRI ArcGIS geospatial tools, analysts hava unified and repeatable modeling environment. The ESRI
tools specialize in the support of information analysis in a geospatial context.

V  Fusion Core Solutionincludes a proven set of templates and tools that facilitate data access and
management in a simple way.

V  Visual analysis toolscan be integrated into the analytic workflow. Analysts can flow from information intake
to data query to GI'S mapping in a much easier and simple

V  The ability to visualize and access fugd data in the context of a 3-D or 2-D map creates enhanced situational
awareness that is, it enables better decision making than what is possible with tabular or textual data.

Using Fusion Core Solutionto facilitate analysis and modeling activities, fusion centers can decrease the time to
identify and create relevant, meaningful, and usable information and intelligence to provide senior officials the
information they need to make more timely and knowledgeable decisions and to facilitate improved collaboration
and cooperation among partners.

Problem Area #3: Information Sharing

The third problem that fusion centers face is the inability to exchange information with internal and external partners
in a simple, effective, andmore secure manner.



A core purpose of a fusion center is to facilitate the sharing of information across law enforcement and other public
safety and private entities. Yet, information sharing is one of the biggest obstacles to be overcome. The lack of
effective information sharing can be attributed to the following:

0 Incompatible and proprietary information systems that exist across multiple justice and public safety
jurisdictions and physical locations. This diversity hinders both the collection and dissemination of
information because these systems were not originally developed with information sharing in mind.

0 Many of these systems were devel oped before todayds info
Integrating these systems with one-off data standards into an information -sharing strategy can be difficult
and expensive.

0 Significant concerns exist among justice and public safety organizations about the security of shared

information and the protection of individual privacy. Because there are so many disparate systems, with
varying security models and methods of authentication and authorization in place, attempts to join different
security methodologies have met with little success. This can inhibit effective information sharing, especially
as security conerns affect the level of trust in sharing information that agencies have.

Significant operational challenges arise from these obstacles:

0 Without accurate and adequate information, fusion center personnel can take the wrong action or miss the
opportunity t o take any action.

o

Misguided actions can result in ineffective use of limited resources.

o

Fusion centers can experience a significant decrease in collaboration and coordination among partners
because it is difficult to exchange information in an effective and timely manner.

0 Policy, procedure, and IT improvements cannot be made because there is no mechanism for eliciting and
receiving feedback for products and services the fusion center delivers.

Fusion Core Solution provides direct solutions for the operati  onal and technological obstacles to information
sharing with the following tools:

V  Fusion Core Solutionprovides audit and dissemination logging capabilities that can help a Fusion Center
comply with 28 CFR Part 23 privacy and securityrequirements.

V  Built with Microsoft SharePoint Server 2007, users can develop and manage discrete business processes that
include information sharing and collaboration through shared spaces, wikis, blogs, threaded discussions,
email, and meetings in a secure, online environmert to annotate, edit, and add data.

V  Fusion Core Solutioncombines the capabilities of ESRI ArcGIS and Office SharePoint Servexhich enables
the ability to securely share data visually.

The technological solutions provided by Fusion Core Solutionstreamline and facilitate effective information sharing
operations in and by fusion centers. Intelligence is delivered in a timely, logical, intuitive, and contextual manner that
results in more reliable and accurate data for decision making. Thus,fusion centers are better able to act on
prioritized information and to reassessthe impact of intelligence on operational workflow. Finally, Fusion Core
Solution improves the ability of a fusion center to rapidly process and disseminate information to analysts and agents
who need intelligence to make critical and timely decisions.



Q2. How does Fusion Core Solution support effective center operations?

Fusion Core Solutionprovides fusion centers with the ability to plan, organize, execute, and manage the three phases
of the intelligence missionfi intake, analyze, and disseminaté as depicted in the figure below.

Fusion Core Solutionis designed to meet the needs of all fusion center users.

I Command staff and shift officers and commanders can use the capatilities of Fusion Core Solutionto
maintain situational awarenessin their areas of responsibility and to track the quantity and substance of the
service requests coming into their center.

1 Intelligence analysts can processservice requests, manage personal task lists and workload, perform a
variety of query and analysis actions, generate geospatial and narrative intelligence products, and
automatically disseminate those products to intelligence consumers.

1 GlSanalysts can processspecialized geospatial service requests, build and deploy custom data layers and
reports, maintain their tradecraft , and then automatically publish and disseminate their GIS products to
intelligence consumers.

1 System administrators can add, manage,and remove Fusion Core Solutionusers and generate usage and
audit log reports through prebuilt administrative interfaces.

1 Intelligence customers and consumers can submit service requests for intelligence support and receive in
depth intelligence reports and geospatial maps in a variety of formats, and they can actively engage with
intelligence analysts in online collaboration spaces.

Intake

Intake is the first of three key fusion center processes supported by Fusion Core Solution6nt ake é r e fceipts
of one of the seven types of service requests that a fusion center will be askedto support and the activities associated
with assigning an analyst to work the request. Additional service request types can be addedto Fusion Core Solution
and the existing types modified or deleted based on operational and analytical requirements.
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Service Request

Report of strange behavior that may require generation of a
Suspicious Activity Report (SAR) to the FBI or DipSand

leads can also include information that comes from citizens
private sector organizations.

A request for a check of criminal history and other files for a
individual, a vehicle, an address, or an organization or
commercial business.

A request for a full intelligence workup on a person or an
organized group or assiatgion. If an intelligence workup
request meets certain criteria, the service request can genel
a SAR.

Request for a strategic or tactical need for imagery, maps, o
geospatial crime analysis.

Request for a filrscope collaboration and intelligence suppor
Web site to organize in support of a special event (SE).

Request for a Financial Crimes Enforcement Network check
under the Bank Secrecy Act, Section 314(a) request, or for
Financial Intelligece Unit (FIU) support regarding suspicious
financial transactions.

Requests for research and analyses in support of evidence
gathering, lead development, and preparation for prosecutol
action.

Analyze

0Anal yzeo r edneradivititstassociated withmthe collection, organization, and visualization of information
about people, places, and things related to criminal or homeland security activities or events.

Through the use of an assortment of analytic tools and techniques, users can determine if information requires either
of the following:

1 Immediate law enforcement or public safety action to prevent or minimize the loss of life.
1 Collection of additional intelligence or information for additional tactical or in -depth strategic analysis.

Aided by information systems such asFusion Core Solution analysts can conduct research and gather information,
identify intelligence gaps, interpret and evaluate information from multiple sources, monitor trends and events

related to criminal and homeland security issues, and prepare formal assessment papers and briefing reportsFrom a
law enforcement perspective, actions resulting from the analysisphase could include the initiation of a formal criminal
investigation, the arrest of a person, the confiscation of property, or the development and dissemination of strategic
threat or criminal assessment.

One key output of the analysis phase is a Suspicious Activity Report (SAR). When a service request form is submitted
and an analyst assgned, the analyst can determine if that service request meets the SAR criteria. If it does, the
analysts can instantiate a SAR from the service requestin addition, analysts can view, accessand search for similar
SARs directly from the map.

Fusion CoreSolution also provides a framework for integrating existing analytic applications into the workflow of the
analysis phase, which means that analystsio longer need to logon to separate applications to do their jobs. This



enhances the ability of fusion centers to visualize patterns and trends to help prevent future acts of terrorism and
crime and to facilitate a faster and more informed response when necessary.

Disseminate

OoDi sseminateé refers to fusion center activities involved
finished intelligence products, SARs, and other reports to appropriate recipients in a secure and auditable fashion.

Actions in the dissemination phase include the preparation of analyst findings and recommendations, the attachment
of analytic studies and visualizations, the selection of recipients and handling caveats, and the actual electronic or
physical (paper) distribution of those pr oducts and documents. The dissemination phase also includes the ability to
request and collect customer feedback regarding the timeliness and utility of all fusion center products.

Manage

Another key benefit of Fusion Core Solutionis the ability to collect and present performance metrics and reports to
fusion center management and users. This data can be used by center management to improve the quality of the
services it delivers and help to justify budget and staffing requests.

Selection of specific performance metrics to be collected and reported are fully customizable based on individual
fusion center needs to monitor activity, develop trends, identify areas of concern, and proactively address those
concerns. Some of the metrics and management reports that Fusion Core Solution provides are listed below.

1 Service Requests by Originator, Type, Priority, or Agency
Service Requests by Critical Infrastructure

Service Requests by Status

Intelligence Products by Type, Recipient, or Priority
Service Response tine by Intake Request

Criminal Intelligence Reports Retained

Criminal Intelligence Reports by Critical Infrastructure
Criminal Intelligence Reports by Organization

Criminal Intelligence Reports by Source Reliability

Criminal Intelligence Reports by Content Reliability
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Analyst Availability and Assignments



Q3. How does Fusion Core Solution address privacy requirements?

Fusion Core Solutionwas developed to provide privacy and security tools to help a Fusion Center comply with federal

and state requirements, including but not limited to:
1 Code of Federal Regulations, Title 28, Chapter 1, Part 23
1 Information Sharing Environmentii Suspicious Activity Report (ISESAR) Functional Standard
1 DHS Protected Critical Infrastructure Information (PCII)
1  Controlled But Unclassified Information (CUI)

State Crimina I Intelligence Standards Code of Federal Regulations, Title 28, Chapter 1, Part 23
Commonly referred to as 28 CFR, Part 23, the purpose of this regulation is to ensure that all criminal intelligence

systemsoperating through financial support provided under the Omnibus Crime Control and Safe Streets Act of 1968

are utilized in conformance with the privacy and constitutional rights of individuals. *

Fusion Core Solution provides functional and technical capabilities necessary to satisfy the following 28 CFR Part 23

requirements.
T Marking information as ocriminal intelligencebo
Documenting ocriminal predicateo
Capturing minimum personal identifying information
Capturing submitting agency information
Documenting information source reliability
Documenting information content reliability
Documenting permissible dissemination levels
Maintaining audit trails and dissemination records

Identifying non -criminal identifying information
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Managing maximum information retentio n periods

Department of Homeland Security Protected Critical Infrastructure Information (PCII)

The DHS PCII Program is an informationprotection program that enhances information sharing between the private
sector and the federal government. DHS and other federal, state, and local analysts use PCII to analyze antelp

secure critical infrastructure and protected systems, identify vulnerabilities and develop risk assessments, and enhance

recovery preparedness measureg.

Fusion Core Solution provides functional and technical capabilities necessary to satisfy the following PCII
requirements.

1  Help securely store and track dissemination of PCII information.
 Track access to PCIl information.

1 Mark all displayed and printed documents that contain PCll information wi t h t he wor ds
Infrastructure I nformation. o6

* Code of Federal Regulations, Title 28, Part 23Criminal Intelligence Systems Operating Policies1993. http:/ecfr.gpoaccess.qov/cgit/textitext -
idx?c=ecfr&sid=d39eedbla7291ddd1ce57b6878c2c02b&rgn=div5&view=text &node=28:1.0.1.1.24&idno=28.

2 Department of Homeland Security. Protected Critical Infrastructure Information (PCIl) Program.
http://www.dhs.gov/xinfoshare/programs/editorial_0404.sh tm.

OProtecte


http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=d39eedb1a7291ddd1ce57b6878c2c02b&rgn=div5&view=text&node=28:1.0.1.1.24&idno=28
http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=d39eedb1a7291ddd1ce57b6878c2c02b&rgn=div5&view=text&node=28:1.0.1.1.24&idno=28
http://www.dhs.gov/xinfoshare/programs/editorial_0404.shtm

1 Remove (delete) PCII designated information when necessary to do so.

Controlled Unclassified Information (CUI)

CUI is a categorical designation that replaces the Sensitive But Unclassified (SBU) category of information and refers
to unclassified information that does not meet the standards for National Security Classification under Executive
Order 12958, as amended but is pertinent to the national interests of the United States or to the important interests
of entities outside the federal government, and under law or policy requires protection from unauthorized disclosure,
special handling safeguards, or prescribedlimits on exchange or dissemination.

As with DHS PCIIFusion Core Solution provides functional and technical capabilities to help securely store and track
dissemination of all CUI.

State Criminal Intelligence Standards (Model)

Fusion Core Solutionwas developed to support security and privacy requirements called out in the California Attorney
General's Model Standards and Procedures for Maintaining Criminal Intelligence Files and Criminal Intelligence
Operational Activities, dated November 2007.* Althou gh requirements for security and privacy can vary from state-to-
state, the California standards and procedures provide a good base from which to support other state -level
requirements for the collection, analysis, storage, sharing, and purging of criminal intelligence files.

Fusion Core Solutionprovides the functional and technical capabilities necessary to satisfy the following state-level
security and privacy requirements.

1 Marking of temporary intelligence files. Under certain circumstances, states mayallow information to be
entered into OoOtemporary intelligence files. 6

Capturing the justification for marking information as temporary intelligence.
Tracking the retention period of temporary intelligence files.

Purging temporary intelligence files or prom oting them to full criminal intelligence status.

= =4 =4 =4

Marking intelligence files with a sensitivity level. States may require that criminal intelligence be marked with
an appropriate Osensitivityé category, such as sensitive

T Document i ng oneed to knowodé and oright to know. 6 States may
knowé and oright to knowé associated with the sharing of

1 Documenting levels of access. States may require an added layer of accesand dissemination control
through the notation of an 0 aengleascsss, brgoeintetacceéss.such as free

*pPresidential Memor andum, oDesignation and Sharing of Controlled Unclassified
http://www.archives.gov/cui/about/index.html .
* http://www.homeland.ca.gov/pdf/civil_liberties/200711_File_Guidelines.pdf.
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Q4. What specific capabilities does Fusion Core Solution provide?

Fusion Core Solutionprovides more than a dozen critical capabilities to help a fusion center processservice requests,
conduct analysis, produce intelligence products and reports, and manage its overall operations. These are described
in the table below.

Fusion Core Solution Functional Capabilities

YES i Integrates with the Microsoft
Active Directory® service; single
sign-on access to multiple
applications

Active Directory and SharePoint

YES i Authoring and data import tools
provided to bring in other geospatial ArcGIS
data

YES i Situational Awareness map and

incident-specific mapping provided ArcGIS

YES i Manage policies, intake,
intelligence products, training SharePoint
materials, and other documents

YES i Track open action items, alerts,

notifications, and other tasks SETEEI

YES i Use prebuilt forms or develop
custom forms and workflows to SharePoint and InfoPath
manage center activities

YES i Use prebuilt forms to collect

teedback from customers SharePoint and InfoPath

YES i Capabilities provided as a set of
reusable and customizable SharePoint
SharePoint Web parts

YES i Wiki enables analysts and
customers to collaborate on criminal, SharePoint
terrorism, and public safety issues

YES i Manage criminal intelligence
collection, retention, and SharePoint
dissemination compliance

YES i Provides tools to search across

. SharePoint
multiple data sources
YES i Provides a customizable view of .
. . SharePoint
fusion center performance metrics
YES i Provides prebuilt management
reports and tools to build custom SQL Reporting Services

reports

11



Q5. How does my organization obtain  Fusion Core Solution ?

Microsoft and ESRI are collaborating to deliver Fusion Core Solution through system integrator business partners. To
find out more about how Fusion CoreSolution can help you meet your mission objectives, please contact your local
ESRI Account Manager.If you do not know who the local ESRI Account Manager is or do not have one, ESRI sales
support staff can help you by calling 800-447-9778 (800-GIS XPRT)You can also ®ntact the Microsoftd Busion Core
Solution team at fusion@microsoft.com.
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Appendix: Sample Views of Fusion Core Solution *

Figure 1. Example Intake form : Used to initiate a Fusion Center service request .

Dox Reports  Admin

Mome: SeTVIce ROGUUST WOTKSpace 20090324+
w02

Figure 2. Example Analyst Workspace: Here is where the Analyst works on the service request.

13



14

Work up Report 3aned  To] [ meed o pine tes fies

WE]  vebice GIS Repon 3aiod T [calied Offcer benes on 3/24/09 10 relay this information

@] PencecRea  yases [

) incideheporting 32509 T [aieeady fued i repor an 5/24/09 10 Agem

T) Acors st
UW--
LE S

licer = —
T agart s
Ageea o
L - -
T Otear s
Aan o

e ——
Dowr o —

T At s

L —
Collgr
T Agarn s .
g - -
L —
fcar

TPRPRERRIEREIORLINE

iy

|

ol

il pick wp on AIR09

Figure 3. Example Dissemination form: Analyst uses this form to track intelligence  dissemination s.

Figure 4. Example Analyst Dashboard: Helps the Analyst keep track of their workload, calendar, and news

alerts.



