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Connections | ams | Advanced
General Security Privacy | Content

Select a 20ne to view or change security settings.

e & / ©

Localintranet  Trusted sites Restricted sites
Internet

This z0ne is for Internet websites, L’

except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this 2one: Medium to High
- I -

)

Medium-high
- Appropriate for most websites
- Prompts before downloading potentially unsafe

content.
- Unsigned ActiveX controls will not be downloaded

Pefaul leye! ]

I Resat all zones to defalt jeyel I

IE8

Internet Options

General | Security | Privacy Content |
Connections Programs | Advanced
Settings
G securty al

[C] adlow active content from CDs bo run on My Computer®

(] Allow active content to run in files on My Computer®

] allow software to run or install even if the signature is inv.

[#] Check fior publisher's certificate revocation

] Check fior server certificate revocation®

[¥] Check for signatures on downleaded programs

] Do ot save encryphed pages to disk

] Empty Temporary Internet Files Folder when browser is ck

Enable DOM Storage

Enable Integrated Windows Authentication™®

Enable native XMLHTTP support

] Enable Safety Fiter

M usessL 2.0 L
& >
*Takes effect after you restart Intermsat Explorer

Restore advanced sattings
Deletes ol temporary files, disables browser
add-ons, and resets al the changed sattings.

“You should only use this If your browser is in an unusable state.

Resat Internet Explorer settings

ok | mevtn | ame | o[ Foo [ e
IE8
( ActiveX )

(IE7, IE6, IE5)

ActiveX




>

. IE5, IE6, IE7, IE8

, IE8
. IE8 ,
) ActiveX
( / / /
) L
, ActiveX

IE6 IE7, IE8 ,

IE7 , .
Windows Vista , Windows XP
Windows oS IE7 IE8
Windows XP
UAC:

PC
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UIPI (User Interface Privilege Isolati on)
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: %UserProfile% HKCU ( )
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Loosely - coupled Int ernet Explorer(LCIE)

Internet Explorer & Process
Model with LCIE

iexplore_exe (Frame / Broker process)

Medium
Protected Mode ™ I
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_______________ q——— - ——
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Windows XP + IE6

Windows XP IE6 , http://intranetsite/
.(dot)

Windows XP + IE7

Windows XP IE7, IE8 , PC
PC

n WINS
N DNS _LDAP._TCP.<dnsdomainsuffix> SRV

Windows Vista + IE7
Windows Vista IE7, IE8 ,

PC
PC ,
OFF ActiveX
A ActiveX DEP/NX

DEP(Data Execution Prevention)
, NX(No eXecute)
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IE6 DEP/NX

DEP/NX

DEP/NX
DEP/NX ActiveX
DEP/NX

DEP/NX

DEP/NX

Internet Options 7=
1 [ Gereral | Security Privacy | Gontent |
| Connections | Programs | Advanced
Settings
Check for server certificate revocation™ ~

Check for signatures on downloaded programs
[[] Do not save encrypted pages to disk
[T Empty Temporary Internet Files folder when browser is dose
Enable DOM Storage
Enable Integrated Windows Authentication™
Enable memory protection to help mitigate online attacks

[AEnable natve XMLATTP suppart

[[] Enable safety Fiter

] usessL 2.0

Use S5 3.0

Use TLS 1.0

wWarn about certificate address mismatch®

[7] wyzrn if changing between secure and not secure mode
i

< |

*Takes effect after you restart Internet Explorer

Restore advanced settings

You should only use this if your browser is in an unusable state.

Reset Internet Explarer settings

Deletes all temaarary files, disables browser
=dd-ons, and resets sl the changed settings.
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N Stack Defense (/GS )

N Safe exception handling (/SafeSEH
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Windows Vista ISV Secu rity
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A ,
Quirks IE7 Standards IE8 Standards
IE=5 IE7 IE8
, IE8 3 IE8
IE8 Standards , IE7 IE7 Standards
, IE6 Quirks 3 IE8
Standard IE8 IE7
A DOCTYPE
DOCTYPE ,HTML
HTML HTML ,

<IDOCTYPE HTML PUBLIC "- //W3C//DTD HTML 4.01//EN"
"http://www.w3.org/TR/html4/strict.dtd">

IE8 HTML DOCTYPE
DOCTYPE URL
DOCTYPE Quirks
HTM)L (Version Quirks
HTML2.0 Quirks
HTML3.0 Quirks




Web

IE8 Standards

X- UA- Compatible
IE=8

N Error! Reference source not found.

HTML4.0 IE8 Standards (Css2.1)
URL IE8 Standards (CSsSs2.1)
HTML4.0 Frameset URL Quirks
" URL IE8 Standards (CSS2.1)
HTML4.0 Transitional URL Quirks
HTML4.0 Strict IE8 Standards (CSsSs2.1)
XHTML IE8 Standards (Css2.1)
XML IE8 Standards (CSS2.1)
UnrecongnizedDOCTYPE IE8 Standards (CSsSs2.1)
A META
IE8 3
HTML DOCTYPE
META (META
)
<meta http - equiv="X- UA- Compatible" content="IE=8">
EOOUEOUC¢
META
Quirks IE=5
IE7 Standards IE=7
IE8 Standards IE=8
IE=edge
A HTTP
Web . Web
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N Error! Reference source not found.

N Error! Reference source not found.

, META
META >HTTP > DOCTYPE
A Compatibility View
DOCTYPE META
, IE8
IE8 IE7 ,
IE8
Compatibility View , Compatibility
View : /
Compatibility View IE8 Web
@U - |§, http:/www.microsoft.com japan/test/ e b | o | X |
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Web User- Agent

. User- Agent
, . Web
, JavaScript
,IE
IE IE
IE User- Agent HTML
IES (8.0)
(User- Agent)
User- Agent ,
User- Agent ,
IE8 User- Agent
:Mozilla/4 .0(compatible;MSIE8.0;WindowsNT6.0)
IE8 , User- Agent
User- Agent
Il User- Agent , ver
if(ver == 7.0)
INE7.0
ogl ¢~
User- Agent
Il User- Agent ,ver
if(ver >= 7.0)
INE7.0 (IE8.0 )
0gi ¢~ '
( )

URL:http://msdn.microsoft.com/ja - jp/ie/cc216837.aspx#yuza
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, MSDN

URL:http://msdn2.microsoft.com/en - us/library/ms537509.aspx

( )
, HTML , IE
. IE CSS(Cascading Style Sheets)
IE8 ,
CSS

<head>

<title>Test Page</title>

<![ifeq IE7 ]>

IE7

<![endif] -- >

</head>

IE8 . IE7

IE8

<head>

<title>Test Page</title>

<![if gte IE7]>

IE7

<![endif] -- >

</head>

, IE8 IE8

<head>

<title>TestPage</title>

<! [if gte IE8]>

IE8

<l[endif] -- >

<! [if eq IE7]>

IE7

<l[endif] -- >

</head>
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ActiveX
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A ActiveX

IE8 Web ActiveX
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Internet Options

Geeneral Security Privacy Cantent

Connections Programs Advanced Manage Add-ons &l

Inkernet programs

Manage Internet Explorer Ad

ons
.+ ¥ou can specify which program Windows automatically uses for
9/ cath Internet service.

View and manage add-ans that are installed on your computer, Disable add-ons to traubleshoat problems with Windows Inte...
HTML editar:

MName: Publisher Status  Date added Version
E-mail: Microsoft Office Qutlook v

- & Toalbars and Extensions
Internet Call: Hethe sting v
v

h Prov

Shackwave Flash ©... Adobe Systems Incorporated  Enabled  2008/03/25 1132 9.0.124.0
B Windows Messenger Enabled
F4ANYLAD) Enabled 60290020

Calendar: w yH=FR) Microsoft Corparation Enabled  2006/10/26 20:12  12.0.4518.0

Add-ons currently loaded inInter ¥ |
Default web browser

Internet Explarer is the default web Adobe PDF Link Helper
browser,

Adobe Systems, Incorporated

Tell e | Internet Explorer is not the default web browser, esiohd el Type: Browser Helper Object
N " Date added: 200865 119, 2233 Search for this add-on via default search provider
Manage add-ons More information

Enable or disable browser add-ons

installed in your system

Find mare add-ons...
Leam mare about add-ans

A Zoom v2

IE8

IE7 , IE8 . IE6

URL

URL

, IE7

Address bar

Content Area P Content Area

Status Bar

Status Bar

IE6 IE7
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menu

A W3C
W3C

IE8

IE8

(Accelerator)

(Web Slices)

IE8

%" LasVegas79° | ' ManBitesDog (') Hurricane

All time

sl

msn. “ weather

l -)Openw?;page 7< Delete

are

1 v
J Xf 79°F
Feels like: 79°F
Clear
rometer: 29.8in+ Wind: 8 mph ESE
Dewpoint: 19¢ Sunrise: 6:43 AM
Humidity: 10% Sunset: 6:10 PM
Visibiity: 10mées UVIndex: 6High
Observed at Las Vegas: North Las Vegas Airport

3
P

3

ARIA

ARIA(Accessible Rich Internet Application)

ARIA

g’

T

ul

context

ARIA
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IE8 . CSS 2.1

1. @page

2. left, right, first

3.page - break- after page - break- before avoid","left","right"
4. page - break- inside

5. windows

6. orphans

API
APl CSS )

getElementByld . IE8
API id

API

API

IE ; ;
. E7 (UAC) IWebBrowser2
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IE8
IE8

HTML, CSS

JScript

A DOM(Document Object Model)

s Wehoo! JAPSN - Dewsloper Toods [E=miE=a |
Bl Fiod Digsble ey Dulline [rapge: Cache Tools Vabdabe | Browsar Mode: B3 Dooument Moda: Quirke =
T Sesrh HTHL =\
P EEE TGN ] EmE
prs dap -+ m-ails * e | Leyst Trecs Seybe

IE6 IE
. IE8
A URI
URI , CSS
URL
URL
A (memory leak)
IE8
DOM
leak)
JScript JScript
, DOM
DOM JScript

(memory leak) . IE6

DOM

IE7

URI

, JScript
(memory

, JScript
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. E7

AJAX
IE8 ,

(ACR=Automatic Crash Recovery)

LCIE (Loosely - Coupled Internet Explorer)

(memory leak)

AJAX

, IE8
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IE5 / 2000 IE6 / XP SP2 IE7 /Vista IE8 /Vista
Enterprise Enterprise
Loose XAML
A A A A
.NET Framework XAML
A A A A
XPS
A A A A
.NET Framework
A A A A
Authenticode
.NET Framework
A A A A
Authenticode
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