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Migrate Roles and Features to Windows 
Server 

Migration documentation and tools ease the process of migrating server roles, features, operating 

system settings, and data from an existing server that is running Windows Server 2003, Windows 

Server 2008, Windows Server 2008 R2, Windows Server 2012, or Windows Server 2012 R2 to a 

computer that is running Windows Server 2012 R2. By using migration guides linked to on this 

page (and where appropriate, Windows Server Migration Tools) to migrate roles, role services, 

and features, you can simplify deployment of new servers (including those that are running the 

Server Core installation option of Windows Server 2012 R2 or Windows Server 2012, and virtual 

servers), reduce migration downtime, increase accuracy of the migration process, and help 

eliminate conflicts that could otherwise occur during the migration process. 

Most of the migration documentation and tools featured in this section support cross-architecture 

migrations (x86-based to x64-based computing platforms), migrations between physical and 

virtual environments, and migrations between both the full and Server Core installation options of 

the Windows Server operating system, where available. 

In Windows Server 2012 and later releases of Windows Server, Windows Server Migration Tools 

supports cross-subnet migrations. 

Migration guides 
The following are available resources for migrating roles to Windows Server 2012 or Windows 

Server 2012 R2. 

Windows Server roles, role services, and features 

Windows Server Migration guides provide you with instructions for migrating a single role, role 

service, or feature to a server that is running Windows Server 2012 or Windows Server 2012 R2. 

Guides do not contain instructions for migration when the source server is running multiple roles. 

If your server is running multiple roles, it is recommended that you design a custom migration 

procedure specific to your server environment, based on the information provided in other 

migration guides. 

¶ Migrate Roles and Features to Windows Server 2012 R2 

¶ Migrate Roles and Features to Windows Server 2012 

Windows Server Migration Tools 
Windows Server Migration Tools, available as a feature in Windows Server 2012 R2 and 

Windows Server 2012, allows an administrator to migrate some server roles, features, operating 

system settings, shares, and other data from computers that are running certain editions of 
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Windows Server 2003, Windows Server 2008, Windows Server 2008 R2, Windows Server 2012, 

or Windows Server 2012 R2 to computers that are running Windows Server 2012 or Windows 

Server 2012 R2. 

Not all migrations require or use Windows Server Migration Tools. Guides for migrations that 

require Windows Server Migration Tools clearly state that Windows Server Migration Tools setup 

is part of the migration process, and provide specific instructions for how to use Windows Server 

Migration Tools. 

To use Windows Server Migration Tools, the feature must be installed on both source and 

destination computers as described in the following guide. 

Install, Use, and Remove Windows Server Migration Tools 

See Also 
Migrating Roles and Features to Windows Server 

Migrate Roles and Features to Windows 
Server 2012 R2 

Migration documentation and tools ease the process of migrating server roles, features, operating 

system settings, and data from an existing server that is running Windows Server 2003, Windows 

Server 2008, Windows Server 2008 R2, Windows Server 2012, or Windows Server 2012 R2 to a 

computer that is running Windows Server 2012 R2. By using migration guides linked to on this 

page (and where appropriate, Windows Server Migration Tools) to migrate roles, role services, 

and features, you can simplify deployment of new servers (including those that are running the 

Server Core installation option of Windows Server 2012 or Windows Server 2012 R2, and virtual 

servers), reduce migration downtime, increase accuracy of the migration process, and help 

eliminate conflicts that could otherwise occur during the migration process. 

In this section 
¶ Active Directory Certificate Services Migration Guide for Windows Server 2012 R2 

¶ Migrating Active Directory Federation Services Role Service to Windows Server 2012 R2 

¶ Migrate DHCP Server to Windows Server 2012 R2 

¶ Migrate Hyper-V to Windows Server 2012 R2 from Windows Server 2012 

¶ Migrate File and Storage Services to Windows Server 2012 R2 

¶ File and Storage Services: Migrate an iSCSI Software Target 

¶ Migrate Remote Desktop Services to Windows Server 2012 R2 

¶ Migrate Cluster Roles to Windows Server 2012 R2 

¶ Migrate Network Policy Server to Windows Server 2012 R2 

 

http://technet.microsoft.com/windowsserver/jj554790.aspx
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See Also 
Migrating Roles and Features to Windows Server 

Active Directory Certificate Services 
Migration Guide for Windows Server 2012 R2 

About this guide 
This document provides guidance for migrating a certification authority (CA) to a server that is 

running Windows Server 2012 R2 from a server that is running Windows Server 2012, Windows 

Server 2008 R2, Windows Server 2008, Windows Server 2003 R2, or Windows Server 2003.  

Target audience 

¶ Administrators or IT operations engineers responsible for planning and performing CA 

migration.  

¶ Administrators or IT operations engineers responsible for the day-to-day management and 

troubleshooting of networks, servers, client computers, operating systems, or applications. 

¶ IT operations managers accountable for network and server management. 

¶ IT architects responsible for computer management and security throughout an organization. 

Supported migration scenarios 
This guide provides you with instructions for migrating an existing server that is running Active 

Directory® Certificate Services (AD CS) to a server that is running Windows Server 2008 R2 or 

Windows Server 2012 R2. This guide does not contain instructions for migration when the source 

server is running multiple roles. If your server is running multiple roles, you should design a 

custom migration procedure that is specific to your server environment, based on the information 

provided in other role migration guides. To view migration guides for other server roles, see 

Migrate Roles and Features to Windows Server 2012 R2. 

This guide can be used to migrate a CA from a source server that is also a domain 

controller to a destination server with a different name. However, migration of a domain 

controller is not covered by this guide. For information about Active Directory Domain 

Services (AD DS) migration, see Active Directory Domain Services and DNS Server 

Migration Guide (http://go.microsoft.com/fwlink/?LinkId=179357). 

Note  

http://technet.microsoft.com/windowsserver/jj554790.aspx
http://go.microsoft.com/fwlink/?LinkId=179357
http://go.microsoft.com/fwlink/?LinkId=179357
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Supported operating systems 

This guide supports migrations from source servers running the operating system versions and 

service packs listed in the following table. All migrations described in this document assume that 

the destination server is running Windows Server 2012 R2 as specified in the following table. 
 

Source server 

processor 

Source server operating 

system 

Destination server 

operating system 

Destination server 

processor 

x64-based Windows Server 2012 R2 Windows Server 2012 

R2, Server with a GUI 

only (not Server Core or 

Minimal Server 

Interface)  

x64-based 

x64-based Windows Server 2012 Windows Server 2012 

R2 or Windows Server 

2012, Server with a GUI 

only (not Server Core or 

Minimal Server 

Interface) 

x64-based 

x64-based Windows Server 2008 R2 Windows Server 2012 

R2or Windows Server 

2012, Server with a GUI 

only (not Server Core or 

Minimal Server 

Interface) or Windows 

Server 2008 R2, both 

full and Server Core 

installation options 

x64-based 

x86-based or x64-

based 

Windows Server 2008 Windows Server 2012 

R2or Windows Server 

2012, Server with a GUI 

only (not Server Core or 

Minimal Server 

Interface) or Windows 

Server 2008 R2, both 

full and Server Core 

installation options 

x64-based 

x86-based or x64-

based 

Windows Server 2003 R2 Windows Server 2012 

R2or Windows Server 

2012, Server with a GUI 

only (not Server Core or 

x64-based 
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Source server 

processor 

Source server operating 

system 

Destination server 

operating system 

Destination server 

processor 

Minimal Server 

Interface) or Windows 

Server 2008 R2, both 

full and Server Core 

installation options 

x86-based or x64-

based 

Windows Server 2003 with 

Service Pack 2 

Windows Server 2012 

R2or Windows Server 

2012, Server with a GUI 

only (not Server Core or 

Minimal Server 

Interface) or Windows 

Server 2008 R2, both 

full and Server Core 

installation options 

x64-based 

 

In-place upgrades directly from Windows Server 2003 with Service Pack 2 or Windows 

Server 2003 R2 to Windows Server 2012 R2 are not supported. If you are running an 

x64-based computer, you can upgrade the CA role service from Windows Server 2003 

with Service Pack 2 or Windows Server 2003 R2 to Windows Server 2008 or Windows 

Server 2008 R2 first and then upgrade to Windows Server 2012 R2 or Windows Server 

2012. 

What this guide does not provide 
¶ Procedures to upgrade to Windows Server 2012 R2, Windows Server 2012, or Windows 

Server 2008 R2 

¶ Procedures to migrate additional server roles 

¶ Procedures to migrate additional AD CS role services 

In general, migration is not required for the following AD CS role services. Instead, you can install 

and configure these role services on computers running Windows Server 2008 R2 or Windows 

Server 2012 by completing the role service installation procedures. For information about the 

impact of CA migration on other AD CS role services, see Impact of migration on other computers 

in the enterprise. 

¶ CA Web Enrollment (http://go.microsoft.com/fwlink/?LinkId=179360) 

¶ Online Responder (http://go.microsoft.com/fwlink/?LinkId=143098) 

¶ Network Device Enrollment (http://go.microsoft.com/fwlink/?LinkId=179362) 

¶ Certificate Enrollment Web Services (http://go.microsoft.com/fwlink/?LinkId=179363) 

Note  

http://go.microsoft.com/fwlink/?LinkId=179360
http://go.microsoft.com/fwlink/?LinkId=143098
http://go.microsoft.com/fwlink/?LinkId=179362
http://go.microsoft.com/fwlink/?LinkId=179363
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CA migration overview 
Certification authority (CA) migration involves several procedures, which are covered in the 

following sections. 

During the migration procedure, you are asked to turn off your existing CA (either the 

computer or at least the CA service). You are asked to name the destination CA with the 

same name that you used for the original CA. The computer name, (hostname or 

NetBIOS name), does not have to match that of the original CA. However, the destination 

CA name must match that of the source CA. Further, the destination CA name must not 

be identical to the destination computer name.  

It is possible to install a new PKI hierarchy while still leveraging an existing PKI hierarchy. 

However, doing so requires designing a new PKI, which is not covered in this guide. For 

an informal overview of how a dual PKI could work for an organization, see the following 

Ask DS blog post: Moving Your Organization from a Single Microsoft CA to a Microsoft 

Recommended PKI. 

Preparing to migrate 

¶ Preparing your destination server 

¶ Backing up your source server 

¶ Preparing your source server 

Migrating the certification authority 

¶ Backing up a CA database and private key 

¶ Backing up CA registry settings 

¶ Backing up CAPolicy.inf 

¶ Removing the CA role service from the source server 

¶ Removing the source server from the domain 

¶ Joining the destination server to the domain 

¶ Adding the CA role service to the destination server 

¶ Restoring the CA database and configuration on the destination server 

¶ Granting permissions on AIA and CDP containers 

¶ Additional procedures for failover clustering (optional) 

Verifying the migration 

¶ Verifying certificate enrollment 

¶ Verifying CRL publishing 

Warning  

Note  

http://blogs.technet.com/b/askds/archive/2010/08/23/moving-your-organization-from-a-single-microsoft-ca-to-a-microsoft-recommended-pki.aspx
http://blogs.technet.com/b/askds/archive/2010/08/23/moving-your-organization-from-a-single-microsoft-ca-to-a-microsoft-recommended-pki.aspx
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Post-migration tasks 

¶ Upgrading certificate templates in Active Directory Domain Services (AD DS) 

¶ Retrieving certificates after a host name change 

¶ Restoring Active Directory Certificate Services (AD CS) to the source server in the event of 

migration failure 

¶ Troubleshooting migration 

Impact of migration 

Impact of migration on the source server 

The CA migration procedures described in this guide include decommissioning the source server 

after migration is completed and CA functionality on the destination server has been verified. If 

the source server is not decommissioned, then the source server and destination server must 

have different names. Additional steps are required to update the CA configuration on the 

destination server if the name of the destination server is different from the name of the source 

server.  

Impact of migration on other computers in the enterprise 

During migration, the CA cannot issue certificates or publish CRLs. 

To ensure that revocation status checking can be performed by domain members during CA 

migration, it is important to publish a CRL that is valid beyond the planned duration of the 

migration. 

Because the authority identification access and CRL distribution point extensions of previously 

issued certificates may reference the name of the source CA, it is important to either continue to 

publish CA certificates and CRLs to the same location or provide a redirection solution. For an 

example of configuring IIS redirection, see Redirecting Web Sites in IIS 6.0. 

Permissions required to complete the migration 
To install an enterprise CA or a standalone CA on a domain member computer, you must be a 

member of the Enterprise Admins group or Domain Admins group in the domain. To install a 

standalone CA on a server that is not a domain member, you must be a member of the local 

Administrators group. Removal of the CA role service from the source server has the same group 

membership requirements as installation. 

Estimated duration 
The simplest CA migration can typically be completed within one to two hours. The actual 

duration of CA migration depends on the number of CAs and the sizes of CA databases. 

http://go.microsoft.com/fwlink/?LinkID=179366
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See also 
¶ Prepare to Migrate 

¶ Migrating the Certification Authority 

¶ Verifying the Certification Authority Migration 

¶ Post-Migration Tasks 

¶ Migrating Roles and Features in Windows Server 

Prepare to Migrate 

To reduce the duration of the migration process, you can complete the procedures detailed in this 

topic before beginning the migration process and taking the certification authority (CA) offline. 

¶ Preparing your destination server 

¶ Backing up your source server 

¶ Preparing your source server 

Preparing your destination server 

Hardware requirements for the destination server 

The hardware requirements to install any of the Active Directory Certificate Services (AD CS) role 

services are the same as the minimum and recommended configurations for installation of 

Windows Server 2012 R2. This section includes the general hardware recommendations for 

Windows Server 2012 R2. For detailed requirements, see System Requirements and Installation 

Information for Windows Server 2012 R2. 

Hardware requirements for AD CS 

In addition to the hardware requirements for the operating system, consider these storage and 

performance requirements for optimal CA performance and availability: 

¶ The disk space requirements for a CA database depend on the number of certificates that the 

CA issues. Because a CA stores certificate requests, the issued certificates, and optionally, 

archived key material, 64 KB of database space per certificate is recommended. 

¶ The operating system, the CA database, and the CA log files should be stored on separate 

physical disk drives in a multidisk configuration. For optimal CA performance and reliability, 

consider a redundant array of independent disks (RAID) system, such as RAID 5 for the CA 

database and log files and RAID 1 or RAID 0+1 for the operating system. A recommended 

minimum hard disk speed is 10,000 RPM. 

¶ Processor power is generally more important to CA performance than system memory 

capacity. 

http://technet.microsoft.com/windowsserver/jj554790.aspx
http://technet.microsoft.com/library/dn303418.aspx
http://technet.microsoft.com/library/dn303418.aspx
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¶ Failover clusters have additional hardware, software, and networking requirements. For more 

information, see Failover Cluster Requirements 

(http://go.microsoft.com/fwlink/?LinkId=179369). 

¶ If a hardware security module (HSM) is used by the CA, consult with your HSM vendor to 

verify compatibility with Windows Server 2012 R2. 

Software requirements for the destination server 

Enterprise CAs can be installed on computers running any version of Windows Server 2012 R2.  

When AD CS in Windows Server 2012 R2 is installed in an Active Directory Domain Services 

(AD DS) domain, the AD DS schema version must be at least 30 and all domain controllers in the 

domain must be running one of the following operating systems: 

¶ Windows Server 2012 R2 

¶ Windows Server 2012 

¶ Windows Server 2008 with Service Pack 1 (SP1) 

¶ Windows Server 2008 

¶ Windows Server 2003 R2 

¶ Windows Server 2003 with Service Pack 2 (SP2) 

¶ Windows Server 2003 with SP1 

¶ Windows Server 2003 

Domain controllers running Windows 2000 Server with Service Pack 4 (SP4) or 

Windows 2000 Server with Service Pack 3 (SP3) are technically compatible with AD CS 

deployments. However, the use of Windows 2000 Server is not recommended because 

Mainstream Support is no longer available for this operating system. For more 

information, see Microsoft Support Lifecycle 

(http://go.microsoft.com/fwlink/?LinkId=117347). 

If an HSM is used by the CA, consult your HSM vendor to verify cryptographic service provider 

(CSP) and key service provider (KSP) compatibility with Windows Server 2012 R2 depending on 

the operating system to be used. 

Installing the Operating System 

To reduce the duration of the migration process, you can prepare the destination server by 

completing the following procedures before beginning the migration process and taking the 

source CA offline. 

¶ Review the hardware and software requirements in the previous sections. 

¶ Install Windows Server 2012 R2. For more information, see System Requirements and 

Installation Information for Windows Server 2012 R2. 

¶ Install updates by using Windows Update. 

Note  

http://go.microsoft.com/fwlink/?LinkId=179369
http://go.microsoft.com/fwlink/?LinkId=117347
http://technet.microsoft.com/library/dn303418.aspx
http://technet.microsoft.com/library/dn303418.aspx
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¶ (Optional) Install failover clustering by reviewing the Active Directory Certificate Services (AD 

CS) Clustering documentation. 

If you are migrating to a Server Core installation you should configure the server for remote 

management, which is disabled by default. 

1. Log on as an administrator. 

2. Type sconfig.cmd and press ENTER. 

3. Perform the following tasks by completing the procedures described in Configuring a 

Server Core installation with Sconfig.cmd: 

a. Configure network settings as required for your environment. 

b. Join the server to your domain. This step is required if you are setting up an 

enterprise CA and optional if you are setting up a standalone CA. 

c. Configure Remote Management to enable MMC Remote Management or Server 

Manager Remote Management. 

d. Enable Remote Desktop (optional). 

4. Type 13 and press ENTER to close sconfig.cmd. 

For information on configuring remote management in see Configure Remote 

Management in Server Manager. 

Backing up your source server 
Back up your source server to prepare for recovery of the source CA in the event of migration 

failure. 

For information about backing up Windows Server 2012 R2 or Windows Server 2012, see 

Windows Server Backup. 

For more information about creating backups in Windows Server 2008, see the Windows Server 

Backup Step-by-Step Guide for Windows Server 2008 

(http://go.microsoft.com/fwlink/?LinkId=119141). 

For more information about creating system state backups in Windows Server 2003, see article 

326216 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=117369). 

Detailed procedures for backing up the source CA database, private key, and registry settings are 

provided in the topic Migrating the Certification Authority. 

Preparing your source server 
To reduce the duration and impact of CA migration, the following procedures should be 

completed before you begin migration: 

¶ Back up the CA templates list (required only for enterprise CAs). 

Configure remote management on Server Core 

Note  

http://social.technet.microsoft.com/wiki/contents/articles/9256.active-directory-certificate-services-ad-cs-clustering-en-us.aspx
http://social.technet.microsoft.com/wiki/contents/articles/9256.active-directory-certificate-services-ad-cs-clustering-en-us.aspx
http://technet.microsoft.com/library/ee441254(v=ws.10)
http://technet.microsoft.com/library/ee441254(v=ws.10)
http://technet.microsoft.com/library/hh921475
http://technet.microsoft.com/library/hh921475
http://go.microsoft.com/fwlink/?LinkId=247621
http://go.microsoft.com/fwlink/?LinkId=119141
http://go.microsoft.com/fwlink/?LinkId=119141
http://go.microsoft.com/fwlink/?LinkId=117369
http://go.microsoft.com/fwlink/?LinkId=117369
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¶ Record the CA's CSP and signature algorithm. 

¶ Publish a CRL with an extended validity period. 

Backing up a CA templates list 

An enterprise CA can have certificate templates assigned to it. You should record the assigned 

certificate templates before beginning the CA migration. The information is not backed up with the 

CA database or registry settings backup. This is because certificate templates and their 

association with enterprise CAs are stored in AD DS. You will need to add the same list of 

templates to the destination server to complete CA migration. 

It is important that the certificate templates assigned to the source CA are not changed 

after this procedure is completed. 

You can determine the certificate templates assigned to a CA by using the Certification Authority 

snap-in or the Certutil.exe ïcatemplates command. 

1. Log on with local administrative credentials to the CA computer. 

2. Open the Certification Authority snap-in. 

3. In the console tree, expand Certification Authority, and click Certificate Templates. 

4. Record the list of certificate templates by taking a screen shot or by typing the list into a 

text file. 

1. Log on with local administrative credentials to the CA computer. 

2. Open a Command Prompt window. 

3. Type the following command and press ENTER. 

certutil.exe ïcatemplates > catemplates.txt  

4. Verify that the catemplates.txt file contains the templates list. 

Note  

If no certificate templates are assigned to the CA, the file contains an error 

message: 0x80070490 (Element not found). 

Recording a CA's signature algorithm and CSP 

During CA installation on the destination server, you can specify the signature algorithm and CSP 

used by the CA, or accept the default configuration. If your source CA is not using the default 

configuration, then you should complete the following procedure to record the CSP and signature 

algorithm. 

Note  

To record a CA templates list by using the Certification Authority snap-in 

To record a CA templates list by using Certutil.exe 
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If an HSM is used by the source CA, follow procedures provided by the HSM vendor to 

determine the HSM CSP. 

1. Log on with local administrative credentials to the CA computer. 

2. Open a Command Prompt window. 

3. Type the following command and press ENTER. 

certutil.exe ïgetreg ca \ csp \ * > csp.txt  

4. Verify that the csp.txt file contains the CSP details. 

Publishing a CRL with an extended validity period 

Before beginning CA migration, it is a good practice to publish a CRL with a validity period that 

extends beyond the planned migration period. The validity period of the CRL should be at least 

the length of time that is planned for the migration. This is necessary to enable certificate 

validation processes on client computers to continue during the migration period. 

You should publish a CRL with an extended validity period for each CA being migrated. This 

procedure is particularly important in the case of a root CA because of the potentially large 

number of certificates that would be affected by the unavailability of a CRL. 

By default, the CRL validity period is equal to the CRL publishing period plus 10 percent. After 

determining an appropriate CRL validity period, set the CRL publishing interval and manually 

publish the CRL by completing the following procedures: 

Record the value of the CRL publishing period before changing it. After migration is 

complete, the CRL publishing period should be reset to its previous value.  

¶ Schedule the publication of the certificate revocation list 

¶ Manually publish the certificate revocation list 

Client computers download a new CRL only after the validity period of a locally cached 

CRL expires. Therefore, you should not use a CRL validity period that is excessively 

long. 

Next steps 
After completing the procedures to prepare the source and destination servers, you should review 

the topic Migrating the Certification Authority and complete the procedures appropriate for your 

specific migration scenario.  

Note  

To record a CA's CSP by using Certutil.exe 

Important  

Caution  

http://technet.microsoft.com/library/cc781735(WS.10).aspx
http://technet.microsoft.com/library/cc778151(WS.10).aspx
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See also 
¶ Active Directory Certificate Services Migration Guide for Windows Server 2012 R2 

¶ Migrating the Certification Authority 

¶ Verifying the Certification Authority Migration 

¶ Post-Migration Tasks 

¶ Migrate Roles and Features to Windows Server 2012 R2 

Migrating the Certification Authority 

Review all procedures in this topic and complete only the procedures that are required for your 

migration scenario. 

¶ Backing up a CA database and private key 

¶ Backing up CA registry settings 

¶ Backing up CAPolicy.inf 

¶ Removing the CA role service from the source server 

¶ Removing the source server from the domain 

¶ Joining the destination server to the domain 

¶ Adding the CA role service to the destination server 

¶ Restoring the CA database and configuration on the destination server 

¶ Granting permissions on AIA and CDP containers 

¶ Additional procedures for failover clustering 

This is an optional set of steps if you are migrating to a failover cluster. 

Backing up a CA database and private key 
You can back up the CA database and private key by using the Certification Authority snap-in or 

by using Certutil.exe at a command prompt. Complete either one of the backup procedures 

described in this section. 

If a hardware security module (HSM) is used by the CA, back up the private keys by 

following procedures provided by the HSM vendor. 

After completing backup steps, the Active Directory Certificate Services service (Certsvc) should 

be stopped to prevent issuance of additional certificates. Before adding the CA role service to the 

destination server, the CA role service should be removed from the source server. 

The backup files created during these procedures should be stored in the same location to 

simplify the migration. The location should be accessible from the destination server; for example, 

removable media or a shared folder on the destination server or another domain member. 

Note  
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Backing up a CA database and private key by using the 
Certification Authority snap-in 

The following procedure describes the steps to back up the CA database and private key by 

using the Certification Authority snap-in while logged on to the source CA. 

If you prefer, you can use the certutil application to back up the CA database and private 

key. Using certutil for CA backup is covered in the next section. 

You must use an account that is a CA administrator. On an enterprise CA, the default 

configuration for CA administrators includes the local Administrators group, the Enterprise 

Admins group, and the Domain Admins group. On a standalone CA, the default configuration for 

CA administrators includes the local Administrators group. 

1. Choose a backup location and attach media, if necessary. 

2. Log on to the source CA. 

3. Open the Certification Authority snap-in. 

4. Right-click the node with the CA name, point to All Tasks, and then click Back Up CA. 

5. On the Welcome page of the CA Backup wizard, click Next. 

6. On the Items to Back Up page, select the Private key and CA certificate and 

Certificate database and certificate database log check boxes, specify the backup 

location, and then click Next. 

7. On the Select a Password page, type a password to protect the CA private key, and 

click Next. 

Security  

Use a strong password; for example, at least eight characters long with a 

combination of uppercase and lowercase characters, numbers, and punctuation 

characters. 

8. On the Completing the Backup Wizard page, click Finish. 

9. After the backup completes, verify the following files in the location you specified: 

¶ CAName.p12 containing the CA certificate and private key 

¶ Database folder containing files certbkxp.dat, edb#####.log, and CAName.edb 

10. Open a Command Prompt window, and type net stop certsvc to stop the Active 

Directory Certificate Services service. 

Important  

The service should be stopped to prevent issuance of additional certificates. If 

certificates are issued by the source CA after a database backup is completed, 

repeat the CA database backup procedure to ensure the database backup 

contains all issued certificates. 

11. Copy all backup files to a location that is accessible from the destination server; for 

Note  

To back up a CA database and private key by using the Certification Authority snap-in 
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example, a network share or removable media. 

Security  

The private key must be protected against compromise. Protect a shared folder 

by limiting its access control list to authorized CA administrators. Protect 

removable media against unauthorized access and damage. 

Backing up a CA database and private key by using Windows 
PowerShell 

The following procedure describes the steps to back up the CA database and private key by 

using the Backup-CARoleService cmdlet while logged on to the source CA. 

You must use an account that is a CA administrator. On an enterprise CA, the default 

configuration for CA administrators includes the local Administrators group, the 

Enterprise Admins group, and the Domain Admins group. On a standalone CA, the 

default configuration for CA administrators includes the local Administrators group. 

1. Log on with local administrative credentials to the CA computer. 

2. Right-click Windows PowerShell and click Run as Administrator. 

3. Type the following command and press ENTER: 

Backup - CARoleService ïpath <BackupDirectory>  

Note  

BackupDirectory specifies the directory in which the backup files are created. 

The specified value can be a relative or absolute path. If the specified directory 

does not exist, it is created. The backup files are created in a subdirectory named 

Database. 

4. The service must be stopped to prevent issuance of additional certificates. Type the 

following command and press ENTER: 

Stop - service  certsvc  

5. After the backup completes, verify the following files in the location you specified: 

¶ CAName.p12 containing the CA certificate and private key 

¶ Database folder containing files certbkxp.dat, edb#####.log, and CAName.edb 

6. Copy all backup files to a location that is accessible from the destination server; for 

example, a network share or removable media. 

Security  

The private key must be protected against compromise. Protect a shared folder 

by granting permission to only authorized CA administrators. Protect removable 

Important  

To back up a CA database and private key by using Windows PowerShell 
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media against unauthorized access and damage. 

Backing up a CA database and private key by using Certutil.exe 

The following procedure describes the steps to back up the CA database and private key by 

using Certutil.exe while logged on to the source CA. 

You must use an account that is a CA administrator. On an enterprise CA, the default 

configuration for CA administrators includes the local Administrators group, the 

Enterprise Admins group, and the Domain Admins group. On a standalone CA, the 

default configuration for CA administrators includes the local Administrators group. 

1. Log on with local administrative credentials to the CA computer. 

2. Open a Command Prompt window. 

3. Type Certutil.exe ïbackupdb <BackupDirectory> and press ENTER. 

4. Type Certutil.exe ïbackupkey <BackupDirectory> and press ENTER. 

Note  

BackupDirectory specifies the directory in which the backup files are created. 

The specified value can be a relative or absolute path. If the specified directory 

does not exist, it is created. The backup files are created in a subdirectory named 

Database. 

5. Type a password at the prompt, and press ENTER. You must retain a copy of the 

password to access the key during CA installation on the destination server. 

Security  

Use a strong password; for example, at least eight characters with a combination 

of uppercase and lowercase characters, numbers, and symbols. 

6. Type net stop certsvc and press ENTER to stop the Active Directory Certificate 

Services service. The service must be stopped to prevent issuance of additional 

certificates. 

7. After the backup completes, verify the following files in the location you specified: 

¶ CAName.p12 containing the CA certificate and private key 

¶ Database folder containing files certbkxp.dat, edb#####.log, and CAName.edb 

8. Copy all backup files to a location that is accessible from the destination server; for 

example, a network share or removable media. 

Security  

The private key must be protected against compromise. Protect a shared folder 

by granting permission to only authorized CA administrators. Protect removable 

media against unauthorized access and damage. 

Important  

To back up a CA database and private key by using Certutil.exe 
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Backing up CA registry settings 
Complete one of the following procedures to back up the CA registry settings. 

The files created during the backup procedure should be stored in the same location as the 

database and private key backup files to simplify the migration. The location should be accessible 

from the destination server; for example, removable media or a shared folder on the destination 

server or another domain member. 

You must be logged on to the source CA using an account that is a member of the local 

Administrators group. 

1. Click Start, point to Run, and type regedit to open the Registry Editor. 

2. In HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet \ Services \ CertSvc , right-click 

Configuration, and then click Export. 

3. Specify a location and file name, and then click Save. This creates a registry file 

containing CA configuration data from the source CA. 

4. Copy the registry file to a location that is accessible from the destination server; for 

example, a shared folder or removable media. 

1. Open a Command Prompt window. 

2. Type reg export 

HKLM\SYSTEM\CurrentControlSet\Services\CertSvc\Configuration <output file>.reg 

and press ENTER. 

3. Copy the registry file to a location that is accessible from the destination server; for 

example, a shared folder or removable media. 

Backing up CAPolicy.inf 
If your source CA is using a custom CAPolicy.inf file, you should copy the file to the same location 

as the source CA backup files. 

The CAPolicy.inf file is located in the %SystemRoot% directory, which is usually C:\Windows. 

Removing the CA role service from the source 
server 
It is important to remove the CA role service from the source server after completing backup 

procedures and before installing the CA role service on the destination server. Enterprise CAs 

and standalone CAs that are domain members store in Active Directory Domain Services 

(AD DS) configuration data that is associated with the common name of the CA. Removing the 

CA role service also removes the CA's configuration data from AD DS. Because the source CA 

To back up CA registry settings by using Regedit.exe 

To back up CA registry settings by using Reg.exe 
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and destination CA share the same common name, removing the CA role service from the source 

server after installing the CA role service on the destination server removes configuration data 

that is required by destination CA and interferes with its operation. 

The CA database, private key, and certificate are not removed from the source server by 

removing the CA role service. Therefore, reinstalling the CA role service on the source server 

restores the source CA if migration fails and performing a rollback is required. See Restoring 

Active Directory Certificate Services (AD CS) to the source server in the event of migration 

failure. 

Although it is not recommended, some administrators may choose to leave the CA role 

service installed on the source server to enable the source CA to be brought online 

quickly in the case of migration failure. If you choose not to remove the CA role service 

from the source server before installing the CA role service on the destination server, it is 

important that you disable the Active Directory Certificate Services service (Certsvc) and 

shut down the source server before installing the CA role service on the destination 

server. Do not remove the CA role service from the source server after completing the 

migration to the destination server. Removing the CA role service from the source server 

after migrating to the destination server interferes with the operation of the destination 

CA. 

¶ To remove the CA on a computer running Windows Server 2003, use the Add/Remove 

Windows Components wizard. 

¶ To remove the CA on a computer running Windows Server 2008 or later, use the Remove 

Roles and Features Wizard in Server Manager. 

Removing the source server from the domain 
Because computer names must be unique within an Active Directory domain, it is necessary to 

remove the source server from its domain and delete the associated computer account from 

Active Directory before joining the destination server to the domain. 

If you have access to a domain member computer running Windows Server 2008 or later , 

complete the following procedure to remove the source server from the domain by using 

Netdom.exe. 

If you do not have access to a computer running Windows Server 2008 or later, then complete 

the procedure Join a Workgroup (http://go.microsoft.com/fwlink/?LinkId=207683). Joining a 

workgroup also removes a domain member computer from its domain. 

1. On a domain member computer running Windows Server 2008 or later, open an elevated 

Command Prompt window. 

2. Type netdom remove <source server name> /d:<domain name> /ud:<domain user 

account> /pd:* and press ENTER. For additional command-line options, see Netdom 

Warning  

To remove the source server from the domain by using Netdom.exe 

http://go.microsoft.com/fwlink/?LinkId=207683
http://go.microsoft.com/fwlink/?LinkID=207681
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remove syntax (http://go.microsoft.com/fwlink/?LinkID=207681). 

Tip  

Using Windows PowerShell, you can run the command: remove-

computer <computer name> 

For more information, see Remove-Computer (http://technet.microsoft.com/en-

us/library/dd347703.aspx). 

3. Shut down the source server. 

After removing the source server from its domain, delete the source server's computer account 

from AD DS by completing the procedure Delete a Computer Account 

(http://go.microsoft.com/fwlink/?LinkID=138386). 

You can also use Windows PowerShell to remove the computer account from AD DS. 

For more information, see Remove-ADComputer 

(http://technet.microsoft.com/library/hh852313). 

Joining the destination server to the domain 
Before joining the destination server to the domain, change the computer name to the same 

name as the source server. Then complete the procedure to join the destination server to the 

domain. 

If your destination server is running on the Server Core installation option, you must use the 

command-line procedure. 

To rename the destination server, you must be a member of the local Administrators group. To 

join the server to the domain, you must be a member of the Domain Admins or Enterprise Admins 

groups, or have delegated permissions to join the destination server to an organizational unit 

(OU) in the domain. 

If you are migrating a standalone CA that is not a domain member, complete only the 

steps to rename the destination server and do not join the destination server to the 

domain. 

1. On the destination server, open an elevated Command Prompt window. 

2. Type netdom renamecomputer <computer name> /newname:<new computer name> 

Tip  

Using Windows PowerShell, you can run the command: rename-

computer <new computer name> 

3. Restart the destination server. 

Tip  

Important  

To join the destination server to the domain by using Netdom.exe 

http://go.microsoft.com/fwlink/?LinkID=207681
http://technet.microsoft.com/library/dd347703.aspx
http://go.microsoft.com/fwlink/?LinkID=138386
http://technet.microsoft.com/library/hh852313
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4. After the destination server restarts, log on by using an account that has permission to 

join computers to the domain. 

5. Open an elevated Command Prompt window, type netdom join <computer name> 

/d:<domain name> /ud:<domain user account> /pd:* [/ou:<OU name>] and press 

ENTER. For additional command-line options, see Netdom join syntax 

(http://go.microsoft.com/fwlink/?LinkID=207680). 

Tip  

Using Windows PowerShell, you can run the command: add-computer -

DomainName <domain name> 

For more information, see Add-Computer (http://technet.microsoft.com/en-

us/library/dd347556.aspx). 

6. Restart the destination server. 

Adding the CA role service to the destination 
server 
This section describes two different procedures for adding the CA role service to the destination 

server, including special instructions for using failover clustering.  

Review the following statements to determine which procedures to complete. 

¶ If your destination server is running the Server Core installation option, you can use Windows 

PowerShell to install the CA. See Install-AdcsCertificationAuthority for more information. 

¶ If you are migrating to a CA that uses failover clustering, you must review the section "Special 

instructions for migrating to a failover cluster" and complete the procedures Importing the CA 

certificate and Adding the CA role service by using Server Manager. 

¶ If you are migrating to a CA that uses an HSM, you must complete the procedures Importing 

the CA certificate and Adding the CA role service by using Server Manager. 

¶ If none of the above statements describes your migration scenario, you can use the following 

procedure to add the CA role service: Adding the CA role service by using Server Manager. If 

you use Server Manager, you must also complete the procedure Importing the CA certificate. 

Special instructions for migrating to a failover cluster 

If you are migrating to a failover cluster, the procedures to import the CA certificate and add the 

CA role service must be completed on each cluster node. After the CA role service is added to 

each node, you should stop the Active Directory Certificate Services service (Certsvc). 

Additionally, it is important to ensure that the shared storage used by the CA is online and 

assigned to the node you are adding the CA role service to. 

The CA database and log files must be located on shared storage. Specify the shared storage 

location during step 12 of the CA installation procedure. 

To verify shared storage is online 

http://go.microsoft.com/fwlink/?LinkID=207680
http://technet.microsoft.com/library/dd347556.aspx
http://technet.microsoft.com/library/hh848389
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1. Log on to the destination server. 

2. Start Server Manager. 

3. In the console tree, double-click Storage, and click Disk Management. 

4. Ensure that the shared storage is online and assigned to the node you are logged on to. 

Importing the CA certificate 

If you are adding the CA role service by using Server Manager, you must complete the following 

procedure to import the CA certificate. 

1. Start the Certificates snap-in for the local computer account. 

2. In the console tree, double-click Certificates (Local Computer), and click Personal. 

3. On the Action menu, click All Tasks, and then click Import to open the Certificate Import 

Wizard. Click Next. 

4. Locate the <CAName>.p12 file created by the CA certificate and private key backup on 

the source CA, and click Open. 

5. Type the password, and click OK. 

6. Click Place all certificates in the following store.  

7. Verify Personal is displayed in Certificate store. If it is not, click Browse, click 

Personal, click OK. 

Note  

If you are using a network HSM, complete steps 8 through 10 to repair the 

association between the imported CA certificate and the private key that is stored 

in the HSM. Otherwise, click Finish to complete the wizard and click OK to 

confirm that the certificate was imported successfully. 

8. In the console tree, double-click Personal Certificates, and click the imported CA 

certificate.  

9. On the Action menu, click Open. Click the Details tab, copy the serial number to the 

Clipboard, and then click OK. 

10. Open a Command Prompt window, type certutil ïrepairstore My "{Serialnumber}" and 

then press ENTER.  

Adding the CA role service by using Server Manager 

If your destination server is a domain member, you must use an account that is a member of the 

Domain Admins or Enterprise Admins group in order for the installation wizard to access objects 

in AD DS. 

To import the CA certificate 

Important  
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If you made a backup CAPolicy.inf file from the source CA, review the settings and make 

adjustments, if necessary. Copy the CAPolicy.inf file to the %windir% folder (C:\Windows 

by default) of the destination CA before adding the CA role service. 

1. Log on to the destination server, and start Server Manager. 

2. In the console tree, click Roles. 

3. On the Action menu, click Add Roles. 

4. If the Before you Begin page appears, click Next. 

5. On the Select Server Roles page, select the Active Directory Certificate Services 

check box, and click Next. 

6. On the Introduction to AD CS page, click Next. 

7. On the Role Services page, click the Certification Authority check box, and click Next. 

Note  

If you plan to install other role services on the destination server, you should 

complete the CA installation first, and then install other role services separately. 

Installation procedures for other AD CS role services are not described in this 

guide. 

8. On the Specify Setup Type page, specify either Enterprise or Standalone, to match the 

source CA, and click Next. 

9. On the Specify CA Type page, specify either Root CA or Subordinate CA, to match the 

source CA, and click Next. 

10. On the Set Up Private Key page, select Use existing private key and Select a 

certificate and use its associated private key. 

Note  

If an HSM is used by the CA, select the private key by following procedures 

provided by the HSM vendor. 

11. In the Certificates list, click the imported CA certificate, and then click Next. 

Note  

If you are using a custom CSP that requires strong private key protection, click 

Allow administrator interaction when the private key is accessed by the CA. 

The CSPs included with Windows Server do not require this setting to be 

enabled. 

12. On the CA Database page, specify the locations for the CA database and log files. 

Note  

If you are migrating the CA to a failover cluster, the specified locations for 

database and log files must be on shared storage that is attached to all nodes. 

Because the location is common to cluster nodes, click Yes to overwrite the 

To add the CA role service by using Server Manager 
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existing CA database as you add the CA role service to other nodes. 

Important  

If you specify locations that are different from the locations used on the source 

CA, then you must also edit the registry settings backup file before the CA is 

restored. If the locations specified during setup are different from the locations 

specified in the registry settings, the CA cannot start.  

13. On the Confirmation page, review the messages, and then click Configure. 

14. If you are migrating to a failover cluster, stop the Active Directory Certificate Services 

service (Certsvc) and HSM service if your CA uses an HSM. Then repeat the procedures 

to import the CA certificate and add the CA role service on other cluster nodes. 

Adding the CA role service by using Windows PowerShell 

Use the following procedure to add the CA role service by using the Install-

ADCSCertificateAuthority cmdlet with the ExistingCertificateParameterSet:  

Install - AdcsCertificationAuthority [ - AllowAdministratorInteraction [<SwitchParameter>]] 

[ - CAType <CAType>]  

[ - CertFile <String>] [ - CertFilePassword <SecureString>] [ - CertificateID <String>] [ -

Credential <PSCredential>]  

[ - DatabaseDirectory <String>] [ - Force [<SwitchParameter>]] [ - LogDirectory <String>] [ -

OverwriteExistingDatabase  

[<SwitchParameter>]]  [ - OverwriteExistingKey [<SwitchParameter>]] [ - Confirm 

[<SwitchParameter>]] [ - WhatIf  

[<SwitchParameter>]] [<CommonParameters>]  

 

The ExistingCertificateParameterSet is the preferred for migration because you can use the -

CertificateID  parameter to identify the CA certificate from the Importing the CA certificate 

section in order to configure for the CA. The value for - CertificateID  can be either the 

thumbprint or the serial number of the imported certificate. 

1. Right-click Windows PowerShell and click Run as Administrator. 

2. To install the CA role service binaries with the Certification Authority and Certificate 

Templates MMC tools, type the following command and press ENTER: 

Add- WindowsFeature ADCS - Cert - Authority -

IncludeManagementTools  

 

3. Type the Install - AdcsCertificationAuthority  cmdlet with the appropriate parameters 

and press ENTER. For example, to restore an Enterprise Subordinate CA by using the 

To add the CA role service by using Windows PowerShell 
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certificate you imported in the Importing the CA certificate section, type the following 

command and press ENTER: 

Install - AdcsCertificationAuthority ïCAType 

EnterpriseSubordinateCA ïCertificateID " YourCertSerialNumber  

or YourCertThumbprint " ïcredential (get - credential 

domain \ administrator )  

 

Type the password for a member of the Enterprise Admins group or Domain Admins 

group as needed. 

For more information about using Windows PowerShell to install other AD CS role services, see 

Deploying AD CS Using Windows PowerShell. For more general information about Windows 

PowerShell cmdlets for AD CS, see AD CS Deployment Cmdlets in Windows PowerShell.  

Restoring the CA database and configuration on 
the destination server 
The procedures in this section should be completed only after the CA role service has been 

installed on the destination server. 

If you are migrating to a failover cluster, add the CA role service to all cluster nodes before 

restoring the CA database. The CA database should be restored on only one cluster node and 

must be located on shared storage. 

Restoring the source CA backup includes the following tasks: 

¶ Restoring the source CA database on the destination server 

¶ Restoring the source CA registry settings on the destination server 

¶ Verifying certificate extensions on the destination CA 

¶ Restoring the certificate templates list (required only for enterprise CAs) 

Restoring the source CA database on the destination server 

This section describes two different procedures for restoring the source CA database backup on 

the destination server.  

If you are migrating to a Server Core installation, you must use the procedure "To restore the CA 

database by using Certutil.exe" or "To restore the CA database by using Windows PowerShell." 

In general, it is possible to remotely manage a CA running on a Server Core installation by using 

the Certification Authority snap-in and Server Manager; however, it is only possible to restore a 

CA database remotely by using Windows PowerShell. 

If you are migrating to a failover cluster, ensure that shared storage is online and restore the CA 

database on only one cluster node. 

To restore the CA database by using the Certification Authority snap-in 

http://social.technet.microsoft.com/wiki/contents/articles/10783.deploying-ad-cs-using-windows-powershell.aspx
http://technet.microsoft.com/library/hh848390.aspx
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1. Log on to the destination server by using an account that is a CA administrator. 

2. Start the Certification Authority snap-in. 

3. Right-click the node with the CA name, point to All Tasks, and then click Restore CA. 

4. On the Welcome page, click Next. 

5. On the Items to Restore page, select Certificate database and certificate database 

log. 

6. Click Browse. Navigate to the parent folder that holds the Database folder (the folder 

that contains the CA database files created during the CA database backup). 

Caution  

Do not select the Database folder. Select its parent folder. 

7. Click Next and then click Finish. 

8. Click Yes to start the CA service (certsvc). 

1. Log on to the destination server by using an account that is a CA administrator. 

2. Right-click Windows PowerShell and click Run as Administrator. 

3. Type the following command to stop the CA service and press ENTER: 

Stop - service certsvc  

 

4. Type the following command and press ENTER: 

Restore - CARoleService ïpath < CA Database Backup Directory>  -

DatabaseOnly -  Force  

 

Note  

The value of <CA Database Backup Directory> is the parent directory of the 

Database directory. For example, if the CA database backup files are located in 

C:\Temp\Database, then the value of <CA Database Backup Directory> is 

C:\Temp. Include the force flag because an empty CA database will already be 

present after you perform the steps in Adding the CA role service by using Server 

Manager. 

5. Type the following command to restart the CA service and press ENTER: 

Start - service certsvc  

 

1. Log on to the destination server by using an account that is a CA administrator. 

2. Open a Command Prompt window. 

To restore only the CA database by using Windows PowerShell 

To restore the only CA database by using Certutil.exe 
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3. Type the following command to stop the CA service and press ENTER: 

Net stop certsvc  

 

4. Type certutil.exe -f -restoredb  <CA Database Backup Directory> and press ENTER. 

Note  

The value of <CA Database Backup Directory> is the parent directory of the 

Database directory. For example, if the CA database backup files are located in 

C:\Temp\Database, then the value of <CA Database Backup Directory> is 

C:\Temp. 

5. Type the following command to restart the CA service and press ENTER: 

Net start certsvc  

 

Restoring the source CA registry settings on the destination 
server 

The CA configuration information is stored in the registry in: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc 

Before importing the registry settings from the source CA to the target CA, create a backup of the 

default target CA registry configuration by using the procedure Backing up CA registry settings. 

Be sure to perform these steps on the target CA and to name the registry file a name such as 

"DefaultRegCfgBackup.reg" to avoid confusion. 

Some registry parameters should be migrated without changes from the source CA 

computer, and some should not be migrated. If they are migrated, they should be 

updated in the target system after migration because some values are associated with 

the CA itself, whereas others are associated with the domain environment, the physical 

host, the Windows version, or other factors that may be different in the target system. 

A suggested way of performing the registry configuration import is first to open the registry file 

you exported from the source CA in a text editor and analyze it for settings that may need to be 

changed or removed. The following table shows the configuration parameters that should be 

transferred from the source CA to the target CA. 
 

Registry location Configuration 

parameter 

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\certsvc\Config

uration 

LDAPFlags 

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\certsvc\Config

uration\CAname 

DSConfigDN 

Important  
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Registry location Configuration 

parameter 

ForceTeletex 

CRLEditFlags 

CRLFlags 

InterfaceFlags 

(required only if 

has been changed 

manually) 

EnforceX500Nam

eLengths 

SubjectTemplate 

ValidityPeriod 

ValidityPeriodUnit

s 

KRACertHash 

KRACertCount 

KRAFlags 

CRLPublicationUR

Ls 

CRLPeriod 

CRLPeriodUnits 

CRLOverlapPerio

d 

CRLOverlapUnits 

CRLDeltaPeriod 

CRLDeltaPeriodU

nits 

CRLDeltaOverlap

Period 

CRLDeltaOverlap

Units 

CACertPublication

URLs (check for 

custom entries 

with hard-coded 

host names or 

other data specific 
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Registry location Configuration 

parameter 

to the source CA) 

CACertHash 

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\certsvc\Config

uration\CAname\ExitModules\CertificateAuthority_MicrosoftDefault.Exit 

PublishCertFlags 

HKEY_LOCAL_MACHINE\system\currentcontrolset\services\certsvc\Config

uration\CAname\PolicyModules\CertificateAuthority_MicrosoftDefault.Policy 

EnableRequestExt

ensionList 

EnableEnrolleeRe

questExtensionLis

t 

DisableExtensionL

ist 

SubjectAltName 

SubjectAltName2 

RequestDispositio

n 

EditFlags 

 

1. Right-click the .reg text file created by exporting the settings from the source CA. 

2. Click Edit to open the file in a text editor. 

3. If the target CA's computer name is different from the source CA's computer name, 

search the file for the host name of the source CA computer. For each instance of the 

host name found, ensure that it is the appropriate value for the target environment. 

Change the host name, if necessary. Update the CAServerName value. 

Important  

If the host name is located in the .reg file as part of the CA name, such as in the 

Active  value within the Configuration key or the CommonName value within 

the CAName key, do not change the setting. The CA name must not be changed 

as part of the migration. This means the new target CA must have the old CA's 

name, even if part of that name is the old CA's host name. 

4. Check any registry values that indicate local file paths, such as the following, to ensure 

drive letter names and paths are correct for the target CA. If there is a mismatch between 

the source and the target CA, either update the values in the file or remove them from the 

file so that the default settings are preserved on the target CA. 

These storage location settings are elected during CA setup. They exist under the 

Configuration registry key: 

To analyze the registry file 
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¶ DBDirectory 

¶ DBLogDirectory 

¶ DBSystemDirectory 

¶ DBTempDirectory 

The following settings under the Configuration\{CA Name} registry key contain, in their 

default values, a local path. (Alternatively, you can update these values after importing 

them by using the Certification Authority snap-in. The values are located on the CA 

properties Extensions tab.) 

¶ CACertPublicationURLs 

¶ CRLPublicationURLs 

Some registry values are associated with the CA, while others are associated with the 

domain environment, the physical host computer, the Windows version, or even other 

role services. Consequently, some registry parameters should be migrated without 

changes from the source CA computer and others should not. Any value that is not listed 

in the .reg text file that is restored on the target CA retains its existing setting or default 

value. An issue that can occur, if the registry values are not properly verified, is explained 

in the following TechNet Wiki article: AD: Certification Authority Web Enrollment 

Configuration Failed 0x80070057 (WIN32: 87). 

Remove any registry values that you do not want to import into the target CA. Once the .reg text 

file is edited, it can be imported into the target CA. By importing the source server registry 

settings backup into the destination server, the source CA configuration is migrated to the 

destination server. 

1. Log on to the destination server as a member of the local Administrators group. 

2. Open a Command Prompt window. 

3. Type net stop certsvc and press ENTER. 

4. Type reg import  <Registry Settings Backup.reg> and press ENTER. 

1. Click Start, type regedit.exe in the Search programs and files box, and press ENTER 

to open the Registry Editor. 

2. In the console tree, locate the key 

HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet \ services \ CertSvc \ Configuration , and 

click Configuration. 

3. In the details pane, double-click DBSessionCount. 

4. Click Hexadecimal. In Value data, type 64, and then click OK. 

5. Verify the locations specified in the following settings are correct for your destination 

server, and change them as needed to indicate the location of the CA database and log 

Warning  

To import the source CA registry backup on the destination CA 

To edit the CA registry settings 

http://social.technet.microsoft.com/wiki/contents/articles/12035.ad-certification-authority-web-enrollment-configuration-failed-0x80070057-win32-87.aspx
http://social.technet.microsoft.com/wiki/contents/articles/12035.ad-certification-authority-web-enrollment-configuration-failed-0x80070057-win32-87.aspx
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files. 

¶ DBDirectory 

¶ DBLogDirectory 

¶ DBSystemDirectory 

¶ DBTempDirectory 

Important  

Complete steps 6 through 8 only if the name of your destination server is 

different from the name of your source server. 

6. In the console tree of the registry editor, expand Configuration, and click your CA name. 

7. Modify the values of the following registry settings by replacing the source server name 

with the destination server name. 

Note  

In the following list, CACertFileName and ConfigurationDirectory values are 

created only when certain CA installation options are specified. If these two 

settings are not displayed, you can proceed to the next step. 

¶ CAServerName 

¶ CACertFileName 

¶ ConfigurationDirectory ï This value should appear in Windows Registry under the 

following location: 

HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet \ services \ CertSvc \ Configuration . 

Verifying certificate extensions on the destination CA 

The steps described for importing the source CA registry settings and editing the registry in case 

of a server name change are intended to retain the network locations that were used by the 

source CA to publish CRLs and CA certificates. If the source CA was published to default Active 

Directory locations, after completing the previous procedure, there should be an extension with 

publishing options enabled and an LDAP URL that references the source server's NetBIOS 

name; for example, 

ldap:///CN=<CATruncatedName><CRLNameSuffix>,CN=<ServerShortNa me>,CN=CDP,CN=Public Key 

Services,CN=Services,<ConfigurationContainer><CDPObjectClass> . 

Because many administrators configure extensions that are customized for their network 

environment, it is not possible to provide exact instructions for configuring CRL distribution point 

and authority information access extensions. 

Carefully review the configured locations and publishing options, and ensure that the extensions 

are correct according to your organization's requirements.  

1. Review and modify the CRL distribution point and authority information access 

extensions and publishing options by following example procedures described in Specify 

To verify extensions by using the Certification Authority snap-in 

http://go.microsoft.com/fwlink/?LinkID=145848
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CRL Distribution Points (http://go.microsoft.com/fwlink/?LinkID=145848). 

2. If the destination server name is different from the source server name, add an LDAP 

URL specifying a location that references the destination server's NetBIOS name with the 

substitution variable <ServerShortName>; for example 

ldap:///CN=<CATruncatedName><CRLNameSuffix>,CN=<ServerShortName>,CN=CDP,CN=Public 

Key Services,CN=Services,<ConfigurationContainer><CDPObjectClass> . 

3. Ensure that the CDP options are set so that the former CDP location is not included in 

the CDP extension of newly issued certificates or in the Freshest CRL extension of CRLs. 

Restoring the certificate templates list 

The following procedure is required only for an enterprise CA. A standalone CA does not have 

certificate templates. 

1. Log on with administrative credentials to the destination CA. 

2. Open a command prompt window. 

3. Type certutil -setcatemplates + <templatelist> and press ENTER. 

Note  

Replace <templatelist> with a comma-separated list of the template names that 

are listed in the catemplates.txt file created during the procedure "To record a CA 

templates list by using Certutil.exe." For example, certutil -setcatemplates  

+Administrator,User,DomainController. Review the list of templates created 

during Backing up a CA templates list. 

Granting permissions on AIA and CDP containers 
If the name of the destination server is different from the source server, the destination server 

must be granted permissions on the source server's CDP and AIA containers in AD DS to publish 

CRLs and CA certificates. Complete the following procedure in the case of a server name 

change. 

1. Log on as a member of the Enterprise Admins group to a computer on which the Active 

Directory Sites and Services snap-in is installed. Open Active Directory Sites and 

Services (dssite.msc). 

2. In the console tree, click the top node. 

3. On the View menu, click Show services node. 

4. In the console tree, expand Services, expand Public Key Services, and then click AIA. 

5. In the details pane, right-click the name of the CA, and then click Properties. 

6. Click the Security tab, and then click Add. 

To assign certificate templates to the destination CA 

To grant permissions on the AIA and CDP containers 

http://go.microsoft.com/fwlink/?LinkID=145848
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7. Click Object Types, click Computers, and then click OK. 

8. Type the name of the CA, and click OK. 

9. In the Allow column, click Full Control, and click Apply. 

10. The previous CA computer object is displayed (as Account Unknown with a security 

identifier following it) in Group or user names. You can remove that account. To do so, 

select it and then click Remove. Click OK. 

11. In the console tree, expand CDP, and then click the folder with the same name as the 

CA. 

12. In the details pane, right-click the cRLDistributionPoint item at the top of the list, and 

then click Properties. 

13. Click the Security tab, and then click Add. 

14. Click Object Types, click Computers, and then click OK. 

15. Type the name of the destination server, and click OK. 

16. In the Allow column, click Full Control, and click Apply. 

17. The previous CA computer object is displayed (as Account Unknown with a security 

identifier following it) in Group or user names. You can remove that account. To do so, 

select it and then click Remove. Click OK. 

18. Repeat steps 13 through 18 for each cRLDistributionPoint item. 

If you are using file//\\computer\share syntax in the CDP Extensions for publishing the 

CRL to a shared folder location, then you may need to adjust the permissions to that 

shared folder so that the destination CA has the ability to write to that location. 

If you are hosting the CDP on the destination server and using a AIA or CDP path that 

includes an alias name (for example, pki.contoso.com) for the destination, you may need 

to adjust the DNS record so that it points to the correct destination IP address. 

Additional procedures for failover clustering 
If you are migrating to a failover cluster, complete the following procedures after the CA database 

and registry settings have been migrated to the destination server. 

¶ Configuring failover clustering for the destination CA 

¶ Granting permissions on public key containers 

¶ Editing the DNS name for a clustered CA in AD DS 

¶ Configuring CRL distribution points for failover clusters 

Migration of a CA to a failover cluster running on the Server Core installation option of 

Windows Server 2008 R2 is not described in this guide. 

Notes 

Note  
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Configuring failover clustering for the destination CA 

If you are migrating to a failover cluster, complete the following procedures to configure failover 

clustering for AD CS. 

1. Click Start, point to Run, type Cluadmin.msc, and then click OK. 

2. In the console tree of the Failover Cluster Management snap-in, click Services and 

Applications. 

3. On the Action menu, click Configure a service or Application. If the Before you begin 

page appears, click Next. 

4. In the list of services and applications, select Generic Service, and click Next. 

5. In the list of services, select Active Directory Certificate Services, and click Next. 

6. Specify a service name, and click Next. 

7. Select the disk storage that is still mounted to the node, and click Next. 

8. To configure a shared registry hive, click Add, type 

SYSTEM\CurrentControlSet\Services\CertSvc, and then click OK. Click Next twice. 

9. Click Finish to complete the failover configuration for AD CS. 

10. In the console tree, double-click Services and Applications, and select the newly 

created clustered service. 

11. In the details pane, click Generic Service. On the Action menu, click Properties. 

12. Change Resource Name to Certification Authority, and click OK. 

 

If you use a hardware security module (HSM) for your CA, complete the following procedure. 

1. Open the Failover Cluster Management snap-in. In the console tree, click Services and 

Applications.  

2. In the details pane, select the previously created name of the clustered service. 

3. On the Action menu, click Add a resource, and then click Generic Service. 

4. In the list of available services displayed by the New Resource wizard, click the name of 

the service that was installed to connect to your network HSM. Click Next twice, and then 

click Finish. 

5. Under Services and Applications in the console tree, click the name of the clustered 

services. 

6. In the details pane, select the newly created Generic Service. On the Action menu, click 

Properties. 

7. On the General tab, change the service name if desired, and click OK. Verify that the 

service is online. 

8. In the details pane, select the service previously named Certification Authority. On the 

To configure AD CS as a cluster resource 

To create a dependency between a CA and the network HSM service 
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Action menu, click Properties. 

9. On the Dependencies tab, click Insert, select the network HSM service from the list, and 

click OK. 

Granting permissions on public key containers 

If you are migrating to a failover cluster, complete the following procedures to grant all cluster 

nodes permissions to on the following AD DS containers: 

¶ The AIA container 

¶ The Enrollment container 

¶ The KRA container 

1. Log on to a domain member computer as a member of the Domain Admins group or 

Enterprise Admins group. 

2. Click Start, point to Run, type dssite.msc, and then click OK. 

3. In the console tree, click the top node. 

4. On the View menu, click Show services node. 

5. In the console tree, expand Services, then Public Key Services, and then click AIA. 

6. In the details pane, right-click the name of the source CA, and then click Properties. 

7. Click the Security tab, and then click Add. 

8. Click Object Types, click Computers, and then click OK. 

9. Type the computer account names of all cluster nodes, and click OK. 

10. In the Allow column, select the Full Control check box next to each cluster node, and 

click OK. 

11. In the console tree, click Enrollment Services.  

12. In the details pane, right-click the name of the source CA, and then click Properties. 

13. Click the Security tab, and then click Add. 

14. Click Object Types, click Computers, and then click OK. 

15. Type the computer account names of all cluster nodes, and click OK. 

16. In the Allow column, select the Full Control check box next to each cluster node, and 

click OK. 

17. In the console tree, click KRA.  

18. In the details pane, right-click the name of the source CA, then click Properties. 

19. Click the Security tab, and then click Add. 

20. Click Object Types, click Computers, and then click OK. 

21. Type the names of all cluster nodes, and click OK. 

22. In the Allow column, select the Full Control check box next to each cluster node, and 

click OK. 

To grant permissions on public key containers in AD DS 
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Editing the DNS name for a clustered CA in AD DS 

When the CA service was installed on the first cluster node, the Enrollment Services object was 

created and the DNS name of that cluster node was added to the dNSHostName attribute of the 

Enrollment Services object. Because the CA must operate on all cluster nodes, the value of the 

dNSHostName attribute of the Enrollment Services object must be the service name specified in 

step 6 of the procedure "To configure AD CS as a cluster resource." 

If you are migrating to a clustered CA, complete the following procedure on the active cluster 

node. It is necessary to complete the procedure on only one cluster node. 

1. Log on to the active cluster node as a member of the Enterprise Admins group. 

2. Click Start, point to Run, type adsiedit.msc, and then click OK. 

3. In the console tree, click ADSI Edit. 

4. On the Action menu, click Connect to. 

5. In the list of well-known naming contexts, click Configuration, and click OK. 

6. In the console tree, expand Configuration, Services, and Public Key Services, and 

click Enrollment Services. 

7. In the details pane, right-click the name of the cluster CA, and click Properties. 

8. Click dNSHostName, and click Edit. 

9. Type the service name of the CA as displayed under Failover Cluster Management in 

the Failover Cluster Manager snap-in, and click OK. 

10. Click OK to save changes. 

Configuring CRL distribution points for failover clusters 

In a CA's default configuration, the server's short name is used as part of the CRL distribution 

point and authority information access locations. 

When a CA is running on a failover cluster, the server's short name must be replaced with the 

cluster's short name in the CRL distribution point and authority information access locations. To 

publish the CRL in AD DS, the CRL distribution point container must be added manually. 

The following procedures must be performed on the active cluster node. 

1. Log on to the active cluster node as a member of the local Administrators group. 

2. Click Start, click Run, type regedit, and then click OK. 

3. Locate the registry key 

\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Configurat

ion. 

To edit the DNS name for a clustered CA in AD DS 

Important  

To change the configured CRL distribution points 
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4. Click the name of the CA. 

5. In the right pane, double-click CRLPublicationURLs. 

6. In the second line, replace %2 with the service name specified in step 6 of the procedure 

"To configure AD CS as a cluster resource." 

Tip  

The service name also appears in the Failover Cluster Management snap-in 

under Services and Applications. 

7. Restart the CA service. 

8. Open a command prompt, type certutil -CRL, and press ENTER. 

Note  

If a "Directory object not found" error message is displayed, complete the 

following procedure to create the CRL distribution point container in AD DS. 

1. At a command prompt, type cd %windir%\System32\CertSrv\CertEnroll, and press 

ENTER. The CRL file created by the certutil ïCRL command should be located in this 

directory. 

2. To publish the CRL in AD DS, type certutil -f -dspublish  "CRLFile.crl" and press 

ENTER. 

Next steps 
After completing the procedures to migrate the CA, you should complete the procedures 

described in Verifying the Certification Authority Migration. 

See also 
¶ Active Directory Certificate Services Migration Guide for Windows Server 2012 R2 

¶ Prepare to Migrate 

¶ Verifying the Certification Authority Migration 

¶ Post-Migration Tasks 

¶ Migrate Roles and Features to Windows Server 

Verifying the Certification Authority Migration 

Complete the following procedures to verify the operation of the destination certification authority 

(CA). 

¶ Verifying certificate enrollment 

¶ Verifying CRL publishing 

To create the CRL distribution point container in AD DS 
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Verifying certificate enrollment 
To verify migration to an enterprise CA, complete the procedure Request a Certificate 

(http://go.microsoft.com/fwlink/?LinkId=179367). 

You can start autoenrollment for user certificates by completing the following procedure or by 

running the following command: certutil.exe -pulse. 

1. Log on to a domain member computer by using an account that has Autoenroll, Enroll, 

and Read permissions for the certificate templates that are assigned to the destination 

CA. 

2. Click Start, and then click Run. 

3. Type certmgr.msc, and then click OK to open the Certificates snap-in. 

4. In the console tree, right-click Certificates ï Current User, click All Tasks, and then 

click Automatically Enroll and Retrieve Certificates to start the Certificate Enrollment 

wizard. 

5. On the Before You Begin page, click Next. 

6. On the Request Certificates page, a list of one or more certificate templates should be 

displayed. Select the check box next to each certificate template that you want to 

request, and then click Enroll. 

Note  

If the correct certificate templates are not displayed, click Show all templates to 

display all certificate templates that are assigned to the issuing CA. A status of 

Unavailable indicates the user account does not have permission to autoenroll 

for a certificate. Follow the steps in the "To configure certificate templates for 

autoenrollment" procedure earlier in this topic.  

7. Click Finish to complete the enrollment process. 

8. In the console tree, double-click Personal, and then click Certificates to display a list of 

installed user certificates and to verify that the certificate that you requested is displayed. 

To verify migration to a standalone CA, complete the following procedure. 

1. Create a certificate request, and save it to a file by completing the procedure Create a 

Custom Certificate Request (http://go.microsoft.com/fwlink/?LinkId=179368).  

2. Open a Command Prompt window. 

3. Type certreq -submit -config "<DestinationServerName\CAName>" 

"<CertificateRequestInput>" "<CertificateResponseOutput>" and press ENTER. 

Note  

If a message is displayed indicating that the certificate request is pending, the 

certificate must be issued by a certificate manager or CA administrator by using 

To verify autoenrollment 

To verify manual enrollment by using Certreq.exe 

http://go.microsoft.com/fwlink/?LinkId=179367
http://go.microsoft.com/fwlink/?LinkId=179368
http://go.microsoft.com/fwlink/?LinkId=179368
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the Certification Authority snap-in. After the certificate is issued, it must be 

retrieved by using the command in step 4. If the certificate is issued immediately 

by the CA, the file specified in <CertificateResponseOutput> contains the 

certificate. Use the command in step 5 to install the certificate into the certificate 

store. 

4. Type certreq ïretrieve -config "<DestinationServerName\CAName>" <RequestID>  

<CertificateResponseOutput> and press ENTER. 

5. Type certreq ïaccept -config "<DestinationServerName\CAName>" 

<CertificateResponseOutput> and press ENTER. 

 

Option Description Example 

-config The ïconfig option is followed 

by a string specifying a host 

name and CA name in the 

format HostName\CAName.  

Certreq.exe ïsubmit ïconfig 

Server1\CA1 

C:\RequestFile.txt 

C:\ResponseFile.cer 

DestinationServerName The host name of the 

destination server. 

 

CAName The CA name being 

migrated. 

 

CertificateRequestInput The path and name of the file 

containing the certificate 

request that was created by 

using the procedure "Create 

a Custom Certificate 

Request." 

 

CertificateResponseOutput The path and name of the file 

receiving the issued 

certificate from the CA. If the 

certificate request is pending, 

the file contains a message 

from the CA indicating the 

status of the request and the 

request ID. The request ID is 

used to retrieve the certificate 

after it is issued by a 

certificate manager or CA 

administrator. 
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Verifying CRL publishing 
If you published a certificate revocation list (CRL) with an extended validity period before 

beginning migration, you should change the CRL publishing period back to its pre-migration value 

by completing the procedure Schedule the publication of the certificate revocation list. 

Manually publish a CRL by completing one of the procedures described in Manually Publish a 

CRL. 

Next steps 
After completing verification steps, you should review the topic Post-Migration Tasks and 

complete the procedures appropriate for your environment. 

See also 
¶ Active Directory Certificate Services Migration Guide for Windows Server 2012 R2 

¶ Prepare to Migrate 

¶ Migrating the Certification Authority 

¶ Post-Migration Tasks 

¶ Migrate Roles and Features to Windows Server 

Post-Migration Tasks 

Post-migration steps can be performed after migration has been completed and the operation of 

the destination CA has been verified. 

If verification steps have failed, review the Troubleshooting section in this topic. 

¶ Upgrading certificate templates in Active Directory Domain Services (AD DS) 

¶ Retrieving certificates after a host name change 

¶ Restoring Active Directory Certificate Services (AD CS) to the source server in the event of 

migration failure 

¶ Troubleshooting migration 

Upgrading certificate templates in Active 
Directory Domain Services (AD DS) 
Review the post-migration steps below and perform only those that are appropriate for your 

environment and migration scenario. 

The following additional default certificate templates are included in enterprise certification 

authorities (CAs) running on Windows Server 2012 R2, Windows Server 2012, Windows 

Server 2008 R2 and Windows Server 2008 but are not included in Windows Server 2003: 

http://technet.microsoft.com/library/cc781735(WS.10).aspx
http://technet.microsoft.com/library/cc778151(WS.10).aspx
http://technet.microsoft.com/library/cc778151(WS.10).aspx
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¶ OCSP Response Signing 

¶ Kerberos Authentication 

These certificate templates are not required for CA operation. OCSP Response Signing 

certificates are required if you are deploying the Online Responder role service. 

If you require these additional certificate templates, complete the following procedure. 

1. Log on to the destination server as a member of the Enterprise Admins group. 

2. Open the Certificate Templates snap-in. The snap-in automatically adds the default 

certificate templates to AD DS. 

Retrieving certificates after a host name change 
If the destination server name is different from the source server name, you might need to 

manually retrieve any certificates that were issued by the source CA and had not been retrieved 

before migration. 

Complete this procedure on the computer that was used to submit the certificate request to the 

source CA.  

1. Open a Command Prompt window. 

2. Type certreq ïretrieve -config "<DestinationServerName\CAName>" <RequestID>  

<CertificateResponseOutput> and press ENTER. 

3. Type certreq ïaccept <CertificateResponseOutput> and press ENTER. 

 

Option Description Example 

-config The ïconfig option is followed by 

a string specifying a host name 

and CA name in the format 

HostName\CAName.  

Certreq.exe ïsubmit ï

config Server1\CA1 

C:\RequestFile.txt 

C:\ResponseFile.cer 

DestinationServerName The host name of the 

destination server. 

 

CAName The CA name being migrated.  

CertificateRequestInput The path and name of the file 

containing the certificate request 

that was created by using the 

procedure "Create a Custom 

Certificate Request." 

 

To upgrade certificate templates in AD DS by using the Certificate Templates snap-in 

To retrieve a certificate by using Certreq.exe 
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Option Description Example 

CertificateResponseOutput The path and name of the file 

receiving the issued certificate 

from the CA. If the certificate 

request is pending, the file 

contains a message from the CA 

indicating the status of the 

request and the request ID. The 

request ID is used to retrieve the 

certificate after it is issued by a 

certificate manager or CA 

administrator. 

 

RequestID The Request ID value returned 

by a CA in response to a 

certificate request. The Request 

ID value is displayed in 

command output and written to 

the CertificateResponseOutput 

file. 

 

 

Restoring Active Directory Certificate Services 
(AD CS) to the source server in the event of 
migration failure 
If you removed the CA role service from the source server as described in the procedure 

Removing the CA role service from the source server, you can restore the source CA by 

reinstalling the CA role service on the source server. It is important to remove the CA role service 

from the destination server before reinstalling the CA role service on the source server. 

If you did not remove the CA role service from the source server, you should not remove the CA 

role service from the destination server. Simply shut down the destination CA and start the source 

CA. 

Rollback procedures can be completed in less than one hour. 

To remove the CA role service from the destination server, use the Remove Roles Wizard in 

Server Manager. 

To add the CA role service to a source server running Windows Server 2003, use the 

Add/Remove Windows Components wizard. 

To add the CA role service to a source server running Windows Server 2008 or later, use the Add 

Roles Wizard in Server Manager. 



 

 
73  

Troubleshooting migration 
If you encounter errors during verification procedures, use Event Viewer to review the Application 

log on the destination CA. View an Error event in the preview pane or event properties, and click 

Event Log Online Help to open a Web page with troubleshooting procedures for that event. 

For the full collection of documented AD CS events, see AD CS Events and Errors. 

See also 
¶ Active Directory Certificate Services Migration Guide for Windows Server 2012 R2 

¶ Prepare to Migrate 

¶ Migrating the Certification Authority 

¶ Verifying the Certification Authority Migration 

¶ Migrate Roles and Features to Windows Server 

Migrating Active Directory Federation 
Services Role Service to Windows Server 
2012 R2 

About this guide 
This guide provides instructions to migrate the following role services to Active Directory 

Federation Services (AD FS) that is installed with Windows Server® 2012 R2: 

¶ AD FS 2.0 federation server installed on Windows Server 2008 or Windows Server 2008 R2 

¶ AD FS federation server installed on Windows Server 2012 

Target audience 
¶ IT architects who are responsible for computer management and security throughout an 

organization 

¶ IT operations engineers who are responsible for the day-to-day management and 

troubleshooting of networks, servers, client computers, operating systems, or applications 

¶ IT operations managers who are accountable for network and server management 

Supported migration scenarios 
The migration instructions in this guide consist of the following tasks: 

¶ Exporting the AD FS 2.0 configuration data from your server that is running Windows 

Server 2008, Windows Server 2008 R2, or Windows Server 2012 

http://technet.microsoft.com/library/cc731523(WS.10).aspx
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¶ Performing an in-place upgrade of the operating system of this server from Windows 

Server 2008, Windows Server 2008 R2 or Windows Server 2012 to Windows Server® 2012 

R2 

¶ Recreating the original AD FS configuration and restoring the remaining AD FS service 

settings on this server, which is now running the AD FS server role that is installed with 

Windows Server® 2012 R2. 

This guide does not include instructions to migrate a server that is running multiple roles. If your 

server is running multiple roles, we recommend that you design a custom migration process 

specific to your server environment, based on the information provided in other role migration 

guides. Migration guides for additional roles are available on the Windows Server Migration 

Portal. 

Supported operating systems 
 

Source server 

processor 

Source server operating 

system 

Destination server 

operating system 

Destination server 

processor 

x86- or x64-based Windows Server 2008, 

both full and Server Core 

installation options 

Windows Server® 

2012 R2 (Server Core 

and full installation 

options) 

x64-based 

x64-based Windows Server 2008 R2 

x64-based Server Core installation 

option of Windows 

Server 2008 R2 

x64-based Server Core and full 

installation options of 

Windows Server 2012 

 

¶ The versions of operating systems that are listed in the preceding table are the oldest 

combinations of operating systems and service packs that are supported.  

¶ The Foundation, Standard, Enterprise, and Datacenter editions of the Windows Server 

operating system are supported as the source or the destination server. 

¶ Migrations between physical operating systems and virtual operating systems are supported. 

Supported AD FS role services and features 

The following table describes the migration scenarios of the AD FS role services and their 

respective settings that are described in this guide. 
 

Notes 

http://technet.microsoft.com/windowsserver/jj554790.aspx
http://technet.microsoft.com/windowsserver/jj554790.aspx
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From To AD FS installed with Windows Server® 2012 

R2 

AD FS 2.0 federation server installed on 

Windows Server 2008 or Windows 

Server 2008 R2 

Migration on the same server is supported. For 

more information, see:  

¶ Preparing to Migrate the AD FS Federation 

Server 

¶ Migrating the AD FS Federation Server 

AD FS federation server installed on Windows 

Server 2012 

Migration on the same server is supported.  For 

more information see:  

¶ Preparing to Migrate the AD FS Federation 

Server 

¶ Migrating the AD FS Federation Server 

 

See Also 
Preparing to Migrate the AD FS Federation Server 

Migrating the AD FS Federation Server 

Migrating the AD FS Federation Server Proxy 

Verifying the AD FS Migration to Windows Server 2012 R2 

Preparing to Migrate the AD FS Federation 
Server 

To perform the same server migration of your AD FS federation server farm for Windows Server 

2012 R2, you must review the following information: 

The information below applies to migrating a one-node federation server, as well as a 

WID or a SQL Server federation server farm. It applies to the migration of a federation 

server running AD FS 2.0 running on Windows Server 2008 or Windows Server 2008 R2 

or AD FS installed with Windows Server 2012. 

¶ Migration Process Outline 

¶ New AD FS functionality in Windows Server 2012 R2 

¶ AD FS Requirements in Windows Server 2012 R2 

¶ Increasing your Windows PowerShell limits 

¶ Other migration tasks and considerations 

Note  
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Migration Process Outline 
To complete the migration of your AD FS federation server farm to Windows Server 2012 R2, you 

must complete the following tasks: 

1. Export, record, and backup the following configuration data in your existing AD FS farm. For 

detailed instructions on how to complete these tasks, see Migrating the AD FS Federation 

Server. 

The following settings are migrated with the scripts located in the \support\adfs folder on the 

Windows Server 2012 R2 installation CD: 

¶ Claims provider trusts, with the exception of custom claim rules on the Active Directory 

Claims provider trust. For more information, see Migrating the AD FS Federation Server. 

¶ Relying party trusts. 

¶ AD FS internally generated, self-signed token signing and token decryption certificates. 

Any of the following custom settings must be migrated manually: 

¶ Service settings: 

¶ Non-default token signing and token decryption certificates that were issued by an 

enterprise or public certification authority. 

¶ The SSL server authentication certificate used by AD FS. 

¶ The service communications certificate used by AD FS (by default, this is the same 

certificate as the SSL certificate. 

¶ Non-default values for any federation service properties, such as 

AutoCertificateRollover or SSO lifetime. 

¶ Non-default AD FS endpoint settings and claim descriptions. 

¶ Custom claim rules on the Active Directory claims provider trust. 

¶ AD FS sign-in page customizations 

For more information, see Migrating the AD FS Federation Server. 

2. Create a Windows Server 2012 R2 federation server farm. 

3. Import the original configuration data into this new Windows Server 2012 R2 AD FS farm. 

4. Configure and customize the AD FS sign-in pages. 

New AD FS functionality in Windows Server 2012 
R2 
The following AD FS functionality changes in Windows Server 2012 R2 impact a migration from 

AD FS 2.0 or AD FS in Windows Server 2012: 

¶ IIS dependency  

AD FS in Windows Server 2012 R2 is self-hosted and does not require IIS installation. Make 

sure you note the following as a result of this change: 

¶ SSL certificate management for both federation servers and proxy computers in your AD 

FS farm must now be performed via Windows PowerShell.  
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¶ Changes to AD FS sign-in pagesô settings and customizations 

In AD FS in Windows Server 2012 R2, there are several changes intended to improve the 

sign-in experience for both administrators and users. The IIS-hosted web pages that existed 

in the previous version of AD FS are now removed. The look and feel of the AD FS sign-in 

web pages are self-hosted in AD FS and can now be customized to tailor the user 

experience. The changes include: 

¶ Customizing the AD FS sign-in experience, including the customization of the company 

name, logo, illustration, and sign-in description. 

¶ Customizing the error messages. 

¶ Customizing the ADFS Home Realm Discovery experience, which includes the following: 

¶ Configuring your identity provider to use certain email suffixes. 

¶ Configuring an identity provider list per relying party. 

¶ Bypassing Home Realm Discovery for intranet. 

¶ Creating custom web themes. 

For detailed instructions on configuring the look and feel of the AD FS sign-in pages, see 

Customizing the AD FS Sign-in Pages. 

If you have web page customization in your existing AD FS farm that you want to migrate to 

Windows Server 2012 R2, you can recreate them as part of the migration process using the 

new customization features in Windows Server 2012 R2. 

¶ Other changes 

¶ AD FS in Windows Server 2012 R2 is based on Windows Identity Foundation (WIF) 3.5, 

not WIF 4.5. Therefore, some specific features of WIF 4.5 (for example, Kerberos claims 

and dynamic access control) are not supported in AD FS in Windows Server 2012 R2. 

¶ Device Registration Service (DRS) in Windows Server 2012 R2 operates on port 443; 

ClientTLS for user certificate authentication operates on port 49443 

¶ For active, non-browser clients using certificate transport mode authentication that 

are specifically hard-coded to point to port 443, a code change is required to continue 

to use user certificate authentication on port 49443. 

¶ For passive applications no change is required because AD FS redirects to the 

correct port for user certificate authentication. 

¶ Firewall ports between the client and the proxy must enable port 49443 traffic to pass 

through for user certificate authentication. 

AD FS Requirements in Windows Server 2012 R2 
In order to successfully migrate your AD FS farm to Windows Server 2012 R2, you must meet the 

following requirements: 

For AD FS to function, each computer that you want to be a federation server must be joined to a 

domain. 

For AD FS running on Windows Server 2012 R2 to function, your Active Directory domain must 

run either of the following:  
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¶ Windows Server 2012 R2 

¶ Windows Server 2012 

¶ Windows Server 2008 R2 

¶ Windows Server 2008 

If you plan to use a group Managed Service Account (gMSA) as the service account for AD FS, 

you must have at least one domain controller in your environment that is running on Windows 

Server 2012 or Windows Server 2012 R2 operating system. 

If you plan to deploy Device Registration Service (DRS) for AD Workplace Join as a part of your 

AD FS deployment, the AD DS schema needs to be updated to the Windows Server 2012 

R2level. There are three ways to update the schema: 

1. In an existing Active Directory forest, run adprep /forestprep from the \support\adprep folder 

of the Windows Server 2012 R2 operating system DVD on any 64-bit server that runs 

Windows Server 2008 or later. In this case, no additional domain controller needs to be 

installed, and no existing domain controllers need to be upgraded.  

To run adprep/forestprep, you must be a member of the Schema Admins group, the 

Enterprise Admins group, and the Domain Admins group of the domain that hosts the 

schema master. 

2. In an existing Active Directory forest, install a domain controller that runs Windows Server 

2012 R2. In this case, adprep /forestprep runs automatically as part of the domain controller 

installation. 

During the domain controller installation, you may need to specify additional credentials in 

order to run adprep /forestprep. 

3. Create a new Active Directory forest by installing AD DS on a server that runs Windows 

Server 2012 R2. In this case, adprep /forestprep does not need to be run because the 

schema will be initially created with all the necessary containers and objects to support DRS. 

SQL Server support for AD FS in Windows Server 2012 R2 

If you want to create an AD FS farm and use SQL Server to store your configuration data, you 

can use SQL Server 2008 and newer versions, including SQL Server 2012. 

Increasing your Windows PowerShell limits 
If you have more than 1000 claims provider trusts and relying party trusts in your AD FS farm, or 

if you see the following error while trying to run the AD FS migration export/import tool, you must 

increase your Windows PowerShell limits:  

'Exception of type 'System.OutOfMemoryException' was thrown. At 

E: \ dev \ ds \ security \ ADFSv2\ Product \ Migration \ Export - FederationConfiguration.ps1:176 

char:21 + $configData = Invoke - Command - ScriptBlock $GetConfig - Argume ...  

This error is thrown because the Windows PowerShell session default memory limit is too low. In 

Windows PowerShell 2.0, the session default memory is 150MB. In Windows PowerShell 3.0, the 

session default memory is 1024MB. You can verify Windows PowerShell remote session memory 
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limit using the following command: Get - Item wsman:localhost \ Shell \ MaxMemoryPerShellMB . You 

can increase the limit by running the following command: Set - Item 

wsman:localhost \ Shell \ MaxMemoryPerShellMB 512 . 

Other migration tasks and considerations 
In order to successfully migrate your AD FS farm to Windows Server 2012 R2, make sure you are 

aware of the following: 

¶ The migration scripts located in the \support\adfs folder on the Windows Server 2012 R2 

installation CD require that you retain the same federation server farm name and service 

account identity name that you used in your legacy AD FS farm when you migrate it to 

Windows Server 2012 R2. 

¶ If you want to migrate a SQL Server AD FS farm, note that the migration process involves 

creating a new SQL database instance into which you must import the original configuration 

data. 

See Also 
Migrating Active Directory Federation Services Role Service to Windows Server 2012 R2 

Migrating the AD FS Federation Server 

To migrate an AD FS federation server that belongs to a single-node AD FS farm, a WIF farm, or 

a SQL Server farm to Windows Server 2012 R2, you must perform the following tasks: 

1. Export and backup the AD FS configuration data 

2. Create a Windows Server 2012 R2 federation server farm 

3. Import the original configuration data into the Windows Server 2012 R2 AD FS farm 

4. Configure and customize the AD FS sign-in pages in the migrated AD FS farm 

5. Other migration tasks 

Export and backup the AD FS configuration data 
To export the AD FS configuration settings, perform the following procedures: 

¶ To export service settings 

¶ To export claims provider trusts and relying party trusts 

¶ To export relying party trusts 

¶ To back up custom attribute stores 

¶ To back up AD FS sign-in pagesô settings and customizations 

To export service settings 
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1. Make sure that you have access to the following certificates and their private keys in a 

.pfx file: 

¶ The SSL certificate that is used by the federation server farm that you want to 

migrate 

¶ The service communication certificate (if it is different from the SSL certificate) that is 

used by the federation server farm that you want to migrate 

¶ All third-party party token-signing or token-encryption/decryption certificates that are 

used by the federation server farm that you want to migrate 

To find the SSL certificate, open the Internet Information Services (IIS) management 

console, Select Default Web Site in the left pane, click Bindingsé in the Action pane, 

find and select the https binding, click Edit, and then click View. 

You must export the SSL certificate used by the federation service and its private key to a 

.pfx file. For more information, see Export the Private Key Portion of a Server 

Authentication Certificate. 

Note  

If you plan to deploy the Device Registration Service as part of running your AD 

FS in Windows Server 2012 R2, you must obtain a new SSL cert. For more 

information, see Enroll an SSL Certificate for AD FS and Configure a federation 

server with Device Registration Service. 

To view the token signing, token decryption and service communication certificates that 

are used, run the following Windows PowerShell command to create a list of all 

certificates in use in a file:  

Get - ADFSCertificate | Out - File ñ.\ certificates. txtò 

2. Export AD FS federation service properties, such as the federation service name, 

federation service display name, and federation server identifier to a file.  

To export federation service properties, open Windows PowerShell and run the following 

command: PSH:> Get - ADFSProperties | Out - File ñ.\ properties.txtò. 

The output file will contain the following important configuration values: 
 

Federation Service Property name as 

reported by Get-ADFSProperties 

Federation Service Property name in 

AD FS management console 

HostName Federation Service name 

Identifier Federation Service identifier 

DisplayName Federation Service display name 

 

3. Back up the application configuration file. Among other settings, this file contains the 

policy database connection string. 

To back up the application configuration file, you must manually copy the 

%programfiles% \ Active Directory Federation Services 

http://technet.microsoft.com/library/dd807097.aspx
http://technet.microsoft.com/library/dd807097.aspx
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2.0 \ Microsoft.IdentityServer.Servicehost.exe.config  file to a secure location on a 

backup server. 

Notes 

Make note of the database connection string in this file, located immediately after 

ñpolicystore connectionstring=ò). If the connection string specifies a SQL Server 

database, the value is needed when restoring the original AD FS configuration on 

the federation server.  

The following is an example of a WID connection string: ñData 

Source= \ \ . \ pipe \ mssql$microsoft##ssee \ sql \ query;Initial 

Catalog=AdfsConfiguration;Integrated Security=True" . The following is an 

example of a SQL Server connection string: "Data 

Source=databaseh ostname;Integrated Security=True" . 

4. Record the identity of the AD FS federation service account and the password of this 

account. 

To find the identity value, examine the Log On As column of AD FS 2.0 Windows 

Service in the Services console and manually record this value. 

Note  

For a stand-alone federation service, the built-in NETWORK SERVICE account 

is used.  In this case, you do not need to have a password. 

5. Export the list of enabled AD FS endpoints to a file.  

To do this, open Windows PowerShell and run the following command: PSH:> Get -

ADFSEndpoint | Out - File ñ.\ endpoints.txtò. 

6. Export any custom claim descriptions to a file. 

To do this, open Windows PowerShell and run the following command: Get -

ADFSClaimDescription | Out - File ñ.\ claimtypes.txtò. 

7. If you have custom settings such as useRelayStateForIdpInitiatedSignOn configured in 

the web.config file, ensure you back up the web.config file for reference. You can copy 

the file from the directory that is mapped to the virtual path ñ/adfs/lsò in IIS. By default, it 

is in the %systemdrive%\inetpub\adfs\ls directory. 

1. To export AD FS claims provider trusts and relying party trusts, you must log in as 

Administrator (however, not as the Domain Administrator) onto your federation server 

and run the following Windows PowerShell script that is located in the media/server_en-

us/support/adfs folder of the Windows Server 2012 R2 installation CD: export -

federationconfiguration.ps1 . 

Important  

The export script takes the following parameters: 

¶ Export-FederationConfiguration.ps1 -Path <string> [-ComputerName <string>] [-

Credential <pscredential>] [-Force] [-CertificatePassword <securestring>] 

To export claims provider trusts and relying party trusts 
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¶ Export-FederationConfiguration.ps1 -Path <string> [-ComputerName <string>] [-

Credential <pscredential>] [-Force] [-CertificatePassword <securestring>] [-

RelyingPartyTrustIdentifier <string[]>] [-ClaimsProviderTrustIdentifier <string[]>] 

¶ Export-FederationConfiguration.ps1 -Path <string> [-ComputerName <string>] [-

Credential <pscredential>] [-Force] [-CertificatePassword <securestring>] [-

RelyingPartyTrustName <string[]>] [-ClaimsProviderTrustName <string[]>] 

-RelyingPartyTrustIdentifier <string[]> - the cmdlet only exports relying party 

trusts whose identifiers are specified in the string array. The default is to export 

NONE of the relying party trusts. If none of RelyingPartyTrustIdentifier, 

ClaimsProviderTrustIdentifier, RelyingPartyTrustName, and 

ClaimsProviderTrustName is specified, the script will export all relying party 

trusts and claims provider trusts. 

-ClaimsProviderTrustIdentifier <string[]> - the cmdlet only exports claims 

provider trusts whose identifiers are specified in the string array. The default is to 

export NONE of the claims provider trusts. 

-RelyingPartyTrustName <string[]> - the cmdlet only exports relying party 

trusts whose names are specified in the string array. The default is to export 

NONE of the relying party trusts. 

-ClaimsProviderTrustName <string[]> - the cmdlet only exports claims provider 

trusts whose names are specified in the string array. The default is to export 

NONE of the claims provider trusts. 

-Path <string> - the path to a folder that will contain the exported files. 

-ComputerName <string> - specifies the STS server host name. The default is 

the local computer. If you are migrating AD FS 2.0 or AD FS in Windows Server 

2012 to AD FS in Windows Server 2012 R2, this is the host name of the legacy 

AD FS server. 

-Credential <PSCredential> - specifies a user account that has permission to 

perform this action. The default is the current user. 

-Force ï specifies to not prompt for user confirmation. 

-CertificatePassword <SecureString> - specifies a password for exporting AD 

FS certificatesô private keys. If not specified, the script will prompt for a password 

if an AD FS certificate with private key needs to be exported. 

Inputs: None 

Outputs: string - this cmdlet returns the export folder path. You can pipe the 

returned object to Import-FederationConfiguration. 

1. You must manually export all custom attribute stores that you want to keep in your new 

AD FS farm in Windows Server 2012 R2. 

Note  

To back up custom attribute stores 
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In Windows Server 2012 R2, AD FS requires custom attribute stores that are 

based on .NET Framework 4.0 or above. Follow the instructions in Microsoft 

.NET Framework 4.5  to install and setup .Net Framework 4.5. 

You can find information about custom attribute stores in use by AD FS by running the 

following Windows PowerShell command: PSH:>Get - ADFSAttributeStore . The steps to 

upgrade or migrate custom attribute stores vary. 

2. You must also manually export all .dll files of the custom attribute stores that you want to 

keep in your new AD FS farm in Windows Server 2012 R2. The steps to upgrade or 

migrate .dll files of custom attribute stores vary. 

Create a Windows Server 2012 R2 federation 
server farm 

1. Install the Windows Server 2012 R2 operating system on a computer that you want to 

function as a federation server and then add the AD FS server role. For more information, 

see Install the AD FS Role Service. Then configure your new federation service either 

through the Active Directory Federation Service Configuration Wizard or via Windows 

PowerShell. For more information, see ñConfigure the first federation server in a new 

federation server farmò in Configure a Federation Server. 

While completing this step, you must follow these instructions: 

¶ You must have Domain Administrator privileges in order to configure your federation 

service. 

¶ You must use the same federation service name (farm name) as was used in the AD 

FS 2.0 or AD FS in Windows Server 2012. If you do not use the same federation 

service name, the certificates that you backed up will not function in the Windows 

Server 2012 R2 federation service that you are trying to configure.  

¶ Specify whether this is a WID or SQL Server federation server farm. If it is a SQL 

farm, specify the SQL Server database location and instance name. 

¶ You must provide a pfx file containing the SSL server authentication certificate that 

you backed up as part of preparing for the AD FS migration process. 

¶ You must specify the same service account identity that was used in the AD FS 2.0 

or AD FS in Windows Server 2012 farm.  

2. Once the initial node is configured, you can add additional nodes to your new farm. For 

more information, see ñAdd a federation server to an existing federation server farmò in 

Configure a Federation Server. 

 

http://www.microsoft.com/download/details.aspx?id=30653
http://www.microsoft.com/download/details.aspx?id=30653
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Import the original configuration data into the 
Windows Server 2012 R2 AD FS farm 
Now that you have an AD FS federation server farm running in Windows Server 2012 R2, you 

can import the original AD FS configuration data into it. 

1. Import and configure other custom AD FS certificates, including externally enrolled token-

signing and token- decryption/encryption certificates, and the service communication 

certificate if it is different from the SSL certificate. 

In the AD FS management console, select Certificates. Verify the service 

communications, token-encryption/decryption, and token-signing certificates by checking 

each against the values you exported into the certificates.txt file while preparing for the 

migration.  

To change the token-decrypting or token-signing certificates from the default self-signed 

certificates to external certificates, you must first disable the automatic certificate rollover 

feature that is enabled by default. To do this, you can use the following Windows 

PowerShell command: 

Set - ADFSProperties ïAutoCertificateRollover $false.  

2. Configure any custom AD FS service settings such as AutoCertificateRollover or SSO 

lifetime using the Set-AdfsProperties cmdlet. 

3. To import AD FS relying party trusts and claims provider trusts, you must be logged in as 

Administrator (however, not as the Domain Administrator) onto your federation server 

and run the following Windows PowerShell script that is located in the \support\adfs folder 

of the Windows Server 2012 R2 installation CD:  

import - f ederationconfiguration.ps1  

Important  

The import script takes the following parameters: 

¶ Import-FederationConfiguration.ps1 -Path <string> [-ComputerName <string>] [-

Credential <pscredential>] [-Force] [-LogPath <string>] [-CertificatePassword 

<securestring>] 

¶ Import-FederationConfiguration.ps1 -Path <string> [-ComputerName <string>] [-

Credential <pscredential>] [-Force] [-LogPath <string>] [-CertificatePassword 

<securestring>] [-RelyingPartyTrustIdentifier <string[]>] [-

ClaimsProviderTrustIdentifier <string[]> 

¶ Import-FederationConfiguration.ps1 -Path <string> [-ComputerName <string>] [-

Credential <pscredential>] [-Force] [-LogPath <string>] [-CertificatePassword 

<securestring>] [-RelyingPartyTrustName <string[]>] [-ClaimsProviderTrustName 

<string[]>] 

-RelyingPartyTrustIdentifier <string[]> - the cmdlet only imports relying party 

trusts whose identifiers are specified in the string array. The default is to import 
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NONE of the relying party trusts. If none of RelyingPartyTrustIdentifier, 

ClaimsProviderTrustIdentifier, RelyingPartyTrustName, and 

ClaimsProviderTrustName is specified, the script will import all relying party 

trusts and claims provider trusts. 

-ClaimsProviderTrustIdentifier <string[]> - the cmdlet only imports claims 

provider trusts whose identifiers are specified in the string array. The default is to 

import NONE of the claims provider trusts. 

-RelyingPartyTrustName <string[]> - the cmdlet only imports relying party 

trusts whose names are specified in the string array. The default is to import 

NONE of the relying party trusts. 

-ClaimsProviderTrustName <string[]> - the cmdlet only imports claims provider 

trusts whose names are specified in the string array. The default is to import 

NONE of the claims provider trusts. 

-Path <string> - the path to a folder that contains the configuration files to be 

imported. 

-LogPath <string> - the path to a folder that will contain the import log file. A log 

file named ñimport.logò will be created in this folder. 

-ComputerName <string> - specifies host name of the STS server. The default 

is the local computer. If you are migrating AD FS 2.0 or AD FS in Windows 

Server 2012 to AD FS in Windows Server 2012 R2, this parameter should be set 

to the hostname of the legacy AD FS server. 

-Credential <PSCredential>- specifies a user account that has permission to 

perform this action. The default is the current user. 

-Force ï specifies to not prompt for user confirmation. 

-CertificatePassword <SecureString> - specifies a password for importing AD 

FS certificatesô private keys. If not specified, the script will prompt for a password 

if an AD FS certificate with private key needs to be imported. 

Inputs: string - this command takes the import folder path as input. You can pipe 

Export-FederationConfiguration to this command. 

Outputs: None. 

Any trailing spaces in the WSFedEndpoint property of a relying party trust may cause the 

import script to error. In this case, manually remove the spaces from the file prior to 

import. For example, these entries cause errors: 

<URI N="WSFedEndpoint">https://127.0.0.1:444 /</URI>  

<URI N="WSFedEndpoint">https://myapp.cloudapp.net:83 /</URI>  

They must be edited to: 

<URI N="WSFedEndpoint">https://127.0.0.1:444/</URI>  

<URI N="WSFedEnd point">https://myapp.cloudapp.net:83/</URI>  

Important  
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If you have any custom claim rules (rules other than the AD FS default rules) on 

the Active Directory claims provider trust in the source system, these will not be 

migrated by the scripts. This is because Windows Server 2012 R2 has new 

defaults. Any custom rules must be merged by adding them manually to the 

Active Directory claims provider trust in the new Windows Server 2012 R2 farm. 

4. Configure all custom AD FS endpoint settings. In the AD FS Management console, select 

Endpoints. Check the enabled AD FS endpoints against the list of enabled AD FS 

endpoints that you exported to a file while preparing for the AD FS migration. 

- And - 

Configure any custom claim descriptions. In the AD FS Management console, select 

Claim Descriptions. Check the list of AD FS claim descriptions against the list of claim 

descriptions that you exported to a file while preparing for the AD FS migration. Add any 

custom claim descriptions included in your file but not included in the default list in AD 

FS. Note that Claim identifier in the management console maps to the ClaimType in the 

file.   

5. Install and configure all backed up custom attribute stores. As an administrator, ensure 

any custom attribute store binaries are upgrade to .NET Framework 4.0 or higher before 

updating the AD FS configuration to point to them. 

6. Configure service properties that map to the legacy web.config file parameters. 

¶ If useRelayStateForIdpInitiatedSignOn was added to the web.config file in your 

AD FS 2.0 or AD FS in Windows Sever 2012 farm, then you must configure the 

following service properties in your AD FS in Windows Server 2012 R2 farm:  

¶ AD FS in Windows Server 2012 R2 includes a 

%systemroot%\ADFS\Microsoft.IdentityServer.Servicehost.exe.config file. 

Create an element with the same syntax as the web.config file element: 

<useRelayStateForIdpInitiatedSignOn enabled="true" /> . Include this element 

as part of <microsoft.identityserver.web> section of the 

Microsoft.IdentityServer.Servicehost.exe.config file. 

¶ If <persistIdentityProviderInformation enabled="true|false" lifetimeInDays="90" 

enablewhrPersistence=òtrue|falseò  /> was added to the web.config file in your 

AD FS 2.0 or AD FS in Windows Sever 2012 farm, then you must configure the 

following service properties in your AD FS in Windows Server 2012 R2 farm: 

 

i. In AD FS in Windows Server 2012 R2, run the following Windows PowerShell 

command: Set - AdfsWebConfig ïHRDCookieEnabled ïHRDCookieLifetime . 

¶ If <singleSignOn enabled="true|false" /> was added to the web.config file in your 

AD FS 2.0 or AD FS in Windows Sever 2012 farm, you do not need to set any 

additional service properties in your AD FS in Windows Server 2012 R2 farm. Single 

sign-on is enabled by default in AD FS in Windows Server 2012 R2 farm.  

¶ If localAuthenticationTypes settings were added to the web.config file in your AD FS 

2.0 or AD FS in Windows Sever 2012 farm, then you must configure the following 

service properties in your AD FS in Windows Server 2012 R2 farm: 

¶ Integrated, Forms, TlsClient, Basic Transform list into equivalent AD FS in 
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Windows Server 2012 R2 has global authentication policy settings to support 

both federation service and proxy authentication types. These settings can be 

configured in the AD FS in Management snap-in under the Authentication 

Policies. 

After you import the original configuration data, you can customize the AD FS sign in pages as 

needed. For more information, see Customizing the AD FS Sign-in Pages. 

See Also 
Migrating Active Directory Federation Services Role Service to Windows Server 2012 R2 

Migrating the AD FS Federation Server Proxy 

In Active Directory Federation Services (AD FS) in Windows Server 2012 R2, the role of a 

federation server proxy is handled by a new Remote Access role service called Web Application 

Proxy. In Windows Server 2012 R2, to enable your AD FS for accessibility from outside of the 

corporate network, you can deploy one or more Web Application Proxies. However, you cannot 

migrate a federation server proxy running on Windows Server 2008 R2 or Windows Server 2012 

to a Web Application Proxy running on Windows Server 2012 R2. 

The migration of a federation server proxy running on Windows Server 2008, Windows 

Server 2008 R2, or Windows Server 2012 to a Web Application Proxy running on 

Windows Server 2012 R2 is NOT supported. 

If you want to configure AD FS in a Windows Server 2012 R2 migrated farm for extranet access, 

you must perform a fresh deployment of one or more Web Application Proxy computers as part of 

your AD FS infrastructure. 

To plan Web Application Proxy deployment, you can review the information in the following 

topics: 

¶ Step 1: Plan the Web Application Proxy Infrastructure 

¶ Step 2: Plan the Web Application Proxy Server 

To deploy Web Application proxy, you can follow the procedures in the following topics: 

¶ Step 1: Configure the Web Application Proxy Infrastructure 

¶ Step 2: Install and Configure the Web Application Proxy Server 

See Also 
Migrating Active Directory Federation Services Role Service to Windows Server 2012 R2 

Important  
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Verifying the AD FS Migration to Windows 
Server 2012 R2 

Once you complete the same server migration of your Active Directory Federation Service (AD 

FS) farm to Windows Server 2012 R2, you can use the following procedure to verify that 

federation servers in your farm are operational; that is, that any client on the same network can 

reach your federation servers. 

Membership in Users, Backup Operators, Power Users, Administrators or equivalent, on the 

local computer is the minimum required to complete this procedure. Review details about using 

the appropriate accounts and group memberships at Local and Domain Default Groups 

(http://go.microsoft.com/fwlink/?LinkId=83477). 

1. Open a browser window and in the address bar, type the federation server name, and 

then append it with federationmetadata/2007-06/federationmetadata.xml to browse to 

the federation service metadata endpoint. For example, 

https://fs.contoso.com/federationmetadata/2007-06/federationmetadata.xml .  

If in your browser window you can see the federation server metadata without any SSL 

errors or warnings, your federation server is operational. 

2. You can also browse to the AD FS sign-in page (your federation service name appended 

with adfs/ls/idpinitiatedsignon.htm, for example, 

https://fs.contoso.com/adfs/ls/idpinitiatedsignon.htm).  This displays the AD FS sign-

in page where you can sign in with domain administrator credentials.   

Important  

Make sure to configure your browser settings to trust the federation server role 

by adding your federation service name (for example, https://fs.contoso.com) 

to the browserôs local intranet zone. 

See Also 
Migrating Active Directory Federation Services Role Service to Windows Server 2012 R2 

Migrate DHCP Server to Windows Server 
2012 R2 

DHCP server role migration involves moving the settings for your existing DHCP server to a new 

DHCP server on the network. The goal of this server migration is to install the DHCP server role 

on the Windows Server® 2012 R2 operating system so that it provides DHCP leases on a 

network without any perceptible change to DHCP client computers. 

 To verify that a federation server is operational 

http://go.microsoft.com/fwlink/?LinkId=83477
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About this guide 
This guide describes the steps for migrating existing DHCP server settings to a server that is 

running Windows Server 2012 R2. Migration documentation and tools ease the migration of 

server role settings and data from an existing server to a destination server that is running 

Windows Server 2012 R2. By using the tools that are described in this guide to migrate a DHCP 

server, you can simplify migration, reduce migration time, increase the accuracy of the migration 

process, and help eliminate possible conflicts that might otherwise occur during DHCP migration. 

For more information about the migration tools, see DHCP Server Migration: Appendix A. 

Target audience 

This guide is intended for information technology (IT) administrators, IT professionals, and other 

knowledge workers who are responsible for the operation and deployment of DHCP servers in a 

managed environment. 

What this guide does not provide 

The following scenarios are not supported or are beyond the scope of this guide. 

¶ Clustering scenarios are not supported by this migration process. For more information about 

migrating DHCP Server in a cluster environment, see Migrating DHCP to a Cluster Running 

Windows Server 2008 R2 Step-by-Step Guide 

(http://go.microsoft.com/fwlink/?LinkId=140512) on the Windows Server TechCenter. 

Also see Migrate to DHCP Failover. DHCP failover is a new option for DHCP high availability, 

introduced in Windows Server 2012. 

¶ Upgrading roles on the same computer is out of scope for this guide. 

¶ Scenarios in which the new operating system is installed on existing server hardware by 

using the Upgrade option during setup (in-place upgrades) are not covered in this guide. 

¶ Migrating more than one server role is not covered in this guide. 

Supported migration scenarios 

This guide gives you the instructions to migrate an existing DHCP server to a server that is 

running Windows Server 2012 R2. This guide does not contain instructions for migration when 

the source server is running multiple roles. If your server is running multiple roles, we recommend 

that you design a custom migration procedure specific to your server environment based on the 

information provided in other role migration guides. Migration guides for additional roles are 

available on the Windows Server 2012 TechCenter 

(http://technet.microsoft.com/library/jj134039.aspx). 

If the source server is running multiple roles, some migration steps in this guide, such as 

those for computer name and IP configuration, can cause other roles that are running on 

the source server to fail. 

Caution  

http://go.microsoft.com/fwlink/?LinkId=140512
http://go.microsoft.com/fwlink/?LinkId=140512
http://technet.microsoft.com/library/jj134039.aspx
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This guide provides instructions only for migrating DHCP data and settings from a server that is 

being replaced by an x64-based server running Windows Server 2012 R2. 

Supported operating systems 

This guide provides instructions for migration of a DHCP server from a server that is running 

Windows Server 2003 or a later operating system to a server running Windows Server 2012 R2. 

Supported operating systems are listed in the following table. 

Supported operating systems for migration 

Source server 

processor 

Source server operating 

system 

Destination server 

operating system 

Destination server 

processor 

x86- or x64-based Windows Server 2003 

with Service Pack 2 

Windows Server 2012 

R2, both full and 

Server Core 

installation options 

x64-based 

x86- or x64-based Windows Server 2003 R2 Windows Server 2012 

R2, both full and 

Server Core 

installation options 

x64-based 

x86- or x64-based Windows Server 2008 Windows Server 2012 

R2, both full and 

Server Core 

installation options 

x64-based 

x64-based Windows Server 2008 R2 Windows Server 2012 

R2, both full and 

Server Core 

installation options 

x64-based 

x64-based Server Core installation 

option of Windows 

Server 2008 R2 

Windows Server 2012 

R2, both full and 

Server Core 

installation options 

x64-based 

x64-based Windows Server 2012 Windows Server 2012 

R2, both full and 

Server Core 

installation options 

x64-based 

x64-based Server Core installation 

option of Windows 

Server 2012 

Windows Server 2012 

R2, both full and 

Server Core 

installation options 

x64-based 
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Source server 

processor 

Source server operating 

system 

Destination server 

operating system 

Destination server 

processor 

x64-based Windows Server 2012 R2 Windows Server 2012 

R2, both full and 

Server Core 

installation options 

x64-based 

x64-based Server Core installation 

option of Windows 

Server 2012 R2 

Windows Server 2012 

R2, both full and 

Server Core 

installation options 

x64-based 

 

The versions of operating systems shown in the previous table are the oldest combinations of 

operating systems and service packs that are supported. Newer service packs, if available, are 

supported for the migration of DHCP server settings. 

Foundation, Standard, Enterprise, and Datacenter editions of Windows Server are supported as 

either source or destination servers. 

Migrations between physical operating systems and virtual operating systems are supported. 

Migration from a source server to a destination server that is running an operating system in a 

different system user interface (UI) language than the source server is not supported. The system 

UI language is the language of the localized installation package that was used to set up the 

Windows operating system. For example, you cannot use Windows Server migration tools to 

migrate roles, operating system settings, data, or shares from a computer that is running 

Windows Server 2008 R2 in the French system UI language to a computer that is running 

Windows Server 2012 R2 in the German system UI language.  

Both x86-based and x64-based migrations are supported for Windows Server 2003 and Windows 

Server 2008. All editions of Windows Server 2012 R2 are x64-based. 

Roles that are running on Server Core installations of Windows Server 2008 cannot be migrated, 

because there is no .NET Framework available on Server Core installations of Windows 

Server 2008. 

We recommend migration rather than an upgrade even when the hardware is native x64-based. 

For example, with a server role split, a scenario in which the source server has more than one 

server role, because of increased use of this server you might decide to separate the roles onto 

several additional x64-based servers. In this case, migrating (not upgrading) individual server 

roles to other servers may be the best solution. 

The server administrator can choose which components of an existing installation to migrate; 

together with the server role, these components usually include configuration, data, system 

identity, and operating system settings. 
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Supported role configurations 

You can migrate all DHCP Server settings by using this guide, including registry and database 

settings. 

If you are migrating a DHCP server in a cluster configuration, see Migrating DHCP to a 

Cluster Running Windows Server 2008 R2 Step-by-Step Guide 

(http://go.microsoft.com/fwlink/?LinkId=140512) on the Windows Server TechCenter. 

Also see Migrate to DHCP Failover. DHCP failover is a new option for DHCP high 

availability, introduced in Windows Server 2012. 

DHCP Server migration overview 

DHCP Server migration is divided into the following major sections: 

¶ DHCP Server Migration: Preparing to Migrate 

¶ DHCP Server Migration: Migrating the DHCP Server Role 

¶ DHCP Server Migration: Verifying the Migration 

¶ DHCP Server Migration: Post-Migration Tasks 

DHCP Server migration process 

As shown in the following illustration, the pre-migration process involves the manual collection of 

data, followed by procedures on the destination and source servers. The migration process 

includes source and destination server procedures that use the Export and Import cmdlets to 

automatically collect, store, and then migrate server role settings. Post-migration procedures 

include verifying that the destination server successfully replaced the source server and then 

retiring or repurposing the source server. If the verification procedure indicates that the migration 

failed, troubleshooting begins. If troubleshooting fails, rollback instructions are provided to return 

to the use of the original source server. 

Notes 

http://go.microsoft.com/fwlink/?LinkId=140512
http://go.microsoft.com/fwlink/?LinkId=140512
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Impact of migration on other computers in the 
enterprise 
During migration, the source DHCP server might not be available. Therefore, client computers will 

not be able to obtain IP addresses from this DHCP server. We recommend that you maintain or 

create an auxiliary DHCP server so that client computers can obtain IP addresses while you 

migrate the primary DHCP server. 

Be aware that if you choose to perform the migration without any auxiliary DHCP servers, all 

clients with valid leases must keep using those leases. If a lease for an existing client expires, 

that client will not be able to obtain an IP address. In addition, any new client that connects to the 

network will not be able to obtain an IP address when the single-source DHCP server is not 

available. 

Permissions required to complete migration 
The following permissions are required on the source server and the destination server: 

¶ Domain administrative rights that are required to authorize DHCP Server. 

¶ Local administrative rights are required to install or manage DHCP Server. 

¶ Write permissions are required to the migration store location. For more information, see 

DHCP Server Migration: Preparing to Migrate. 
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Estimated duration 
The migration can take two to three hours, including testing. 

See also 
DHCP Server Migration: Preparing to Migrate 

DHCP Server Migration: Migrating the DHCP Server Role 

DHCP Server Migration: Verifying the Migration 

DHCP Server Migration: Post-Migration Tasks 

DHCP Server Migration: Appendix A 

DHCP Server Migration: Preparing to Migrate 

Complete the following procedures before you migrate a DHCP Server from an x86-based or x64-

based server to an x64-based server running Windows Server 2012 R2. 

Migration planning 

Install migration tools 

Prepare the destination server 

Prepare the source server 

Migration planning 
Membership in Domain Administrators, or equivalent, is the minimum required to complete 

these procedures. Review details about how to use the appropriate accounts and group 

memberships at Run a program with administrative credentials 

(http://go.microsoft.com/fwlink/?LinkId=131210). 

¶ Identify your DHCP Server source and destination servers. 

¶ Determine the domain, server name, and passwords on the source server. To identify the 

domain of the original server, click Start, right-click Computer, and then click 

Properties. 

¶ If you have not already done so, install Windows Server Migration Tools on the 

destination and source servers as instructed in Install migration tools. 

¶ Before migration, install all critical updates and service packs on the source server that 

were released before Windows Server 2012 R2. It is a recommended best practice that 

all current critical updates and service packs are installed on both the source and the 

destination servers. 

¶ Count the number of network adapters in the source and destination servers and make 

To prepare for migration 

http://go.microsoft.com/fwlink/?LinkId=131210
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sure that they are equal in number. If the source server that is running DHCP Server has 

multiple network adapters and the DHCP Server service is bound to all and serving IP 

addresses on different subnets, the destination server that is running DHCP Server must 

also have multiple network adapters so that it can serve the same subnets as on the 

source server. 

¶ Prepare a migration store file location. The store location must be accessible from the 

source server during the export and from the destination server during the import. Use a 

common drive that can contain all DHCP Serverïrelated information from the source 

server. The storage location should be similar to the following: 

\\fileserver\users\username\. 

Before you run the Import-SmigServerSetting, Export-SmigServerSetting, or Get-

SmigServerFeature cmdlets, verify that during migration, both source and destination 

servers can contact the domain controller that is associated with domain users or groups 

who are members of local groups on the source server. 

Before you run the Send-SmigServerData or Receive-SmigServerData cmdlets, verify 

that during migration, both source and destination servers can contact the domain 

controller that is associated with those domain users who own files or shares that are 

being migrated. 

Install migration tools 
Install Windows Server Migration Tools on the destination and source servers. For more 

information, see Install, Use, and Remove Windows Server Migration Tools. 

Working with Windows PowerShell cmdlets 
Cmdlets (pronounced command-lets) are built-in commands, installed by default when you install 

role services and features in Windows Server 2012 R2. Throughout this guide, there are several 

PowerShell cmdlets that you will have to run to carry out some of the migration steps. For more 

information about Windows PowerShell, see Windows PowerShell Support for Windows Server 

on the Microsoft Web site (http://technet.microsoft.com/en-us/library/hh801904.aspx). 

Except where specifically noted, cmdlets are not case-sensitive.  

You can obtain detailed Help about specific syntax, parameters, and usage guidelines for any 

installed cmdlet by typing Get-Help <cmdlet name> -full in a wps session, in which cmdlet name 

represents the name of the cmdlet for which you want help. Add the -Verbose parameter to a 

cmdlet to display detailed information about the operation in the Windows PowerShell session. 

Although most commands for DHCP Server migration are cmdlets, you can run executable files in 

a session by adding an ampersand (&) before the executable file name. The ampersand is the 

call operator. 

If the executable file is not in the current directory, add the fully qualified path, as shown in the 

following examples. If an executable file name contains spaces enclose the file name in quotation 

Important  

http://technet.microsoft.com/library/hh801904.aspx
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marks. If you are running the executable file from the current directory, precede the file name with 

.\. 

¶ Executable file that is not in the current directory: PS C: \ > & 

C: \ Windows \ System32 \ notepad.exe  

¶ Executable file that is in the current directory: PS C: \ Windows \ System32> & . \ notepad.exe  

¶ Executable file name that contains a space and is in the current directory: PS 

C: \ Windows \ System32> & ". \ executable test.exe"  

The commands in this document are provided in Windows PowerShell format. For more 

information, see DHCP Server Migration: Appendix A. You can run Command Prompt commands 

in a Windows PowerShell session by adding cmd /C before the command, as shown in the 

following example. The example shows the use of the dir command in wps. 

cmd /C dir c: \ *  

Prepare the destination server 
To install DHCP Server on the destination server, complete the menu-driven installation process. 

Complete the following procedure to prepare the destination server.  

1. Install Windows Server 2008 R2 and configure the destination server. 

2. Make sure that there is sufficient disk space to store the DHCP Server database. The 

disk space needed varies with each installation and should be equal to or greater than 

the space for the DHCP Server database.  

3. Add the destination server as a member server in the domain of the source server that is 

being replaced. 

4. Verify that the destination server can resolve the names of domain users who are 

members of the local group during the import operation. If source and destination servers 

are in different domains, the destination server must be able to contact a global catalog 

server for the forest in which the source domain user accounts are located. 

5. On a computer that is running Windows Server 2008 R2, open a wps session with 

elevated user rights. To do this, click Start, click All Programs, click Accessories, open 

the Windows PowerShell folder, right-click Windows PowerShell, and then click Run 

as administrator. 

6. Load the Server Manager module into your wps session. To load the Server Manager 

module, type the following, and then press Enter. 

Import - Module ServerManager  

Note  

It is not mandatory that DHCP Server is installed on the destination server before 

you import the settings. If the role is not installed on the destination server, it will 

be installed automatically during the import process. However, because 

installation of the role during import might extend downtime, we recommend that 

To prepare the destination server 
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you install DHCP Server by using the Server Manager console on the destination 

server as part of your preparation for the migration. 

7. On the destination server, run the following command to install DHCP Server:  

Add- WindowsFeature DHCP  

You can also install DHCP Server manually by using Server Manager. For more 

information, see Install Dynamic Host Configuration Protocol (DHCP) 

(http://go.microsoft.com/fwlink/?LinkId=128465). 

Note  

If you use the Add Roles Wizard in Server Manager to install DHCP Server on 

the destination server, you do not have to answer every question in the wizard. 

You can leave settings empty (the default) and then click Next through each 

wizard page. If you do not want to use the wizard, you can install DHCP Server 

by using the Add-WindowsFeature cmdlet, as described in this step. 

8. By the end of the migration process, the destination server should have a static IP 

address. Although you will not change the destination server IP address now, consider 

the following scenarios in preparation for changing it when migration is complete. 

¶ If your migration scenario requires that you decommission and disconnect the source 

server from the network, only then can you make the IP address on the destination 

server the same as the IP address on the source server. The source server must be 

disconnected from the network or shut down so that there is no IP address conflict 

between the source server and destination server. However, the destination server 

can still serve clients that are searching for the legacy (source) server that was 

running DHCP Server. 

¶ If your migration scenario calls for continuing to run the source server on the network 

for other, non-DHCP purposes, you have to assign the destination server an 

unallocated IP address in the same subnet as the source server to avoid IP conflicts.  

¶ DHCP Server clients that attempt to renew an IP address lease send the renew 

request to the previous IP address of the DHCP server. If the source server has been 

decommissioned and then disconnected from the network and the new DHCP 

destination server is operating with a different IP address, this request initially fails 

because of the changed IP address. However, clients try to rediscover the IP address 

of the DHCP server on the network and therefore recover from this transient failure. 

Warning  

If the source server is running multiple roles, renaming the source server or 

changing its IP address can cause other roles that are running on the source 

server to fail. 

9. If the DHCP Server database path does not match the default path, you must ensure that 

the destination server has a disk with the same drive letter as seen in source serverôs 

DHCP Server database path. For more information, see the ñKnown issuesò section of 

DHCP Server Migration: Appendix A. 

The destination server is now prepared for migration. 

http://go.microsoft.com/fwlink/?LinkId=128465
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Prepare the source server 
Follow these steps to prepare the source server for migration. 

1. Back up the source server. The backup should be a DHCP Server-specific backup, not a 

Windows backup. (A Windows backup backs up the complete operating system.) You 

can create the DHCP Server-specific backup by using the Netsh command-line tool or 

Microsoft Management Console (MMC). 

¶ In the DHCP MMC tree, right-click the server node to open DHCP backup options. 

¶ Create the backup by using the Netsh command-line tool. For more information, see 

Netsh Commands for Dynamic Host Configuration Protocol server 

(http://go.microsoft.com/fwlink/?LinkId=128496). 

Note  

The Windows Server 2003 operating system does not support Netsh-based 

backup. 

2. If it is running, stop the DHCP Server service. In a session that was opened as described 

in step 5 of To prepare the destination server, type the following, and then press Enter. 

Stop - Service DHCPserver  

3. If the DHCP Server database path does not match the default path, make sure that the 

destination server has a disk with the same drive letter as in source serverôs DHCP 

Server database path. For more information, see the ñKnown issuesò section of DHCP 

Server Migration: Appendix A. 

You are now ready to begin DHCP Server migration, as described in DHCP Server Migration: 

Migrating the DHCP Server Role. 

See also 
Migrate DHCP Server to Windows Server 2012 R2 

DHCP Server Migration: Migrating the DHCP Server Role 

DHCP Server Migration: Verifying the Migration 

DHCP Server Migration: Post-Migration Tasks 

DHCP Server Migration: Appendix A 

DHCP Server Migration: Migrating the DHCP 
Server Role 

Complete the following procedures to migrate a DHCP Server. 

Migrating DHCP Server to the destination server  

To prepare the source server 

http://go.microsoft.com/fwlink/?LinkId=128496
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Migrating DHCP Server from the source server 

Destination server final migration steps 

Migrating DHCP Server to the destination server  
Membership in Domain Administrators or equivalent is the minimum required to complete these 

procedures. Review details about how to use the appropriate accounts and group memberships 

at Run a program with administrative credentials (http://go.microsoft.com/fwlink/?LinkId=131210). 

1. If it is not already installed, install DHCP Server on the destination server, as previously 

described in the ñPrepare the destination serverò section in DHCP Server Migration: 

Preparing to Migrate. 

2. If it is running, stop the DHCP Server service by running the following command:  

Stop - Service DHCPserver  

If you are unsure whether the service is running, you can check its state by running the 

following command: 

Get - Service DHCPServer  

Migrating DHCP Server from the source server 
Follow these steps to migrate DHCP Server from the source server. 

1. Open a Windows PowerShell session with elevated user rights. To do this, click Start, 

click All Programs, click Accessories, open the Windows PowerShell folder, right-click 

Windows PowerShell, and then click Run as administrator. 

2. Load Windows Server Migration Tools into your session.  

If you opened the current session by using the Windows Server Migration Tools shortcut 

on the Start menu, skip this step, and go to step 3. Only load the Windows Server 

Migration Tools snap-in in a session that was opened by using some other method, and 

into which the snap-in has not already been loaded. To load Windows Server Migration 

Tools, type the following, and then press Enter. 

Add- PSSnapin Microsoft.Windows.ServerManager.Migration  

3. Collect data from the source server by running the Export-SmigServerSetting cmdlet as 

an administrator. The Export-SmigServerSetting cmdlet parameters can collect all 

source DHCP server data in a single file (Svrmig.mig). Or, the Export-

SmigServerSetting cmdlet can be run multiple times, with each iteration using one or 

more parameters to collect and store data in multiple Svrmig.mig files. For more 

information, see DHCP Server Migration: Preparing to Migrate. Before you run this 

command, review the following: 

To migrate DHCP Server to the destination server 

To migrate DHCP Server from the source server 

http://go.microsoft.com/fwlink/?LinkId=131210
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¶ When you run the command in step 4, you are prompted to provide a password to 

encrypt the migration store data. You must provide this same password to import 

from the migration store.  

¶ The path parameter can be an empty or nonempty directory. The actual data file in 

the directory (Svrmig.mig) is created by the Export-SmigServerSetting cmdlet. 

Therefore, the user does not have to specify a file name. 

¶ If the path is not a shared location that the destination server can read from, you 

must manually copy the migration store to the destination server or a location that the 

destination server can access. 

¶ If a migration store location already exists and you want to rerun the Export-

SmigServerSetting cmdlet, you must move the Svrmig.mig file from that location 

and store it elsewhere, rename or first delete the migration store. 

¶ You can perform both IP and DHCP Server migration at the same time from a 

Windows PowerShell prompt by using the Export-SmigServerSetting cmdlet 

combined with the IPConfig switch, on a single command line. 

¶ Additional command line parameter information: 

¶ -Users and -Group parameters 

The -Users parameter must be specified only if the DHCP Administrators group 

includes local users. Otherwise, you can use the -Group parameter and all members 

of DHCP administrators will be migrated. Administrator group members can include 

domain users. 

Important  

If the source server is a domain controller, but the destination server is 

not, Domain Local groups are migrated as local groups, and domain 

users are migrated as local users. 

¶ The -IPConfig parameter collects IP information when it is used with the Export-

SmigServerSetting cmdlet on the source server; the -IPConfig parameter 

applies settings when the Import-SmigServerSetting cmdlet is used on the 

destination server. 

If the source DHCP Server has multiple network adapters and the DHCP server 

service is bound to more than one network adapter and serving IP addresses on 

different subnets, the destination DHCP Server must also have multiple network 

adapters so that it can serve the same subnets as the source DHCP Server. For more 

information, see Migrate IP Configuration to Windows Server 2012. Because IP 

configuration details will be used later when importing IP configuration settings to 

the destination server, it is a best practice to save the IP configuration settings by 

using the following command: 

IPConfig /all > IPSettings.txt 

The Import-SmigServerSetting cmdlet requires you to map the source physical 
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address to the destination physical address. 

Note  

The destination server can be assigned the same static IP address as the 

source server, unless other roles on the source server must continue to run 

on it. In that case, the static IP address of the destination server can be any 

unallocated static IP address in the same subnet as the source server. 

4. On the source server, run the Export-SmigServerSetting cmdlet, where <storepath> is 

the path that will contain the Svrmig.mig file after this step is completed. An example of 

the path is \\fileserver\users\username\dhcpstore. 

Export - SmigServerSetting - featureID DHCP - User All - Group -

IPConfig - path <storepath> - Verbose  

For more information about how to export IP configuration settings, see Migrate IP 

Configuration to Windows Server 2012. 

5. On the source server, delete the DHCP authorization for the source DHCP server by 

running the following command, where Server FQDN is the fully qualified domain name 

(FQDN) of the DHCP server and Server IPAddress is the IP address of the server. The 

command parameters are case-sensitive and must appear exactly as shown.  

Netsh DHCP delete server <S erver FQDN> <Server IPAddress>  

Destination server final migration steps 
Return to the destination server and follow these steps to complete the migration.  

1. Before you use the Import-SmigServerSetting cmdlet to import the DHCP server settings, 

be aware of the following conditions: 

¶ You can either use a single command line with all the parameters to import DHCP 

settings (as when you export data from the source server) or you can use the Import 

cmdlet multiple times to import data one parameter at a time. 

¶ If you decide to run the Import-SmigServerSetting cmdlet separately to import the IP 

settings, see Migrate IP Configuration to Windows Server 2012. Use the source 

IPSettings.txt file, referred to in step 3 of the previous procedure. You will map the source 

physical addresses to the destination physical addresses in step 3 of this procedure. 

If you will be importing role and IP settings separately, you should import IP 

settings first to avoid any IP conflicts. You can then import the DHCP role. 

¶ If the DHCP Administrators group includes local users, then use the -Users parameter 

combined with the -Group parameter to import local users into the DHCP Administrators 

group. If it only contains domain users, then use only the -Group parameter. 

Important  

Security  
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If the source server is a domain member server, but the destination server is a 

domain controller, imported local users are elevated to domain users, and 

imported local groups become Domain Local groups on the destination server. 

¶ If the DHCP Server role that you are migrating has not yet been installed on the 

destination server, the Import-SmigServerSetting cmdlet will install that DHCP Server 

role and its dependencies, described in the next step.  you might have to restart the 

destination computer to complete the installation after the DHCP Server role is installed 

by the cmdlet. Then, to complete the import operation after you restart the computer you 

must run the Import-SmigServerSetting cmdlet again along with the -Force parameter.. 

2. On the destination server, run the following command, where <storepath> is the available 

path that contains the Svrmig.mig file, <SourcePhysicalAddress-1> and 

<SourcePhysicalAddress-2> are comma-separated lists of the physical addresses of the 

source network adapter, and <TargetPhysicalAddress-1> and <TargetPhysicalAddress-2> 

are comma-separated lists of the physical addresses of the destination network adapter: 

Import - SmigServerSetting - featureid DHCP - User All - Group -

IPConfig <All | Global | NIC>  

- SourcePhysicalAddress <SourcePhysicalAddress -

1>,<SourcePhysicalAddress - 2>  

- TargetPhysicalAddress <TargetPhysicalAddress -

1>,<Ta rgetPhysicalAddress - 2>  

- Force - path <storepath> - Verbose  

The -IPConfig switch should be used with the value All in case the user wants to import all 

source settings. For more information, see Migrate IP Configuration to Windows Server 2012. 

If you import the source server IP address to the target server together with the 

DHCP role without disconnecting or changing the IP address of the source server, an 

IP address conflict will occur. 

3. Run the following command to start the DHCP service: 

Start - Service DHCPServer  

4. Authorize the destination server. Command parameters are case-sensitive and must appear 

exactly as shown. On the destination server, run the following command where Server FQDN 

is the FQDN of the DHCP Server and Server IPAddress is the IP address of the server: 

netsh DHCP add server <Server FQDN> <Server IPAddress>  

After authorization, the Server Manager event log might show event ID 1046. This is a 

known issue and is expected to occur only once. The event can be safely ignored. 

When this migration is finished, client computers on the network server are served by the new 

x64-based destination server running Windows Server 2012 R2. The migration is complete when 

the destination server is ready to serve IP addresses to the network. 

Important  

Note  
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See also 
Migrate DHCP Server to Windows Server 2012 R2 

DHCP Server Migration: Preparing to Migrate 

DHCP Server Migration: Verifying the Migration 

DHCP Server Migration: Post-Migration Tasks 

DHCP Server Migration: Appendix A 

DHCP Server Migration: Verifying the 
Migration 

When all the migration steps are complete, you can use the following procedure to verify that the 

DHCP server role migration was successful. If the migration failed, you can return to the previous 

valid configuration by following the steps in DHCP Server Migration: Post-Migration Tasks. 

Verifying destination server configuration 
Follow these steps to confirm that the DHCP destination server is now serving the domain. 

Membership in Domain Administrators, or equivalent, is the minimum required to complete this 

procedure. Review details about how to use the appropriate accounts and group memberships at 

Understanding Groups: Default groups (http://go.microsoft.com/fwlink/?LinkId=83477).  

1. Make sure that the destination server is authorized by running the following command in 

a Windows PowerShell window:  

netsh DHCP show server  

The output of this command must contain the name of the DHCP destination server. 

2. Check whether DHCP server is running on the destination server. In Task Manager, on 

the Services tab, the DHCP server status should be Started. You also use Task 

Manager to confirm that the status of the source server is Stopped. 

3. Verify that the client computers are correctly receiving IP addresses on request by 

running the following commands at a command prompt on a client computer: 

ipconfig /release  

ipconfig /renew  

If the IP address of the DHCP server has not changed, you do not have to run the 

ipconfig /release command. Running ipconfig /renew should be sufficient. 

The output of these commands should show that the client computer was issued an IP 

address. 

4. Use the DHCP console to verify that the scopes and other settings were migrated. To 

To verify the configuration of the destination server  

http://go.microsoft.com/fwlink/?LinkId=83477
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connect to the destination server, click Action, click Add Server, and then type the IP 

address or host name of the DHCP server. In the console tree, expand the server node, 

and then expand the IPv4 and IPv6 nodes to confirm that the scopes have been 

migrated. Then locate the folders for the scopes and view the address range, 

reservations, scope options, and active leases to verify the same. You can also go to the 

Server Options folder and verify the migrated server options. 

See also 
Migrate DHCP Server to Windows Server 2012 R2 

DHCP Server Migration: Preparing to Migrate 

DHCP Server Migration: Migrating the DHCP Server Role 

DHCP Server Migration: Post-Migration Tasks 

DHCP Server Migration: Appendix A 

DHCP Server Migration: Post-Migration 
Tasks 

The post-migration tasks for the source server are optional, depending on your migration 

scenario. 

Completing migration 

Restoring DHCP in the event of migration failure 

Troubleshooting cmdlet-based migration 

Completing migration 
Migration is complete after you have verified that the destination server, not the source server, is 

now serving the network. If your verification efforts demonstrate that the migration failed, see 

ñRestoring DHCP in the event of migration failureò later in this topic. 

Retiring DHCP on your source server 

After you have verified the migration, you can disconnect, repurpose, or retire the source server. 

If the source server is running other server roles, it should be left on the network. If you do not 

have to use this computer, you can store it as a backup in case you ever have to revert to your 

previous DHCP configuration. 

¶ If your migration scenario includes a standalone DHCP Server, then this source server was 

taken offline after the export file was created, as described in DHCP Server Migration: 

Preparing to Migrate. In this scenario, the DHCP service was interrupted from the time that it 

was stopped until the migration was complete on the new server, as described in DHCP 

Server Migration: Migrating the DHCP Server Role. 
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¶ If your migration scenario includes more than one DHCP Server in a domain, a backup or 

other DHCP server continues to serve IP addresses during the migration so that services to 

clients are never interrupted. The migration is complete on the new server when the IP 

address of the source server is migrated to the destination server.  

Retiring your source server 

After you have confirmed that the destination server is performing the functions previously 

handled by the source server, you can retire or repurpose the source server, depending on your 

needs. Follow your organizationôs policy regarding server decommissioning. For information 

about decommissioning a domain controller, see Decommissioning a Domain Controller 

(http://go.microsoft.com/fwlink/?LinkID=128290). 

After the source server is repurposed as a member server, otherwise repurposed or 

retired from service, you cannot roll that server back to its previous working state. 

Restoring DHCP in the event of migration failure 
If the migration of DHCP Server fails, you have these options: 

¶ If the source server has not been repurposed, an administrator can reassign the IP 

configuration settings, reauthorize the server, and restart the DHCP service on the original 

server. 

¶ Use the backup files that were created on the source server, as described in DHCP Server 

Migration: Preparing to Migrate, to restore DHCP server on the original DHCP server. 

Estimated time to complete a rollback 

You should be able to complete a rollback in one to two hours. 

Troubleshooting cmdlet-based migration 
The Windows Server Migration Tools deployment log file is located at 

%windir%\Logs\SmigDeploy.log. Additional Windows Server Migration Tools log files are created 

at the following locations. 

¶ %windir%\Logs\ServerMigration.log 

¶ On Windows Server 2008 and Windows Server 2008 R2: %localappdata%\SvrMig\Log 

¶ On Windows Server 2003: %userprofile%\Local Settings\Application Data\SvrMig\Log 

If migration log files cannot be created in the previous locations, ServerMigration.log and 

SmigDeploy.log are created in %temp%, and other logs are created in %windir%\System32. 

For DHCP-specific troubleshooting tips, see Troubleshooting DHCP servers on the Windows 

Server TechCenter (http://go.microsoft.com/fwlink/?LinkId=128533). Although these tips are 

written for Windows Server 2003, they also address common issues that apply to later versions of 

the operating system. 

Warning  

http://go.microsoft.com/fwlink/?LinkID=128290
http://go.microsoft.com/fwlink/?LinkId=128533
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If a migration cmdlet fails, and the wps session closes unexpectedly with an access violation error 

message, look for a message similar to the following example in the 

%localappdata%\SvrMig\Logs\setuperr.log file.FatalError [0x090001] PANTHR Exception (code 

0xC0000005: ACCESS_VIOLATION) occurred at 0x000007FEEDE9E050 in 

C:\Windows\system32\migwiz\unbcl.dll (+000000000008E050).  Minidump attached (317793 

bytes). 

This failure occurs when the server cannot contact domain controllers that are associated with 

domain users or groups who are members of local groups, or who have rights to files or shares 

that are being migrated. When this happens, each domain user or group is displayed in the GUI 

as an unresolved security identifier (SID). An example of a SID is S-1-5-21-1579938362-

1064596589-3161144252-1006. 

To prevent this problem, verify that required domain controllers or global catalog servers are 

running, and that network connectivity allows communication between both source and 

destination servers and required domain controllers or global catalog servers.  Then, run the 

cmdlets again. 

1. Before you run Export-SmigServerSetting, Import-SmigServerSetting or Get-

SmigServerFeature again, remove all unresolved domain users or groups who are 

members of local groups from the server on which you are running the cmdlet. 

2. Before you run Send-SmigServerData or Receive-SmigServerData again, remove all 

unresolved domain users or groups who have user rights to files, folders, or shares on 

the migration source server. 

Viewing the content of Windows Server Migration Tools result 
objects 

All Windows Server Migration Tools cmdlets return results as objects. You can save result 

objects, and query them for more information about settings and data that were migrated. You 

can also use result objects as input for other wps commands and scripts. 

Result object descriptions 

The Windows Server Migration Tools Import-SmigServerSetting and Export-

SmigServerSetting cmdlets return results in a list of MigrationResult objects. Each 

MigrationResult object contains information about the data or setting that the cmdlet processes, 

the result of the operation, and any related error or warning messages. The following table 

describes the properties of a MigrationResult object. 
 

Property name Type Definition 

ItemType Enum The type of item being migrated. 

If connections between either the source or destination servers and the domain 
controllers or global catalog servers cannot be restored, do the following. 
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Property name Type Definition 

Values include General, 

WindowsFeatureInstallation, 

WindowsFeature, and OSSetting. 

ID String The ID of the migrated item. 

Examples of values include Local 

User, Local Group, and DHCP. 

Success Boolean The value True is displayed if 

migration was successful; otherwise, 

False is displayed. 

DetailsList List <MigrationResultDetails> A list of MigrationResultDetails 

objects. 

 

Send-SmigServerData and Receive-SmigServerData cmdlets return results in a list of 

MigrationDataResult objects. Each MigrationDataResult object contains information about the 

data or share that the cmdlet processes, the result of the operation, any error or warning 

messages, and other related information. The following table describes the properties of a 

MigrationDataResult object. 
 

Property name Type Definition 

ItemType Enum The type of migrated item. 

Values include File, Folder, 

Share, and Encrypted File. 

SourceLocation String The source location of the item, 

shown as a path. 

DestinationLocation String The destination location of the 

item, shown as a path. 

Success Boolean The value True is displayed if 

migration was successful; 

otherwise, False is displayed. 

Size Integer The item size, in bytes. 

ErrorDetails List <MigrationResultDetails> A list of 

MigrationResultDetails 

objects. 

Error Enum Errors enumeration for errors 

that occurred. 

WarningMessageList List <String> A list of warning messages. 
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The following table describes the properties of objects within the MigrationResultDetails object 

that are common to both MigrationResult and MigrationDataResult objects. 
 

Property name Type Definition 

FeatureId String The name of the migration 

setting that is related to the 

item. Examples of values 

include IPConfig and DNS. 

This property is empty for data 

migration. 

Messages List <String> A list of detailed event 

messages. 

DetailCode Integer The error or warning code 

associated with each event 

message. 

Severity Enum The severity of an event, if 

events occurred. Examples of 

values include Information, 

Error, and Warning. 

Title String Title of the result object. 

Examples of values include the 

network adapter physical 

address for IP configuration, or 

user name for local user 

migration. 

 

Examples 

The following examples show how to store the list of the result objects in a variable, and then use 

the variable in a query to return the content of result objects after migration is complete. 

1. To run a cmdlet and save the result in variable, type a command in the following format, 

and then press Enter. 

$VariableName = $(Cmdlet)  

The following is an example. 

$ImportResult = $(Import - SmigServerSetting - FeatureId DHCP -

User all - Group - Path D: \ rmt \ DemoStore - force - Verbose)  

To store a list of result objects as a variable for queries 
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This command runs the Import-SmigServerSetting cmdlet with several parameters 

specified, and then saves result objects in the variable ImportResult. 

2. After the Import-SmigServerSetting cmdlet has completed its operations, return the 

information that is contained in the result object by typing a command in the following 

format, and then pressing Enter. 

$VariableName  

In the following example, the variable is named ImportResult. 

$ImportResult  

This command returns information that was contained in the result objects that were 

returned by Import-SmigServerSetting in the example shown in step 1. The following is 

an example of the output that is displayed by calling the ImportResult variable. 

           ItemType  ID                              Success  

DetailsList  

           --------   --                               -------   

-----------  

          OSSetting  Local User                         True  

{Local User, Loc...  

          OSSetting  Local Group                        True  

{Local Group, Lo...  

     WindowsFeature  DHCP                               True  

{}  

 

Each line of the previous sample is a migration result for an item that was migrated by 

using the Import-SmigServerSetting cmdlet. The column heading names are properties 

of MigrationResult objects. You can incorporate these properties into another command 

to return more detail about result objects, as shown by examples in step 3 and forward. 

3. To display a specific property for all result objects in the list, type a command in the 

following format, and then press Enter. 

$<VariableName>| Select - Object - Expand Property <PropertyName>  

The following is an example. 

$importResult | Select - Object - ExpandProperty DetailsList  

4. You can run more advanced queries to analyze result objects by using wps cmdlets. The 

following are examples. 

¶ The following command returns only those details of result objects that use the ID 

Local User. 

$ImportResult | Where - Object { $_.ID - eq "Local User" } | 

Select - Object - ExpandProperty DetailsList  

¶ The following command returns only those details of result objects that use an ID of 
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Local User that have a message severity equal to Warning. 

$ImportResult | Where - Object { $_.ID - eq "Local User" } | 

Select - Object - ExpandProperty DetailsList | ForEach - Object { 

if ($_.Severity - eq "Warning") {$_} }  

¶ The following command returns only the details of result objects that use an ID of 

Local Group that also have the title Remote Desktop Users. 

$ImportResult | Where - Object { $_.ID - eq "Local Group" } | 

Select - Object - ExpandProperty DetailsList | ForEach - Object { 

if ($_. Title - eq "Remote DesktopUsers") {$_} }  

More information about querying results 

For more information about the cmdlets that are used in the previous examples, see the following 

additional resources. 

¶ Where-Object on the Microsoft Script Center Web site 

(http://go.microsoft.com/fwlink/?LinkId=134853). 

¶ Select-Object on the Microsoft Script Center Web site 

(http://go.microsoft.com/fwlink/?LinkId=134858). 

¶ ForEach-Object on the Microsoft Script Center Web site 

(http://www.microsoft.com/technet/scriptcenter/topics/msh/cmdlets/foreach-object.mspx) 

See also 
Migrate DHCP Server to Windows Server 2012 R2 

DHCP Server Migration: Preparing to Migrate 

DHCP Server Migration: Migrating the DHCP Server Role 

DHCP Server Migration: Verifying the Migration 

DHCP Server Migration: Appendix A 

DHCP Server Migration: Appendix A 

Migration tools 
Migration tools are provided in Windows Server® 2012 R2. The tools for earlier versions of the 

Windows operating system are also available in Windows Server 2012 R2. 

Follow these steps to access the tools on the destination server: 

1. Open Server Manager. 

2. Click Action, and then select Add Features. The Add Features Wizard opens. 

http://go.microsoft.com/fwlink/?LinkId=134853
http://go.microsoft.com/fwlink/?LinkId=134858
http://go.microsoft.com/fwlink/?LinkId=134860
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3. On the Select Features page, from the Features list, select Windows Server Migration 

Tools, and then click Next. 

4. Complete the steps in the wizard, and then click Close. 

The previous steps do not work for Server Core installations. To install the migration tools on a 

Server Core installation, see the Install Windows Server Migration Tools topic in Install, Use, and 

Remove Windows Server Migration Tools. 

Installing and using Windows PowerShell with migration 
cmdlets 

To access, download, and install migration tools (the migration toolkit), any role-specific tools, 

and Windows PowerShell, see Install, Use, and Remove Windows Server Migration Tools. 

Known issues 

If the DHCP installation on the source server has a database path that varies from the default, 

before you perform the import, provide the destination server with a volume with the same drive 

letter on which the DHCP server database exists on the source server. For example, if the DHCP 

server database on the source server is located on D:\, then the destination server should have a 

volume with the driver letter D. 

If you cannot match the volume on the destination server that has the same driver letter as that 

shown for the source DHCP server database, then the DHCP database path on the source server 

must be changed back to the default path (%systemroot%\system32\dhcp) before you start the 

migration. 

See also 
Migrate DHCP Server to Windows Server 2012 R2 

DHCP Server Migration: Preparing to Migrate 

DHCP Server Migration: Migrating the DHCP Server Role 

DHCP Server Migration: Verifying the Migration 

DHCP Server Migration: Post-Migration Tasks 

Migrate Hyper-V to Windows Server 2012 R2 
from Windows Server 2012 

With Hyper-V, you can create a virtualized server computing environment by using a technology 

that is part of Windows. This guide provides information and instructions about migrating the 

Hyper-V role that include virtual machines, data, and operating system settings from the source 

server running Hyper-V in Windows Server 2012 to the destination server that is running the 

Windows Server 2012 R2 operating system. 
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About this guide 
This guide describes how to migrate the Hyper-V role by providing preparation, migration, and 

verification steps. 

Migration documentation and tools facilitate the migration of server role settings and data from an 

existing source server to a destination server that is running Windows Server 2012 R2. By using 

the tools that are described in this guide, you can simplify the migration process, reduce migration 

time, increase the accuracy of the migration process, and help eliminate possible conflicts that 

might otherwise occur during the migration process.  

In addition to the migration options that are described in this topic, Virtual Machine Manager in 

Microsoft System Center 2012 R2 can facilitate and automate a considerable part of the migration 

process. For more information about Virtual Machine Manager, see Virtual Machine Manager. 

Target audience 

This document is intended for information technology (IT) professionals who are responsible for 

operating and deploying Hyper-V in a managed environment. 

What this guide does not provide 
¶ Migration of Hyper-V from one server that runs Windows Server 2008 R2 to another server 

that runs Windows Server 2012 R2. 

¶ Instructions for migrating more than one server role at one time. 

¶ Migration of Hyper-V from one server that runs Windows Server 2012 R2 to another server 

that runs Windows Server 2012 R2. Instead, this process is supported by Hyper-V 

management tools and features. The general process is as follows: 

a. Determine whether to use export and import or live migration to move the virtual 

machines: 

¶ Export and import can be used in either a workgroup or a domain environment. In 

Hyper-V running on Windows Server 2012 R2, you can now export a running virtual 

machine. 

¶ Live migration requires a domain environment and some additional configuration, but 

the virtual machine is running throughout the move process. 

b. Add the Hyper-V role to the destination server. You can configure the default storage 

locations and live migration when you add the role.  

c. Configure virtual switches, and optionally, other networking features on the destination 

server. Management tools include the Windows PowerShell cmdlets New-VMSwitch and 

Set-VMSwitch, and the Hyper-V Virtual Switch Manager in the Hyper-V Manager 

Console.  

d. Move the virtual machines by using export and import or live migration. Management 

tools include the Windows PowerShell cmdlets Export-VM, Import-VM, and Move-VM and 

the Export, Import, and Move menu commands in the Hyper-V Manager Console.  

http://technet.microsoft.com/library/gg610610.aspx
http://technet.microsoft.com/library/hh848455
http://technet.microsoft.com/library/hh848515
http://technet.microsoft.com/library/hh848491
http://technet.microsoft.com/library/hh848495
http://technet.microsoft.com/library/hh848547.aspx
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Supported migration scenarios 
This guide provides you with instructions to migrate a server that is running Hyper-V in Windows 

Server 2012 to a server that is running Windows Server 2012 R2. This guide does not contain 

instructions for migration when the source server is running multiple roles. If your server is 

running multiple roles, we recommend that you design a custom migration procedure that is 

specific to your server environment and is based on the information in other role migration guides. 

Migration guides for additional roles are available at Migrate Roles and Features to Windows 

Server 2012 R2. 

Migration dependencies 

The Hyper-V role does not depend on any other roles. As a best practice, we recommend that no 

other roles are installed on a server running Hyper-V. 

Migration scenarios that are not supported 
The following migration scenarios are not supported: 

¶ Virtual machine configuration under one of the following conditions: 

¶ When the number of virtual processors that are configured for the virtual machine is 

greater than the number of logical processors on the destination server. 

¶ When the memory that is configured for a virtual machine is greater than the available 

memory on the destination server. 

Overview of migration process for this role 
Hyper-V role migration involves moving the virtual machines, virtual networks, and all the 

associated settings from one physical computer to another physical computer in the enterprise. 

The process supports moving from a server running Hyper-V in Windows Server 2012 to a server 

running Hyper-V in Windows Server 2012 R2. The Hyper-V role does not depend on any other 

roles. 

The migration tools include Windows PowerShell cmdlets that you can use to perform some of 

the tasks that are required to migrate the Hyper-V role and script or to automate the migration 

process. 

In previous versions of Hyper-V, you were required to shut down a virtual machine before you 

moved it to a new server. If the move was performed correctly, downtime was limited, but still, 

there was downtime. A new feature in Windows Server 2012 R2, cross-version live migration, 

supports moving a running virtual machine from Windows Server 2012 to Windows Server 2012 

R2. The Windows PowerShell Export-VM cmdlet captures the majority of the Hyper-V settings 

that are required to perform a successful migration, which includes the virtual machine 

configurations, virtual networks, and virtual hard disks. Now you can decide how to move virtual 

machines to Windows Server 2012 R2, where in the past, your options where limited. 

The following options are available to move a virtual machine: 

http://technet.microsoft.com/library/hh848491
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¶ In-place upgrade 

¶ Cross-version live migration 

¶ Export and Import 

¶ Copy Cluster Role Wizard 

For additional information about each option, see Hyper-V: Migration Options. 

This guide explains the migration process for the following three main scenarios: 

¶ Hyper-V: Stand-alone Migration 

¶ Hyper-V Cluster Using Separate Scale-Out File Server Migration 

¶ Hyper-V Cluster Using Cluster Shared Volumes (CSV) Migration 

Estimated duration 
The length of time it takes to migrate the Hyper-V role depends on the size of the data to be 

transferred and on the tools that are used. Of the various types of files to be transferred, the 

virtual hard disk (VHD), .vhd and .vhdx files, have the largest file sizes from a few gigabytes to 

many gigabytes in size. The length of time that is required for migration is largely affected by the 

size of the VHD files and by the network bandwidth. 

Additional references 
Windows Server Migration forum 

Hyper-V: Migration Options 

When you migrate virtual machines from the Windows Server 2012 operating system to the 

Windows Server 2012 R2 operating system, you have various options on how to migrate your 

virtual machines. You now can select the migration options that meet the requirements of your 

environment.  

Hyper-V migration options 
Depending on your requirements and service level agreements that must be maintained, you can 

use one migration option or a combination of migration options. For example, if you have virtual 

machines that either must be running all the time or that only have a short maintenance  period 

for you to shut them down, you might select to use cross-version live migration to move the virtual 

machines from Windows Server 2012 to Windows Server 2012 R2. For other virtual machines 

that are not as critical, have a long maintenance period, or might take too long to move by using 

live migration, you can use the Copy Cluster Roles Wizard or Export / Import, which depends on 

your environment. 

The following table shows the benefits and disadvantages of the various migration options. 
 

http://go.microsoft.com/fwlink/p/?LinkId=247606
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Migration option Benefits Disadvantages 

In-place upgrade ¶ No new hardware required. 

 

¶ Virtual machines must be 

shut off during the upgrade. 

Cross-version live migration ¶ Virtual machines continue 

running during migration. 

¶ If the virtual hard disk is 

stored on a Scale-out File 

Server share that is 

accessible from both 

servers, the virtual hard 

disks do not have to be 

copied. 

¶ Moves virtual machines 

from one Hyper-V cluster 

to another cluster without 

any downtime.  

¶ Migrates individual virtual 

machines that are part of 

the Hyper-V cluster.  

 

¶ Requires additional 

hardware or extra capacity 

in the existing cluster to 

create the destination 

cluster.  

¶ The amount of time it takes 

to migrate a virtual machine 

depends on various factors, 

for example, the size of 

memory that is configured 

for the virtual machine and 

the network configuration. If 

the virtual hard disks are 

not stored on a Scale-out 

File Server, additional time 

is required to move the 

virtual hard disk. 

¶ The virtual machine must 

be removed from the 

existing cluster before it is 

moved to the new cluster. 

After the virtual machine 

has successfully moved to 

new cluster node, high 

availability is added to the 

virtual machine. During the 

move process, the virtual 

machine is not protected by 

the cluster services. 

 

Copy Cluster Roles Wizard ¶ Easily migrates a Hyper-V 

cluster from Windows 

Server 2012 to Windows 

Server 2012 R2. 

¶ Tests the Copy Cluster 

Roles process without 

affecting production. 

¶ Reverses the process if 

you encounter any issues.  

¶ Copies roles on test 

¶ All virtual machines on the 

same Shared Clustered 

Volume are migrated at the 

same time. 

¶ Virtual machines must be 

shut down for a short period 

of time. 

¶ The Copy Cluster Wizard 

does not copy the Hyper-V 

replication settings when it 
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Migration option Benefits Disadvantages 

clusters to production 

clusters. 

copies a virtual machine to 

a new failover cluster. 

Hyper-V replication must be 

re-enabled on the virtual 

machine after it is copied. 

For the Initial Replication 

Method, select Use an 

existing virtual machine 

on the Replica server as 

the initial copy. 

¶ Requires additional 

hardware. 

Export / Import ¶ Migrates one virtual 

machine at a time. 

¶ Controls the method of 

copying the virtual machine 

to the new server. 

¶ The virtual machine is shut 

down during the Export / 

Import process.  

¶ Requires additional 

hardware. 

¶ The Import of a virtual 

machine removes any 

Hyper-V Replica 

configuration settings for a 

virtual machine. Hyper-V 

replication must be re-

enabled on the virtual 

machine after it is imported. 

For the Initial Replication 

Method, select Use an 

existing virtual machine 

on the Replica server as 

the initial copy. 

 

The following table shows the available options to use in different deployments of Hyper-V. 
 

Scenario / Migration 

option 

In-place upgrade Export / Import Cross-version live 

migration 

Copy Cluster 

Roles Wizard 

Standalone host Yes Yes  Yes No 

Hyper-V Cluster 

with Cluster Shared 

Volumes (CSV)  

No Yes Yes, the virtual 

machine must be 

removed from the 

cluster first, and 

the virtual hard 

Yes 
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Scenario / Migration 

option 

In-place upgrade Export / Import Cross-version live 

migration 

Copy Cluster 

Roles Wizard 

disks must be 

copied as part of 

the live migration. 

Hyper-V Cluster 

with a separate 

Scale-out File 

Server for storage 

No Yes Yes, the virtual 

machine must be 

removed from the 

cluster first. 

Yes 

 

When Hyper-V Replica is enabled, we recommend that you migrate the virtual machines 

on the Replica site first, and then migrate the primary site.  

Cross-version live migration 

The upgrade to a new version of Windows Server no longer requires downtime of the virtual 

machines. In Windows Server 2012 R2, Hyper-V live migration has been updated to support the 

migration of virtual machines in Windows Server 2012 to Windows Server 2012 R2. If the virtual 

hard disk files are stored on an SMB 3.0 share that is accessible from both the source and 

destination server, you only must move the virtual machine configuration and memory files, but 

not the virtual hard disk files. If the virtual hard disk files are not stored on an SMB 3.0 share, or if 

the share is not accessible to the destination server, you can use the Shared Nothing Live 

Migration to migrate the virtual hard disk files, virtual machine configuration files, and the running 

virtual machine with no downtime. 

Hyper-V Replica 
Hyper-V Replica was introduced in Windows Server 2012 and provides asynchronous replication 

of Hyper-V virtual machines between two hosting servers. It is simple to configure and does not 

require either shared storage or any particular storage hardware. Any server workload that can be 

virtualized in Hyper-V can be replicated. Replication works over any ordinary IP-based network, 

and the replicated data can be encrypted during transmission. Hyper-V Replica works with 

standalone servers, failover clusters, or a mixture of both. The servers can be physically co-

located or widely separated geographically. The physical servers do not have to be in the same 

domain or even be joined to any domain at all. 

Consider the following factors for the move from Windows Server 2012 to Windows Server 2012 

R2 when you use Hyper-V Replica: 

¶ You must upgrade the Replica server first. A Windows Server 2012 R2 Replica server can 

accept replication from a primary server that runs Windows Server 2012. However, a 

Windows Server 2012 Replica server cannot accept replication from a primary server that 

runs Windows Server 2012 R2.  

Important  
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¶ When you upgrade the Replica server, consider the following factors: 

¶ When you perform an in-place upgrade on the Replica server, the post-upgrade of the 

Replica server to Windows Server 2012 R2 replication continues from the primary server 

that runs Windows Server 2012 at the default replication frequency of 5 minutes. 

¶ When you move the virtual machines to a new server that runs Windows Server 2012 R2, 

you must update the virtual machine replication settings on the primary server with the 

name of the new Replica server or Hyper-V Replica Broker. Until the Replica server 

name is updated, replication does not resume. 

¶ You can start to use new Hyper-V Replica features, such as extended replication from 

the Replica server.  

¶ You can add new virtual machines to the primary server that runs Windows Server 2012 

and start replication to a Replica server that runs Windows Server 2012 R2. 

¶ In case of emergency, you can fail over your virtual machines from the primary server to 

the Replica server. You cannot start reverse replication because replication is not 

supported from Windows Server 2012 R2 to Windows Server 2012. 

At this point, the virtual machine is no longer protected by Hyper-V Replica. You 

can configure extended replication by using another server running Hyper-V in 

Windows Server 2012 R2. After the primary server has been upgraded to 

Windows Server 2012 R2, you can reverse replication back to the primary server. 

When you reverse replication, you can select to use an existing virtual machine 

to limit the amount of replication that must be transmitted over the network. 

¶ Migration cancels a test failover that currently runs for a Replica virtual machine and 

deletes the test virtual machine. 

¶ When you upgrade the primary server, consider the following factors: 

¶ The Replica server has already been upgraded to Windows Server 2012 R2. If the 

Replica server has not been upgraded to Windows Server 2012 R2, replication fails until 

the Replica server is upgraded to Windows Server 2012 R2. 

¶ Replication continues at the default frequency of 5 minutes, which can be modified if it is 

required. 

¶ When you use certificate-based authentication for Hyper-V Replica, after you move the 

primary virtual machine to a new server, you must update the certificate thumbprint for 

the virtual machine.  

You can update the certificate thumbprint in the Hyper-V Manager Console by editing the 

Replication settings of the virtual machine, or you can use the following Windows 

PowerShell cmdlet, Set-VMReplication. 

Set - VMReplication ïVMName <virtual machine name. ï

CertificateThumbprint <thumbprint>  

See also 
Hyper-V Replica Overview 

Note  
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Virtual Machine Live Migration Overview 

Deploy Hyper-V over SMB 

Failover Clustering Overview 

Migrating Clustered Services and Applications to Windows Server 2012 

Hyper-V: Stand-alone Migration 

This scenario describes how to migrate a single server running the Hyper-V role in Windows 

Server 2012 to Windows Server 2012 R2.  

Migration options 
When you migrate a single server, you have the following migration options available: 

¶ In-place upgrade 

¶ Cross-version live migration 

¶ Export and Import (not covered in this guide) 

In-place upgrade 

This scenario describes how to use the existing hardware that runs the Windows Server 2012 

operating system and to perform an in-place upgrade of the operating system to Windows Server 

2012 R2. This scenario does not require any additional hardware; however, during the upgrade 

process, all of the virtual machines must be turned off or be in a saved state. 

¶ We recommend that you shut down or turn off all of the virtual machines before you upgrade. 

Virtual machines can be in a saved state during the upgrade, but we do not recommend it. 

You receive a warning during the upgrade process if any of the virtual machines are in a 

saved state. 

¶ Before you run an in-place upgrade, we recommend that you back up the management 

operating system and the virtual machines. 

Perform an in-place upgrade 

Use the following steps to perform an in-place upgrade. 

If Hyper-V Replica has been enabled on any of the virtual machines, we recommend that 

you upgrade the Replica server first. During the upgrade of the Replica server, the 

primary server continues to send updates to the Replica server, and you might see 

warning messages about the health of the replication. After the Replica server has 

successfully upgraded, the replication should continue normally. 

Notes 

Note  
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¶ Log on to the server by using a user account with local Administrator rights. 

¶ Insert media for Windows Server 2012 R2 and run Setup.exe if the installation program did 

not start automatically. 

¶ Review the upgrade report and fix any blocking warning messages.  

¶ After the server running Hyper-V has restarted, confirm that the server running Hyper-V was 

successfully upgraded. 

¶ Install the latest updates. 

¶ Start each of the virtual machines that were running before the upgrade. 

¶ Confirm that each virtual machine operates as expected.  

¶ Upgrade the integration services for each virtual machine. A restart might be required to 

complete the integration services update. 

Cross-version live migration 

The upgrade to a new version of the Windows Server operating system no longer requires 

downtime of the virtual machines. In Windows Server 2012 R2, live migration has been updated 

to support the migration of Hyper-V virtual machines in Windows Server 2012 to Hyper-V in 

Windows Server 2012 R2. If the virtual hard disk (VHD) files are stored on an SMB 3.0 file share, 

you must only move the virtual machine, but not the storage. 

This scenario requires additional hardware for a destination server. Ensure that the destination 

server has the capacity to run the virtual machines that you are currently running and has room 

for future expansion. 

Use the following steps to move a virtual machine from Windows Server 2012 to Windows Server 

2012 R2. 

1. Install Windows Server 2012 R2 on the new server hardware. 

2. Install the Hyper-V role on the server. 

3. Configure the following Hyper-V settings, for example: 

¶ The default location for virtual hard disks and virtual machine configuration files.  

¶ NUMA settings. 

¶ Live migration settings. Even if live migration was not previously configured, you must 

enable and configure live migration on both servers. 

¶ Replication settings if Hyper-V Replica is used. If certificate-based authentication is 

configured, an appropriate certificate must be installed on the new server. 

¶ Virtual switches. 

¶ Hyper-V Administrators local group membership.  

4. Install the latest updates. 

Prepare the new server hardware 
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Move a virtual machine from Hyper-V in Windows Server 2012 to Windows 
Server 2012 R2 

In this section, you move a virtual machine from Hyper-V in Windows Server 2012 to Hyper-V in 

Windows Server 2012 R2.  

Perform this procedure on the source server running Hyper-V in Windows Server 2012. 

1. On the source server running Hyper-V in Windows Server 2012, open the Hyper-V 

Manager Console, and then select the virtual machine that you want to move. 

2. From the Actions pane, click Move. This action opens the Move Wizard. 

a. On the Choose Move Type page, select Move the virtual machine. 

b. On the Specify Destination Computer, specify the name or server that is running 

Windows Server 2012 R2. 

c. On the Choose Move Options page, select Move only the virtual machine. 

You can also use the Windows PowerShell cmdlet Move-VM. The following example 

shows a virtual machine test VM that is moved to a remote computer NewServer where 

the virtual machine is stored on an SMB share. 

PS C: \ > Move - VM ïName "Test VM" - DestinationHost NewServer  

Modify the Hyper-V Replica settings 

Perform the following procedure on the primary server after moving a virtual machine on 

the Replica server.  

1. On the primary server, open the Hyper-V Manager Console, and then select the virtual 

machine whose Replica virtual machine was just moved. 

2. Right-click the virtual machine to select Settings. 

3. Select Replication and update the value for Replica server with the name of the 

destination Replica server.  

4. Confirm that replication has successfully started. 

You can also use the Set-VMReplication cmdlet to update the name of the Replica 

server. 

Verify that the virtual machine runs correctly 

This procedure describes how to confirm that the virtual machine that was moved runs correctly 

on the destination server running Hyper-V in Windows Server 2012 R2. 

To move the virtual machine to Hyper-V in Windows Server 2012 R2 

Note  

[Optional] To modify Hyper-V Replica settings 

Note  
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Skip this step when you move a virtual machine on a Replica server. Replica virtual 

machines are in an off state until the virtual machine is failed over by the administrator. 

1. Open the Hyper-V Manager Console on the destination server. 

2. Verify that the virtual machine is running. If the virtual machine is not running, attempt to 

start it. If the virtual machine does not start, check the event log to see why it failed to 

start. 

3. [Optional] - Run some basic operations that change the state of the virtual machine.  

4. Run the necessary application-specific tests to ensure that the application on the virtual 

machine can provide the same service levels as it provided before the virtual machine 

was migrated. Although the virtual machine was moved while it was running the services 

that the virtual machine provides, the services should not have been interrupted. 

5. Verify that you can connect to the virtual machine by using Remote Desktop or Virtual 

Machine Connection. 

6. Upgrade the integration services on the virtual machine. Because the virtual machine 

was never shut down during the migration, you can update the integration services 

silently without a restart. The update occurs the next time that the virtual machine is 

restarted during its scheduled maintenance period. 

a. Modify the settings of the virtual machine and specify the following media to be used 

for the CD/DVD drive, %Systemroot%\System32\Vmguest.iso. 

b. Run the following command from an elevated command prompt in the virtual 

machine: 

i. For 64-bit Windows Server operating systems, drive:\Support\Amd64\Setup.exe 

/quiet /norestart 

ii. For 32-bit Windows Server operating systems, drive:\Support\X86\Setup.exe 

/quiet /norestart 

See also 
Virtual Machine Live Migration Overview 

Configure Live Migration and Migrating Virtual Machines without Failover Clustering 

Install and Deploy Windows Server 2012 R2 and Windows Server 2012 

Hyper-V Replica Overview 

To verify that virtual machine runs correctly 
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Hyper-V: Hyper-V Cluster Migration 

Hyper-V Cluster Migrations 
 The following sections describe how to migrate a Hyper-V cluster running in Windows Server 

2012 to a Hyper-V cluster running in Windows Server 2012 R2. Depending on the configuration of 

the storage that the cluster uses, the following migration options are available: 

¶ Hyper-V Cluster Using Separate Scale-Out File Server Migration 

¶ Hyper-V Cluster Using Cluster Shared Volumes (CSV) Migration 

 

Hyper-V Cluster Using Separate Scale-Out 
File Server Migration 

 
This scenario describes how to migrate virtual machines from a Hyper-V cluster by using a 

separate Scale-out File Server that runs on the Windows Server 2012 operating system to the 

Windows Server 2012 R2 operating system. In this scenario,  you move the virtual machines that 

run on a Hyper-V cluster from Windows Server 2012 to a Hyper-V cluster that runs on Windows 

Server 2012 R2. 

Depending on your requirements, you have two main options to move your virtual machines from 

a Hyper-V cluster that runs on Windows Server 2012 to a Hyper-V cluster that runs on Windows 

Server 2012 R2. For information about the advantages or disadvantages for each option, see 

Hyper-V: Migration Options. 

¶ Cross-version live migration 

¶ Copy Cluster Roles Wizard  

Because the Hyper-V cluster and Scale-Out File Server run on separate clusters, you can 

upgrade each cluster independently of the other. This topic only describes how to move 

the virtual machines to a new Hyper-V cluster, while the storage remains on the same 

Scale-out File Server. 

Cross-version live migration 

With cross-version live migration, you can move a running virtual machine from a server running 

Hyper-V in Windows Server 2012 to a server running Hyper-V in Windows Server 2012 R2. 

Note  
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Cross-version live migration does not support moving a virtual machine to a down-level version of 

Hyper-V. 

To use cross-version live migration, the virtual machine must be removed from the 

cluster. The virtual machine is then moved to one of the servers in the new cluster. After 

the virtual machine has successfully moved to the new server, the virtual machine is 

configured for high availability on the new cluster. During this process, the virtual 

machine is not highly available. 

In this option, you must create a new Windows Server 2012 R2 Hyper-V cluster. You have 

various options to create the new Hyper-V cluster: 

¶ Evict two nodes from the existing cluster and create a new two-node cluster. 

¶ Evict one node from the existing cluster and use new hardware to create a new two-node 

cluster. 

¶ Use two new servers to create the new cluster. 

¶ Evict one node from the existing cluster and create the new one-node cluster. Until a second 

node is added, the virtual machines that are moved to the new cluster are not highly 

available. 

¶ Use one new server to create a new cluster with one node. Until a second node is added, the 

virtual machines that are moved to the new cluster are not highly available. 

Now that the Windows Server 2012 R2 Hyper-V cluster is running, you can move the virtual 

machines that are currently running on one of the nodes to the new cluster.  

The folder that Hyper-V uses to store virtual machine data requires specific permissions 

to access the Server Message Block (SMB) file share. You must ensure that the Hyper-V 

computer accounts, the SYSTEM account, and all Hyper-V administrators have full 

control permissions. For more information about deploying Hyper-V over SMB, see 

Deploy Hyper-V over SMB. 

Cross-version live migration scenario 

The following migration scenario is based on the following factors: 

The following table lists the servers at the start of the migration.  

For the old cluster, there are three servers running Hyper-V with eight highly available virtual 

machines.  

A two-node Windows Server 2012 R2 cluster has been prepared and is ready to receive the 

virtual machines from the server running Hyper-V in Windows Server 2012. 

You must enable and configure Hyper-V live migration on all of the servers running 

Hyper-V. 
 

Important  

Important  

Note  
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Name Windows Server operating 

system  

Cluster name 

HVSRV1 Windows Server 2012 HVHA2012 

HVSRV2 Windows Server 2012 HVHA2012 

HVSRV3 Windows Server 2012 HVHA2012 

HVR2_1 Windows Server 2012 R2 HVHAR2 

HVR2_2 Windows Server 2012 R2 HVHAR2 

 

 

 

The following table lists the virtual machines that are currently running on each of the nodes at 

the start of the migration. 
 

Virtual machine name Server running Hyper-V 

Testvm_1 HVSRV1 

Testvm_2 HVSRV1 

Testvm_3 HVSRV2 

Testvm_4 HVSRV2 

Testvm_5 HVSRV3 

Testvm_6 HVSRV3 

 

 

The following are the general steps to move the virtual machines from the HVHA2012 cluster to 

the new HVHAR2 cluster.  

1. Create a new Hyper-V cluster by using a separate Scale-Out File Server. 

2. Move all of the virtual machines from HVSRV1 to HVR2_1. 

a. On the HVHA2012 cluster, remove one virtual machine that runs on HVSRV1. The virtual 

machine still runs on Hyper-V, but it is no longer highly available. 

b. From the Hyper-V Manager, move the virtual machine that was removed in step 2a to the 

HVR2_1 server. Because there is shared storage, you must move only the virtual 

machine, not the storage. 

c. On the HVHAR2 cluster, add the virtual machine that was moved to HVR2_1 in step 2b 

to the new cluster. The virtual machine is now highly available. 

d. Repeat steps 2a-2c until all of the virtual machines from HVSRV1 node have been 

moved to the new R2Cluster cluster. 

3. Evict HVSRV1 from the HVHA2012 cluster.  
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4. Install Windows Server 2012 R2 on HVSRV1, and then join the server to the HVHAR2 

cluster. 

5. Repeat steps 2-4 for HVSRV2 and HVSRV3. 

When you get down to the last two servers in the Windows Server 2012 cluster, if you 

evict another node, you have a single-node cluster, and the remaining virtual machines 

are no longer highly available. If there is enough capacity on the new cluster to run the 

remaining virtual machines, move all of the remaining virtual machines to the new cluster, 

and then evict the last two servers at the same time. 

1. Create a new Hyper-V cluster that is connected to the same Scale-out File Server, to 

which Windows Server 2012 is connected. 

Configure live migration on the new servers running Hyper-V and the old servers running 

Hyper-V.  

If Hyper-V replication is enabled, configure the Hyper-V Replica Broker on the new 

cluster, HVHAR2. 

For more information about creating a Hyper-V cluster, see Deploy a Hyper-V Cluster. 

Important  

The folder that Hyper-V uses to store virtual machine data requires specific 

permissions to access the SMB file share. You must ensure that the Hyper-V 

computer accounts, the SYSTEM account, and all Hyper-V administrators have 

full control permissions. For more information about deploying Hyper-V over 

SMB, see Deploy Hyper-V over SMB. 

1. On HVSRV1, open the Failover Cluster Manager and select Nodes.  

2. Right-click the HVSRV1 node, and then select Pause and Do Not Drain Roles. 

3. In the information pane for the HVSRV1, select Roles to see the virtual machines on the 

node. 

4. Right-click the Testvm_1 virtual machine, and then select Remove. The virtual machine 

is still running but is no longer highly available. 

5. On HVSRV1, open the Hyper-V Manager.  

6. Right-click the Testvm_1 virtual machine, and then select Move. 

a. On the Choose Move Type page, select Move the virtual machine. 

b. On the Specify Destination Computer tab, specify the name or server running 

Windows Server 2012 R2, HVR2_1. Do not enter the name of the new cluster, 

HVHAR2. 

c. On the Choose Move Options page, select Move only the virtual machine. 

Note  

To create a Windows Server 2012 R2 Hyper-V cluster 

To move the virtual machines to the new cluster 
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You can also use the Windows PowerShell cmdlet Move-VM. In the following example, a 

virtual machine test VM was moved to a remote computer NewServer where the virtual 

machine is stored on an SMB share. 

PS C: \ > Move - VM ïName "Test VM" ïDestinationServer NewServer  

7. After the move finishes successfully, on HVR2_1, open Hyper-V Manager and confirm 

that the virtual machine runs correctly. 

8. On HVR2_1, open the Failover Cluster Manager, and then select Roles. 

9. In the Actions pane, select Configure Roles to open the High Availability Wizard. 

On the Select Role page, select Virtual Machine.  

On the Select Virtual Machine page, select Testvm_1.  

10. The virtual machine is now highly available. 

11. Update the integration services on Testvm_1. Because the virtual machine was never 

shut down during the migration, you can update the integration services silently without a 

restart. The update occurs the next time that the virtual machine is restarted during its 

scheduled maintenance period. 

a. Modify the settings of the virtual machine and specify the following media to be used 

for the CD/DVD drive, %Systemroot%\System32\Vmguest.iso. 

b. Run the following command from an elevated command prompt in the virtual 

machine: 

i. For 64-bit Windows Server operating systems, drive:\\Support\Amd64\Setup.exe 

/quiet /norestart. 

ii. For 32-bit Windows Server operating systems, drive:\\Support\X86\Setup.exe 

/quiet /norestart. 

12. Repeat steps 1 ï 11 for all of the virtual machines on HVSRV1. 

13. [Optional] For virtual machines that are moved from a Hyper-V Replica server, you must 

update the virtual machine replication settings on the Hyper-V primary server to 

reestablish replication. 

a. Open Failover Cluster Manager on the cluster where the primary virtual machine is 

running and select Roles. 

b. Select the virtual machine, and then select Settings from the Actions pane.  

c. Select Replication and update the value for the Replica server with the name of the 

Hyper-V Replica Broker that runs on the new cluster, HVHAR2.  

Migrate the old cluster node to the new cluster 

After all of the virtual machines from HVSRV1 have been moved to the HVHAR2 cluster, you can 

evict HVSRV1 from the HVHA201 cluster, install Windows Server 2012 R2, and join the HVHAR2 

cluster. 

1. On HVSRV2, open the Failover Cluster Manager and select Nodes.  

To evict the node from the old cluster 
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2. Select HVSRV1 and confirm that there are no virtual machines that have moved to 

HVSRV1. 

3. Right-click HVSRV1 to select More Actions, and then select Evict.  

1. Install Windows Server 2012 R2 on HVSRV1. 

2. Install the Hyper-V role and Failover Clustering feature if a clean installation was 

performed. 

3. On HVR2_1, open the Failover Cluster Manager, and then select Nodes. 

4. In the Actions pane, select Add Node to open the Add Node Wizard.  

Enter the name of the server to be added to the cluster, HVSRV1.  

Review the report.  

To move the remaining virtual machines 

Repeat the following procedures for the HVSRV2 and HVSRV3 servers to complete the 

migration. 

¶ To move the virtual machines to the new cluster 

¶ Migrate the old cluster node to the new cluster 

Copy Cluster Roles Wizard  

The Copy Cluster Role Wizard helps you copy clustered roles from clusters running Windows 

Server 2012 R2, Windows Server 2012, and Windows Server 2008 R2 to a new cluster running 

Windows Server 2012 R2. After the virtual machine has been created on the new cluster, to 

complete the migration, you must shut down each virtual machine on the source cluster before 

you start the virtual machine on the destination cluster. 

You can use the Copy Cluster Roles Wizard to do the following:  

¶ Test the Copy Cluster Roles process without affecting production. 

¶ Reverse the process if you encounter any issues.  

¶ Copy roles on test clusters to production clusters. 

The Copy Cluster Role Wizard assumes that storage is reused between the old cluster and the 

new cluster. The cluster role settings are the only data that is copied.  

Before migration of the virtual machines from the old cluster, perform the following actions: 

¶ Before running the wizard, you must ensure that the new Windows Server 2012 R2 cluster is 

configured and is connected to the same storage as the old Hyper-V cluster. For more 

information about installing a Hyper-V cluster, see Deploy a Hyper-V Cluster. 

¶ Before you work with shadow copies, you should back up all volumes that are attached to the 

virtual machines. 

¶ Merge or discard all shadow copies for the volumes that store the virtual machines. 

¶ Install the latest updates on all cluster nodes on both clusters. 

To install Windows Server 2012 R2 and join the new Hyper-V cluster 



 

 
129  

When you run the Copy Cluster Roles Wizard, the virtual machines are created on the 

new cluster, but they are not turned on. The virtual machines on the old cluster are still 

running. After the wizard has finished, you must turn off the virtual machines on the old 

cluster, and then, on the new cluster, you must start the virtual machines. There is some 

downtime but its duration should be limited, and you control when the downtime occurs. 

1. You must have local Administrator rights on the new and old cluster to run the Copy 

Cluster Roles Wizard. 

2. On the new cluster, open Failover Cluster Manager. 

3. Select the top node for the cluster, and click Copy Cluster Roles from the Configure 

window. 

4. On the Specify Old Cluster page, enter the name of the old cluster. 

5. On the Select Roles page, select the role that you must copy. 

6. On the Customize Virtual Machine Networks page, specify which virtual network switch 

the virtual machines are to use on the new cluster. 

7. Review the settings and complete the wizard. 

8. Review the Failover Cluster Copy Roles Report for any issues. 

9. The virtual machines are still running on the old cluster, and the virtual machines that are 

created on the new cluster are shut off. 

1. On the old cluster, open Failover Cluster Manager. 

2. Turn off the virtual machines that have been copied over to the new cluster. 

Warning  

At no time should a virtual machine be running on both the old cluster and the 

new cluster. A virtual machine that runs on both the old cluster and the new 

cluster at the same time might become corrupted. You can run a virtual machine 

on the old cluster while you migrate it to a new cluster with no problems; the 

virtual machine on the new cluster is created in a Stopped state. However, to 

avoid corruption, it is important that you do not turn on the virtual machine on the 

new cluster until after you stop the virtual machine on the old cluster. 

3. On the new cluster, open Failover Cluster Manager. 

4. Start the virtual machines and verify that the virtual machine runs correctly. 

Note  

If the migrated cluster is a Hyper-V Replica server, do not start the virtual 

machines and go to step 6.  

¶ Run the necessary application-specific tests to ensure that the application on the 

Important  

To run the Copy Cluster Roles Wizard 

To run the virtual machine on new cluster 
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virtual machine can provide the same service levels as it provided before the virtual 

machine was migrated. 

¶ Verify that you can connect to the virtual machine by using Remote Desktop or 

Virtual Machine Connection. 

5. Update integration services on each virtual machine. 

6. [Optional] For virtual machines that were copied from a Hyper-V Replica server, you 

must remove replication and re-enable replication of the virtual machine on the Hyper-V 

primary server to reestablish replication. 

a. Open Failover Cluster Manager on the cluster where the primary virtual machine is 

running and select Roles. 

b. Select the virtual machine whose Replica virtual machine was copied, and in the 

Actions pane, select Replication, and then select Remove Replication. 

c. Select the virtual machine, and in the Actions pane, select Replication, and then 

select Enable Replication. This process opens the Enable Replication Wizard. 

¶ On the Specify Replica Server page, specify the name of the Hyper-V Replica 

Broker in the Replica server box. 

¶ On the Choose Initial Replication Method page, select Use an existing virtual 

machine on the Replica server as the initial copy. 

7. [Optional] For virtual machines that are copied from a Hyper-V primary server, you must 

remove replication from the Replica virtual machine and enable replication on the virtual 

machine on the Hyper-V primary server to re-establish replication. 

Perform the following steps on the Replica virtual machine: 

a. Open Failover Cluster Manager on the cluster where the Replica virtual machine is 

running and select Roles. 

b. Select the virtual machine whose primary virtual machine was copied, and in the 

Actions pane, select Replication, and then select Remove Replication. 

Perform the following steps on the primary virtual machine: 

a. Open Failover Cluster Manager on the new cluster where the primary virtual machine 

is running and select Roles. 

b. Select the virtual machine that was just copied, and in the Actions pane, select 

Replication, and then select Enable Replication. This process opens the Enable 

Replication Wizard. 

¶ On the Specify Replica Server page, specify the name of the Hyper-V Replica 

Broker in the Replica server box. 

¶ On the Choose Initial Replication Method page, select Use an existing virtual 

machine on the Replica server as the initial copy. 

See also 
Migrating Clustered Services and Applications to Windows Server 2012 

Hyper-V Replica Feature Overview 
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Hyper-V Cluster Using Cluster Shared 
Volumes (CSV) Migration 

 
This scenario describes how to migrate virtual machines from a Hyper-V cluster by using Cluster 

Shared Volumes (CSV) that run on the Windows Server 2012 operating system to the Windows 

Server 2012 R2 operating system. This scenario reuses the existing CSVs. Migrating the storage 

to a Scale-out File Server is beyond the scope of the scenario. 

The Copy Cluster Roles Wizard is used to move the virtual machine roles to the new cluster. 

Copy Cluster Roles Wizard 

The Copy Cluster Role Wizard helps you copy cluster roles from clusters that are running 

Windows Server 2012 R2, Windows Server 2012, and Windows Server 2008 R2 to a new cluster 

that is running Windows Server 2012 R2. 

The Copy Cluster Role Wizard assumes that storage is to be reused between the old cluster and 

the new cluster. The only data that is copied is the cluster role settings.  

You can use the Copy Cluster Roles Wizard to do the following:  

¶ Test the Copy Cluster Roles process without affecting production. 

¶ Reverse the process if you encounter any issues.  

¶ Copy roles on test clusters to production clusters. 

Before you migrate the virtual machines from the old cluster, perform the following actions: 

¶ Before you run the wizard, you must ensure that the new Windows Server 2012 R2 cluster is 

configured and is connected to the same logical unit numbers (LUNs) storage as the old 

Hyper-V cluster. For more information about installing a Hyper-V cluster, see Deploy a Hyper-

V Cluster. 

¶ Before you work with shadow copies, you should back up all volumes that are attached to the 

virtual machines. 

¶ Merge or discard all shadow copies for the volumes that store the virtual machines. 

¶ Ensure that no virtual machines that you do not want to migrate share a CSV volume with 

virtual machines that you plan to migrate. 

¶ Install the latest updates on all cluster nodes on both clusters. 

When you run the Copy Cluster Roles Wizard, the virtual machines are created on the 

new cluster, but they are not turned on. The virtual machines on the old cluster are still 

running. After the wizard has finished, you must turn off the virtual machines and take the 

disk offline on the old cluster. Then, on the new cluster, you must enable the disk and 

start the virtual machines. There is some downtime, but its duration should be limited, 

and you control when the downtime occurs. 

Important  
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The Copy Cluster Roles Wizard does not copy the replication settings for a virtual 

machine. After a virtual machine that has Hyper-V replication enabled is moved by using 

the Copy Cluster Roles Wizard, Hyper-V replication must be removed and be re-enabled. 

1. You must be a local administrator on the new and old clusters to run the Copy Cluster 

Roles Wizard. 

2. On the new cluster, open Failover Cluster Manager. 

3. Select the top node for the cluster, and then click Copy Cluster Roles in the Configure 

window. 

4. On the Specify Old Cluster page, enter the name of the old cluster. 

5. On the Select Roles page, select the role that you want to copy. 

Note  

All the virtual machines that are running on a CSV must be migrated at the same 

time. When you select one virtual machine on a CSV, it automatically selects all 

of the virtual machines on that CSV.  

6. On the Customize Virtual Machine Networks page, specify which virtual network switch 

is to be used by the virtual machines on the new cluster. 

Click View Report, to view the Pre-migration report. 

7. Review the settings and complete the wizard. 

8. Review the Failover Cluster Copy Roles Report to verify that the virtual machines were 

migrated.  

9. The virtual machines are still running on the old cluster, and the virtual machines that are 

created on the new cluster are off. Additionally, the CSV disk on the new cluster is offline. 

1. On the old cluster, open Failover Cluster Manager.  

2. Turn off the virtual machines that have been migrated over to the new cluster. 

3. Take the CSV disk offline. 

4. [Optional] In the storage, unmask the CSV disk so that the old cluster can no longer use 

it.  

Note  

Depending on storage topology, LUN masking and LUN unmasking might be 

necessary at this stage to ensure that the old cluster does not have write 

permission to the disks or LUNS that are used by the new cluster. 

Warning  

At no time should a virtual machine run on both the old cluster and the new 

Caution  

To run the Copy Cluster Roles Wizard 

To run the virtual machine on new cluster 
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cluster. A virtual machine that runs on both the old cluster and the new cluster at 

the same time might become corrupted. You can run a virtual machine on the old 

cluster while you migrate it to a new cluster with no problems; the virtual machine 

on the new cluster is created in a Stopped state. However, to avoid corruption, it 

is important that you do not turn on the virtual machine on the new cluster until 

after you stop the virtual machine on the old cluster. 

5. On the new cluster, open Failover Cluster Manager. 

6. Bring the CSV disk online. 

7. Start the virtual machines and verify that the virtual machine runs correctly.  

Note  

If the cluster that is migrated is a Hyper-V Replica server, do not start the virtual 

machines and go to step 9. 

¶ Run the necessary application-specific tests to ensure that the application on the 

virtual machine can provide the same service levels as it provided before the virtual 

machine was migrated. 

¶ Verify that you can connect to the virtual machine by using Remote Desktop or 

Virtual Machine Connection. 

8. Update integration services on each virtual machine. 

9. [Optional] For virtual machines that are copied from a Hyper-V Replica server, you must 

remove replication and re-enable replication for the virtual machine on the Hyper-V 

primary server to re-establish replication. 

a. Open Failover Cluster Manager on the cluster where the primary virtual machine is 

running and select Roles. 

b. Select the virtual machine whose Replica virtual machine was copied, and in the 

Actions pane, select Replication, and then select Remove Replication. 

c. Select the virtual machine, and in the Actions pane, select Replication, and then 

select Enable Replication. This action opens the Enable Replication Wizard. 

¶ On the Specify Replica Server page, specify the name of the Hyper-V Replica 

Broker in the Replica server box. 

¶ On the Choose Initial Replication Method page, select Use an existing virtual 

machine on the Replica server as the initial copy. 

10. [Optional] For virtual machines that are copied from a Hyper-V primary server, you must 

remove replication from the Replica virtual machine and enable replication on the virtual 

machine on the Hyper-V primary server to re-establish replication. 

Perform the following steps on the Replica virtual machine: 

a. Open Failover Cluster Manager on the cluster where the Replica virtual machine is 

running and select Roles. 

b. Select the virtual machine whose primary virtual machine was copied, and in the 

Actions pane, select Replication, and then select Remove Replication. 

Perform the following steps on the primary virtual machine: 

a. Open Failover Cluster Manager on the new cluster where the primary virtual machine 
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is running and select Roles. 

b. Select the virtual machine that was just copied, and in the Actions pane, select 

Replication, and then select Enable Replication. This action opens the Enable 

Replication Wizard. 

¶ On the Specify Replica Server page, specify the name of the Hyper-V Replica 

Broker in the Replica server box. 

¶ On the Choose Initial Replication Method page, select Use an existing virtual 

machine on the Replica server as the initial copy. 

See also 
Migrating Clustered Services and Applications to Windows Server 2012 

Cluster Migrations Involving New Storage: Mount Points 

Deploy Hyper-V Replica 

Migrate File and Storage Services to 
Windows Server 2012 R2 

The File and Storage Services Migration Guide provides step-by-step instructions for how to 

migrate the File and Storage Services role, including data, shared folders, and operating system 

settings from a source server to a destination server that is running Windows Server 2012 R2. 

About this guide 

Your detailed feedback is very important and helps us to make Windows Server Migration 

Guides as reliable, complete, and easy to use as possible. Click Rate this topic at the 

top of the page and describe what you liked, did not like, or want to see in future versions 

of the topic. To submit additional suggestions about how to improve Migration guides or 

utilities, post on the Windows Server 2012 forum. 

Migration documentation and tools ease the migration of server role settings and data from an 

existing server to a destination server that is running Windows Server 2012 R2. By using the tools 

that are described in this guide, you can simplify the migration process, reduce migration time, 

increase the accuracy of the migration process, and help to eliminate possible conflicts that might 

otherwise occur during the migration process. For more information about installing and using the 

migration tools on both source and destination servers, see Install, Use, and Remove Windows 

Server Migration Tools. 

Specifically, this guide includes information about migrating the following: 

¶ Information about the serverôs identity 

¶ Local users and groups 

Note  

http://social.technet.microsoft.com/Forums/windowsserver/en-US/home?forum=winserver8gen





















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































