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DirectAccess — Simple?

o

Corporate intranet

(

X When a DirectAccess client connects to the
Internet it is automatically connected to the
corporate intranet
— No user action required

o
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A VPN on Steroids

¥/ \/V‘\

Prelogon |
Always On I d GPOs
= patch management, health check an Corporate
7,, patch ma _ Network
‘)
EE Network level computer/user authentication and encryption

Automatically
connects through
NAT and firewalls

VPNs connect the user to the network

DirectAccess extends the network to the remote
computer and user
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Requirements
X DirectAccess Clients
— Windows 7 Enterprise or Ultimate
— Windows Server 2008 R2
X DA Server
— Windows 2008 R2
— Forefront Unified Access Gateway (UAG)
* Running on Windows 2008 R2 Standard or Enterprise
— Two IPv4 public addresses (more for a UAG array)
X Both the client and server must be domain joined
5 Microsoft® Windows é)e;vgﬁﬁ zz::r; (\J%ndowﬂ DirectAccess XTsemin ars
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Simple? May Be Not

jamAia

Corporate intranet

Tunnelling technologies for the Internet and intranet to support IPv6 over IPv4

Internet tunnelling selection based on client location — Internet, NAT, firewall

Encryption/authentication of Internet traffic (end-to-edge/end-to-end)
PKI required

@ Client location detection: Internet or corporate intranet

(]
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Lots of
Demos

L)
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may not be reproduced in any form without
prior written permission
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Internet

11S for CRL
distribution

All servers Windows 2008 R2

°
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IPv6

X IPv6 natively supports many of the extensions
that have been added to IPv4

— IPSec
— QoS
X |Pv6 adds

— An enormous address space (128-bits)

* 340,282,366,920,938,463,463,374,607,431,768,211,456
possible addresses

— An efficient routing hierarchy
— Automatic configuration (DHCP may not be required)
— New protocol for interaction with neighbouring nodes

°
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Drawbacks

X Requires a new routing infrastructure to
support native IPv6

— IPv6 can be used across IPv4 networks using
transition technologies, 6to4, ISATAP and Teredo

X Most IPv6 addresses are not easy (impossible)
to memorise!

— Will require the use of host names for all
references

X Not all applications will be IPv6 compatible

(]
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Link layer IPv6 S Link layer

header header trailer

T o
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— Each block is separated by a colon

— Referred to as colon-hexadecimal notation
[ ]
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Compressing Zeros

2009:0000:0000:0000:0321:000d:98fe:dbfe
2009::0321:000d:98fe:dbfe

2009:0000:0000:0321:0000:0000:0000:dbfe
2009::0321::dbfe <

X Contiguous 16-bit blocks containing zeros can be
compressed

— Known as double-colon notation

— Only one set of blocks can be compressed
* Normally the first set of blocks from the left

°
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IPv6 Prefix

/a8 |
/64
2009:0adb:0001:56af:0321:000d:98fe:dbfe

X The IPv6 prefix indicates the number of bits
identifying the network
— IPv6 does not support the IPv4 style subnet mask

(]
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IPv6 Addressing
ittt

\ A J
| /

64-bits 64-bits

MAC address Interface ID

00-13-CE-A6-96-4F 02-13-CE-FF-FE-A6-96-4F
I i

X The Interface Identifier is the Extended Unique
Identifier EUI-64 address

— Can be assigned to the adapter

— Or derived from the MAC address of the card
* 48 bit MAC is padded with FFFE
 Universal / Local administered bit inverted

°
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Randomized Identifiers

X Windows Server 2008 and Windows 7 use a
permanent interface identifier that is randomly
generated

— Can be disabled via:
* netsh interface ipv6 set global randomizeidentifiers=disabled

X With randomizeidentifiers enabled if a server is
reinstalled it will have a new IP address

— To avoid IP address changes for infrastructure servers
such as DNS or DHCP

¢ Disable randomization

(]
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Li n k_loca | Ad d ress Zone IDs eliminate ambiguity when

more than one interface is connected
to a network

\\: Interface idx 10
° Fe80::InterfacelD3%10
l

Interface ldx 4 Interface ldx 9 Interface ldx 6
Fe80::Interface ID1%4 Fe80::Interface ID2%9 Fe80::InterfacelD4%6

X Fe80::<InterfacelD>, automatically assigned and only
accessible on local network segment

— All hosts have a link-local address even if they have a
global address

X The Interface Index (Idx) identifies the interface that
the address is bound to

o
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Demo: Link-local Addresses

EX1
DNS
DNS,CA
- v 7‘/ WIN7
% :

IS for CRL
distribution
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What No Broadcasts?

X The problem with a broadcast is that it
“disturbs” every node on the link

— The network card receives the broadcast and
passes it up the stack and consumes CPU time

* |f the broadcast is not intended for the node, the stack
rejects it (what a waste of CPU time!)

X With multicasts, the network card is
programmed to listen for specific addresses
— It only passes relevant traffic to the stack

°
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IPv6 Multicast Addresses

FF hex

Flags Scope Group ID
(4-bits) | (4-bits) (112-bits)
( J
[

Group identifier, routable if the scope is set
appropriately

X The flags designate if the address is permanent or
temporary
— Permanent address are well known, assigned by IANA
X The scope defines if the address is routable
— Link-local, site-local

IANA = Internet Assigned Numbers Authority

(]
24 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I nars
© XTSeminars Ltd 2010

9/21/2010

12



Some Well know Multicast Addresses

ff02::1/128 Link-local all-nodes multicast
ff02::2/128 Link-local all-routers multicast
ff05::2/128 Site-local all routers multicast
f02::1:2/128 All-dhcp-agents

ff02::1:3/128 Link-local Multicast Name Resolution

X For a complete list see:

— http://www.iana.org/assignments/ipv6-multicast-
addresses/

X To view the multicast addresses that a host is listening
on

— Netsh interface ipv6 show join

°
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NIC Table j MAC address 00-13-CE-A6-96-4F

Passes information up the stack for the following inbound addresses

00-13-CE-A6-96-4F MAC address

FF-FF-FF-FF-FF-FF Broadcast

33-33-00-00-00-01 All nodes IPv6 multicast (ff02::1/128)
33-33-00-01-00-02 All DHCP agents IPv6 multicast (ff02::1:2/128)
33-33-FF-XX-XX-XX Solicited-node IPv6 multicast

X For multicast, the Ethernet address starts 33-33

— The remaining 32 bits are taken from the last 32 bits of
the IPv6 multicast address

X The card is programmed to listen for appropriate
addresses

(]
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Neighbor Discovery — Clever!

Fe80::1bc:2abf:3441:aab4 FE80::dfe5:abbc:7bde:8732

Node A 3 Node B §
Listens on IPv6 multicast: Listens on IPv6 multicast:
ff02::1:ff41:aab4 — ff02::1:ffde:8732
Ethernet Iist_ens -~ Solicited-node addresses Eibammat EiEns em
33-33-FF-41-AA-B4 33-33-FF-DE-87-32

X To discover the MAC address of node B, node A sends a
Neighbor Solicitation message
— IPv6: ff02::1:ffde:8732 MAC: 33-33-FF-de-87-32

X Unlike an IPv4 ARP broadcast where all nodes are
disturbed, the solicited-node multicast address behaves
almost like a unicast address

o
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Neighbor Solicitation

;- Frame: Number = 3, Captured Frame Length = 86, MediaType = ETHERNET
Ethernet: Etype = IPvé,Destinationfiddress: [33-33-FF-2C-DA-9E], Sourcelddress: [00-15-5D-08-04-6F)
E\--Ipv&: Next Protocol = ICMPw&, Payload LengtT
+-Versions: IPv&, Internet Protocol, DSCP O
| ..PayloadLength: 32 (0x20)
- NextProtocol: ICMPv&, 58 (0x3a)
HopLimit: 255 (OxXFF)
- Sourcefddress: FE80:0:0:0:38F7:674F:133E:38C3
i ‘-DestinationfAddress: FF02:0:0:0:0:1:FF2C:DASE
E Icmpvé: Neighbor Solicitation, Target = FES80:0:0:0:30F1:F7EA:B82C:DASE
- MessageType: Neighbor Solicitation, 135 (0x87)
- Code: 0O (0x0)
- Checksum: 38995 (0x8853)
- Reserved: 0 (0x0)
Targetiiddress: F‘ESO:O:O:O:30F1:F?ER:BS2C:Dﬂ
- SourcelinkLayerfddress:
;---Ty'pe: Source Link-Layer Address, 1(0x1)
;---Langth: 1, in unit of 8 octets
\.Address: 00-15-5D-0B-04-6F

°
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Neighbor Advertisement

. Frame: Number = 4, Captured Frame Length = 86, MediaType = ETHERNET
--Et.hEInEt: Etype = IPvé,Destinationfddress: [00-15-5D-0B-04-6F], Sourcelddress: [00-15-5D-0B-04-68]
E| Ipve: Next Protocol = ICMPve, Payload Length = 32
H-Versions: IPvé, Internet Protocol, DSCP O
. ~PayloadLength: 32 (0x20)
- NextProtocol: ICMPve, 58 (0x3a)
-~ HopLimit: 255 (OxFF)

Sourcefddress: FEE0:0:0:0:30F1:F7EA:BE2C:DASE
i ‘-Destinationfddress: FES80:0:0:0:38FT7:674F:133E:38C3
|§| Icmpvée: Neighbor Advertisement, Target = FES80:0:0:0:30F1:F7EA:B82C:DAYE
-~ MessageType: Neighbor Advertisement, 136 (0x388)
- Code: 0O (0x0)
- Checksum: 21761 (0x5501)
F-NeighborAdvertisementFlag: 1610612736 (0x60000000)
; R: (D et ie ittt et e ettt nnanns } Mot router
5: e } Solicited
R T } Cwverride

L. Rsv: (...00000000000000000000000000000)

- Targethddress: F‘ESO:O:O:O:SOFl:FTEA:BSZC:Dﬂ
= TargetLinkLayerfddress:
;---Ty'pe: Target Link-Layer Address, 2(0x2)
; Length: 1, in unit of & octets
| Address: 00-15-5D-0B-04-68

°
29 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I n ars
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Viewing MAC Resolution

X Resolved MAC addresses stored in neighbors
cache

— Netsh interface ipv6 show neighbors

X In addition to the neighbors cache a destination
cache is also maintained
— Holds information on
* Destination IPv6 address
e Connected interface index

* Maximum Transmission Unit (MTU)
* Next Hop Address

— Netsh interface ipv6 show destinationcache

(]
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Demo: Viewing MAC Resolution

IS for CRL
distribution
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Global Addresses

Global address (Internet registered)
Global routing prefix ' Subnet ID Interface ID
(45-bits) | (16-bits) (64-bits)

: Y )

1 1

1 Public routing 1 Private routing

1 1

Authorities for assignment
X Global Addresses are fully routable on the
public Internet

32 Microsoft® Windows s@f%eﬁi% :zsszz«; ‘;I\ll‘ijndows7 DirectAccess steml n ars
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Assignment of Global Addresses

Regional Internet Registries

A -
) L/ AtiNic @‘c—&m “=) | RIPE
| Asrinic | ' AP -

-
- *

-

X Internet Assigned Numbers Authority (IANA)
allocates large blocks of addresses to the five
Regional Internet Registries (RIR)

X RIRs allocate blocks to Local Internet Registries
(LIR) (often ISPs) and large end sites

X Smaller ISPs and end sites can obtain IPv6
address space from their upstream provider

°
33 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I na rs
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Numbers to Expect...

X As of March 2010, IANA has released addresses
for allocation, starting

— 2001:, 2002:, 2003:, 2400:, 2600:, 2610:, 2620:, 2800:,
2A00: and 2C00:

X 2002:: /16 is reserved for 6to4 deployments
X 2001:0000:: /32 global Teredo IPv6 service prefix

X 2001:0DBS8:: /32 non-routable reserved for
documentation purpose
X For full details see

— http://www.iana.org/assignments/ipv6-unicast-
address-assignments/ipv6-unicast-address-
assignments.xhtml

(]
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Private Unicast Addresses
(Similar to IPv4 private address ranges)
Site-Local address
1111111011 Subnet ID Interface ID
(10-bits) (54-bits) (64-bits)
FEC hex
Site-local address prefixed fec0::/10 was depreciated in RFC 3879
Unique Local address
1111 1101 Global ID Subnet ID Interface ID
(8-bits) (40-bits) (16-bits) (64-bits)
| FD hex i |
|
Private routing between sites Routing between
LANs within a site
35 Microsoft® Windows é)e;(v:;ﬁﬁ zz::g (\)I:Lndowﬂ DirectAccess XTseml n ars
Unique Local Address
i o B I B o e Global ID Subnet ID Interface ID
(8-bits) (40-bits) (16-bits) (64-bits)
\ J
[
Organizational prefix
X RFC 4193 states that the IPv6 addresses are
created using a pseudo-randomly allocated global
ID
X In our examples we use fd00:9999::/48 as the
organizational prefix
— Creating different subnets using the SubnetID
[
36 Microsoft® Windows %e;vgezrgﬂza :zszL::«; ‘;All‘ijndowﬂ DirectAccess XTseml n ars
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Special Addresses & Formats
X ::1 represents the loopback address
— IPv4 equivalent 127.0.0.1
X :1is an unspecified address
— IPv4 equivalent 0.0.0.0
X In URL, enclose address in square brackets
— https://[2009::321:d:98fe:dbfe%15]:2031
X For UNC path, use IPv6Adddress.ipv6-
literal.net names
—\\2009--321-d-98fe-dbfes15.ipv6-literal.net
ZonelDs in red
37 Microsoft® Windows e)r(vTeSresziDni zz;;:; Oml/:)ndoww DirectAccess XTsemin a rs
Host Configuration
Auto configure link-local address
Manual configuration of other DHCPV6
addresses possible but unlikely
St e ‘
D e —— >
@ Router Solicitation (multicast) DHCP query if router does not reply or
> router instructs host to query DHCP for an
Returns IPv6 address address
X DHCP can supply complete configuration or
just additional options
X Referred to as DHCPv6 stateful if address supplied
otherwise DHCPV6 stateless
38 Microsoft® Windows %e)r(\}esrezrgi(:‘z :ﬁf&'i gl:(i)ndowﬂ DirectAccess XTsemin a rs
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Routing (simplified)

A O fa fa
Network B

A 64 pre O

0 ne op A
Al

Advertise:
C::/64 next hop A:2
A::2

Interface 15
= ‘
Client routing table

Network C
C:1

To get to Use zone (Idx) Go to:
A::/64 15 On-link
IP address A:: Interface ID  C::/64 15 A::2
::/0 15 Al
Default .
39 gateway Microsoft® Windows g;v:;ﬁﬁ zz::g m)ndown DirectAccess steml n ars

Demo: Routing Configuration

IIS for CRL

distribution

Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
© XTSeminars Ltd 2010

9/21/2010

20



Routing Configuration (reference)

:: Set DNS address
netsh interface ipv6 set dnsservers 12 static fd00:9999:0:1::10

::Set Network adapter addresses
netsh interface ipv6 set address dacorp fd00:9999:0:1::1/64
netsh interface ipv6 set address dabranch fd00:9999:0:2::1/64

::Enable routing and advertising
netsh interface ipv6 set interface dacorp forwarding=enabled advertise=enabled
netsh interface ipv6 set interface dabranch forwarding=enabled advertise=ena

::Publish network prefixes
netsh interface ipv6 set route fd00:9999:0:2::/64 dabranch publis
netsh interface ipv6 set route fd00:9999:0:1::/64 dacorp publi

Router Advertisement Ll

E|-R_auterhdvertisementl-‘lag: / USe DHCP fOr addreSS
M: o Managed address configuration

Other stateful configuration F
\ ag

Not a Mobile IP Home Agent
Medzum, 0 (0x0) Use DHCP for other config

RouterPreference: (...

L. Reserved: [
RouterLifecime: 0 (0x0)
--ReachableTime: 0 (0x0)
- RetransTimer: 0 (0x0)
- SourcelLinkLayverAddress:
F-MTU:
Fl-PrefixInformation:

- Type: Prefix Information, 3(0x3)
.. Length: 4, in unit of B octets Add to ref'
ix table
PrefixLength: €4 (0x40) /

=-Flags: 1982 (0xCO)
~ Lz [ )} On-Link determination allowed

- [ P A )} Autonomous address-configuration

iRz [ } Mot router Address \

St (...0....) Not 2 site prefix Create an address from prefix
= =H {....0...) Not a router prefix

REVI (... o00o)

ValidLifetime: 2592000 (0x278D00)
.. Preferredlifetime: 604800 (0x93A20)
.. Reserved: 0 (0x0)
-~ Prefir: FD00:9999:0:1:0:0:0:0

L
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e Wizard

Scope Prefix
You have to provide a prefix to create the scope. You also have the option of providing a
preference value for the scope.

L)
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i IPve Reservation Options
= Scope [fd00:9999:0: 1::] subnetl scope

[ 00023 DNS Recursive Name Server IPVE Address ...
. [ 00024 Domain Search List
[fd00:9999:0: 1::200] Windows 7 fixed 100027 NIS IPV6 Address List

Emm [ 00028 NIS+ IPV6 Address List

T o
Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X sem I na rs
© XTSeminars Ltd 2010

):1::200] Windows 7 fixed Properties

00010001121d501600155d0b046b
251663709

T °
Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X seml na rs
© XTSeminars Ltd 2010

23



¢ Each interface has at least one |IAID

47 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
© XTSeminars Ltd 2010

Preferred Lifetime

Valid Lifetime

— Avoid use for new communications

48 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
© XTSeminars Ltd 2010
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Demo: Configuring DHCPv6

°
49 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
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Command (reference)

::Change state or router advertisement m
& 0 flags

netsh interface ipv6 set interface dacorp
other=ena/dis man=ena/dis

::Turn of prefix publishing

netsh interface ipv6 set route
1d000:9999:0:1::/64 dacorp publish=no
::View addresses

netsh interface ipv6 show addresses
::renew & release DHCPv6

ipconfig /renew6 ipconfig /release6

25



Name Resolution

X IPv6 supports two protocols for Name

Resolution

— DNS

— Link-local Multicast Name Resolution (LLMNR)

X DNS for IPv6 includes the AAAA record
— Maps host names to IPv6 addresses

— Reverse look up is supported via the ip6.arpa

domain

51

Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
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DNS Records

| Reverse | onkin 7ones

XTSeminars

B & DNS Al oample.com 20
=] DC1
[E] Global Logs Name L2z Bl 2
B ] Forward Lookup Zones E (same as parent folder) IPv6 Host (AAAA)  fd00:9999:0000:0001:f577:568: 24db: 5dc2
=] _msdes.evample.com ] (same as parent folder)  TPv6 Host (AAAA)  fd00:9959:0000:0001:0000:0000:0000:0010
B (21 |example.com ElapPL Host () 10.20,100.11
o _msdcs E: APP1 IPv6 Host (AAAA)  fd00:9999:0000:0001:2aa6:c1c9:8 1c7:d82f
~ _sites E: Cci IPv6 Host (AAAA)  fd00:9999:0000:0001:f9db:de09:09f0:95b8
_tep Ha IPv6 Host (AAAA)  00:9999:0000:0001:ed99:dda3: fobecs3
_udp Eloa1 Host (&) 10.20,100.12
__ DomainDnsZones E: DAl IPv6 Host (AAAA)  fd00:9999:0000:0001:c7c1: 760a:9 16a:581
| ForestDnsZones a1 et A1

L«

A0 3N AN 10 hd
| 3

|
Global Logs

5]
| Forward Lookup Zones
E

£l ] Festures
& Group Policy Management
i Diagnostics
it configuration
53 storage

] (same as parent folder)
§: (same as parent folder)

{ d00:9999:0000:000 1:0000:0000:0000:0010
{ fd00:9999:0000:000 1: 2a86:c1c9:81c7:d82f

g: d00:9999:0000:000 1:c7c1:760a:916a:f581

{ fd00:9999:0000:000 1:ed99:dda3:ffb:ec63

5 fd00:9999:0000:000 1:f577: 56e8: 24db: 5dc2
{ d00:9999:0000:000 1:fodb:de09:09f0: 29b8

Start of Authority (SOA) [71, det.example. cor
MName Server (NS) dcl.example,com,
Pointer (PTR) dcl.example. com,
Pointer (PTR) appl.example.com.
Pointer (FTR) dal.example.com.
Pointer (PTR) cl.example.com.
Pointer (FTR) dcl.example. com.
Pointer (PTR) c1.example.com.

I 1]

X A client can query for both IPv6 and IPv4 records

52
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Hardcoded DNS Addresses

X To provide stateless DNS configuration three
site-local addresses reserved for DNS servers

— fec0:000:0000:ffff::1, fec0:000:0000:ffff::2 and
fec0:000:0000:ffff::3

X The site-local addresses prefixed fec0::/10 was
depreciated in RFC 3879

— The hardcoded DNS addresses remain

°
53 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess XI sem I na rs
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LLMNR

X LLMNR allows name resolution when a DNS
server is not available

— Resolves names only for the local link
X A host sends an LLMNR Name Query Request
to the link-local scope multicast ff02::1:3
— MAC 33-33-00-01-00-03
— All nodes listen on this address

X The host that is authoritative for the name
sends a unicast reply

(]
54 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I na rs
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e |Pv6
e Transition technologies

e Ipsec and DirectAccess

e Unified Access Gateway (UAG)

e Network Access Protection (NAP)
e Summary and Q&A

°
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Transition Technologies
IPv6 over IPv4
(2R) (=)
Layer 7 IPve %.% IPv6
Applications
Router to router tunnelling
Layer 4
Layer 3 Layer 3 > M
IPva IPv6 g IPV6 "%"g
Layer 2 IPV6 IPv4/IPv6
Ethernet etc... Host to router , router to host
Dual IP architecture IPv6 over IPv4
I
IPv6 Hosttof% IPv6 .
57 Microsoft® Windows é)e;v:;eﬁnﬂz zz::g (\)Iﬂ)ndowﬂ DirectAccess Tseml n ars
Tunnelling

X The tunnel end may be a single host or IPv6
network
X |Pv6 Traffic can be tunnelled in IPv4 as
— IP (used by 6to4 and ISATAP)
— UDP (used by Teredo)
— HTTPS (used by IPHTTPS)

(]
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6to4 Network
X The 6to4 Network is an Internet based public
IPv6 network
— Addresses start with the 2002::/16 prefix
X |IPv6 traffic is tunnelled in IPv4 between 6to4
routers and relays
59 Microsoft® Windows éf;vﬁ;f,,?ﬁi zz::r; (\)I:Lndowﬂ DirectAccess XTsemin ars
%

6tod
Router

Tunnel
Native IPv6
host 6to4
subnets

IPv4 Internet

6to4
Host/Router Host/Router

- o
Tunnel \4 Tunnel ‘.4
T— T—

°
Microsfe Windows S 200812 and Windows 7 iectcces XI SQm| nars
© XTSeminars Ltd 2010

Native IPv6
host 6to4
60 subnets
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6to4 Addressing

X Host configured with a public IPv4 address

— 6to4 interface automatically enabled and assigned
a unique global (public) IPv6 address

X Interface assigned IPv6 address:
2002:wwxx:yyzz:0:0:0:wwxx:yyzz

— wwxx:yyzz is the hexadecimal representation of
the host’s IPv4 address

X 144.19.200.2 translates to 9013:c802

— Corresponding 6to4 address
* 2002:9013:¢802:0:0:0:9013:c802

°
61 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I n a rs
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Just a Bit of Hex

8 Binary BITS can contain a number between 0 and 255

Each BIT represents a different numerical value

| w8 | e | 2 | 16 | 8 | 4 | 2 | 1|
e Lo Lo |t o [ o |t | 1

Written in decimal is 128 + 16 + 2+ 1 = 1471
| ]

XY

Hexadecimal is a method of representing 8-bits as two hexadecimal digits
X represents the number of 16s in the 8-bit value and Y the remainder

9
16| 147 147 in decimal is 93 in hex

142
3

(]
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Letters as well!

X Each hex digit must represent up to the value
of 15, so alpha characters are used as well
-0,1,2,3,4,5,6,7,8,9,a,b,c,d, e, f

X To check an address assignment such as
9013:¢802, remember this represent 4 x 8-bit
blocks and the 15t character in each hex pair is
the number of 16s
—-9x16+0=144,1x16+3=19,12x 16 +8 =200
— 144.19.200.2

°
63 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I n ars
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6to4 Subnets

Network adapter IDs
6to4

2002: 9013:c802:4::/64 @3 @ >
& Router
2002: 9013:c802:9::/64

3:c802 15.. 64 l ‘ _:

2002: 9013:¢802:0:0:0:9013:c802

x All traffic for 2002:wwxx:yyzz::/48 is tunnelled to
2002:wwxx:yyzz:0:0:0:wwxx:yyzz

— The 16 bit subnet block can be used to identify
subnets
X If 6to4 is enabled, ICS creates subnets based on
the interface IDs of the internal networks

64

(]
Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I nars
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6to4 Host/Router to 6to4 Host

IPv4
6to4 tunnel

IPv4 packet encapsulates IPv6 i

Send through 2002:9013:¢802:0:0:0:9013:c802 144.19.200.2
6to4 tunnel 1 J

Ping 2002:9b0f:1b08:0:0:0:9b0f:1b08
\ J

Use me to get to
2002::/16 on-link

— |

144.19.200.2 155.15.27.8 2002:9013:c8 | 2002:9b0f:1b ICMPv6

02:0:0:0:9013 | 08:0:0:0:9b0f

IPv4 Src IPv4 Dest Protocol IPv6 Src IPv6 Dest Payload

°
65 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
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6to4 Host/Router to Native Host

IPv4
6to4 tunnel

Use me to get to default

ateway, next hop 6to4
gateway, ReI:y P Tunnel IPv6 i

Send through 2002:9013:c802:0:0:0:9013:c802) 144.19.200.2

6to4 tunnel

Ping fd00:9999:0:1::10

144.19.200.2 Relay IPv4 2002:9013:c8 | fd00:9999:0:1 ICMPv6
address 02:0:0:0:9013 210
:c802

N
IPv4 Src PVaDest Protocol IPv6 Src IPv6 Dest Payload

(]
66 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
© XTSeminars Ltd 2010

9/21/2010

33



Demo: Ena bling 6t04 Fd00:9999:0:1::10

°
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6to4 Configuration (reference)

:: Set name of 6to4 relay
netsh interface 6to4 set relay corprelay.example.com
:: host must be able to resolve FQDN

::Enable 6to4 Interface

netsh interface 6to4 set state enabled
::Enable forwarding on 6to4 interface
netsh interface ipv6 set interface “6to4 Adapter” forwarding=enabled
::Set fixed IP for DAcorp interface

netsh interface ipv6 set address dacorp fd00:9999:0:1::200/64

::Enable forwarding and advertising on DACorp interface

netsh interface ipvé set interface DACorp forwarding=enabled advertise=
::Add DNS record for relay
corprelay.example.com 144.19.0.10

9/21/2010
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intranets

(]
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Native
o
JSATAP ~ IPv6 Host

Host D/
/

Native IPv6

intranet

Advertise to ISATAP Hosts:
A ::/64 on ISATAP interface

::/0 next hop A::1 X ®
© XTSeminars Ltd 2010 Tseml na rs
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ISATAP Host Configuration

Network address | 0:5efe or 200:5efe IPv4 address
(64-bits) (32-bits) (32-bits)

0:5efe for a private IPv4 address
200:5efe for a public IPv4 address

X The ISATAP interface address is constructed from
a combination of the IPv6 network address and
the IPv4 address

— The 32-bit IPv4 address is be written in dotted decimal
notation
« fd00:9999:0:100:0:5efe:10.40.99.120

o
71 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess XI semlnars
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ISATAP Host Configuration

X The host can either be configured with the address of
the ISATAP router or it can resolve it via DNS

— If the host can resolve ISATAP via DNS, it automatically
configures its ISATAP tunnel interface

— The network address of the interface is published by the
ISATAP router

X The location of the ISATAP router is published in DNS
with the key word ISATAP
— For example: isatap.example.com

— DNS blocks the name isatap via the globalqueryblocklist
e This must be cleared

(]
72 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I nars
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IPv4
Use me to get to ISATAP tunnel
fd00:9999.:0:1::/64 T
On link
Send through fd00:9999:0:100:0:5efe:&0.20.100.5 10.20.100.55
ISATAP tunnel i J
Ping 1£d00:9999:0:100:0:5efe:10.40.99.120
( J
' [
‘l’ I v
10.20.100.55 10.40.99.120 41 fd00:9999:0:10 | fd00:9999:0:1 ICMPv6
0:0:5efe:10.20. | :0:5efe:10.40.
100.55 99.120
IPv4 Src IPv4 Dest Protocol IPv6 Src IPv6 Dest Payload
(]
73 Microsoft® Wlndowsé)e;(\/Tesreznoﬂl'isa zz::g(\)lﬂ)ndowﬂ DirectAccess stemlnars
IPv4
ISATAP tunnel
Use me to getto :
Next hop ISATAP ro Tunnel IPv6
Send through fd00:9999:0:100:0:5efe:10.20.100.55 10.20.100.55
ISATAP tunnel J
(U
Ping fd00:9999:0:2::100
. J
10.20.100.55 IP address of ICMPv6
ISATAP router 0:0:5efe:10.20. £
100.55
N
IPv4 Src PVaDest Protocol IPv6 Src IPv6 Dest Payload
(]
74 Microsoft® Windows %e;v:;ez;:ﬂza zz;:«; ‘;All‘ijndowﬂ DirectAccess steml n ars

9/21/2010

37



9/21/2010

Demo: Enabling ISATAP

EX1

Fd00:9999:0:1::10

Internet

IS for CRL
distribution

Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
© XTSeminars Ltd 2010

No Client configuration, ISATAP interface automatically configured when client
can resolve the name ISATAP from DNS

::Enable IPv4 routing

netsh interface ipv4 set interface dacorp forwarding=enabled

netsh interface ipv4 set interface dabranch forwarding=enabled

::configure IPV6 address, advertising and routing on DACorp interface

netsh interface ipv6 set address dacorp fd00:9999:0:1::1/64

netsh interface ipv6 set interface dacorp forwarding=enabled advertise=enabled
netsh interface ipv6 set route fd00:9999:0:1::/64 dacorp publish=yes

netsh interface isatap set router 10.40.100.1
netsh interface ipv6 set interface 15 forwarding=enabled advertise=enabled
netsh interface ipv6 add route fd00:9999:0:100::/64 15 publish=yes

Remove ISATAP block : dnscmd /config /globalqueryblocklist wpad

Publish isatap.example.com

Alternatively, don’t publish in DNS and configure the host:
DNS Server Netsh interface ipv6 isatap set state router xxy.example.com

38



2008 DNS & ISATAP

X To support the processing of DNS name
queries on the ISATAP interface the DNS server
must be running on
— Windows Server 2008 R2
— Windows Server 2008 with Q958194 installed
— Windows Server 2008 with SP2 or later

°
77 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess XI sem I na rs
XTSeminars Ltd 2010

Supporting IPv4 Only Hosts

X For connections between IPv6 hosts and hosts
that only support IPv4
— NAT-PT and DNS-ALG required
X Improved translation with NAT64 and DNS64
X Forefront Unified Access Gateway (UAG)
— Includes support for NAT64 and DNS64

(]
78 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I na rs
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IPv4 Only Resources

X Applications that are not IPv6 capable will
need to be reached via an IPv6/IPv4
translation device such and NAT64 and DNS64

X Examples of IPv4 only resources
— Windows 2000

— Built-in applications and services running on
Windows XP and Server 2003

X Check with the vendor for IPv6 capabilities
X Upgrade where possible

°
79 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
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Teredo

Teredo
server & relay

Teredo

IPv4 Internet
)

~<Z£A
Private IPv4 Private IPv4 Public IPv4
address address address

X Teredo provides connectivity when the host is
behind one or more NATs

— The NAT will probably not support tunnelling IPv6
within IPv4 (protocol 41)

— Teredo tunnels IPv6 in UDP .
80 s TS eminars
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Teredo Components

Teredo | PvHost

L

intranet

Teredo
server & relay

IPv4 Internet \@

w‘;“e\

°
81 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
© XTSeminars Ltd 2010

IPv4 Outbound Packet Translation

Teredo
Device server & relay
-5 IPv4 Internet
= <
H200 port 2000 199 port 6000 177
| 77| W20 | uop | 3544 | 2000 | Pv6 |
Dst IP SrcIP Protocol Dstport Src port Payload

b Translation b
T = - e ——

Dst IP Src P Protocol Dstport Src port Payload

Mapping stored: H200 port 2000 “ 199 port 6000

(]
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Inbound traffic

NAT ' ' Teredo

Device server & relay
== IPv4 Internet

25 . P

199 port 6000 177

H200 port 2000

Ceo | | uo | oo | e | e

Dst IP Src IP Protocol Dst port Src port Payload

‘ Translation ‘

Dst IP Src IP Protocol Dst port Src port Payload

Mapping in table: H200 port 2000 B 199 port 6000

XTSeminars
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The Challenge

X NAT normally allows inbound traffic as a response to an
outbound request
— To allow any host to initiate communication with a Teredo host
the NAT mappings will need to remain valid
X Three different types of NAT

— Cone

* For mapped external IP and ports, allows inbound packets from any
source IP address or port

— Restricted
* Only allows inbound from IP and Port that matched the original
outbound destination IP and Port
— Symmetric

* Maps the same internal IP address and port to different external IP
addresses and ports depending on the outbound destination address

84 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
© XTSeminars Ltd 2010
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Initial Negotiation

X The Teredo host connects to the Teredo server
X The server performs tests to determine the
type of NAT that the host is behind

— To do this the server needs to be configured with
two consecutive IPv4 addresses

X The Server provides the address of the host’s
Teredo tunnel

°
85 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
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Teredo Host Address
2001:0:9013:3:346b:a79:6feb6:37fe

" v p—

4

NAT ' Teredo

IPv4 Internet EERE R T

192.168.137.26 1Pv4:144.19.200.1 144.19.0.10
Hex: 9013:¢801
XOR with ffff

2000 | 90132 | _346b | 79 | 6fecirie

Teredo IPv4 address of Flags Obscured Obscured
prefix Teredo server external NAT external NAT
in hex port of host  address of host

32-bits 32-bits 16-bits 16-bits 32-bits

(]
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Demo: Enabling Teredo

Fd00:9999:0:1::10

Internet

ok

distribution

°
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Teredo Configuration (reference)

::Enable client for Teredo

netsh interface ipv6 set teredo enterpriseclient teredo.example.com
::To resolve IPv6 DNS

HKLM\CCS\Services\DNSCache\Parameters\AddrConfigControl DWORD 0

::Add DNS entry for Teredo server

teredo.example.com 144.19.0.10

::Add second IP address to Teredo server - used for NAT detection

netsh interface ipv4 add address dainternet 144.19.0.11/16

::enable teredo server

netsh interface teredo set state type=server teredo.example.com
servervirtualip=144.19.0.10

::Enable Teredo tunelling interface

netsh interface ipv6 set interface 11 forwarding= enabled

netsh interface ipv6 set route 2001::/32 11 publish=yes

9/21/2010
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IPHTTPS

X |IPHTTPS can be used if a host behind NAT
cannot tunnel using Teredo

— Firewall blocking port 3544

X IPHTTPS encapsulates IPv6 in HTTPS
— Most firewalls will pass HTTPS

X Challenges
— Certificates required

— Host must have access to the CRL distribution
point

°
89 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
© XTSeminars Ltd 2010

IPHTTPS Components

Web server with CRL

IPHTTPS
Host

IPv4 Internet

“Tunnel IPv6 in HTTPS 43 intranet

Certificate

Router advertises
network prefix to the

URL of CRL distribution point
IPHTTPS host

published in certificate

(]
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Demo: Enabling IPHTTPS

°
91 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
© XTSeminars Ltd 2010

IPHTTPS Configuration (reference)

netsh interface httpstunnel add interface client
https://DA1l.example.com:443/IPHTTPS enabled

Client must be able to resolve URL and have access to the CRL distribution
point

:: Create IP-HTTPS tunnel interface and bind to DAInternet IP

netsh interface httpstunnel add interface url=
"https://DAl.example.com:443/IPHTTPS" type=server state=default

::Enable IP-HTTPS interface to forward and advertise

netsh interface ipv6 set interface iphttpsinterface forwarding=enabled
advertise=enabled

::Advertise prefix on IP-HTTPS interface

Certificate netsh interface ipv6 add route 2001:feff::/64 iphttpsinterface publish=yes

::Bind certificate to listening port

netsh http add sslcert ipport=144.19.0.10:443 certhash=
c4d1c97ee770f033dab9091fa7304a6946db4cab appid=
{00112233-4455-6677-8899-AABBCCDDEEFF}

9/21/2010
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Don’t Like Netsh?

93

Summary: Internet to Intranet

B Group Policy Management Editor
Fle Acon View Help

ez |rml= BT

|5/ DirectAccess Policy-{3481980e-ef3c-4ed3-b 176-a4420¢ a |

Setting

| State |
E 4/ Computer Configuration to4 Relay Name Enabled
25 ;g‘l\des&w to4 Relay Name Resolution Interval Mot configured
Software Settings to4 State Not configured
£ windows Settings PHTTPS State Ensbed
(SR} Ar:‘im\mstrahve Templates: Policy definitions SATAP Router Name Not configured
[ Control Pane] SATAP State Mot configured
Bl [ Network eredo Ciient Part Not configured
| ] Background Intelligent Transfer Ser
[ BranchCache eredo Default Qualified Enabled
=] ons clent eredo Refresh Rate Not configured
] Larman Server eredo Server Name Enabled
[ Link-Layer Topology Discovery eredo State Not configured
"] Microsoft Peer-to-Peer Networking !
(] Network Connections
7] Metwork Connectivity Status Indica
[ Offline Files
(] QoS Packet Scheduler
(7] snmp
[ s5L Configuration Settings
[ || TCPIP Settings
| IPv8 Transition Technologies
[ Parameters
7] windows Connect Now |
(] Printers
(7] system
(] Windows Components
L asettngs ol [ »
J % Extended ), Stendard /
11 setting(s)

Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess

to4
Host/Router

/v

——

Teredo

Host Device

/ | )
o\

IPHTTPS NAT

Host Device

fw) —

94
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Internet

Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess

© XTSeminars Ltd 2010

| XTSeminars

Teredo
server & relay

(28

Corporate
intranet

IPHTTPS
server

;<‘I'Seminars
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ISATAP Native IPv6
Router

: (22
s [ Y

IPv6\IPv4

(]
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Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
© XTSeminars Ltd 2010
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¢ |IPv6
e Transition technologies

e Ipsec and DirectAccess

e Unified Access Gateway (UAG)

e Network Access Protection (NAP)

e Summary and Q&A

(]
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© XTSeminars Ltd 2010

X DirectAccess uses IPsec to secure network traffic

— Traffic over the Internet is encrypted and
authenticated

— Access via IPHTTPs is double encrypted
* Encrypted IPv6 within HTTPS

(]
98 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess XI Semlnars
© XTSeminars Ltd 2010
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<source IP> <source port>

°
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IPsec Primer

‘ AuthlP

Create shared secret between hosts

Uses Diffie-Hellman

Authenticate over secure channel

IPsec SA

101

Kerberos / certificates
Computer and/or user authentication

Establish IPSec session Keys

Create Security Association for session

Exchange data

’////

Integrity

or

08 R2 and Windows 7 DirectAccess

© XTSeminars Ltd 2010

AuthlP ‘

IPsec SA

Main Mode Association

d# Windows Firewall with Advanc
B2 Inbound Rules
Outbound Rules
B4 Connection Security Rules
a &, Monitoring
B Firewall
B Connection Security Rul
4 1 Security Associations
|1 Main Mode
| Quick Mode

Main mode
security association
Key life configurable
Default: 1 hour

Quick mode:

IPsec SA

Key life configurable
Default 1 hour/100 MB
Drops after 3 Mins

of inactivity

XTSeminars

Local Address

: . 2002:9013:3::90...
‘32001:0:9013:.‘. 2002:9013

Remote Address

1st Authentication Method

Computer certificate
. _Computer certificate

User (NTLM2)
User (Kerberos U5)

2nd Authentication Method

2001:0:9013:a:10ceta37:6fec:37e Properties

General

==l

Local IP address:
Remote IP address:

First authentication

First authentication Local ID

First authentication Remote 1D:
Second authertication:

Second authentication Local 1D
Second authertication Remote ID:
Encryption:

Integrity:

Key exchange:

Leam more about these settings

2001:0:5013:a: 10ce:a37-6ec:3We
2002:3013:5013b

Computer certficate
None

Mone

User (Kerberos V5)
CORP\Administrator
host/da-da1.com example com
AES-CBC 128

SHA-256

None

Encryption  Integrity
AES-CBC... SHA-256
AES-CBC... SHA-256

v

102

Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
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dows Firewall with Advanc

Inb d Rul -
= S | Local Address | Remote Address Local Port  Remote .. Protocol AHIntegrity  ESP Integrity  ESP Encryptio]

%4 Connection Security Rules 2002:9012:0:90... - Any Any Any Nene SHA-L AES-CBC192
4 &, Monitoring AES-CBC192
B Firewall
¥4 Connection Security Rul

Local IP address: E001:0.90135:10ce:a376ec:3Te
Local port Any

Remote IP address 2002:3013:9013a

Remote port: Any

Protocal Any

AH integrity: None

ESP integrty: SHA-T

ESP encryption: AESCHC 192

Leam more about these settings

[0k J[ conca J[ sooy |
QA E—T— o E—— | == '

T o
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— A host requires IPsec-secured communications for both inbound and
outgoing requests

°
104 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
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Demo: IPsec

Fd00:9999:0:1::10

DC, DNS,CA

: \/W|N7
=

Internet
Il

7 ./ distribution
<= Zwing

°
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X End points can be single host or act as a gateway

— The gateway acts as the end-point for integrity
encryption and authentication
* Traffic on the intranet is not protected by IPsec

X IPsec Gateway includes IPsec DoS Prevention

— Reduces DoS attacks from key management protocols
IKE & AuthlP

(]
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IPsec Access Options

é Integrity / encryption / authentication ﬁ
< Infrastructure Tunnel: Machine Auth ‘>

< Intranet Tunnel: Machine & User Auth

ESP NULL (transport mode) machine and user auth to intranet server

Selective authentication onto endpoint servers

°
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Demo: DirectAccess Tunnels

Fd00:9999:0:1::10

DirectAccess running

(]
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Cl i e nt I—O Catio n corp.example.com zone

IP configured
DNS address

/

Internet

X To resolve names on the Internet
— DirectAccess host queries DNS 1

X To resolve names on the intranet
— DirectAccess host queries DNS 2

Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
© XTSeminars Ltd 2010

How Does It Do that?

X Name Resolution Policy Table (NRPT) to the
rescue

X NRPT allows the definitions of which DNS
servers to query based on the namespace to
be resolved

— The NRPT can point DNS queries for
corp.example.com to the intranet DNS server

— All other DNS queries are sent to the DNS server
address configured in the client IP settings

(]
110 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I nars
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NRPT

corp.example.com zone
DNS 1 DNS 2 nls.corp.example.com

‘ I
).

Internet Corporate intranet

IP configured
DNS address

(o]

NRPT:
corp.example.com: query DNS 2
All other name spaces query DNS server configured in client IP settings

There is a special entry in the table to direct DNS queries for an internal
HTTPS website to the DNS servers configured in the client IP settings

For example: queries for nls.corp.example.com always go to IP configured
DNS address and this is not resolvable on the internet

XTSeminars

1 1 1 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
XTSeminars Ltd 2010

Viewing the NRPT

&8 Administrator: Command Prampt =N e

: DC=com, DC

SEC (validation) : disabled
IPsec settings : disabled
DirectAccess (DNS Servers) : 2002:9013:a:1:0:5efe:10.20.100.10
DirectAccess (Proxy Settings) : Bypass proxy

cation authority
DC1-CA
SEC (validation) : disabled
IPsec settings : disabled
DirectAccess (DNS Servers) H
DirectAccess (Proxy Settings)

: DC=com, DC=example,

Bypass proxy

IC:\Windows\system32:

1 12 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
XTSeminars Ltd 2010

XTSeminars
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Demo: NRPT in Action

Fd00:9999:0:1::10
EX1 bCl

DC, DN9
DA1 \

Internet

DirectAccess running

°
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NRPT Inside/Outside

X NRPT enabled by default

X If the client can access an internal HTTPS
website (https://nls.corp.example.com)
— Considered to be on the intranet
— NRPT disabled

X No access to secure website
— Considered to be on the Internet
— NRPT remains enabled

(]
114 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml na rs
© XTSeminars Ltd 2010

9/21/2010

57



Putting it All Together

6tod
Host/Router

Teredo
server & relay
(22
Corporate
intranet

IPHTTPS
Host server

| &y V<. BB
4 y DirectAccess Server

XTSeminars

115 Microsoft® Windows Server 2008 R2 and Window:
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DirectAccess Management Console

l% DirectAccess Setup
DirectAccess allows remote client computers to securely and seamlessly access the internal network.

Setup is complete. Click Finish to review  configuration summary. Step 3

- Infrastructure
i,iﬁ Servers
Identify the Infrastructure
——|  Servers (DNS, DC,
Management) required by
lients.

Step 1 Step 2 DirectAceess c
(‘. Remote ﬂ DirectAccess it

Clients Server

Define connectivity and Step 4

security policies for

Identify the client
computers that will be

enabled for DirectAccess. controlling the Application
irecticcess server. E J S
ervers
F1

Edit.

Identify the application
servers that accept secure
connections from clients.

Edit.

XTSeminars

l l 6 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
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Before Running Setup

X DNS server requires isatap block to be removed

X Set connection specific DNS suffix on the internal
adapter

X Computer certificates must be issued to computers
X Server certificates must be issued to

— DA server with external DNS name in certificate
— NLS web server with nls url address in certificate

X CRL distribution should be configured in certificate

— CRL distribution location must be available on both the
Internet and intranet

°
117 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I na rs
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Authentication to Servers

X |Psec ESP NULL can be used for authentication
to end-point servers

— Provides another layer of protection

— Can control which servers are available from DA
host

— Requires 2008 end-point servers
* IPSEC does not work over IPv6 for Windows 2003

X Two factor authentication can be enabled for
end-to-end authentication

— Requires 2008 domain functional level

(]
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Demo: DirectAccess Wizard

DC,DNS,CA _

./WIN7

Internet

°
119 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
© XTSeminars Ltd 2010

DirectAccess Setup

X Configures on DA server
— 6to4 relay
— Teredo server and relay
— IPHTTPS server
— ISATAP

X Creates group policy for IPSec rules for
— DA server IPsec Tunnel
— DA client IPsec Tunnel

— DA clients and servers requiring end point
authentication

(]
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DirectAccess Setup (continued)

X Creates group policy for client configuration

— Enable and supply addresses for
* 6to4 relay
* Teredo server and relay
* IPHTTPS server

— Enable and configure NRPT
— Enable inside/outside probe

X DA server and DA clients must be members of
the domain

o
121 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess XI semlnars
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Demo: DA Configuration

DC,DNS,CA

) Wm

Internet

(]
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Forefront Unified Access Gateway
‘g ) Application publishing

Unified Access Gateway  [vs Optimizer modules for
3 Exchange
Layer3 VPN S~ SharePoint
HTTP/HTTPS \? CRM
DirectAccess ?\/\ Third party support
S
d Reverse proxy for

=
N~ Web farms

Multiple IRemOteAgps via
authentication Sslly Dl’ltesrateS Re.motg
options esktop Services Gateway

X Single entry-point for all remote access

— Extends Windows DirectAccess capabilities to IPv4
only servers

°
125 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
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UAG Architecture

Management Console SCOM management pack

Tracing and logging

Session manager Config and array manager user manager

DirectAccess

IP VPN

Web Application Publishing

site

UAG Filter

RRAS

IS

Threat Management Gateway (TMG)

Windows Network Load Balancing Forefront components .

Windows Server 2008 R2

(]
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DNS ‘AAAA’ query for
4only.example.com

All queries for intranet
DNS to DNS64

IPv6 Client ow
DNS ‘AAAA’ response L &
record

NAT64prefix::10.20.50.1

4only.example.com

NAT64 interface has /96 prefix
NAT64prefix::/96

Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
XTSeminars Ltd 2010

IPv6 Client

Request to
NAT64prefix::10.20.50.1
Creates

wouted to NAT64 IPv4 packet
9 with same payload

IPv6 packet
with same payload

NAT64 interface has /96 prefix
NAT64prefix::/96

Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
© XTSeminars Ltd 2010

DNS server

IPv4 only: 10.20.50.1

4only.example.com
IPv4 only: 10.20.50.1

9/21/2010
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Connecting to http://da-app1l

Frame Summary g
Frame Number | Time Offset [ P [ source Destination | Protocol Name | Deseription B
19453125 10.10.100.13  DAAPPL T TCPiFlags=......5., SrcPort=51531, Dswort=TTP(80), Payioac_|
54 14453125 DA-APPL 10.10.100.13  TCP TCPiFlag: S., SrcPort=HTTP(80), DstPort=51631, Payloai
55 14453025 10.10.100.13  DA-APPL T TCP:Flags SrcPort=51631, DstPort=HTTP(80), Payloac
% 14453125 10.10.100.13  DA-APPL HTTP HTTP:Request, GET |
57 14453125 DA-APPL 10.10.100.13  HTTP HTTP:Response, HTTP/1.1, Status Code = 304, LRL: /
58 14656250 10.10.100.13 T TCP:Flags - SPort=S1631, DetPurt=HTTP(80), Paioac
55 14,453125 : . LT TCP:[SynReTransmit #53]Flags rcPort=51631, DstPol
50 14.453125 T TCPiFlags=...A..S., SrcPor H'rrp(sn), Dstport=51631, Payios:
61 14453125 e TCP: [Dup Ack #55]Flags =, SrcPort=51631, DstPort=HTT ¥,
| =l ISATAP enabled

Frame Details = on DA-APP1
Frame: Number 56, Captured Frame Length = 485, MediaType = ETHERNET

(IPv4),DestinationAddress: [00-15-5D-0B-04-73], SourceAddress: [(
=1

Ethernet: Etype = Internet IP
Ipv4: Src = 10.10.100.13, Dest = 10.10.100.11, Next Protocel = IPvé over IFv4, Packet ID
Ipvé: Next Protocol = ICP, Payload Length = 421

Tcp: Flags=...AP..., SrcPort=51631, DstPort=HITP(80), PayloadLen=401, Seq=1271633992 - 12714

Http: Request, GET /
| »

| Protocol Name | Description
Tcp

29,515625 R, rchort HTFF(ED),DS(?W[ 51638, Payloac

DHCPV6

60 30.375000
61 46375000 FEBD:0:0:0:B) DHCPVE
62 51781250 10,10.100.13 TC . SrcPort=18533, DstPort=HTTP(30), Payloac
3 51781250  DA-APPL 10.10.100.13  TCP ., SrcPort=HTTP(30), DstPort=19533, Payloa
64 5178125  10.10.100.13  DA-APPI Tcp | SrcPart=19533, DstPort=HTTP(80), Payioac IPV4 Only
65 51828125 10.10.100.13  DA-APPL HTTP HTTF Request, GET 1
66 51843750  DA-APPL 10.10.100.13  HTTP I Response, HITP/1. 1, Status Code = 30%, UL |
67 52046875  10.10.100.13  DA-APPI Tcp TCP:Flags=...A...., SrcPort=19533, Ds!?nrt—HTrF(ED), Pay\nacv on DA-APP1
i
: Number = 65, Captured Frame Length = 566, MediaType = ETHERNET NAT64 in use

Ethernet: Etype = Internet IP (IPv4),DestinationAddress:[00-15-5D-0B-04-73],Sourcehddress: [
Src = 10.10.100.13, Dest = 10.10.100.11, Next Protocol = TCP, Packet ID = 1130, Total

Tcp: Flags=...AP..., SrcPort=19539, DStPort=HTTP(80), PayloadLen=512, Seq=846714791 - 84671

Request, GET /

Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
© XTSeminars Ltd 2010

Network Requirements for DA

Don’t configure DNS on the

Internet facing adapters Single server

Intranet DNS suffix

\ IPv4 or IPV6 address + DNS

Internet

2 consecutive
public IPv4 addresses

CHATEL P == IPv4 or IPV6 address
addresses

DIPs and VIP must be
_ on the same subnet

§
N
X
2 consecutive public >/<
XS VIP
§/Y
\\
N

1 public Dedicated IP (DIP) 1 DIP (IPv4 or IPv6)
address for each array member  address + DNS for each array member
Intranet DNS suffix on each member

Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess
© XTSeminars Ltd 2010
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Preparing to install UAG for DA

X UAG is installed onto Windows Server 2008 R2
— Accept the license and you’re done
— Check for latest updates

X The server must be domain joined for DA

X Requires certificates for IPHTTPS and
Computer

— Once UAG is installed RPC is blocked so either
* Install certificates before installing UAG

* Manual request and install the certificates
— Can be requested via Certificates MMC

°
133 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess XI semlnars
XTSeminars Ltd 2010

Getting Started leard

[N Getting Started Wizard E x|

‘Welcome to Microsoft Forefront Unified Access Gateway 2010
This wizard helps you configure your network settings.

' Configure Network Settings Define internal and
. [ ' Speuﬁdh CErE R E e Sl e T ‘ external networks

/ | pefine server Topology Options:

Optionally join this Forefront UAG server to an array. ‘ Sl ngle server

Create array

Join Microsoft Update Join an array
/ Dpunnallyjmn Microsoft Update to receive updates for
uuuuu

(]
134 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I sem I na rs
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DirectAccess Wizard
X The DirectAccess wizard is similar to the

Windows Server 2008 R2 version

— If the Internal address is IPv4
* Automatically selects address ranges
* Enables DNS64 & NAT64
* Configures all transition technologies including an

ISATAP router

— If the internal address is IPv6

* Address prefixes can be configured through the Ul
135 e Tsemnara 2010 X‘I'Seminars

Routing Traffic

5]\ si] DNS 64 listens on the second 6to4 address

Network A

6to4 Network B

Network E
LGV Network C , ISATAP
N Teredo Routing
Network F IPV4
NAT64

X Traffic entering/leaving through the Internet
facing tunnels must either be routed to/from
the

— ISATAP tunnel
— NAT64 translator
(]
136 Microsoft® Windows (s;)r(\;e;ezr:‘)io"sa 22;2.; ‘;I\ll‘ijndowﬂ DirectAccess XTsem I n ars

IPHTTPS

- Network D

9/21/2010
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Routing Continued

X To be able to route traffic each network must
have a different identity

X Teredo has a predefined network prefix of
2001::/32

X For the remaining networks the DirectAccess
wizard generates different networks based on the
15t 6to4 address of the Internet facing address

— Remember the 6to4 address is globally unique as it is
based on the public IPv4 address
* 144.19.0.2 translates to 2002:9013:c802::9013:c802

°
137 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess XI semlnars
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Calculating the Networks

2002:9013:¢802::9013:c802 m 2002:9013:¢802:0000::/64

Subnets created
To identify other
Prefix networks

Network A: 6to4 (144.19.0.2) 2002:9013:c802:0000::/64

Network B: 6to4 (144.19.0.3) 2002:9013:¢803:0000::/64

Network C: Teredo 2001:0::/32

Network D: IPHTTPS 2002:9013:c802:8100::/56

Network E: ISATAP 2002:9013:¢802:8000::/64

Network F: NAT64 2002:9013:¢802:8001:0000:0000::/96

The organizational prefix (this organization’s network) is set to: 2002:9013:¢802:8000::/49

(]
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— netsh advfirewall consec show rule name=all
type=dynamic

T o
139 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X seml na rs
© XTSeminars Ltd 2010

(computer account) authentication
— ICMP is exempt

T °
140 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X seml na rs
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AL UAG DirectAccess Server Configuration

°
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Eosererromsger DG o o -0 x 49

File Acton View Help T
@9 7=
= 3 Roles -

% Active Directory Lightweight Directory Services E
] _;j Network Policy and Access Services
3 Remote Desktop Services \
[ €3 Web Server (115)
=
= & Group Policy Management Ol [ Features summary Help
B Diagnostics
Gt Configuration ~) Features: 6 of 42 installed
® &5 Storage

View the status of features installed on this server and add or remove features.

&5 Add Features

& Remove Features
Group Policy Management

Network Load Balancing
RPC over HTTP Proxy
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
AD LDS Snap-Ins and Command-Line Tools
Active Directory module for Windows PowerShell
Remote Desktop Services Tools
Remote Desktop Gateway Tools
Web Server (IIS) Tools
Feature Administration Tools
Network Load Balancing Tools
Windows Process Activation Service
Process Model
.NET Environment
Configuration APIs
.NET Framework 3.5.1 Features
.NET Framework 3.5.1

4'% LastRefresh: Today at 07:45 Configure refresh

DirectAccess Connectivity Assistant

|| DirectAccess Connectivity Assistant GP.adml ADML File

|| DirectAccess Connectivity Assistant GPLADMX ADMX File
Microsoft_DirectAccess_Connectivity_Assistant_DeploymentGuide Office Open XML ...

& | Microsoft_DirectAccess_Connectivity_Assistant_Release_Notes.en HTML Document

ﬁ! Microsoft_DirectAccess_Connectivity_Assistant_x64 Windows Installer ...

ﬁ! Microsoft_DirectAccess_Connectivity_Assistant_x86 Windows Installer ...

X Download from Microsoft
X Install the MSI on the Direct Access client
X Copy the .admx file to
— %systemroot%\PolicyDefinitions.
X Copy the .adml file to
— %systemroot%\PolicyDefinititions\<language>

144
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Group Policy for DCA

=] DCA Config [DA-DC 1.CORP.EXAMPLE.COM] Policy | State | Comment
I il Computer Configuration Mot configured Mo
B 7] Polides Not configured Mo
[ Software Settings Not configured Mo
[ Windows Settings e Mo
=) [ Administrative Templates: Policy definitons ( | ;") | o-aiameson Mot confiqured Mo
i2] Corporate Resources Not configured No
£2] Admin Saript Not configured No

X To get DCA functioning
— Add settings for the Dynamic Tunnel End points

— ldentify CorporateResources to test
* PING:da-appl.corp.example.com
* HTTP:http://da-appl.corp.example.com
* FILE:\\da-app1l.corm.example.com\data\test.txt

°
145 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml n a rs
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Demo: Configuring DCA

DNS T
IS for CRL DC, DNS,CA

distribution
N/ N | WIN7
“% .

(]
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NAP Components

Health validation
D Checks Statement of health
agamst health pollcy

Health pollcy

Health assessment
@ SoH
. Statement of health
% Network access request
. “Restricted access

Remedlatlon reqU|red

Network access
controller

X While access is restricted, clients can gain access to
remediation servers and automatically update their
compliance

°
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Three Key Components

L el e !

NAP client Network access NAP Health
controller Policy Server

X The network access controller is the man in
the middle!
— Relays the client health to the health policy server

— Instructed by the health policy server to allow or
restrict the client’s network access

(]
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— Health Registration Authority (HRA) issues certificates
to compliant hosts

* |Psec restricts network access for non compliant hosts
— Terminal Server Gateway
* Drops connection if not compliant

°
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The Health Certificate is used to authenticate
a2 to the DirectAccess tunnel end point
No Health Certificate = No Access

T °
153 Microsoft® Windows Server 2008 R2 and Windows 7 DirectAccess X seml na rs
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Client Architecture

SHA_1 SHA_2 SHA_3

SHA API

System Health Agents
A system health agent maintains and reports
on element(s) of the client’s health

APIs and SDK to simplify
Runs as the integration of third

NAP Agent a service party SHAs and ECs

NAP EC API

Enforcement Clients
EC_3 An enforcement client matches the requirements
of an enforcement point

°
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System Health Agent

Health Checks m

Firewall on?
Antivirus application on?
Virus signature

Antispyware application on?

X The SHA gathers information about the health of the
NAP client
— SHAs can be created to check different aspects of the
computer’s health
* Think of the SHA as filling in a predefined check list
— The completed checklist is a Statement of Health (SoH)

(]
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NPS Architecture

/ Distributes SoHs to SHVs

«

" SoH

Receives SSoH
from client
Collects SoHRs from SHV

passes to NPS service
for evaluation

Q\IAP Administration Server
161

o
MICrosoTE® Windows Server 2008 R2 and Windows 7 DirectAccess X I seml nars
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System Health
Valuators

NAP Administration Server

Radius Messages from
enforcement points

SHAs and SHVs

Client Server
SoH — current client status

SoHR — How to remediate

Validates the matching SHA’s
SoH against the administrator
configured health requirements

X SHAs and SHVs are matched

— Installing a third party SHA on a client will also
require the server SHV to be installed

Generates a SoH

(]
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Connection
Request
Policies

Network
Policies

Health
Policies

T o
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Authentication:
computer cert
computer acct

B Infrastructure
!

intranet

Authentication:
health cert
user credentials

Remediation servers
(updates and anti-malware signatures)

(]
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Authentication
computer cert
computer acct

E

)
B |nfrastructure

|

Remediation servers
(updates and anti-malware signatures)

°
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changed to use Health Certificate as first
authentication mechanism

X An alternate design can be created by
implementing an external HRA server

167
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Authentication:
computer cert
computer acct

Infrastructure
Hq

intranet

— da-appl.corp.example.com
Authentication:
health cert

user credentials

°
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ment, health check and GPOs Corporate

patch manage Network

Network level computer/user authentication and encryption

computer ana user

°
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Tunnelling technologies for the Internet and intranet to support IPv6 over IPv4

Encryption/authentication of Internet traffic (end-to-edge/end-to-end)
PKI required

@Internet tunnelling selection based on client location — Internet, NAT, firewall

g Client location detection: Internet or corporate intranet
- °
7 e XIS eminars
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Summary: Internet to Intranet

6tod
Host/Router

NAT
Device

Teredo
Internet server & relay

SN Corporate
intranet

IPHTTPS ' IPHTTPS
Host Device SEIVEI

N2 Oy

°
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Summary: IPv6/IPv4 Intranet
Native IPv6
IPv4
§ IPv6\IPv4
L s TS eminars
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Forefront Unified Access Gateway

Application publishing

e
Yy Y v N mm Optimizer modules for
Exchange
Layer3 VPN SharePoint
CRM

HTTP/HTTPS

DirectAccess

Third party support

Reverse proxy for
Web farms

Multiple IRemOteAgps via
authentication ntegrated Remote

options Desktop Services Gateway

<//ﬂ //‘gﬂl/ \g/:ol/>

X Single entry-point for all remote access

— Extends Windows DirectAccess capabilities to IPv4
only servers

°
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IPHTTPS Components

Web server with CRL

IPv6 Host

IPHTTPS
server
IPv4 Internet

Tunnel IPv6 in HTTPS £

Certificate

Router advertises
network prefix to the

URL of CRL distribution point
IPHTTPS host

published in certificate

(]
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Authentication:
computer cert
computer acct

B/ Infrastructure
‘ E

intranet

Authentication:
health cert
user credentials

Remediation servers
(updates and anti-malware signatures)

T o
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