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. Groups

AssetMetrix has a ‘built in” way of emulating organization units or groups within your company,
whether those groups are defined by departments (sales, marketing, HR, etc.) or a geographic
locales (countries, states, cities, branch offices etc.). The Group Name is used to associate an
inventoried PC with a pre-defined Group. By default, groups are not mandatory but will simplify
the task of filtering your inventory data should you wish to see data for only one particular group at
a time.

By using groups, you can drill-down from any report to compare that report’s results between one
group and another, or between a group and the entire company

Example:

osoft Windows 2000

The Groups pull-down menu is selectable for
all Reports.

By default, reports show the aggregate data
of all PCs (All Groups or Entire Organization)
whether you’ve deployed groups or not.

;;':‘“’"“9“ To see the report data from a specific group,
Foedback simply select the appropriate group from the
Group pull-down menu

Sign Out

Microsoft Windows NT 4 5 6% Qi

Microsoft Windows P 20 28% Qi

Help & Acquire Data® Expand AllE® Print Preview % clos-DH B
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both the values of that particular group
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Help
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dows 2000
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Setting up ‘Groups’ with AssetMetrix
The Group function works under the assumption that each person in the company corresponds to
only one group that you are creating (such as Department based group - Sales, Marketing, HR, or
locale based group- Dallas, Chicago, Philadelphia). It is not advisable to create groups where a
person could belong to ‘multiple groups’ (i.e. Sales and Marketing). The Groups function is
available for Email, LAN and Disk based AssetAgents.

Creating '‘Groups’ with the Email-AssetAgent

Email-AssetAgents can easily help
you define departments by
emulating existing distribution
lists within your corporate email
application.

Most corporations create
distribution lists (within Exchange,
Notes, etc.) to broadcast certain
emails to certain departments
(sales, marketing, etc.) (see
screenshot on right).

With AssetMetrix you can create a
special Email-AssetAgent for each
one of the ‘departments’ or

‘groups’ that you have within your company.

R
JEi\a Edit View Insert Format Tools Actions Help
|2 |B2 L En Balme |t 1y »] | arial lu Al ru|E=E=EE2
Select Hames 4 |
r Type name or select from list:
Lo r | Find...
subject: | [Distribution Lists | R
Name _+ EMal A To-> | [lDevelopment =
€2 Admin
Steve 0' AL
Ass |8 pevelopment
4 [
Metr 2| Marketing Bi
613-244-0 Cc-»
613-236-6 BRisales
613-285-5
K — |
Bec ->
K i
MNew Contact I Properties | 4 |
e
=
Page 3 of 16

AssetMetrix ™ Reference Guide (Chapter 3) - AssetAgent Advanced Features

Revision: March - 2005

Copyright 2005 AssetMetrix, Inc.

Re-distribution prohibited without written permission




Here’s how:

1)

2)

3)

From your corporate email list(s), determine which lists properly represent your
‘departments’ (remember that every person should be represented once in the chosen mail
lists. In the example above, you would exclude the ALL list)

Group Description Email Format Contact Email Disabled

@ HTML + Attachment

Adrnin Adrninistration| < O HTML bobr@assetmetriz.com O
| -]

©Plain Text + Attachment
O Plain Text + Hyperlink

Help €@ Submiti® Reset®® cancel®

From the Group Management section in your AssetMetrix account (located towards the
bottom of the AssetPulse page), create a group with an identical or similar name for each
corporate email list name that you have.

From the AssetPulse section, create a new AssetPulse. Notice that all of the groups are now
displayed and that you can choose between ‘No Specific Group’ and ‘Selected Groups’.
Selecting “No Specific Group” will combine all computers together into one main listing
called “Entire Organization”. Computers cannot be manually added to or moved from a
group. Only the AssetAgent can add a computer to a group or move a computer from one
group to another. Changes to a computer’s current group can only be initiated by deploying
a new AssetPulse number.

4) Choose ‘Selected Groups’ and click on the SEND button. You will then receive an AssetPulse

email for each group that you have selected. Each group specific email should then be
forwarded to its corresponding corporate email list. (Note: by default the system always
sends the AssetPulse emails to the Account Contact but can be configured to send to
individual Group contacts in order to facilitate the deployment of the AssetPulse. Adding a
“Contact Email” address for each group will redirect the AssetPulse email to that individual).

.‘ Universal Options

E;::;J)s SRl el e Email Format {if email format is used) Preferred Email Client

) No specific group/fany HTML + Attachment - None v [exclusive

employee

OSeIected Groups
[Jadmin (3 HTML + Attachment v
[Jdevelopment ) HTML + Attachrnent v
O marketing () HTML + attachment “
[Osales {(bobr@assetmetriz.com) HTML + Attachment w

Tip:

If you don’t have mail lists available in your corporate email application —or you don’t think
that the email lists are up to date - you can forward each group’s AssetPulse email to the
respective department manager for that group.




If your infrastructure’s security settings won’t permit the use of the Email-AssetAgent you can
also use the groups feature with the LAN-AssetAgent and Disk-AssetAgent (see next section).

Creating ‘Groups’ with the LAN-AssetAgent

Using groups with the LAN-AssetAgent (and Disk-AssetAgent) can help you identify LAN-based
groups such as particular sites (i.e. Dallas or Chicago) or can assist in identifying Departments if
your login scripts can determine the department of the end-user via NDS (Novell Directory
Services), AD (Active Directory) or other organization unit methodologies.

As described in the previous section, ensure that the required group names are entered in the
Group Management section.

From the AssetPulse section, select the groups required, choose the LAN-AssetAgent (and
appropriate options) then click SEND. You will receive an email — with an attached configuration
file called NETAMX.AMC and a link to download the DAGENT.ZIP (*Scan Only’ executable) or
NETAGENT.ZIP (‘Install and Scan’ or ‘Install Only’ executable) - for each group that you selected.

Identifying server-based groups via several LOGIN servers
From the corresponding LAN-AssetAgent email, place the DAGENT.EXE and NETAMX.AMC files in a
public folder on the server and modify the server’s login script to execute DAGENT.EXE.

For example:
@\\Inventory\DAGENT.EXE

Identifying ‘Departments’ via the same LOGIN server

This method assumes that your login server can determine the NDS, AD ‘group’ of a user when
they login to the server.

Here’'s how:

On the login server, create a different folder for each group that you intend to use. Place the
corresponding DAGENT.EXE and NETAMX.AMC files in the appropriate folder.

Modify your login script so that the NDS or AD group name (most likely Organization Unit -OU) is
determined for each user.

Have the login script launch the DAGENT.EXE from the corresponding folder name;

For example:

| F MEMBER OF " MARKETI NG'
@\ I nvent or y\ mar ket i ng\ DAGENT. EXE

| F MEMBER OF " SALES"
@\ I nvent or y\ sal es\ DAGENT. EXE

* NDS= Novell Directory Services, AD = Active Directory.
Options for the Disk-AssetAgent



AssetAgent Options

The Email, Disk and LAN AssetAgents can be configured with the following advanced options;

Deploy Survey Form:
When selected, the AssetAgent will display a Survey Form on the end-user's screen. The
end-user can then enter their Name, Email address, Location, Building, Mailstop, Phone
number, Floor, Network Port ID, Fax number and PC Asset Tag number. The Survey Form is
available in 7 languages. For complete details, please see the Survey Form Implementation
Guide

Single User/PC Mode:
The AssetAgent can be instructed to inventory only one user per PC per AssetPulse. This
will result in the first person who receives the AssetAgent being included as the only user
for that PC. (Note: applicable to environments where users have local admin rights).

Output SMS - MIF:
The AssetAgent can now create a Microsoft MIF file on the inventoried PC for use with
Microsoft's SMS and other network management products that accept the MIF data
format. If selected, the MIF file is created in a C:\WINDOWS\MS\SMS\NOIDMIFS folder. MIF
creation is not available with the Linux-AssetAgent.

Search Custom Registry Entries:
The AssetAgent can be instructed to retrieve custom Windows Registry values. The account
administrator can enable this option to retrieve data values in the Registry if Custom
Registry Entries have been created for the account. See the Custom Registry Settings
section below for more details.

Show Progress Window:
The AssetAgent can be instructed to display the progress of the PC's Inventory. The
progress window will disappear once the inventory has been completed. This feature is
useful for users running the Email AssetAgent as they can be instructed to close the email
or Internet Browser when the Progress Window closes.

.@ AssetAgents
‘Email - AssetAgent Delivery Method Options
O use Email AssetAgent & Send to AssetMetrix {via Email Client, SMTP, O Deploy Survey Form
HTTP)

| Single User/PC Mode

[ output SMS - MIF

|:| Search Custom Registry Entries
[ show Progress Window

) Send to AssetMetrix {via SMTP or HTTP)

LAN - AssetAgent Delivery Method Options
[Juse Metwork Agent & Send to AssetMetrix {via Email Client, SMTP, O peploy Survey Form
@ Scan Only HTTP) DSingIe User/PC Mode

) Send to AssetMetrix {via SMTP or HTTF)
O write to file

O 1nstall and Scan
O Install Email Agent Only {no inventory)

[ output SMS - MIF
D Search Custom Registry Entries
[ show Progress Window

Disk - AssetAgent Delivery Method Options
[Tuse pisk Agent (Scan Only) # Send to AssetMetrix {via Email Client, SMTP, [} Deploy Survey Form
HTTP)

= 5ingle User/PC Mode
[] output SMS§ - MIF
[ search custom Registry Entries

O Send to AssetMetrix {via SMTP or HTTP)
O write to file

[ show Progress Window



Custom Registry Settings

The AssetAgent can be instructed to return specific values within the MS-Windows “Registry”, the
data file that typically contains values and parameters for all Windows functions and 3™ party

applications.

The Custom Registry Entries Section can assist in finding values or parameters that the AssetAgent

doesn’t automatically determine.

By applying various parameters in
the Custom  Registry  Entries
section, you can ‘instruct’ the
AssetAgent to look for and retrieve
‘key values’ from the registry. The
AssetAgent will only ‘read’ the end-
users Registry - it will not modify
the registry.

The AssetAgent will look for as
many Registry Key entries as you
have entered.

Note: to enable this feature you
must select “Search Custom
Registry Entries” from the
AssetPulse Options section prior to
requesting your Pulse.

' Custom Registry Entries Add and modify the customn values to

. DemoGorp Gustom Registry Key Creation

=d from the

Alias Name

|nay 200z
Registry Hive

HKEY_LOCAL_MACHINE =]
HKEY_CLASSES_ROOT
HKEY_CURRENT_CONFIG
HKEY CURRENT USER
[HKET LOCAL MaCHINE
HKEY USERS

Registry Key

|SOFI'WARE\S\rmantec\SharedDefs\M\croDefs\BinHubStamp

SubmitT® ResetT® CancelT®

g) Custom Registry Entries Add and modify the customn values to be retrisved from the Win
(E

‘ DemoCorp Custom Registry Keys
Alias Name Registry Key
" Acrobat
Install Date
" NAY 2002 HKEY_LOCAL_MACHINE\SOFTWARE\Symantec\SharedDefs\MicroDefs\BinHubStamp

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet002\Hardware Profiles\ 0001
\Software\Microsoft\windows\Current¥ersionyInternet Settings

HKEY_LOCAL_MACHINEYSOFTWARE\Adobe\Adobe Acrobaty5.0\Installer

o ProxnySet

Help @

AddT® UpdateT® DeleteT®

!gé Software - Custom Registry Key Yalues

Kazza dhb

Kazaa Download

Help @

Kazza db Kazaa Domnload

Mame

3 E0% Q
L GiProgram FileshkazZad\Db 3 50% ﬁ
3 50% QJ
L= GihProgram FileshkaZad\My Shared Folder 3 50% ﬁ

Acquire Dataf® Collapse AllE# Print Previewt # Closef®
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The returned data will be found in the Custom Registry Key Values report, located under the
‘More...” menu link, in the ‘Misc’ report category. Custom registry key values will also be displayed
in each PC’s detailed information.

Note: This feature assumes that you are familiar with the structure of the Windows Registry and
of the specific key value that you are looking for. Some software may create different
registry key entries based upon the Operating System, the version of the software or
numerous other factors. Review technical documentation for the software - or contact
your software vendor- for a complete understanding of registry entries created by the
software.

DO NOT attempt to read or edit the Windows Registry file if you are not familiar with it.




Update Policy Manager

Understanding Microsoft’'s Automatic Update Services

In order to ensure the timely delivery of critical updates, Microsoft has made ‘Update Services’
freely available through the use of software called ‘Automatic Update’ where PCs can receive and
install updates based upon the current configuration of their Operating System.

Automatic Update (AU) is built into Windows XP, and also available for Windows 2000 and Windows
Server 2003 (AU is not available for Windows NT, ME, 98 or 95). With AU, computers can receive

updates to Microsoft products either directly from _
Microsoft’'s Windows Update Service (WUS) or via an System Properties BRI
internal corporate server that has installed Microsoft's o Computschane. e A
Software Update Service (SUS). | SystemRestore | AutomaticUpdates | Remate

With Windows XP, a PC’s AU settings can be reviewed by

windows can regularly check for important updates and install them for you.

rlg ht‘C“Cking on the ‘My Computer' icon on your deSktop, {Turning on Automatic Updates may automatically update ‘Windows Update

and selecting ‘Properties’ and then the ‘Automatic LR

Update’ tab. For Windows 2000, Automatic Update

Settings can be found in the Control Panel. @ Auéo_mattiﬁlrlf download recommended updates far my compter
and install them:

In general, if these settings are grayed out (as seen in
this example) it suggests that the PCs selection of
updates - and the method of installation - is being
controlled by corporate management.

regularly.

If the AU settings are not grayed out, it suggests that the el updato o the Windows Uselate Web ste
selection of updates - and the method of installation - is
chosen by the user of the PC

@ Your cornputer will be rore vulnerable unless vou install updates

]9 J [ Cancel

Understanding AssetMetrix’s Update Policy
Manager

As of April, 2005, the AssetAgent includes the Update Policy Manager, allowing administrators to
enforce AU settings without necessarily requiring the deployment of a SUS server and software.
These AU settings will supersede any user’s previous selection and will also inhibit the user from
further modifying the settings as well.

Now - using the Update Policy Manager functions — all corporate PC’s Automatic Update settings
(update time, frequency and various download and installation options) can be easily set and
locked to ensure corporate policy for updating Microsoft products and components via AU.



Configuring Update Policy Manager

Modifications to the AU settings are done during a regular AssetPulse inventory, and Update Policy
Manager settings are configured as part of the AssetAgent configuration via the AssetPulse page.

Prior to deploying a new Pulse, you will need to first choose your AU parameters from the
AssetPulse Management section located at the bottom of the AssetPulse page. Here you will find
the Update Policy Manager (see below)

E’ AssetPulse Management View and modify vour AssetPulse defaults,

.‘ DemoCorp AssetPulse Defaults
Email Format AssetPulse Message
OHTML

‘fou hawve received this message because you are

& HTML + Attachment a member of the $§Group group within $Account.
This AssetPulse request will inventory your PCs

O Plain Text + Attachment hardware and software, It does not scan persona

O Plain Texnt + Hyperlink files, ermail or other documents, $Account needs

‘ DemoCorp Windows Update Services Registry Settings

P $Account = Account name.
$Group = Group name.
$Date = AssetPulse date.
$Time = fAssetPulse time.

|~ | $Pulse = AssetPulse number,

Update Policy Manager

() ON - Set Automatic Update settings

& Read Automatic Update Settings only {(No changes will be written to the registry)
() OFF - Rollback to initial Automatic Update Settings

Automatic Update Configuration Options

Check for updates every |Day w|at|1lam ¥

Options | Autornatically download and scheduled installation v

check for updates from this URL: *leave blank to use Microsoft update servers
Format: http:f fupdateserverURL

Reboot PC:
{After update installation) Mo

Update Policy Manager

ON / Set Automatic Update settings
The AssetAgent will modify/create the appropriate AU registry keys (at
HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate) based on
the AU Settings selected.
Any previous Windows Update keys will be backed up (within the Registry at
HKEY_LOCAL_MACHINE\Software\Assetmetrix\WinSUS).

Read Automatic Update Settings only (no changes...)

The AssetAgent will not make any changes to the Window Update registry keys. It will read
the current settings only (if available).

OFF / Roll back initial Automatic Update settings

The AssetAgent will ‘rollback’ the original Windows Update registry settings as contained in
the Assetmetrix section of the Windows Registry.



AU Configuration Options
Notify of download and installation

When Windows finds updates that apply to this computer, an icon appears in the notification area,
and a message appears that states that the updates are ready to be downloaded. If you click either
the icon or the message, the option that you use to select the updates you want to download
appears. Windows downloads the selected updates in the background. When the download is
complete, the icon appears in the notification area again, and a message appears that states that
the updates are ready to be installed. If you click either the icon or the message, the option that
you use to select the updates you want to install appears.

Automatic download and notify of installation

Windows finds updates that apply to your computer, and then downloads these updates in the
background. The user is not notified or interrupted during this process. When the download is
complete, the icon appears in the notification area, and a message that states that the updates are
ready to be installed appears. If you click either the icon or the message, the option that you use
to select the updates you want to install appears.

Automatic download and schedule the installation

Windows finds updates that apply to your computer, and then downloads and installs these
updates in the background. The user is not notified or interrupted during this process. If any one of
the updates requires you to restart the computer to complete the installation, Windows restarts the
computer automatically. (If a user is logged onto the computer when Windows is ready to restart
it, the user is notified that Windows will restart. The user can choose to delay the restart
operation.)

Reboot after Windows

If you select ‘Yes’ and an update requires you to restart the computer, Windows restarts the
computer automatically. Should a user be logged onto the computer when Windows is ready to
restart it, the user is notified. The user can choose to delay the restart operation.

Selecting *No’ to reboot - Automatic Updates does not automatically restart a computer while users
are logged on

Windows Update Server

This setting configures Automatic Updates to optionally use your internal server that is running
Software Update Services (SUS). To use Automatic Updates with a server that is running SUS, see

the Software Update Services Deployment white paper at:

http://www.microsoft.com/windowsserversystem/sus/susdeployment.mspx



AssetMETER - Software Metering

AssetMETER monitors software usage amongst your corporate Windows based PCs. AssetMETER
can identify where applications are being infrequently used amongst your users, giving you the
option to reallocate software licenses to others. AssetMETER can also identify abuses of corporate
policy by identifying disproportionate usage of chat apps, games, and P2P file-swapping
applications.

AssetMETER is only available as a value-add subscription to customers who subscribe to the yearly
Enterprise-based services, and is not available separately. AssetMETER functions and reports will
not appear in your service unless you subscribe to AssetMETER. Contact your AssetMetrix
representative if you wish to add the AssetMETER subscription to your Enterprise-based
subscription.

How it works

AssetMETER is installed and activated during a typical ‘AssetPulse’ inventory,(or can be installed
separate of an inventory). Once installed, AssetMETER runs silently and invisibly and ‘logs’ how
long each application has been running.

AssetMETER logs the accumulated time that an application is used (both in ‘focus’ mode and in
‘background’ mode), rather than storing the exact times that the software was activated and de-
activated.

AssetMETER continues to record software usage data into its log file until the next AssetPulse
inventory is invoked. During that AssetPulse inventory, the AssetAgent (the hardware & software
inventory component) will retrieve the AssetMETER log file, and then reset the log file.

Since AssetMETER doesn’t send data to your account, it will not interfere with any firewalls, anti-
virus software, anti-spyware software or any other security based system.

The aggregate software usage data is then analyzed against the time range between the two
AssetPulse inventories.



Deploying and enabling AssetMETER

To deploy and enable AssetMETER, you will need to request an AssetPulse that is configured for
delivering AssetMETER to your corporate PCS. .

1) From the Extended Options for AssetAgents section found on the AssetPulse Request Page,
simply select ‘Enable Module’” underneath AssetMETER

‘ Extended Options for AssetAgents

AssetMETER
(*) Enable Module {including installation of the module)
) Remove Module

2) Continue to choose the desired AssetAgent types (Email, Network/LAN, and Disk) as well as any
required Delivery Method and/or Options (see the Resources section on our website for full details).

3) Click 'Send me the selected AssetAgents’. Your new AssetPulse will arrive shortly.

Deploying AssetMETER

Deploy the new AssetAgent(s) as you would normally (forward the AssetPulse email to all
employees, setup the login script for the LAN AssetAgent, etc. - see the Resources section on our
website for full details).

NOTE: It is recommended that you deploy the AssetMETER soon after you receive them via your
AssetMetrix account. AssetMETER data analysis assumes that the ‘start date’ of AssetMETER is the
same as the date you requested the AssetAgents. Any significant delay between receiving the
AssetAgents and deploying the AssetAgents may create skewed calculations in both usage and cost
forecasting.

Collecting the data

Your AssetMETER reports will not be populated until the AssetMETER data is returned in the next
AssetPulse inventory that you deploy. Simply use the recommended settings in the AssetMETER
section when creating and deploying your next AssetPulse inventory, and your AssetMETER data
will automatically populate your AssetMETER based reports.

NOTE:It is recommend you let AssetMETER run long enough to collect significant usage data,
between one week to one month. You should then continue to use that time interval consistently
when creating new pulses (i.e. an inventory once a week or once a month). In order to ensure that
time-length (i.e. one week, one month, one quarter, etc.) used for Software usage analysis is
consistant over the term of your AssetMetrix subscription.



Terminating AssetMETER

Should you wish to terminate the AssetMETER modules that have been deployed to your PCs, you
will need to request an AssetPulse that is configured for removing AssetMETER from your corporate
PCS.

1) From the Extended Options for AssetAgents section found on the AssetPulse Request Page,
simply select ‘Enable Module’ underneath AssetMETER

‘ Extended Options for AssetAgents

AssetMETER
) Enable Module (including installation of the module) 2)
& Remove Module

2) Continue to choose the desired AssetAgent types (Email, Network/LAN, and Disk) as well as any
required Delivery Method and/or Options (see the Resources section on our website for full details).

3) Click 'Send me the selected AssetAgents’. Your new AssetPulse will arrive shortly.

The AssetMETER module, log file, and associated registry key entries will be immediately deleted
from that PC.

Viewing the AssetMETER reports
Go to the "AssetMETER" section to view the following reports (with more to come....)

Metering software listed by Publisher.

AssetMETER Office — software usage data for applications found in Microsoft Office, Corel
WordPerfect Office and Lotus Office ‘suites’.

AssetMETER P2P - peer to peer (file sharing) application usage.

AssetMETER Games - gaming usage.

AssetMETER Chat Apps - Internet chat and instant messaging usage.



Further Information

Revisions to this document - and other Technical and Reference notes - can be found at
www.AssetMetrix.com/resources

AssetMetrix Inc.

505 March Road Suite 100
Ottawa ON

K2K 3A4

Canada

You may reach us by phone at (613) 599-1825 Monday through Friday between the hours of
8:30 a.m. and 5:00 p.m. EST.

Corporate & Investor Info |X2233

Sales X2709
Tech Support X2707
FAX (613) 599-9613

To reach AssetMetrix by e-mail, please use the following addresses:

General Inquiries: info@assetmetrix.com
Customers: sales@assetmetrix.com
Technical Support: support@assetmetrix.com

Partners: parthers@assetmetrix.com
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