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1. Project Goal

Today, a variety of location based services (LBSs) that 
enable the user to search the local information are available. 
Recent trend of cloud computing will accelerate the 
availability of LBSs because mobile users can overcome 
the limitation of resources in their devices with the help of 
facilities available around the users in the cloud. To use a 
LBS, the user needs to send his/her location information 
to the service provider, and then the service provider 
provides its service based on the user's location. Such 
location information is inherently private, since it can 
reveal the critical information, e.g., where the user lives, at 
which company he/she works, etc. This problem especially 
becomes serious when the user continuously uses the LBS 
since the accumulated location histories makes easier to 
detect such private information. 
 While a lot of studies that address location privacy issues 
in LBSs have been done, most of them cannot be directly 
applied to a real situation. This is because they focus more 
on theoretical aspects in location privacy protection and 
assume a simple system model in which the mobility model 
of users does not take characteristics of the real world into 
account.
In this research project, we have addressed the location 
privacy issues in LBSs by taking into account characteristics 
of the real world. From the viewpoint of academic 
research, this research project will open up a new direction 
in the location privacy research field. Moreover, from the 
viewpoint of practical services, it will make LBSs in the 
mobile cloud a step further to become reality.

2. Technical breakthrough

In our previous work, we proposed a preliminary method for 
dummy generation assuming a simplified mobility model in 
which users move in a walking speed and do not stop at any 
places (keep moving). In this project, we have conducted 
researches to solve the problems in our preliminary work 
and tackle new challenging issues as follows.

Achieving both anonymous area requirement and 
reduction of traceability
In our previous method, dummies are generated in a grid 
shape so that the size of the grid is decide to meet the user's 
requirement regarding anonymous area and dummies 
move naturally like ordinary people. However, this method 
does not take the traceability of the user's trajectory into 
account, and thus, it is possible to track the user's trajectory 
once his/her location is accidently revealed by a malicious 
user.
To solve this problem, in this project, we have designed a 
new algorithm to achieve both the anonymous requirement 
and reduction of traceability, which has the following 
characteristics. 
• This algorithm not only generates dummies which move 

naturally and also makes the user and dummies cross by 
changing their relative locations in the grid to reduce the 
traceability (Figure 1).

• It carefully chooses the timing of crossing the user and 
dummies so as not to distort the grid shape and make 
dummies move unnaturally. For example, when the user 
changes the movement direction, our algorithm checks 
the possibility to change their relative locations and 
decide to whether make it or not.

We have conducted extensive simulations to verify the 
effectiveness of our algorithm. We have also conducted an 
observation based experiment where we asked people to 
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observe the movements of a user and dummies (Figure 2) 
and find the user. 
To the best of our knowledge, our work is the first study that 
tries to achieve both of the anonymous area requirement 
and reduction of traceability. We have also never seen 
existing studies that conducted both of the statistical and 
observation analysis to verify the naturalness of dummies' 
movements. Therefore, our work is quite innovative, which 
can break through a new research direction of location 
privacy.

Extension to adapt to a more natural mobility model (On-
going)
The above work assumes a simplified mobility model in 
which users do not stop. When we assume a more realistic 
mobility model in which users often pause for visiting some 
attractions, etc., it becomes much more difficult to generate 
dummies which move naturally. For example, even when 
the user stops at a particular position, dummies cannot 
simply pause at the current position if there are not any 
attractions around them. As the first step, we assumed that 
the user's movement (trajectory, pause time and position, 
etc.) is completely known in advance and addressed the 
issue of generating dummies appropriately. We have 
completed a preliminary design of a new algorithm, which 
has the following characteristics.

• Dummies move naturally like the user while stopping at 
several positions, while achieving the user's anonymous 
area requirement.

• The user and dummies often cross with each other at 
stay points and on the road to reduce the traceability.

To the best of our knowledge, there are no existing works 
that assume a mobility model in which users often stop at 
several positions while moving. In our future work, we 
plan to assume a situation where the user does not strictly 
follow the known movement pattern and design an extended 
algorithm to handle such uncertainty. 

Extension to adapt to a car mobility model (On-going) 
In this project, we have also tried to extend our previous 
approach to handle the car-driving mobility. There are 
significant differences between walking mobility and car 
mobility. For example, cars tend to move straight for long 
time and change the directions only few times to reach the 
destinations while people tend to move around freely and 
visit many attractions. Also, most cars on the same road 
travels in almost the same speed. We have been working 
on a preliminary design of a new algorithm, which has the 
following characteristics.
• We use probe car data (real traces data) to generate 

dummies moving naturally.
• Dummies' movements are determined by choosing (and 

slightly modifying) real trajectories so that the user and 
dummies often cross with each other at intersections and 
on the road to reduce the traceability, while achieving 
large anonymous areas.

To the best of our knowledge, there are no existing works 
that assume users driving cars and try to achieve large 
anonymous area and traceability reduction Figure 1: Dummies' movements

Figure 2: Observation based experiment

Figure 3: System overview of our approach
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3. Innovative Applications 

Using the developed algorithms, users can safely use LBSs without threats regarding location privacy. Our 

algorithms can be applied to any LBS applications that accept multiple requests from users, which need neither a 

special third party for preserving privacy nor the change of the server programs (Figure 3). Our algorithms are 

expected to run on the top of LBS applications where users can specify their requirements on the size of 

anonymous area and traceability and the number of generated dummies (which corresponds extra 

cost/overhead). Since our algorithms cannot always satisfy all the users' requirements, applications with our 

algorithms should provide some functions to show whether their requirements can meet and recommend users 

appropriate values of those factors. Figure 4 shows a possible interface of LBS applications with our algorithms. 

Due to the practicality, our algorithms will make LBSs in the mobile cloud a step further to become reality. 

4. Academic Achievement 

Our research achievement has been highly evaluated by the research community. For example, to the paper 1) in 

the publication list below, "Outstanding Student Paper Award" was presented from the IPSJ DPS workshop 

(Japanese domestic workshop). We have submitted an extended version of this paper to IEEE Trans. on Mobile 

Computing. 

5.   Achievement in Talent Fostering 

Through this collaborative project with MSRA, a graduate student, Mr. Akiyoshi Suzuki, worked very hard to 

conduct research and learn English communication skills. As a result, he has achieved a good result and 

submitted a paper to IEEE Trans. on Mobile Computing, which shows that he has grown to be a good researcher. 

He also got the score of 960 in TOEIC. 

  Another graduate student, Mayu Iwata, joined an MSRA internship program during the project period (but not 

mainly for this project). Her experiences involved in this project have strongly affected her motivation to 

collaborate with international researchers. 

6.   Collaboration with Microsoft Research 

For more than two years including this project, we have collaborated with MSRA researchers. The members at 

Osaka University conducted the main part of this research, and frequently reported the research progress to the 

MSRA researchers. Our members and MSRA researchers also had frequent meetings for blushing up the research 

through video conferences and a physical meeting in Beijing. Due to this success, we have decided to continue 

our collaboration after the funding period. 
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Figure 3. System overview of our approach Figure 4. Example of application interface 
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3. Innovative Applications 

Using the developed algorithms, users can safely use LBSs 
without threats regarding location privacy. Our algorithms 
can be applied to any LBS applications that accept multiple 
requests from users, which need neither a special third 
party for preserving privacy nor the change of the server 
programs (Figure 3). Our algorithms are expected to run on 
the top of LBS applications where users can specify their 
requirements on the size of anonymous area and traceability 
and the number of generated dummies (which corresponds 
extra cost/overhead). Since our algorithms cannot always 
satisfy all the users' requirements, applications with 
our algorithms should provide some functions to show 
whether their requirements can meet and recommend 
users appropriate values of those factors. Figure 4 shows a 
possible interface of LBS applications with our algorithms. 
Due to the practicality, our algorithms will make LBSs in 
the mobile cloud a step further to become reality.

4. Academic Achievement

Our research achievement has been highly evaluated by 
the research community. For example, to the paper 1) in 
the publication list below, "Outstanding Student Paper 
Award" was presented from the IPSJ DPS workshop 
(Japanese domestic workshop). We have submitted an 
extended version of this paper to IEEE Trans. on Mobile 
Computing.

5. Achievement in Talent Fostering

Through this collaborative project with MSRA, a graduate 
student, Mr. Akiyoshi Suzuki, worked very hard to conduct 
research and learn English communication skills. As a 
result, he has achieved a good result and submitted a paper 
to IEEE Trans. on Mobile Computing, which shows that he 
has grown to be a good researcher. He also got the score of 
960 in TOEIC.
  Another graduate student, Mayu Iwata, joined an MSRA 
internship program during the project period (but not 
mainly for this project). Her experiences involved in this 
project have strongly affected her motivation to collaborate 
with international researchers.

6. Collaboration with Microsoft Research

For more than two years including this project, we have 
collaborated with MSRA researchers. The members at 
Osaka University conducted the main part of this research, 
and frequently reported the research progress to the MSRA 
researchers. Our members and MSRA researchers also had 
frequent meetings for blushing up the research through 
video conferences and a physical meeting in Beijing. Due to 
this success, we have decided to continue our collaboration 
after the funding period.

7. Project Development

The project is on going with the support from the Grant-in-
Aid for Scientific Research from MEXT.
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Figure 4: Example of application interface
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based User Location Anonymization for User Mobility 
with Pause Time, ACM SIGSPATIAL GIS 2012, planned 
to submit.
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