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Executive Summary

Microsoft Exchange Server 2007 natively offers many data protection and high availability
technologies, including clustering support and two continuous replication modes. Microsoft®
System Center Data Protection Manager (DPM) 2007 with Service Pack 1 extends the native
Exchange Server feature set to provide continuous data protection with byte-level replication,
integrity checking, and full support for disk-to-disk and disk-to-disk-to-tape backup. DPM
offers comprehensive data protection for organizations of all sizes and helps maintain the
business value of your Exchange Server infrastructure with enhanced protection for highly
available deployments.
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Protecting Your Critical Business Data

Businesses of all sizes increasingly find themselves in a difficult position: they need

better protection for their critical data, but they need to get that protection while

meeting a host of constraints, including requirements for compliance, auditing, and IT
overhead cost reduction. Meeting these challenges begins with understanding the

real business case for improved data protection, then identifying the technical
obstacles to implementing improved protection.

The Business Case for Better Protection

Magnetic tape has long been the default means of system backup and recovery.

Unfortunately, the tape systems in common use today share many of the same basic

technologies as the first magnetic wire recording systems invented more than 50

years ago. While tape-based backup systems offer advantages for some recovery
goals, tape as a recovery medium is becoming less and less suitable because of five

factors that have emerged as trends in data protection and recovery:

1 Downtime costs more. As more and more businesses come to depend absolutely
on their information systems, the cost of outages and failures continues to increase.
Many companies suffer direct financial losses as the result of downtime that degrades
their ability to carry out normal business operations, while others incur costs related to

lost productivity, missed opportunities, and damaged reputations. As the time
pressures on business operations continue to grow, downtime will continue to
become increasingly expensive.

i Tape-based restores arendi calowayd orse loiwanb logp.er at i o

shows a 17% annual failure rate for its tape devices. Most IT administrators have

experienced at least one restore failure during tape-based recovery operations. Tape-
based restores require that you have timely access to all the backup media required
for a particular restore, that all those media are readable, that the software catalogs
managing those tapes are not corrupt, and that the devices needed to read the media

are working properly and available.

1 Backup and restore windows are shrinking. Traditional IT operations usually call
for a defined window of time allocated to backups. However, many organizations are

finding that they can no longer afford to have routine designated downtime during

which backups must be run. In addition, the amount of time allocated for server and

data recovery is shrinking because every minute of downtime is becoming more
expensive.

1 Branch and remote offices need equal protection. Centralization and consolidation
have recently become buzzwords in the IT industry, but the fact remains that a great

many businesses have branch or remote offices whose operations and resources

cannot be easily or feasibly consolidated. Examples include retailers, financial

services companies, and manufacturers. The resources in these branch offices are

often as important as the organizatd.i
of fices typically dondt receive the
implementing it is expensive and complicated.

1 Cost control is driving vendor consolidation. One way that businesses have

identified to lower IT costs is to reduce the number of vendors with which they do

onobds
s ame
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business. This trend increases the pressure on companies to reduce the complexity
and operational cost of their data protection infrastructures by reducing the number of
solution vendors in their environments.
The emergence of these trends means that it is now possible to make a stronger
business case for deploying better data protection systems that help meet these
business challenges. Of course, there are technical challenges inherent in designing
a data protection system that will effectively protect enterprise data while meeting
these business needs.

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 2



Technica | Obstacles to Effective Data Protection

Many of the technical constraints that hamper data protection effectiveness today
actually derive from the nature of tape-based backup systems, media and processes.
Understanding what these constraints are is a necessary part of designing a system
that provides better protection while being responsive to the business requirements
described in the preceding section.

Tape System Efficiency, Robustness, and Cost

Tape systems have traditionally offered what seemed like a reasonable trade-off: low
media cost (and thus low long-term archival and storage costs) versus limited
performance. As a mature technology, tape systems are familiar to most IT
professionals and decision makers, and virtually every major operating system and
backup solution provides support for tape devices.

However, using tape as the primary backup and recovery mechanism also imposes
constraints.

I Tape systems are slow compared to disk-based solutions, both for backup and
recovery operations. This speed gap has widened as disk storage systems have
increased in speed and I/0O bandwidth. Requirements to back up more data faster
often come into direct conflict with either the speed limits imposed by tape systems
during backup or the response time during recovery due to locating/mounting tapes
and building indexes, compared to already accessible disk systems.

I Tape systems include arelatively large number of moving parts; the
electromechanical components that physically move the tape are prone to failure at
higher rates than solid-state components. The tapes themselves are subject to
physical wear and must be stored and maintained in the right environmental
conditions to remain usable. This reality is often underappreciated when one is relying
on long-term viability of data.

i Tape-based systems dondét provide an effective m
and restore processes. Most tape-based backup solutions require either a hefty
allocation of bandwidth between a remote site and the central backup site or a local
tape drive at the remote site, which then introduces the problem of how media are
managed, cataloged, and stored between the remote and central sites.

I Tape systems have historically been poorly integrated with disk-based backup
systems. Companies seeking to combine the high performance and robustness of
disk-based backup with the low long-term storage costs of tape solutions have
frequently found that combining systems from multiple vendors gives them all the
drawbacks of both methods.

In consideration of these constraints, more and more companies are recognizing that
tape is not a preferable medium for routine data recovery, but is still the medium of
choice for long-term data retention and archival where disk may not be as practical.

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 3



Network Bandwidth, Late ncy, and Usage

Backup systems operate by making a faithful copy of a set of protected data items.
To do this, they must be able to read and copy all the data from the source data
items, then transmit the copied data to the location where it will be written to the
backup medium. In environments where all backups are done locally, this can be
reasonably straightforward. However, the more common case is also more
complicated: when it becomes necessary to gather data from one protected server
and ship it to a central server to actually perform the backup to the tape library.

Conventional backup systems operate by making wholesale copies of every bit of the
source data. This is initially required for any backup system. However, performing
complete copies on a routine basis uses a large amount of network bandwidth to
move the copies from the source server to the backup target. This problem is
exacerbated in environments with limited available bandwidth, high latencies, or poor
network stability.

Application Aware ness and Support

Not every application is created equal. Some
files that are opened, changed, and then closed (for example, Microsoft Office

documents); these applications are relatively easy to protect by making static copies

of their unchanging files. Other critical business applications, such as Microsoft

Exchange Server or Microsoft SQL Server, use transactional databases, complicating

the task of backing up and restoring their data. Still other applications such as

SharePoint or many line-of-business applications use a combination of data in

multiple tiers such as flat files, SQL Server databases, and the Internet Information

Server (1IS) metabase.

Many existing real-time replication or continuous data protection products offer file- or
volume-level replication that blindly replicates changes to the underlying disk without
awareness of what the applications are actually doing. Based on how various
application-agnostic approaches to protection have worked in the past, continuing to
provide support by the original application vendor (like Microsoft) has sometimes
proved challenging once the data has been replicated. Microsoft and most other
major software vendors do provide supported interfaces in their applications for
capturing data; for example, Exchange Server provides interfaces that can be used to
perform online backups, but these APIs are oriented toward capturing the contents of
mailbox and public folder databases, not byte-level changes. Exchange Server
supportsMi crosoftds Vol ume Shadow -iGtone yopiesefr vi ce (
storage groups and mailbox databases, but VSS itself only provides a way to make a
point-in-time copy; the protection software is responsible for requesting the copy and
managingitonce it 6s been made.

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 4



Improving Protection with Data Protection Manager
2007 SP1

Data Protection Manager (DPM) 2007 with Service Pack 1 (SP1) adds a high degree

of application awareness, including the built-in ability to provide tailored, application-

aware protection for Exchange Server, SQL S e r Wiedows SharePoint Services

3.0, Microsoft Office SharePoint Server 2007, Microsoft Virtual Server 2005 R2,

Hyper-VE, Wi ndows Server file services and Wind
awareness is combined with a powerful user interface, strong PowerShell support,

and a robust replication and checkpoint system that allows database administrators

and IT generalists to perform backups and recoveries quickly and successfully,

instead of relying on backup or storage specialists.

Protection for Exchange Server

DPM expands the basic data protection capabilities included in Exchange Server by
adding the ability to provide protection for selected databases with more granular
control over your recovery time objective (RTO) and recovery point objective (RPO).

Efficient Protection and Granular Recovery

Using only the tools provided with Windows Server and Exchange Server, it is
possible to take periodic full backups, but the frequency of these backups will vary
according to the speed of your backup system and the amount of data you need to
back up. The frequency at which you can create backups will control both the RPO
and the RTO available to you.

For example, with nightly tape backup, your
business day, meaning that any server outage will likely cost up to an entire business

day of data (and productivity) that will be unrecoverable. Meanwhile, your RTO,

indicating how long it will actually take to recover, will vary according to the amount of

data that has to be restored.

By contrast, DPM combines ExchangeSer ver 6 s transaction | og ar
D P M6 sck-levelsynchronization to provide more granular protection. After the

initial baseline copy of the protected storage groups are replicated to the DPM server,

transaction logs can be synchronized up to every 15 minutes. D P M &gpress full

backup technology uses the Exchange Server VSS writer to identify which mailbox

database pages and transaction log files have changed on disk. Those pages, and

only those pages, are copied to the DPM server, where they are applied to an active

replica of the data, with previous iterations stored as a set of differences from the

preceding backup.

Assume a scenario where you wish to use DPM to maintain two months (60 days) of
Exchange data on disk for fast recovery, before backing up to tape for long-term
retention:

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 5



91 During each express full backup (typically in the evening), DPM replicates the
updated blocks in protected mailbox databases. In a 60-day scenario, one would
perform a nightly express backup and have a complete disk-based recovery point for
each of the 60 days before being backed up to tape.

1 DPM continuously synchronizes the Exchange storage group transaction logs to the
DPM server as often as every 15 minutes, giving you the ability to recover data to any
synchronization interval.

Each of these recovery points is derived from either the data-consistent VSS image
from Exchange or the committed transaction logs, using native Exchange Server
methods like ESEUTIL, to assure the validity and recoverability of the Exchange
data. The Exchange data can be restored to a variety of locations.

Beyond the numerous recovery points every fifteen minutes, DPM 2007 provides one
more recovery capability that has proven exciting for Exchange administrators i to
recover Al at es Exchange Malbox databgse & stored bneone volume
and the corresponding storage group transaction logs on another, the following
scenario is possible with DPM:

At 12:57 in the afternoon, the Exchange database server loses a
mailbox database due to hardware failure of the drive. After replacing
the drive, DPM 2007 can restore the Exchange mailbox database to
any previous recovery point, including the most current from 12:45.

With a single mouse-click in the DPM administrator console, one can
choose Al atestodo which instructs DPM
point and then roll forward the surviving transaction logs beyond that.

So, in this example, after the Exchange mailbox database is recovered

to 12:45, the additional committed transaction logs up thru 12:57 are

also applied T resulting in near zero data loss when the recovery is

complete.

Mailbox Recovery Support

DPM 2007 helps solve one thorny problem that has long plagued Exchange
administrators: the problem of backup and restore granularity. The Exchange backup
APIs provide support for backing up entire storage groups or individual mailbox
databases. However, if you want to restore an individual mailbox or public folder, you
have had two choices: either restore the entire database or switch to third-party
mailbox-level backup tools, which can be slow and inefficient. With DPM 2007, you
select storage groups to protect and automatically protecting any included mailbox
databases. During restore operations, you have the ability to select a single mailbox
database or even an individual mailbox. In order to comply with Exchange best
practices, DPM does not directly modify individual mailboxes within a mailbox
database. Instead, DPM restores the mailbox database to the appropriate location:

1 For Exchange Server 2007, DPM restores the database to the Recovery Storage
Group.

1 For Exchange Server 2003, DPM restores the database to a separate folder on the
Exchange server.

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 6
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The administrator then uses native Exchange tools and processes to move the
mailbox data back to the production mailbox database

Exchange Availability Support
In addition, DPM was designed to take advantage of the Exchange Server features
around high-availability and disaster recovery:

1 DPM 2007 with SP1 supports Exchange Server 2007 Single Copy Cluster (SCC) and
Exchange Server 2003 failover cluster environments, automatically protecting the
active node in the cluster.

1 DPM 2007 with SP1 supports Exchange Server 2007 Local Continuous Replication
(LCR) environments, automatically protecting data from the active replica of the LCR-
enabled mailbox database.

1 DPM 2007 with SP1 supports Exchange Server 2007 Cluster Continuous Replication
(CCR) environments. You can use DPM to protect data from the active node, the
passive node, or a specific node in a CCR cluster, providing protection while allowing
control over where the additional load is placed and even widening (or eliminating)
the backup window.

1 DPM 2007 with SP1 supports Exchange 2007 Standby Continuous Replication (SCR)
environments. You can use DPM to protect data from a SCR target system,
completely offloading protection from your production servers.

DPM further extends this protection by allowing you to seamlessly intermix disk and
tape as recovery media. You can move your online snapshots to offline tape to
provide much greater depths of protection; in addition, you can schedule tape-based
backup jobs to capture regular full backups to tape to meet your archiving and
compliance needs while still preserving your ability to do fine-grained restores at high
speed directly from disk.

In addition to directly restoring individual protected databases, you can also use DPM
to capture system state data so that you can restore an entire protected server.
These restores can use any of the past
the DPM server or on an attached tape system, again giving you excellent granularity
for recovery combined with short restore periods and fast restore speeds.

Application Awareness

Many existing backup solutions offer generic backup services that can sometimes be
adapted to various applications. Instead of adopting this model, DPM 2007 with SP1

takes advantage of a consistent methodology built around VSS to provide continuous
data protection specifically for Exchange Server:

1 The DPM block-based replication engine is used to make the initial copy of a
protected storage group, ensuring a complete and consistent initial replica is

captured. DPMés network transport ensures

on the DPM server.

1 After the initial copy is made, DPM captures express full backups using the Exchange
Server VSS writer, which identifies the disk blocks that have changed in the protected

mailbox databases and transactionlogs. The VSS writer, wunder

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 7
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provides a data-consistent set of disk-blocks which are replicated back to the DPM
server. This provides the benefit of a full backup without the bandwidth penalty.

1 DPM uses VSS shadow copies to store only the block-level differences between each
express full backup. By storing only the differences, DPM maintains multiple recovery
points of the complete Exchange data set while minimizing storage compared with
traditional backup requirements. Because a single Exchange write operation may
affect multiple database pages, DPM stores every transaction log, as well as the most
recent copy of all changed database blocks at the time of the express full backup.
You may wish to use a factor of 3x the daily change rate when planning DPM
protection for high-end Exchange servers.

1 In between express full copy captures, the standard SQL Server transaction logging
mechanism is used to offer up-to-the-minute protection. The log files themselves are
synchronized by DPM,; if a recovery is required, the most recent DPM differential
backup can be combined with the most recent set of transaction logs to provide rapid
recovery to the desired RPO.

Imagine a 60-day enterprise scenario with 1 TB of Exchange Server mailbox
databases with an average daily change rate of 5%, the daily transaction log volume
would equal 50GB.

With this daily express full backup schedule, DPM would only use 10 TB for 60 days:

1 TB for the initial replica plus 9 TB (60 days x 3 x 50 GB) for the additional
deltas in the replicas.

If you capture a weekly express full backup, DPM would use only4.8 TB:

1 TB for the initial replica plus 3.8 TB (8 weekly replicas x 3 x 50 GB = 1.2
TB) plus (60 days of log synchronization x 50 GB = 2.6 TB) for the additional
replicas.

Once the administrator chooses which point-in-time recovery point to use for the

restore, DPM assembles the necessary data the full backup replicas and

synchronization recovery points. This assembly process is completely automatic and
doesndbt require the adnHxahangetSernsetdatabaseo be an
recovery. The DPM administrator can also choose to instruct Exchange to play back

the restored transaction logs and commit their transactions, ensuring the maximum

possible amount of recovered data.

By combining these technologies, along with Exchange deployment best practices,
DPM offers a lossless recovery scenario: after DPM has restored the latest express
full backup, and updated all of the synchronized transaction logs, DPM can
automatically use any other surviving Exchange transaction logs on the production
server to bring the Exchange server completely forward to the last committed
transaction or mail message.

Similar protective methods are used to protect the SQL Server, SharePoint, and
Virtual Server platforms. Because DPM is aware of specific applications, it can tailor
its backup behavior and methods to the requirements, usage patterns, and recovery
needs of specific applications, all from within the same management interface.

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 8



Seamless Disk - and Tape -Based Recovery

DPM allows you to combine the best aspects of disk-based and tape-based backup
systems. Disk based backups provide extremely fast recovery and more flexibility
around continuous protection. Tape-based backups are slower, but can have lower
media acquisition costs, and are recognized as more suitable for long-term shelf-life.
Because you can choose which backups are stored where, you can control how
many backup generations you keep on disk versus how many are stored on tape to
find the best balance between recovery time, backup depth, and storage utilization.

Because DPM provides a seamless view of both disk- and tape-based recovery

points, you caneasilyselect t he exact data items to restor
located T including the ability to search for recoverable data across all media types.

By using DPM you can combine the ability to quickly recover a short-term snapshot

from disk with the ability to go as far back in time as your tape collection permits and

recover any data that you need as shown in Figure 1.

- - - “y Awailable recovery points are indicated in bold on the calendar.
I,&p[il ﬂlzﬂns j Select the date from the calendar and the time fram the drop down
list fior the recovery paints that pou want. Click recover in the Actions

n Apiil, 2008 pahe ta open the Recovery \Wizard.

Sun Mon Tue YWed Thu Fri Sat
amoio1 o2 3 4 08
E 7 &8 8 1M 11 12

Recovery date:  April 24 2008

Recovery time: | 11:45 FPM 'I

13 14 15 16 17 18 19

10:00PM &

20 21 22 23 |2 6 Recaover from:  (10:15 P
27 25 29 30 1 2 3 10:30 P
4 5 6 ¥ & 9 10§ 10:45 Fhd
t | 11:00 PM
J 11:15 PM
11:20 PM
1145PM ¥

Figure 1: Easy recovery from disk or tape i by date and time

Ease of Use and Management

DPM makes the power of its combined disk- and tape-based backup capabilities
available using a familiar, approachable interface. Data Protection Manager is part of
System Center, the family of management products that build Microsoft product-
specific expertise and rich IT knowledge into management tools. DPM integrates with
other Microsoft products, including System Center Operations Manager and System
Center Configuration Manager, to give you full visibility into the health and status of
the DPM system and protected servers, or to automatically deploy DPM protection
agents to production servers.

DPM provides structured workflows and wizards that walk IT generalists and
Exchange Server administrators through a series of straightforward steps: browsing
the available Exchange Server storage groups, setting recovery goals and retention
requirements, and restoring data. DPM handles locating the data, managing the disk-
based images and logs, specifying a tape rotation policy, and all the other minutiae of
backup and recovery management. DPM also supports the PowerShell environment,
enabling administrators to easily perform common tasks from the command line.

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 9



Administrators can use PowerShell to create automation scripts for frequent
operations or build custom workflows for less-skilled administrators.

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1
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Using Microsoft DPM 2007 with SP1 to Protect
Microsoft Exchange Server

When used with Microsoft Exchange Server, DPM provides data protection and the
ability to recover data at the database level. While DPM can provide file-level
recovery for data on protected file servers, the various data structures within a
database are usually much more interdependent than file data. The DPM protection
agent on computer running Exchange Server takes advantage of the VSS (Volume
Shadow Copy Services) capabilities of Windows Server to take a snapshot of the
entire database at once, ensuring that there is always a consistent view of the data.
This prevents the possibility of data corruption caused by recovering tables or even
specific rows within a table independently of related data needed to properly
reconstruct the database.

DPM provides protection for databases on the following versions and editions of
Microsoft Exchange Server:

1 Exchange Server 2007 (any edition) with Service Pack 1 or later installed. SCC, LCR,
CCR, and SCR environments are supported.

1 Exchange Server 2007 (any edition). SCC, LCR, and CCR environments are
supported.

1 Exchange Server 2003 (any edition) with Service Pack 2 or later installed. Shared
disk failover cluster environments are supported.
When a protected cluster node experiences an unplanned failover, DPM will alert the
administrator to perform a consistency check of the protected data.

Deploying DPM to Protect Exchange Server

When you are ready to introduce DPM into your production environment, the first

major task you need to perform is to install the DPM server. This involves installing

and configuring DPM. You can find detailed guidance on this process, including

detaledhar d war e and configuration requirements,
2007 0 DeployibngtDEM 2007 guide.

DPM has been designed to be used by IT professionals and Exchange Server
administrators who may not have deep expertise with backup and recovery
technology. When you open the DPM Administrator Console all of the common tasks
you may perform are organized by common task areas in a navigation bar at the top
of the console. These areas include Monitoring, Protection, Recovery, Reporting,
and Management. Within each of these task areas, the console presents context-
sensitive tasks in the Actions pane on the right side bar.

In the Management task area, you will see three tabs:

1 Agents contains the tasks for deploying and managing protection agents on servers

1 Disks contains the tasks for configuring disk-based storage to be used by DPM

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 11
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91 Libraries contains the tasks for configuring tape-based storage to be used by DPM

Each of these tabs will be explored in more detail in the following sections of this
paper.

This section provides instructions for using DPM 2007 with SP1 to protect Exchange
Server storage groups.

Installing the DPM Server

After you verify that your servers meet the prerequisites for their roles, you can install
the DPM software on your intended DPM server. You can install directly from the
installation media or copy the setup files to a shared network location. Microsoft
recommends that you do not install DPM on the system volume, as this configuration
can produce complications if you ever need to rebuild your DPM server from tape
backups during a disaster recovery scenario.

The DPM installer has been optimized to gather all user input at the beginning of the
setup process. Once the interactive portion is complete, the installer verifies pre-
requisites and installs dependent components that may not already be present, such
as Internet Information Server. Microsoft DPM includes Microsoft SQL Server 2005
and Microsoft SQL Server 2005 Reporting Services, allowing it to configure a
dedicated SQL Server instance for its internal databases. There is no licensing
requirement for the SQL Server 2005 server provided with the DPM installation
because it is restricted for use by the DPM server software only. However, if you
already have a suitable SQL Server 2005 installation on another server, you can
configure the DPM installer to use your existing deployment.

Allocating Storage on the DPM Server

The next step in deploying DPM is to create the storage pool. The storage pool
consists of one or more dynamic disk volumes that are used exclusively by DPM to
store replicas, recovery points, and logs. Any volumes you use must be dedicated to
DPM, but you do not have to dedicate an entire disk to DPM.

You can use three types of disk storage with DPM:

9 Direct attached storage (DAS)
I Storage area networks (SAN)
1 Windows-certified iISCSI devices

You can add RAID volumes to your storage pool, but some common RAID
configurations such as RAID 5 are less suitable for use with DPM because of the
characteristics of their write performance.

See the section "Planning the DPM Server Configurations" in the Planning a DPM
2007 Deployment Guide for more information about storage pool sizing and
determining which RAID configurations will be suitable for your DPM server.

To enable storage to be used by DPM, do the following:

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 12
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1. Open DPM Administrator Console (Start, All Programs, Microsoft System Center
Data Protection Manager), click Management on the navigation bar, and click the
Disks tab.

2. To add disks to your DPM storage pool, click Add in the Actions pane.

3. Inthe Add Disks to Storage Pool window, you will see any available disks that are
usable by DPM. Highlight one or more disks in the "Available disks" field and click
Add> to move them to the "Selected disks" field as shown in Figure 2. Once you have
selected the desired disks, click OK to allocate those disks to the DPM storage pool.

Add Disks to Storage Pool x|
Select dizsks to add to storage pool.
Axailable dizks: Selected disks:
Data Present Disk I MNarme I Capacity I D ata Present I
Disk 1 Wirtual HD 48.82 GB Mo
Disk 2 Wirtual HD 29.93GB e
Add > |
< Bemave |

All data on selected disks will be erazed and the disks
reformatted before they are added to the storage pool.

0Ok, I Cancel Help

Figure 2: Adding disks to a storage pool
Installing the DPM Agent on Exchange Server Computers
After installation, DPM will scan the Microsoft® Active Directory® directory service to
find servers that it can protect. Simply choose the servers that you want to protect
from the list presented in the Protection Agent Installation Wizard. You can install the
DPM protection agent through the DPM Administrator Console, System Center
Configuration Manager 2007, Systems Management Server (SMS) 2003, Active
Directory group policy, or from the command line on the production server to be
protected. Note that in order to protect clustered Exchange Server environments, you
must install the DPM protection agent on all nodes in the cluster.

See the section "Configuring DPM 2007" in the Deploying DPM 2007 guide for
instructions on installing protection agents.

To install the DPM protection agent on an Exchange Server computer using the DPM
Administrator Console, do the following:

1. Open DPM Administrator Console (Start, All Programs, Microsoft System Center
Data Protection Manager), click Management on the navigation bar, and click the
Agents tab. In the Actions pane, click Install. The Protection Agent Installation
Wizard appears.

2. The first time you use the wizard, DPM assembles a list of potential servers from
Active Directory. The daily auto-discovery process creates a stored list of servers that
is used for subsequent installations as shown in Figure 3. Select up to 50 servers and
click Add. You can also specify a server by typing its name in the Server name box
and clicking Add. When you are finished adding servers, click Next.

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 13
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& Protection Agent Installation Wizard x|

L Select Computers
i) Select the computers on which to install the protection agents.

The computers listed are in the same domain as the DPM zerver. To add a computer from a different

AL domain, type the fully qualified domain name. For example: Computer.Domain coip.com
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Figure 3: Selecting servers to protect

3. Type the user name and password for the domain account to use during the agent
installation. This account must be a member of the local administrators group on all
selected servers. Click Next.

4. Select how you want the selected server to restart when the protection agent is
installed and click Next.

5. If any of the selected servers are members of a Microsoft Cluster Server (MSCS), you
will see an additional screen on which you must select how to restart the clustered
servers. DPM will not automatically start servers in an MSCS cluster. Click Next.

Note: Exchange servers are members of an MSCS cluster if they are Exchange 2003
mailbox servers in a clustered configuration, Exchange 2007 mailbox servers in a
SCC configuration, or Exchange 2007 mailbox servers in a CCR configuration.

6. Review the summary and click Install Agents to proceed with the installation.

7. The results of the process appear on the Task tab of the wizard. You can monitor the
installation progress in the Management task area on the Agents tab in DPM
Administrator Console. If the installation is unsuccessful, you can view the alerts in
the Monitoring task area on the Alerts tab.

8. After the installation is complete click Close.

Creating and Configuring Protection Groups
Not all data is created equal, even when it is of the same broad category such as
Exchange Server storage groups. To efficiently make use of your storage and
bandwidth, you must design a set of recovery goals that takes into account the nature
of each protected data source. To define these goals, you must first determine your
desired synchronization frequency, recovery point schedule, and retention range:

1 The synchronization frequency determines how often the DPM agent will capture

snhapshots of your data and transmit the changes to the DPM server. This value
reflects how much data you are willing to lose from this data source if there is an
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outage or disaster. Think of your synchronization frequency as how often you wish
incremental backups of your data to happen.

The recovery point schedule determines how often DPM creates discrete recovery
points for the protected data. The DPM recovery point schedule determines the
opportunities you have to recover your data. If you perform a weekly full backup and
daily incremental backup in a traditional backup application, you have seven unique
points of recovery. DPM creates recovery points at every express full backup,
providing the full efficiency of native Exchange Server differential backups.

The retention range determines how long you need DPM to keep the protected data
available for recovery. You may define both short-term and long-term protection
policies to control recovery from both disk and tape. Short-term policies may use
either disk or tape, while long-term policies are intended to provide control over your
extended tape retention.

o Defining a Ashort term to tapeod scenar.i

tape backup solution, intending t o repl ace oneds exi

o Defining fishort term to disko (only)

and recovery solution for Exchange Server and other workloads through

st

i s

0 |

ng

0

DPM, and then allow a third pagsolutpnthhet er og

back up the DPM server for long term compliance.

o Most DPM user s, however, wi | | choose

taped, enabling a complete solbaged on
protection and recovery, with a seamlessly integrated tape component for
long-term retention of data.

DPM uses a protection group to define its protection policies. A protection group is
essentially a user defined policy of nfdAwhat
protecti on bmrgthé coheetion of date sourdes that share the same
desired protection characteristics and configuration options such as disk allocations,
replica creation method, and on-the-wire compression. Protection groups can contain
data from different types of data sources; you can combine Exchange servers, SQL
servers, SharePoint servers, file servers, virtual machines, and file shares in the
same protection group.

There are many ways to define protection groups, depending on the business
reasons and protection goals. For example, a consulting or auditing company might
protect the Exchange storage group(s) containing the mailboxes for consultants
wor king with a particular client, along
project, along withtheconsul t ant sé user, work and shared
Afterwards, the protection group provides a complete view of all of the client data, in
all formats, along with protection schedules and retention policies.

To plan a protection group, you must make the following decisions:

|l

Which data sources will belong to the protection group? If you install the DPM
protection agent on only some of the servers in a clustered Exchange Server
environment, DPM will prompt you to install the agent on the rest of the cluster nodes
to ensure a complete, consistent copy of the Exchange Server storage groups. You
do not have to include all storage groups on a given protected Exchange Server
computer, and you can mix resources from different servers (including Exchange
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Server storage groups, SQL Server databases, and file server resources) in the same
protection group.

o0 On an Exchange Server 2007 server, each protected storage group can be a
member of a different protection group or the same protection group.

o On an Exchange Server 2003 server, all protected storage groups must be
members of the same protection group.

o All mailbox databases within a protected storage group will be protected
regardless of the version of Exchange Server you are protecting.

1  Which protection method will you use for the protection group? Are you going to use
tape, disk, or a combination of both? How much disk space will you need for the disk
replicas? Which tape devices will you use?

1 How will you create the replicas for the members of the protection group?

When you define an Exchange Server storage group as a member of a protection
group, you cannot later move the storage group to a different protection group and
still retain the existing replicas, recovery points, and archives that have been created.
To move the protected member to a different protection group, you must first remove
it from the original protection group, and then add it to the target protection group.

See the section "Configuring DPM 2007" in the Deploying DPM 2007 guide for more
information on configuring protection groups.

Exchange High Availability and DPM

Often, Exchange administrators must design their Exchange server configurations to
meet the demands of high availability and then fail to make adequate provisions for
protecting their data. It is important to note the difference between high availability
and data protection:

High availability is the practice of ensuring an up-to-date copy of the
data continues to be available to users in the event that access the
data is no longer unavailable. Loss of access can be due to planned
outages (such as server maintenance or application patching) or
unplanned outages (such as hardware failures or database
corruption). All modifications to the data are quickly replicated
between multiple copies, including unwanted modifications such as
accidental deletions.

Data protection is the practice of ensuring that regular copies of
important data are captured to guard against data modification or loss.
Again, this modification or loss can be intentional (deletion of old
messages or mailboxes) or unintentional (loss of a server or storage
system). Historical copies of the data are kept, allowing this data to be
recovered and even merged back into the live system.

In an Exchange environment, it is important for your deployment to ensure both
adequate availability and data protection. While the native Windows Backup
application on Windows Server offers a rudimentary out-of-the-box data protection
capability, Exchange Server comes with high availability options:
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1 Exchange Server 2003 offers support for failover cluster configurations using the
Microsoft Clustering Service (MSCS) technology, allowing multiple Exchange server
cluster nodes to share Exchange databases across a common storage source, such

as a SAN.

1 Exchange 2007 continues to support failover clusters through SCC. Through

continuous replication (also known as log shipping), Exchange 2007 administrators

have three additional high availability configurations to choose from: CCR, LCR, and

SCR.

Whichever high availability option you choose, DPM provides integrated support for
protecting and restoring Exchange data as shown in Figure 4.

R Modify Group - Transactional Apps

EEI | Specify Exchange Protection Options

Steps:

Select group memberz

Select data pratection
method

Specify exchange protection
options

@ Select short-term goals
@ Review disk allocation

@ Specify long-term goals
Select library and tape details

@ Choose replica creation
rmethod

@ Summary

@ Status

Specify protection options for Exchange members

— Eseutil integrity check
For disk based protection, E seutil uns on the DPM server. For tape-bazed protection, Ezeutil runs on the protected
Exchange zerver.

¥ Run Ezeutil to check data integrity

— Exchange CCR Pratection Mode

Y'ou gelected Exchange servers that are deploved in a Cluster Continuous Replication [CCR)
canfiguration.
Specify which node of the Exchange CCR configuration that wou want to use for protection.

" Pratect active node

IS Pratect pagsive nod_e ; -
If the: pazsive nods iz not available then IPIDEECI active node j

 Pratect only the specified node

Exchange Server I Protection node I
cerdemo-mbox, ex27-cordemo., contoso.. .. IEXZ?-CCR-NODEI.contoso.dpm ﬂ

Cancel | Help

Figure 4: Protecting Exchange HA environments in DPM

In order to properly ensure that your DPM deployment provides adequate protection
for a highly available Exchange server configuration, you should be aware of the
following characteristics of the various Exchange high availability configurations and
the corresponding DPM caveats:

1 Exchange 2003 failover clusters and Exchange 2007 SCC environments. These

environments use MSCS to coordinate which nodes are passive and which are active

within a cluster, so the DPM protection agent must be installed on all nodes in the

cluster. Only one active node has control of the single storage copy at any given time,

and this copy must be passed from the active node to a passive node during a

failover operation. DPM detects the presence of the MSCS components and presents

the Exchange cluster group during the selection of the protection data sources. DPM
automatically protects to and restores from the active node.
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1 Exchange 2007 CCR environments. These two-node environments also use MSCS
to coordinate which node is active, and the DPM protection agent must be installed
on both nodes in the cluster. However, each node has its own local storage and copy
of the storage groups and mailbox databases, although only one node in the cluster is
the active node at any given time. DPM detects the presence of the MSCS
components and presents the Exchange cluster group during the selection of the
protection data sources. DPM automatically restores to the active node, but you can
configure DPM to protect the data from your choice of node, depending on your
environment:

0 Inatypical CCR environment with both nodes in the same datacenter, DPM
can protect the data from the passive node to reduce the performance
overhead on the active node.

o Alternately, if you want to ensure that you continue to protect the data even
during a failover where one node drops offline, DPM can protect the data
from the active node.

o Ina stretched CCR environment, you can configure DPM to always protect
from the node that is closest, preventing protection traffic from travelling over
the WAN.

1 Exchange 2007 LCR environments. An LCR environment uses log shipping to
create a second copy of protected mailbox databases and storage groups on the
same physical server. If the primary copy of the data is corrupted, Exchange will then
switch to the secondary copy; the administrator can also manually switchover. DPM
automatically protects to and restores from the active copy of the data.

1 Exchange 2007 SCR environments. These environments use log shipping to
replicate databases from one Exchange server (either standalone or clustered) to one
or more standby nodes. During some sort of event such as the loss of a site, the
administrator manually performs a failover to a standby copy of the data.During this
process, the Exchange services on the standby copy are brought online and
reconfigured to serve out the replicated data.

0 Because a standby server is typically not online until this failover has
happened, traditional data protection solutions cannot be configured to
protect replicated storage groups until the failover is complete and the
standby node is now the active node. However, DPM 2007 with SP1 provides
the capability to protect Exchange mailbox storage group replicas on SCR
target nodes. You can protect the SCR source, the SCR target, or bot,
depending on your business requirements.

0 This configuration is typically used to provide completely data protection while
consolidating network traffic when a disaster recovery site is in place. In order
to provide a DPM replica at a disaster recovery site, administrators would
typically create an offsite DPM server that protected the production on-site
DPM server. This configuration resulted in duplicate replicas of the Exchange
storage groups crossing the wire: one time for Exchange SCR, a second time
for DPM.

0 You can now use a primary DPM server in the production site for regular data
protection activities for the SCR source servers, and use a second DPM
server in the disaster recovery site to protect the SCR target. The protected
storage groups are replicated over the WAN link a single time through
Exchangeds cont iuncionalis. replicati on f
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Additional Considerations
As you are designing your DPM protection of your Exchange Server data sets, you
should be aware of the following additional considerations:

1 Performance optimizations for slow network links. After you create the protection
group, you can configure additional performance settings such as network bandwidth
usage throttling for each protected server, on-the-wire compression, or dedicated
backup networks. The options provide additional performance enhancements that
may be critical when deploying DPM to protect resources located over a WAN
connection or other slow or congested network links.

1 Adding storage groups and mailbox databases to the server. If you create or add
new mailbox databases to a protected storage group on an Exchange Server
computer, these databases will be automatically added to the DPM replication and
protection. However, if you create or add new storage groups on a protected
Exchange Server computer, these storage groups will not be automatically added to a
DPM protection group. Your storage group creation procedure should be updated to
include adding the newly created storage group to the appropriate protection group.

1 Changing storage group or mailbox database file paths. If you relocate the files
associated with a protected storage group or mailbox database to a new path,
protection will no longer succeed and the replica will become inconsistent. You must
run a consistency check on the replica to resume protection.

1 Dismounting mailbox databases. If you dismount a protected mailbox database,
that protection job for that particular database will fail; however, the protection jobs for
other mailbox databases in the storage group will continue to be protected as long as
sufficient disk space remains on the Exchange Server for the transaction log files.
The replica will not be marked inconsistent until the next express full backup is run by
DPM.

1 Renaming storage group and mailbox databases. If you rename a protected
storage group or mailbox database, you do not have to take any special steps to
ensure that protection continues.

1 Moving databases between storage groups. If you move a mailbox database from
one protected storage group to another, it will continue to be protected. If you move a
mailbox database from a protected storage group to a storage group that is not
protected, the mailbox database will no longer be protected once a consistency check
has been performed. If you move a database from a storage group that is not
protected to a protected storage group, it will automatically become protected once a
consistency check has been performed. In all these cases, you must run a
consistency check on all protected storage groups involved in the move once the
mailbox database moves are successfully finished.

1 End-user recovery. While end-user recovery is supported for file server data, it is not
supported for protected data from Exchange Server.

Creating the Protection Group

In order to fully protect your Exchange Server storages groups with DPM, you must
complete the following steps:

91 Define the protection group

1 Select the data to protect

Protecting Exchange Server with System Center Data Protection Manager 2007 SP1 19



= =4 =4 4 -4

Allocate space for the protection group.
Specify tape and library details.

Choose a replica creation method.

Choose a name and protection method (disk, tape or both)

Select the short-term and long-term protection policies.

The following steps demonstrate how to start the Create New Protection Group
Wizard and begin the process of defining a protection group:

1. Open DPM Administrator Console (Start, All Programs, Microsoft System Center
Data Protection Manager) and click Protection on the navigation bar. In the

Actions pane, click Create.

2. The Create New Protection Group Wizard appears. Click Next to continue past the

Welcome page.

3. Expand the Exchange Server nodes to see each protected Exchange server and their
storage groups. Select each data source you want to include. Note that you can
select multiple kinds of data sources, such as virtual machines, an Exchange storage
group, a file server share, or a Sharepoint farm within a single protection group.
Confirm that your selections appear in the Selected Members box, as shown in

Figure 5 and click Next.
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Select the data that pou want to protect.

S
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Figure 5: Selecting Exchange Server storage groups to protect
4. Accept the default name for the protection group or provide a new name.
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5. Define your protection policies:

1 If you wish to define the short-term protection for this protection group, select
the I want short-term protection using check box and select your desired
media from the list.

1 If you wish to define the long-term protection policy for this protection group,
select the | want long-term protection using tape check box.

M Click Next.

6. If you choose short-term protection, select the retention duration for data recovery in
the Retention range box. In the Synchronization frequency section, select Just
before a recovery point to configure DPM to performan an express full backup just
before each scheduled recovery point.

7. To modify the recovery point schedule for a data source, click Modify next to the
desired data source. Select the desired times and days as shown in Figure 6 and
click OK. Click Next.

Optimize Performance

Ta provide quick recoveries of application data, such as Exchange data and SOL
data, DP must periodically create an express full backup. The express full backup
typically increases the demand an the computer’s iesources for several minutes.

To reduce the demand on computer's resources, vou can schedule fewer express
full backups, but thiz can increase data recovery time.

— Express full backup schedule

Available times: Selected times:

Add > |
< Bemave |

300 AM =l

Days of the week:

¥ Sundap ¥ Monday M Tuesday ¥ ‘Wednesdap

I Thursday I Friday ~ Saturday

(0] % I Cancel | Help |

Figure 6: Configuring scheduled recovery points

8. DPM will display its recommended disk allocations. The DPM server typically has a
significant amount of disk storage for disk-to-disk protection and recovery. This step
enables you to allocate how much of that large disk storage pool will be used to
protect these particular data sources. You should allocate the DPM replica volume to
slightly larger than the amount you expect each data source to grow in the short term.
Sizing the recovery point volume will determine how many previous recovery points
are available for rapid, disk-based restore. To allocate disk storage, do one of the
following:

1 To accept the recommended allocations, click Next.

1 To change a recommended allocation, click Modify, adjust the allocations,
click OK, and then click Next.

9. If you choose long-term protection, select the retention duration for data recovery in
the Retention range box i this setting may be IT-driven, business unit-driven, or
perhaps mandated from some industry regulation such as HIPAA, Sarbanes-Oxley, or
GLB. In the Frequency of backup box, select your desired backup frequency (daily,
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10.

11.

12.

13.

14.
15.

weekly, or monthly). Based on these two choices, DPM will recommend an
appropriate tape rotation scheme. You can also create a custom scheme to meet
your needs.

To change the actual tape backup (long-term) schedule, click Modify Day and Time.
Do one of the following, then click OK and click Next:

1 Inthe Weekly section, select the desired backup time from the list and the
desired day to perform the backup.

1 Inthe Monthly section, select the desired backup time from the list and the
desired day to perform the backup.

1 Inthe Yearly section, select the desired backup time from the list and the
desired day to perform the backup.

Select the default media label in the Backup tape label box and provide a new label
name. Select the desired library from the list in the Backup library box. Select how
many drives you want to allocate from the list in the Drives allocated box.

If desired, select the Erase tape after recovery range period is over to
automatically delete expired data and conserve tape space. Click Next.

With all of the protection options now configured, the initial baseline of production
data must be sent to the DPM server. Select when you want DPM to replicate your
data, or if you would prefer to perform a manual pre-load of the data, and click Next:

1 Select Now to replicate the data immediately after the creation of the
protection group.

Select Later to select your desired replication date and time from the lists.

Select Schedule to replicate the data at a future time, such as during non-
peak hours.

Review the summary presented by DPM and click Create Group.

Review the confirmation page and verify the results of the new protection group
creation. Click Close.
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Recovering Exchange Server Data

The process of recovering protected Exchange Server data involves several steps
and choices. You must first determine which level of recovery you will perform:

1 An entire storage group
1 A single mailbox database
1 Asingle mailbox.

When recovering a storage group or mailbox database, depending on the recovery
point you choose, you may also be able to select the location where you wish to
recover the data:

I Toits original location
1 To a separate network folder

I To atape drive

Recoveringa  Storage Group

By recovering a storage group, you recover all of the mailbox databases in that
storage group simultaneously. You can recover the storage group to its original
location, to a designated network folder, or to tape.

See the section "Managing Protected Servers Running Exchange" in the DPM 2007
Operations Guide for more information about recovering Exchange Server data.

Recovering a Storage Group to its Original Location
The following steps demonstrate how to recover a protected SQL Server database to
its original location:

1. Open DPM Administrator Console (Start, All Programs, Microsoft System Center
Data Protection Manager) and click Recovery on the navigation bar. Browse to the
virtual machine you wish to recover in the Protected Data box.

2. Click any bold date in the calendar to see available recovery points as shown in
Figure 7. Select the desired recovery point from the Time menu.
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Figure 7: Selecting an Exchange storage group recovery point
Click Recover in the Actions pane to launch the Recovery Wizard.

Review the recovery selection and click Next.

Select Recover to original Exchange Server location and click Next.

o o M w

Select the Mount the databases after they are recovered check box if you want
Exchange to automatically re-mount the recovered mailbox databases in the storage
group after the recovery operation is complete.

7. If you want DPM to send an e-mail message when the recovery process is finished,
select the Send a notification when this recovery completes check box and enter
one or more e-mail addresses. Use a semi-colon (;) to separate multiple e-mail
addresses.

8. Click Next.

9. Open your Exchange administration console (System Manager for Exchange 2003 or
Exchange Management Console for Exchange 2007) and navigate to the storage
group. One at a time, right-click on each Exchange mailbox database in the storage
group and select Properties. Select the This database can be overwritten by a
restore check box and click OK. Repeat this task for each database in the storage
group; when you have finished, close the Exchange administration console.

10. Return to DPM Administrator Console. Review your selected settings and click
Recover.

11. When the recovery is complete, click Close.
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Recovering a Storage Group to a Network Folder
The following steps demonstrate how to recover a protected storage group to an
alternate location:

1. Open DPM Administrator Console (Start, All Programs, Microsoft System Center
Data Protection Manager) and click Recovery on the navigation bar. Browse to the
storage group you wish to recover in the Protected Data box.

2. Click any bold date in the calendar to see available recovery points. Select the
desired recovery point from the Time menu.

Click Recover in the Actions pane to launch the Recovery Wizard.
Review the recovery selection and click Next.
Select Copy to a network folder and click Next.

Select the destination path to recover the storage group files to and click Next.

N o g~ w

If you want DPM to bring the database files to a mountable condition after the restore
is complete, select the Bring the database to a clean shutdown after copying the
files check box. After restoring the files, DPM will copy the transaction log files. The
destination server should be a server that is running the same version of Exchange
as the source of the files when they were protected.

8. If you want DPM to send an e-mail message when the recovery process is finished,
select the Send a notification when this recovery completes check box and enter
one or more e-mail addresses. Use a semi-colon (;) to separate multiple e-mail
addresses.

9. Click Next.
12. Review your selected settings and click Recover.
10. When the recovery is complete, click Close.

Note: if you select the Latest recovery point, you will not be able to recover a storage
group to a network folder.

See the section "Managing Protected Servers Running Exchange" in the DPM 2007
Operations Guide for more information about recovering storage group data to tape.

Recovering a Mailbox Database

By recovering a specific mailbox database, you reduce the amount of data you need
to recover. You can recover the mailbox database to its original location, to a
designated network folder, or to tape. You must select the latest recovery point if you
wish to recover the mailbox database to its original location.

See the section "Managing Protected Servers Running Exchange" in the DPM 2007
Operations Guide for more information on recovering mailbox databases.

Recovering a Mailbox Database to its Original Location
The following steps demonstrate how to recover a protected mailbox database to its
original location:
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1. Open DPM Administrator Console (Start, All Programs, Microsoft System Center
Data Protection Manager) and click Recovery on the navigation bar. Browse to the
mailbox database you wish to recover in the Protected Data box.

2. Click any bold date in the calendar to see available recovery points as shown in
Figure 8. Select the desired recovery point from the Time menu. If you are recovering
to an Exchange 2007 server, DPM will apply the log files and perform a lossless
recovery once the data recovery is complete.
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Figure 8: Selecting an Exchange mailbox database recovery point
Click Recover in the Actions pane to launch the Recovery Wizard.

Review the recovery selection and click Next.

Select Recover to original Exchange Server location and click Next.

o o M w

If you want DPM to send an e-mail message when the recovery process is finished,
select the Send a notification when this recovery completes check box and enter
one or more e-mail addresses. Use a semi-colon (;) to separate multiple e-mail
addresses.

7. Click Next.
8. Review your selected settings and click Recover.
9. When the recovery is complete, click Close.

Recovering a Storage Group to a Network Folder
The following steps demonstrate how to recover a protected storage group to an
alternate location:
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1. Open DPM Administrator Console (Start, All Programs, Microsoft System Center
Data Protection Manager) and click Recovery on the navigation bar. Browse to the
mailbox database you wish to recover in the Protected Data box.

2. Click any bold date in the calendar to see available recovery points. Select the
desired recovery point from the Time menu.

Click Recover in the Actions pane to launch the Recovery Wizard.
Review the recovery selection and click Next.
Select Copy to a network folder and click Next.

Select the destination path to recover the mailbox database files to and click Next.

N o o M e

If you want DPM to bring the database files to a mountable condition after the restore
is complete, select the Bring the database to a clean shutdown after copying the
files check box. After restoring the files, DPM will copy the transaction log files. The
destination server should be a server that is running the same version of Exchange
as the source of the files when they were protected.

8. If you want DPM to send an e-mail message when the recovery process is finished,
select the Send a notification when this recovery completes check box and enter
one or more e-mail addresses. Use a semi-colon (;) to separate multiple e-mail
addresses.

9. Click Next.
10. Review your selected settings and click Recover.
11. When the recovery is complete, click Close.

See the section "Managing Protected Servers Running Exchange" in the DPM 2007
Operations Guide for more information about recovering a mailbox database to tape.

information on recovering mailbox database data to tape.

Recovering a Mailbox

Many Exchange administrators rely on the practice of backing up and restoring
individual mailboxes, a process known as brick-level backups. While this practice
provides mailbox-level granularity, it has many drawbacks:

1 Itis extremely slow, as the backup process must use a MAPI connection to attach to
the mailbox and backup its contents. These additional MAPI connections can in turn
increase the load on the mailbox server and cause performance issues.

9 Itis tedious and may require a significantly higher amount of backup storage. The
exorbitant storage growth is due in part to these backup technologies undoing the
benefits of Exchange fAsingle instance storage
only held once per storage group. With brick-level backups, protecting six mailboxes
with the same attachment results in six times the disk or tape consumption.

Exchange administrators have two options for protecting and restoring individual
mailboxes: using the native Exchange deleted mailbox retention or using DPM to
perform mailbox-level recovery.
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Recovering a mailbox with Exchange

Many Exchange administrators may not be fully aware of Ex ¢ h a n g eidrsailbbxu i | t
retention capabilities. By default, Exchange will retain deleted items and mailboxes

for a configurable number of days; only after that time has passed with the data be
permanently purged from the Exchange mailbox database. In order to effectively use

E x ¢ h a n g eidmailbbxuateintton capabilities, you must first configure the

retention limit.

The following steps demonstrate how to set the mailbox retention limit:

1. Use the following steps on an Exchange 2007 mailbox database:

1 Onyour Exchange server, open Exchange Management Console (Start, All
Programs, Microsoft Exchange Server 2007), expand Microsoft
Exchange, expand Server Configuration, and click Mailbox.

1 Inthe work pane, click the Database Management tab. Browse to the
desired storage group and mailbox database, right-click the mailbox
database, and select Properties.

Click the Limits tab.

In the Keep deleted mailboxes for (days) field, enter the number of days
that Exchange will retain deleted mailboxes. The default value is 30 days.

1 (Optional) In the Keep deleted items for (days) field, enter the number of
days that Exchange will retain deleted items within mailboxes. This allows
end-user recovery of deleted items from within Outlook during the specified
period. The default value is 14 days.

1 (Optional) If you want to ensure that deleted items are not purged until they
have been backed up, check the Do not permanently delete items until the
database has been backed up check box.

1 Click OK.
2. Use the following steps on an Exchange 2003 mailbox database:

1 On your Exchange server, open Exchange System Manager (Start, All
Programs, Microsoft Exchange Server 2003), expand your administrative
group, expand Servers, expand your storage group, right-click the mailbox
database, and select Properties.

Click the Limits tab.

In the Keep deleted mailboxes for (days) field, enter the number of days
that Exchange will retain deleted mailboxes. The default value is 30 days.

1 (Optional) In the Keep deleted items for (days) field, enter the number of
days that Exchange will retain deleted items within mailboxes. This allows
end-user recovery of deleted items from within Outlook during the specified
period. The default value is 14 days.

1 (Optional) If you want to ensure that deleted items are not purged until they
have been backed up, check the Do not permanently delete mailboxes
and items until the store has been backed up check box.

1 Click OK.
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Note: if you configure a larger retention time for deleted mailboxes and items, you
may need to allocate additional storage space for your Exchange mailbox databases
depending on how frequently your users delete mailboxes and items.

When a mailbox is deleted in Exchange, it is actually disconnected i the link between
the mailbox object and the corresponding Active Directory user object is broken. As
long as the mailbox has not been purged, it can be recovered by associating it with
an Active Directory user object. This can be the original user object or a new one that
is not already associated with an Exchange mailbox; Active Directory and Exchange
enforce a 1:1 relationship between user objects and mailboxes.

The following steps demonstrate how to recover a deleted Exchange mailbox before
the retention limit has expired:

1. Use the following steps on an Exchange 2007 mailbox database:

1 On your Exchange server, open Exchange Management Console (Start, All
Programs, Microsoft Exchange Server 2007), expand Microsoft
Exchange, expand Recipient Configuration, and click Disconnected
Mailbox.

1 Browse through the mailboxes and find the desired disconnected mailbox
marked with a red X.

1 Right-click the disconnected mailbox and click Connect.
1 Follow the wizard to select the user object to associate with the mailbox.
2. Use the following steps on an Exchange 2003 mailbox database:

1 On your Exchange server, open Exchange System Manager (Start, All
Programs, Microsoft Exchange Server 2003), expand your administrative
group, expand Servers, expand your storage group, and select the database
that holds the deleted mailbox.

Click Mailboxes.

Browse through the mailboxes and find the desired disconnected mailbox
marked with a red X.

Right-click the disconnected mailbox and click Reconnect.
Select the user object to associate with the mailbox and click OK.

Note: if you configure a larger retention time for deleted mailboxes and items, you
may need to allocate additional storage space for your Exchange mailbox databases
depending on how frequently your users delete mailboxes and items.

Recovering a mailbox with DPM

DPM protection complements the built-in mailbox retention capabilities in Exchange
Server. With Exchange mailbox retention, you can immediately restore a deleted
mailbox to the state it was in upon deletion, within the retention period. DPM allows
you to search for mailboxes and find all recovery points that contain that mailbox,
even if it has been moved between protected storage groups, These features reduce
the impact of recovery operations to your production mailbox databases while
allowing you to perform emergency mailbox recoveries quickly and easily.
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Although native Exchange mailbox retention provides short-term recovery with no
restore overhead, it does require additional storage space in your Exchange mailbox
databases. Once the retention period expires, or if you need to restore the mailbox to
a previous recovery point, use DPM to recover the data. You can recover an
individual mailbox from the DPM server replicas whether they are hosted on disk or
tape. DPM provides the same benefits as brick-level backups at a fraction of the
overhead, time, and storage.

It is important to understand the method your data protection solution

uses to perform mailbox-level restores. The Exchange product group

has published Microsoft KnMoodsaftdge Base ar
support policy for third-party products that modify or extract Exchange

database contents, 6 whi ch details the mandatory ct
backup and recovery solutions in order to receive Microsoft support for

your Exchange deployment. These solutions must not attempt to

directly modify the contents of the Exchange mailbox database, but

instead must use the outlined APIs and tools to insert and extract

data. Because of these requirements, Exchange administrators should

understand how to use Microsoft-approved utilities and technologies

such as the Exchange Server Mailbox Merge Wizard (ExMerge) and

recovery storage groups.

In order to recover a single mailbox to an Exchange server, DPM does not perform a
direct recovery to the production mailbox database. Instead, you must follow this
process:

1 Configure the Exchange server to have an active recovery storage group

1 Use DPM to select a mailbox for recovery.

1 DPM restores the entire mailbox database to the recovery storage group.

1 Move the mailbox data back to the production database.
This process allows DPM to stay in full compliance with the Exchange supportability
guidelines.
The following steps demonstrate how to recover a protected mailbox:

1. On your Exchange server, configure the recovery storage group. See your Exchange
Server help for more information. On Exchange Server 2007, you can use the
Exchange Troubleshooting Assistant (EXTRA) to assist you in this process.

2. Open DPM Administrator Console (Start, All Programs, Microsoft System Center
Data Protection Manager) and click Recovery on the navigation bar. Browse to the
mailbox database you wish to recover in the Protected Data box.

3. Double-click on the mailbox database in the Recoverable Item field to display the list
of recoverable mailboxes.

4. Click any bold date in the calendar to see available recovery points as shown in
Figure 9. Select the Latest recovery point from the Time menu. Click Recover in the
Actions pane to launch the Recovery Wizard.
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Figure 9: Selecting an Exchange mailbox recovery point
Review the recovery selection and click Next.

Select Copy to a network folder to copy the recovered mailbox data to a separate
set of files. Click Next.

In the Specify Destination window, click Browse, specify a volume on the Exchange
server where you will be restoring the mailbox. Ensure that the recovery storage
group is configured on this server and click Next.

Select the Bring the database to a clean shutdown after copying the files check
box. After restoring the files, DPM will copy the transaction log files. The destination
server should be a server that is running the same version of Exchange as the source
of the files when they were protected.

If you want DPM to send an e-mail message when the recovery process is finished,
select the Send a notification when this recovery completes check box and enter
one or more e-mail addresses. Use a semi-colon (;) to separate multiple e-mail
addresses.

Click Next.
Review your selected settings and click Recover.
When the recovery is complete, click Close.
Complete the recovery steps:
1 For Exchange 2007
9 Open the Exchange Management Shell.
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1 Configure the production mailbox database allow overwrites by using
the Set-MailboxDatabase cmdlet.

1 Merge the recovered mailbox with the production mailbox database
by using the Restore-Mailbox cmdlet.

1 For Exchange 2003 SP1 and later

1 Use the Exchange 2003 System Manager to extract the contents of
the recovered mailbox and merge them into the production mailbox
database.

1 For Exchange 2003 RTM

1 Use ExMerge to restore the contents of the recovered mailbox to the
production mailbox database.
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Conclusion

Data Protection Manager 2007 with SP1 provides seamless, full-featured data
protection for your Microsoft Exchange Server data. By ensuring a complete,
consistent backup and site-level recovery of your Exchange Server storage groups
and mailbox databases, DPM 2007 with SP1 provides significant improvement to
your control over recovery time objective and recovery point objective. The effortless
integration of disk and tape protection technologies in DPM gives you confidence and
the comfort of knowing that:

1 Your protected data can be quickly and reliably backed up from production servers on
a regular schedule without affecting performance.

1  Your replicas and recovery points give you multiple options to quickly restore data not
just from the most recent backup, but throughout your defined protection period.

1 You can flexibly manage recovery locations and options, from restoring to the original
location to side-by-side database restores to recovery to arbitrary file locations.
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Related Links

1 Microsoft System Center Data Protection Manager (DPM) website:
http://www.microsoft.com/DPM

1 Resources specific to Exchange Server protection with DPM 2007
http://www.microsoft.com/dpm/exchange

1 DPM customer and partner email inquiries:
dpmINFO@microsoft.com
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