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Microsoft Security Intelligence Report, 

Volume 11 

Volume 11 of the Microsoft® Security Intelligence Report (SIRv11) provides in-depth 

perspectives on software vulnerabilities and exploits, malicious code threats, and 

potentially unwanted software in Microsoft and third-party software. Microsoft 

developed these perspectives based on detailed trend analyses over the past 

several years, with a focus on the first half of 2011.  

This document contains security statistics and trends for more than 100 

countries/regions around the world. The full report includes deep analysis of 

trends for the world as a whole and offers ways to manage risks to your 

organization, software, and people.  

The full report, as well as previous volumes and related videos, can be 

downloaded from www.microsoft.com/sir. 

  

http://www.microsoft.com/sir
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Albania  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Albania in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 23.7 25.0 

CCM calculated using Control Panel 

location information 
3.1  2.6  2.3  2.5  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Albania and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.5 of every 1,000 computers scanned in Albania 

in 2Q11 (a CCM score of 2.5, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Albania over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Albania as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Albania in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Albania in 2Q11 was Worms, which affected 
43.7 percent of all computers cleaned in Albania, down from 44.9 percent in 
1Q11. 

 The second most common category in Albania in 2Q11 was Miscellaneous 
Trojans, which affected 39.1 percent of all computers cleaned in Albania, up 
from 37.0 percent in 1Q11. 

 The third most common category in Albania in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 36.4 percent of all computers 
cleaned in Albania, down from 36.8 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Albania in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  25.2% 

2 Win32/Rimecud Worms  22.0% 

3 Win32/Sality Viruses  18.8% 

4 AutoIt/Helompy Worms  15.6% 

5 Win32/Vobfus Worms  9.7% 

6 Win32/Conficker Worms  9.4% 

7 Win32/Hotbar Adware  8.2% 

8 Win32/Taterf Worms  7.6% 

9 Win32/Keygen Misc. Potentially Unwanted Software  7.4% 

10 Win32/GamePlayLabs Adware  6.4% 
 

 The most common threat family in Albania in 2Q11 was Win32/Autorun, 
which affected 25.2 percent of computers cleaned in Albania. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Albania in 2Q11 was 
Win32/Rimecud, which affected 22.0 percent of computers cleaned in 
Albania. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The third most common threat family in Albania in 2Q11 was Win32/Sality, 
which affected 18.8 percent of computers cleaned in Albania. Win32/Sality is 
a family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The fourth most common threat family in Albania in 2Q11 was 
AutoIt/Helompy, which affected 15.6 percent of computers cleaned in 
Albania. AutoIt/Helompy is a worm that spreads via removable drives and 
attempts to capture and steal authentication details for a number of different 
web sites or online services, including Facebook and Gmail.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

N/A 

(0.59) 

N/A 

(0.33) 

2.36 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

7.48 

(3.34) 

1.38 

(2.24) 

0.79 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

N/A 

(0.229%) 

N/A 

(0.131%) 

0.004% 

(0.223%) 

2.926% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.087 percent of all spambot IP addresses were 

located in Albania; this figure is down from 0.096 in 1Q11. The following are the 

top botnets that sent spam from Albania in 2Q11. 

The top 3 spambots hosted in Albania in 2Q11 

 Botnet % of all botnet IP addresses in Albania 

1 Win32/Pramro 30.1% 

2 Win32/Lethic 27.5% 

3 Win32/Cutwail 16.8% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Algeria  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Algeria in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 20.8 16.2 

CCM calculated using Control Panel 

location information 
2.4  2.7  3.0  2.4  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Algeria and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.4 of every 1,000 computers scanned in Algeria 

in 2Q11 (a CCM score of 2.4, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Algeria over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Algeria as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Algeria in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Algeria in 2Q11 was Adware, which affected 
38.7 percent of all computers cleaned in Algeria, down from 39.2 percent in 
1Q11. 

 The second most common category in Algeria in 2Q11 was Worms, which 
affected 36.0 percent of all computers cleaned in Algeria, down from 36.7 
percent in 1Q11. 

 The third most common category in Algeria in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 34.4 percent of all computers 
cleaned in Algeria, down from 34.8 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Algeria in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  20.3% 

2 Win32/Hotbar Adware  19.1% 

3 Win32/Sality Viruses  18.6% 

4 Win32/ShopperReports Adware  13.9% 

5 Win32/Vobfus Worms  11.7% 

6 Win32/ClickPotato Adware  8.9% 

7 Win32/Zwangi Misc. Potentially Unwanted Software  8.6% 

8 Win32/Keygen Misc. Potentially Unwanted Software  7.7% 

9 Win32/OpenCandy Adware  7.5% 

10 Win32/Mabezat Viruses  7.2% 
 

 The most common threat family in Algeria in 2Q11 was Win32/Autorun, 
which affected 20.3 percent of computers cleaned in Algeria. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Algeria in 2Q11 was 
Win32/Hotbar, which affected 19.1 percent of computers cleaned in Algeria. 
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up 
ads based on its monitoring of Web-browsing activity. 

 The third most common threat family in Algeria in 2Q11 was Win32/Sality, 
which affected 18.6 percent of computers cleaned in Algeria. Win32/Sality is a 
family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The fourth most common threat family in Algeria in 2Q11 was 
Win32/ShopperReports, which affected 13.9 percent of computers cleaned in 
Algeria. Win32/ShopperReports is adware that displays targeted advertising to 
affected users while browsing the Internet, based on search terms entered into 
search engines.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

2.10 

(0.59) 

N/A 

(0.33) 

2.10 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

N/A 

(3.34) 

N/A 

(2.24) 

4.19 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.281% 

(0.229%) 

0.195% 

(0.131%) 

0.289% 

(0.223%) 

0.338% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.182 percent of all spambot IP addresses were 

located in Algeria; this figure is up from 0.108 in 1Q11. The following are the top 

botnets that sent spam from Algeria in 2Q11. 

The top 3 spambots hosted in Algeria in 2Q11 

 Botnet % of all botnet IP addresses in Algeria 

1 Win32/Lethic 34.5% 

2 Win32/Cutwail 25.1% 

3 Win32/Pramro 19.9% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Angola  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Angola in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 21.4 20.1 

CCM calculated using Control Panel 

location information 
5.5  3.9  3.1  2.7  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Angola and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.7 of every 1,000 computers scanned in Angola 

in 2Q11 (a CCM score of 2.7, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Angola over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Angola as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Angola in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Angola in 2Q11 was Worms, which affected 
40.1 percent of all computers cleaned in Angola, down from 43.3 percent in 
1Q11. 

 The second most common category in Angola in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 29.4 percent of all computers 
cleaned in Angola, up from 26.1 percent in 1Q11. 

 The third most common category in Angola in 2Q11 was Trojan Downloaders 
& Droppers, which affected 20.6 percent of all computers cleaned in Angola, 
down from 23.3 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Angola in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Vobfus Worms  24.6% 

2 Win32/Autorun Worms  20.5% 

3 Win32/OpenCandy Adware  10.9% 

4 Win32/Virut Viruses  9.7% 

5 Win32/Chir Viruses  7.1% 

6 Win32/Sality Viruses  6.8% 

7 Win32/CplLnk Exploits  6.6% 

8 Win32/Rimecud Worms  6.3% 

9 Win32/Banload Trojan Downloaders & Droppers  6.1% 

10 AutoIt/Helompy Worms  5.6% 
 

 The most common threat family in Angola in 2Q11 was Win32/Vobfus, 
which affected 24.6 percent of computers cleaned in Angola. Win32/Vobfus is 
a family of worms that spreads via network drives and removable drives and 
download/executes arbitrary files. Downloaded files may include additional 
malware. 

 The second most common threat family in Angola in 2Q11 was 
Win32/Autorun, which affected 20.5 percent of computers cleaned in Angola. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The third most common threat family in Angola in 2Q11 was 
Win32/OpenCandy, which affected 10.9 percent of computers cleaned in 
Angola. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The fourth most common threat family in Angola in 2Q11 was Win32/Virut, 
which affected 9.7 percent of computers cleaned in Angola. Win32/Virut is a 
family of file-infecting viruses that target and infect .exe and .scr files accessed 
on infected systems. Win32/Virut also opens a backdoor by connecting to an 
IRC server.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

N/A 

(0.59) 

N/A 

(0.33) 

N/A 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

N/A 

(3.34) 

N/A 

(2.24) 

N/A 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.201% 

(0.229%) 

N/A 

(0.131%) 

N/A 

(0.223%) 

N/A 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.041 percent of all spambot IP addresses were 

located in Angola; this figure is up from 0.028 in 1Q11. The following are the top 

botnets that sent spam from Angola in 2Q11. 

The top 3 spambots hosted in Angola in 2Q11 

 Botnet % of all botnet IP addresses in Angola 

1 Win32/Cutwail 53.0% 

2 Win32/Lethic 15.6% 

3 Win32/Tedroo 11.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Argentina  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Argentina in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 11.4 11.1 

CCM calculated using Control Panel 

location information 
11.4  9.2  7.2  7.0  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Argentina and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 7.0 of every 1,000 computers scanned in 

Argentina in 2Q11 (a CCM score of 7.0, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Argentina 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Argentina as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Argentina in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Argentina in 2Q11 was Worms, which affected 
41.4 percent of all computers cleaned in Argentina, down from 44.4 percent 
in 1Q11. 

 The second most common category in Argentina in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 34.6 percent of all computers 
cleaned in Argentina, up from 31.6 percent in 1Q11. 

 The third most common category in Argentina in 2Q11 was Adware, which 
affected 27.4 percent of all computers cleaned in Argentina, down from 29.6 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Argentina in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 IRC/Prune Worms  20.1% 

2 Win32/Autorun Worms  12.7% 

3 JS/Pornpop Adware  12.2% 

4 Win32/Keygen Misc. Potentially Unwanted Software  7.9% 

5 Win32/Conficker Worms  7.1% 

6 Win32/OpenCandy Adware  7.0% 

7 Win32/Taterf Worms  5.0% 

8 Win32/Zwangi Misc. Potentially Unwanted Software  5.0% 

9 Win32/Gabpath Adware  4.4% 

10 Win32/Sality Viruses  3.2% 
 

 The most common threat family in Argentina in 2Q11 was IRC/Prune, which 
affected 20.1 percent of computers cleaned in Argentina. IRC/Prune is a 
detection for an Internet Relay Chat (IRC) configuration script commonly 
named “mirc.ini”. The script attempts to distribute a VBScript copy of the 
worm to other users who connect to IRC channels. 

 The second most common threat family in Argentina in 2Q11 was 
Win32/Autorun, which affected 12.7 percent of computers cleaned in 
Argentina. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The third most common threat family in Argentina in 2Q11 was JS/Pornpop, 
which affected 12.2 percent of computers cleaned in Argentina. JS/Pornpop is 
a generic detection for specially-crafted JavaScript-enabled objects that 
attempt to display pop-under advertisements, usually with adult content. 

 The fourth most common threat family in Argentina in 2Q11 was 
Win32/Keygen, which affected 7.9 percent of computers cleaned in Argentina. 
Win32/Keygen is a generic detection for tools that generate product keys for 
illegally obtained versions of various software products.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.15 

(0.59) 

0.07 

(0.33) 

0.05 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.33 

(3.34) 

0.11 

(2.24) 

0.08 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.099% 

(0.229%) 

0.097% 

(0.131%) 

1.141% 

(0.223%) 

0.751% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.952 percent of all spambot IP addresses were 

located in Argentina; this figure is down from 1.043 in 1Q11. The following are 

the top botnets that sent spam from Argentina in 2Q11. 

The top 3 spambots hosted in Argentina in 2Q11 

 Botnet % of all botnet IP addresses in Argentina 

1 Win32/Cutwail 39.6% 

2 Win32/Pramro 15.7% 

3 Win32/Bagle 13.8% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Australia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Australia in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 5.3 4.6 

CCM calculated using Control Panel 

location information 
6.2  5.5  4.3  3.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Australia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 3.8 of every 1,000 computers scanned in 

Australia in 2Q11 (a CCM score of 3.8, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Australia over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Australia as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Australia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Australia in 2Q11 was Adware, which affected 
37.4 percent of all computers cleaned in Australia, down from 46.1 percent in 
1Q11. 

 The second most common category in Australia in 2Q11 was Miscellaneous 
Trojans, which affected 32.0 percent of all computers cleaned in Australia, up 
from 30.7 percent in 1Q11. 

 The third most common category in Australia in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 27.7 percent of all computers 
cleaned in Australia, up from 23.5 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Australia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/OpenCandy Adware  12.1% 

2 JS/Pornpop Adware  10.7% 

3 Win32/Hotbar Adware  9.3% 

4 Win32/Winwebsec Misc. Trojans  6.6% 

5 Win32/ClickPotato Adware  6.1% 

6 Win32/ShopperReports Adware  5.9% 

7 Win32/FakeRean Misc. Trojans  5.8% 

8 Win32/Keygen Misc. Potentially Unwanted Software  5.8% 

9 Win32/Obfuscator Misc. Potentially Unwanted Software  5.7% 

10 Win32/Zwangi Misc. Potentially Unwanted Software  4.9% 
 

 The most common threat family in Australia in 2Q11 was 
Win32/OpenCandy, which affected 12.1 percent of computers cleaned in 
Australia. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent. 

 The second most common threat family in Australia in 2Q11 was JS/Pornpop, 
which affected 10.7 percent of computers cleaned in Australia. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The third most common threat family in Australia in 2Q11 was 
Win32/Hotbar, which affected 9.3 percent of computers cleaned in Australia. 
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up 
ads based on its monitoring of Web-browsing activity. 

 The fourth most common threat family in Australia in 2Q11 was 
Win32/Winwebsec, which affected 6.6 percent of computers cleaned in 
Australia. Win32/Winwebsec is a rogue security software family distributed 
under the names Winweb Security, System Security, and others.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.79 

(0.59) 

0.74 

(0.33) 

0.64 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.07 

(3.34) 

0.02 

(2.24) 

0.02 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.023% 

(0.229%) 

0.039% 

(0.131%) 

0.246% 

(0.223%) 

0.230% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.024 percent of all spambot IP addresses were 

located in Australia; this figure is down from 1.256 in 1Q11. The following are 

the top botnets that sent spam from Australia in 2Q11. 

The top 3 spambots hosted in Australia in 2Q11 

 Botnet % of all botnet IP addresses in Australia 

1 Win32/Lethic 40.4% 

2 Win32/Cutwail 21.4% 

3 Win32/Pramro 10.1% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Austria  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Austria in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 4.6 3.4 

CCM calculated using Control Panel 

location information 
3.5  3.3  2.7  2.0  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Austria and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.0 of every 1,000 computers scanned in Austria 

in 2Q11 (a CCM score of 2.0, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Austria over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Austria as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Austria in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Austria in 2Q11 was Adware, which affected 
41.8 percent of all computers cleaned in Austria, down from 44.7 percent in 
1Q11. 

 The second most common category in Austria in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 27.6 percent of all computers 
cleaned in Austria, up from 24.4 percent in 1Q11. 

 The third most common category in Austria in 2Q11 was Miscellaneous 
Trojans, which affected 27.0 percent of all computers cleaned in Austria, up 
from 23.9 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Austria in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 JS/Pornpop Adware  14.2% 

2 Win32/OpenCandy Adware  10.8% 

3 Win32/Hotbar Adware  10.5% 

4 Win32/ClickPotato Adware  7.1% 

5 Win32/Keygen Misc. Potentially Unwanted Software  6.9% 

6 Win32/ShopperReports Adware  6.7% 

7 Win32/Winwebsec Misc. Trojans  6.3% 

8 Win32/Zwangi Misc. Potentially Unwanted Software  5.6% 

9 Win32/Autorun Worms  3.8% 

10 Win32/Conficker Worms  3.6% 
 

 The most common threat family in Austria in 2Q11 was JS/Pornpop, which 
affected 14.2 percent of computers cleaned in Austria. JS/Pornpop is a generic 
detection for specially-crafted JavaScript-enabled objects that attempt to 
display pop-under advertisements, usually with adult content. 

 The second most common threat family in Austria in 2Q11 was 
Win32/OpenCandy, which affected 10.8 percent of computers cleaned in 
Austria. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The third most common threat family in Austria in 2Q11 was Win32/Hotbar, 
which affected 10.5 percent of computers cleaned in Austria. Win32/Hotbar is 
adware that displays a dynamic toolbar and targeted pop-up ads based on its 
monitoring of Web-browsing activity. 

 The fourth most common threat family in Austria in 2Q11 was 
Win32/ClickPotato, which affected 7.1 percent of computers cleaned in 
Austria. Win32/ClickPotato is a program that displays popup and notification-
style advertisements based on the user’s browsing habits.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.20 

(0.59) 

0.09 

(0.33) 

0.07 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.77 

(3.34) 

0.36 

(2.24) 

0.04 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.029% 

(0.229%) 

0.031% 

(0.131%) 

0.449% 

(0.223%) 

0.486% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.281 percent of all spambot IP addresses were 

located in Austria; this figure is down from 0.443 in 1Q11. The following are the 

top botnets that sent spam from Austria in 2Q11. 

The top 3 spambots hosted in Austria in 2Q11 

 Botnet % of all botnet IP addresses in Austria 

1 Win32/Cutwail 21.7% 

2 Win32/Pramro 20.4% 

3 Win32/Tedroo 15.1% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Bahamas, The  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in the Bahamas in 2Q11 and previous quarters. 

This data is provided by computers whose administrators have opted into 

providing telemetry data to Microsoft, using IP address geolocation to determine 

country or region. In previous volumes of the Microsoft Security Intelligence Report, 

location information was determined by the Location tab or menu in Regional 

and Language Options in Control Panel; infection rates generated using this 

older method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 17.4 14.3 

CCM calculated using Control Panel 

location information 
6.9  5.4  6.9  4.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in the Bahamas and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 4.2 of every 1,000 computers scanned in the 

Bahamas in 2Q11 (a CCM score of 4.2, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for the Bahamas over the 

last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for the Bahamas as determined by 

the administrator-configured location of the computer, and the solid portion of 

the line represents the infection rate as determined by IP address geolocation. See 

the previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in the Bahamas in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in the Bahamas in 2Q11 was Adware, which 
affected 46.3 percent of all computers cleaned in the Bahamas, down from 
48.2 percent in 1Q11. 

 The second most common category in the Bahamas in 2Q11 was Worms, 
which affected 32.2 percent of all computers cleaned in the Bahamas, down 
from 32.3 percent in 1Q11. 

 The third most common category in the Bahamas in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 26.6 percent of all computers 
cleaned in the Bahamas, up from 24.2 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in the Bahamas in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  23.5% 

2 Win32/ShopperReports Adware  19.3% 

3 Win32/ClickPotato Adware  15.7% 

4 Win32/Zwangi Misc. Potentially Unwanted Software  15.0% 

5 Win32/Autorun Worms  14.4% 

6 Win32/Vobfus Worms  11.1% 

7 Win32/OpenCandy Adware  6.4% 

8 JS/Pornpop Adware  6.0% 

9 Win32/Renos Trojan Downloaders & Droppers  2.9% 

10 Win32/Rimecud Worms  2.7% 
 

 The most common threat family in the Bahamas in 2Q11 was Win32/Hotbar, 
which affected 23.5 percent of computers cleaned in the Bahamas. 
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up 
ads based on its monitoring of Web-browsing activity. 

 The second most common threat family in the Bahamas in 2Q11 was 
Win32/ShopperReports, which affected 19.3 percent of computers cleaned in 
the Bahamas. Win32/ShopperReports is adware that displays targeted 
advertising to affected users while browsing the Internet, based on search 
terms entered into search engines. 

 The third most common threat family in the Bahamas in 2Q11 was 
Win32/ClickPotato, which affected 15.7 percent of computers cleaned in the 
Bahamas. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits. 

 The fourth most common threat family in the Bahamas in 2Q11 was 
Win32/Zwangi, which affected 15.0 percent of computers cleaned in the 
Bahamas. Win32/Zwangi is a program that runs as a service in the 
background and modifies Web browser settings to visit a particular website.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

73.17 

(0.59) 

146.34 

(0.33) 

24.39 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

97.56 

(3.34) 

N/A 

(2.24) 

N/A 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

N/A 

(0.229%) 

N/A 

(0.131%) 

0.114% 

(0.223%) 

0.551% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.022 percent of all spambot IP addresses were 

located in the Bahamas; this figure is down from 0.033 in 1Q11. The following 

are the top botnets that sent spam from the Bahamas in 2Q11. 

The top 3 spambots hosted in the Bahamas in 2Q11 

 Botnet % of all botnet IP addresses in the Bahamas 

1 Win32/Lethic 31.1% 

2 Win32/Cutwail 19.5% 

3 Win32/Tedroo 17.9% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Bahrain  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Bahrain in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 16.5 19.2 

CCM calculated using Control Panel 

location information 
13.6  9.0  7.8  9.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Bahrain and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 9.3 of every 1,000 computers scanned in Bahrain 

in 2Q11 (a CCM score of 9.3, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Bahrain over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Bahrain as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Bahrain in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Bahrain in 2Q11 was Worms, which affected 
40.5 percent of all computers cleaned in Bahrain, up from 40.1 percent in 
1Q11. 

 The second most common category in Bahrain in 2Q11 was Miscellaneous 
Trojans, which affected 34.6 percent of all computers cleaned in Bahrain, up 
from 34.4 percent in 1Q11. 

 The third most common category in Bahrain in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 27.0 percent of all computers 
cleaned in Bahrain, down from 27.0 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Bahrain in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  17.3% 

2 Win32/Nuqel Worms  17.0% 

3 Win32/Rimecud Worms  11.8% 

4 Win32/Agent Misc. Trojans  8.7% 

5 Win32/Sality Viruses  8.4% 

6 Win32/Keygen Misc. Potentially Unwanted Software  6.8% 

7 Win32/Hotbar Adware  5.9% 

8 Win32/OpenCandy Adware  5.3% 

9 Win32/Vobfus Worms  5.3% 

10 Win32/Giframe Misc. Trojans  4.6% 
 

 The most common threat family in Bahrain in 2Q11 was Win32/Autorun, 
which affected 17.3 percent of computers cleaned in Bahrain. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Bahrain in 2Q11 was 
Win32/Nuqel, which affected 17.0 percent of computers cleaned in Bahrain. 
Win32/Nuqel is a worm that spreads via mapped drives and certain instant 
messaging applications. It may modify system settings, connect to certain 
websites, download arbitrary files, or take other malicious actions. 

 The third most common threat family in Bahrain in 2Q11 was 
Win32/Rimecud, which affected 11.8 percent of computers cleaned in 
Bahrain. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The fourth most common threat family in Bahrain in 2Q11 was Win32/Agent, 
which affected 8.7 percent of computers cleaned in Bahrain. Win32/Agent is a 
generic detection for a number of trojans that may perform different malicious 
functions. The functionality exhibited by this family is highly variable.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.76 

(0.59) 

N/A 

(0.33) 

19.46 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.14 

(3.34) 

0.38 

(2.24) 

0.38 

(2.02) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.063 percent of all spambot IP addresses were 

located in Bahrain; this figure is up from 0.048 in 1Q11. The following are the top 

botnets that sent spam from Bahrain in 2Q11. 

The top 3 spambots hosted in Bahrain in 2Q11 

 Botnet % of all botnet IP addresses in Bahrain 

1 Win32/Lethic 55.7% 

2 Win32/Cutwail 21.2% 

3 Win32/Bobax 10.9% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Bangladesh  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Bangladesh in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.0 13.7 

CCM calculated using Control Panel 

location information 
1.5  1.5  1.5  1.4  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Bangladesh and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.4 of every 1,000 computers scanned in 

Bangladesh in 2Q11 (a CCM score of 1.4, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Bangladesh 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Bangladesh as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Bangladesh in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Bangladesh in 2Q11 was Worms, which 
affected 39.1 percent of all computers cleaned in Bangladesh, down from 45.6 
percent in 1Q11. 

 The second most common category in Bangladesh in 2Q11 was Miscellaneous 
Trojans, which affected 38.7 percent of all computers cleaned in Bangladesh, 
up from 33.3 percent in 1Q11. 

 The third most common category in Bangladesh in 2Q11 was Viruses, which 
affected 34.3 percent of all computers cleaned in Bangladesh, up from 33.1 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Bangladesh in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Ramnit Worms  21.6% 

2 Win32/Sality Viruses  20.4% 

3 Win32/Rimecud Worms  20.1% 

4 Win32/Autorun Worms  20.0% 

5 Win32/CplLnk Exploits  16.4% 

6 Win32/Keygen Misc. Potentially Unwanted Software  12.1% 

7 Win32/Conficker Worms  10.8% 

8 Win32/OpenCandy Adware  9.0% 

9 Win32/VB Worms  7.0% 

10 Win32/Virut Viruses  6.4% 
 

 The most common threat family in Bangladesh in 2Q11 was Win32/Ramnit, 
which affected 21.6 percent of computers cleaned in Bangladesh. 
Win32/Ramnit is a family of multi-component malware that infects executable 
files, Microsoft Office file,s and HTML files. Win32/Ramnit spreads to 
removable drives and steals sensitive information such as saved FTP 
credentials and browser cookies. It may also open a backdoor to await 
instructions from a remote attacker. 

 The second most common threat family in Bangladesh in 2Q11 was 
Win32/Sality, which affected 20.4 percent of computers cleaned in 
Bangladesh. Win32/Sality is a family of polymorphic file infectors that target 
executable files with the extensions .scr or .exe. They may execute a damaging 
payload that deletes files with certain extensions and terminates security-
related processes and services. 

 The third most common threat family in Bangladesh in 2Q11 was 
Win32/Rimecud, which affected 20.1 percent of computers cleaned in 
Bangladesh. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The fourth most common threat family in Bangladesh in 2Q11 was 
Win32/Autorun, which affected 20.0 percent of computers cleaned in 
Bangladesh. Win32/Autorun is a family of worms that spreads by copying 
itself to the mapped drives of an infected computer. The mapped drives may 
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include network or removable drives.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

33.33 

(0.59) 

18.06 

(0.33) 

15.28 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

110.42 

(3.34) 

35.42 

(2.24) 

86.11 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.794% 

(0.229%) 

0.734% 

(0.131%) 

0.838% 

(0.223%) 

1.749% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.269 percent of all spambot IP addresses were 

located in Bangladesh; this figure is up from 0.220 in 1Q11. The following are the 

top botnets that sent spam from Bangladesh in 2Q11. 

The top 3 spambots hosted in Bangladesh in 2Q11 

 Botnet % of all botnet IP addresses in Bangladesh 

1 Win32/Pramro 27.6% 

2 Win32/Cutwail 25.6% 

3 Win32/Lethic 13.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Belarus  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Belarus in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 6.0 6.0 

CCM calculated using Control Panel 

location information 
1.5  1.5  1.4  1.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Belarus and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.3 of every 1,000 computers scanned in Belarus 

in 2Q11 (a CCM score of 1.3, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Belarus over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Belarus as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Belarus in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Belarus in 2Q11 was Miscellaneous Potentially 
Unwanted Software, which affected 60.9 percent of all computers cleaned in 
Belarus, up from 43.1 percent in 1Q11. 

 The second most common category in Belarus in 2Q11 was Miscellaneous 
Trojans, which affected 36.3 percent of all computers cleaned in Belarus, 
down from 42.4 percent in 1Q11. 

 The third most common category in Belarus in 2Q11 was Worms, which 
affected 18.0 percent of all computers cleaned in Belarus, down from 21.9 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Belarus in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Pameseg Misc. Potentially Unwanted Software  32.4% 

2 Win32/Keygen Misc. Potentially Unwanted Software  14.6% 

3 Win32/Rimecud Worms  14.3% 

4 Win32/Obfuscator Misc. Potentially Unwanted Software  12.1% 

5 Win32/Autorun Worms  11.0% 

6 Win32/OpenCandy Adware  6.7% 

7 Win32/Sality Viruses  5.9% 

8 Win32/Bumat Misc. Trojans  4.9% 

9 Win32/Dynamer Misc. Trojans  4.7% 

10 Win32/Orsam Misc. Trojans  3.9% 
 

 The most common threat family in Belarus in 2Q11 was Win32/Pameseg, 
which affected 32.4 percent of computers cleaned in Belarus. Win32/Pameseg 
is a fake program installer that requires the user to send SMS messages to a 
premium number to successfully install certain programs. 

 The second most common threat family in Belarus in 2Q11 was 
Win32/Keygen, which affected 14.6 percent of computers cleaned in Belarus. 
Win32/Keygen is a generic detection for tools that generate product keys for 
illegally obtained versions of various software products. 

 The third most common threat family in Belarus in 2Q11 was 
Win32/Rimecud, which affected 14.3 percent of computers cleaned in 
Belarus. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The fourth most common threat family in Belarus in 2Q11 was 
Win32/Obfuscator, which affected 12.1 percent of computers cleaned in 
Belarus. Win32/Obfuscator is a generic detection for programs that have had 
their purpose disguised to hinder analysis or detection by anti-virus scanners. 
Such programs commonly employ a combination of methods, including 
encryption, compression, anti-debugging and anti-emulation techniques.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.25 

(0.59) 

1.03 

(0.33) 

1.51 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.41 

(3.34) 

0.78 

(2.24) 

1.53 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.099% 

(0.229%) 

0.108% 

(0.131%) 

0.832% 

(0.223%) 

0.457% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.552 percent of all spambot IP addresses were 

located in Belarus; this figure is up from 0.356 in 1Q11. The following are the top 

botnets that sent spam from Belarus in 2Q11. 

The top 3 spambots hosted in Belarus in 2Q11 

 Botnet % of all botnet IP addresses in Belarus 

1 Win32/Cutwail 39.5% 

2 Win32/Lethic 26.9% 

3 Win32/Tedroo 13.1% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Belgium  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Belgium in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 6.4 5.6 

CCM calculated using Control Panel 

location information 
7.5  6.1  4.8  4.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Belgium and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 4.3 of every 1,000 computers scanned in Belgium 

in 2Q11 (a CCM score of 4.3, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Belgium over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Belgium as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Belgium in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Belgium in 2Q11 was Adware, which affected 
52.0 percent of all computers cleaned in Belgium, down from 58.0 percent in 
1Q11. 

 The second most common category in Belgium in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 31.8 percent of all computers 
cleaned in Belgium, up from 27.7 percent in 1Q11. 

 The third most common category in Belgium in 2Q11 was Miscellaneous 
Trojans, which affected 24.4 percent of all computers cleaned in Belgium, up 
from 21.5 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Belgium in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  23.6% 

2 Win32/ShopperReports Adware  17.5% 

3 Win32/ClickPotato Adware  14.8% 

4 Win32/Zwangi Misc. Potentially Unwanted Software  12.9% 

5 JS/Pornpop Adware  10.1% 

6 Win32/OpenCandy Adware  8.4% 

7 Win32/Winwebsec Misc. Trojans  6.4% 

8 Win32/Pameseg Misc. Potentially Unwanted Software  4.8% 

9 Win32/Keygen Misc. Potentially Unwanted Software  4.3% 

10 ASX/Wimad Trojan Downloaders & Droppers  4.1% 
 

 The most common threat family in Belgium in 2Q11 was Win32/Hotbar, 
which affected 23.6 percent of computers cleaned in Belgium. Win32/Hotbar 
is adware that displays a dynamic toolbar and targeted pop-up ads based on 
its monitoring of Web-browsing activity. 

 The second most common threat family in Belgium in 2Q11 was 
Win32/ShopperReports, which affected 17.5 percent of computers cleaned in 
Belgium. Win32/ShopperReports is adware that displays targeted advertising 
to affected users while browsing the Internet, based on search terms entered 
into search engines. 

 The third most common threat family in Belgium in 2Q11 was 
Win32/ClickPotato, which affected 14.8 percent of computers cleaned in 
Belgium. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits. 

 The fourth most common threat family in Belgium in 2Q11 was 
Win32/Zwangi, which affected 12.9 percent of computers cleaned in Belgium. 
Win32/Zwangi is a program that runs as a service in the background and 
modifies Web browser settings to visit a particular website.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.27 

(0.59) 

0.16 

(0.33) 

0.11 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.21 

(3.34) 

0.11 

(2.24) 

0.03 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.044% 

(0.229%) 

0.061% 

(0.131%) 

0.785% 

(0.223%) 

0.448% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.232 percent of all spambot IP addresses were 

located in Belgium; this figure is up from 0.210 in 1Q11. The following are the 

top botnets that sent spam from Belgium in 2Q11. 

The top 3 spambots hosted in Belgium in 2Q11 

 Botnet % of all botnet IP addresses in Belgium 

1 Win32/Cutwail 21.2% 

2 Win32/Lethic 19.0% 

3 Win32/Sinowal 11.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Bolivia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Bolivia in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.3 14.3 

CCM calculated using Control Panel 

location information 
7.1  5.7  4.8  4.6  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Bolivia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 4.6 of every 1,000 computers scanned in Bolivia 

in 2Q11 (a CCM score of 4.6, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Bolivia over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Bolivia as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Bolivia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Bolivia in 2Q11 was Worms, which affected 
39.9 percent of all computers cleaned in Bolivia, up from 39.0 percent in 
1Q11. 

 The second most common category in Bolivia in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 34.3 percent of all computers 
cleaned in Bolivia, up from 31.9 percent in 1Q11. 

 The third most common category in Bolivia in 2Q11 was Miscellaneous 
Trojans, which affected 26.2 percent of all computers cleaned in Bolivia, up 
from 24.5 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Bolivia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  17.9% 

2 Win32/Sality Viruses  13.6% 

3 Win32/Rimecud Worms  13.4% 

4 Win32/Taterf Worms  12.0% 

5 Win32/Keygen Misc. Potentially Unwanted Software  10.6% 

6 Win32/OpenCandy Adware  9.8% 

7 Win32/Nuqel Worms  7.7% 

8 Win32/Conficker Worms  7.5% 

9 Win32/Vobfus Worms  6.3% 

10 JS/Pornpop Adware  6.2% 
 

 The most common threat family in Bolivia in 2Q11 was Win32/Autorun, 
which affected 17.9 percent of computers cleaned in Bolivia. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Bolivia in 2Q11 was Win32/Sality, 
which affected 13.6 percent of computers cleaned in Bolivia. Win32/Sality is a 
family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The third most common threat family in Bolivia in 2Q11 was 
Win32/Rimecud, which affected 13.4 percent of computers cleaned in Bolivia. 
Win32/Rimecud is a family of worms with multiple components that spread 
via fixed and removable drives and via instant messaging. It also contains 
backdoor functionality that allows unauthorized access to an affected system. 

 The fourth most common threat family in Bolivia in 2Q11 was Win32/Taterf, 
which affected 12.0 percent of computers cleaned in Bolivia. Win32/Taterf is 
a family of worms that spread through mapped drives to steal login and 
account details for popular online games.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.35 

(0.59) 

0.07 

(0.33) 

0.04 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.50 

(3.34) 

0.28 

(2.24) 

0.16 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.024% 

(0.229%) 

0.233% 

(0.131%) 

N/A 

(0.223%) 

0.002% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.107 percent of all spambot IP addresses were 

located in Bolivia; this figure is down from 0.166 in 1Q11. The following are the 

top botnets that sent spam from Bolivia in 2Q11. 

The top 3 spambots hosted in Bolivia in 2Q11 

 Botnet % of all botnet IP addresses in Bolivia 

1 Win32/Pramro 32.7% 

2 Win32/Lethic 19.7% 

3 Win32/Cutwail 19.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Brazil  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Brazil in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 19.2 18.8 

CCM calculated using Control Panel 

location information 
26.3  20.8  18.9  18.6  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Brazil and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 18.6 of every 1,000 computers scanned in Brazil 

in 2Q11 (a CCM score of 18.6, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Brazil over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Brazil as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Brazil in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Brazil in 2Q11 was Miscellaneous Potentially 
Unwanted Software, which affected 35.2 percent of all computers cleaned in 
Brazil, up from 32.2 percent in 1Q11. 

 The second most common category in Brazil in 2Q11 was Adware, which 
affected 26.1 percent of all computers cleaned in Brazil, down from 29.9 
percent in 1Q11. 

 The third most common category in Brazil in 2Q11 was Worms, which 
affected 24.2 percent of all computers cleaned in Brazil, down from 24.6 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Brazil in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  15.6% 

2 JS/Pornpop Adware  14.8% 

3 HTML/IframeRef Exploits  13.2% 

4 Win32/Bancos Password Stealers & Monitoring Tools  12.6% 

5 Win32/OpenCandy Adware  8.6% 

6 Win32/Conficker Worms  8.0% 

7 Win32/Keygen Misc. Potentially Unwanted Software  7.6% 

8 Win32/Sality Viruses  7.3% 

9 Win32/Banload Trojan Downloaders & Droppers  6.3% 

10 Win32/PossibleHostsFileHijack Misc. Potentially Unwanted Software  6.1% 
 

 The most common threat family in Brazil in 2Q11 was Win32/Autorun, 
which affected 15.6 percent of computers cleaned in Brazil. Win32/Autorun is 
a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Brazil in 2Q11 was JS/Pornpop, 
which affected 14.8 percent of computers cleaned in Brazil. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The third most common threat family in Brazil in 2Q11 was HTML/IframeRef, 
which affected 13.2 percent of computers cleaned in Brazil. HTML/IframeRef 
is a generic detection for specially formed IFrame tags that point to remote 
websites containing malicious content. 

 The fourth most common threat family in Brazil in 2Q11 was Win32/Bancos, 
which affected 12.6 percent of computers cleaned in Brazil. Win32/Bancos is 
a data-stealing trojan that captures online banking credentials and relays them 
to the attacker. Most variants target customers of Brazilian banks.  



 
 

   107 

Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.07 

(0.59) 

0.05 

(0.33) 

0.03 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.21 

(3.34) 

0.16 

(2.24) 

0.18 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.122% 

(0.229%) 

0.096% 

(0.131%) 

1.552% 

(0.223%) 

1.118% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 4.404 percent of all spambot IP addresses were 

located in Brazil; this figure is up from 3.523 in 1Q11. The following are the top 

botnets that sent spam from Brazil in 2Q11. 

The top 3 spambots hosted in Brazil in 2Q11 

 Botnet % of all botnet IP addresses in Brazil 

1 Win32/Pramro 43.1% 

2 Win32/Cutwail 26.9% 

3 Win32/Tedroo 11.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Bulgaria  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Bulgaria in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.9 10.7 

CCM calculated using Control Panel 

location information 
10.1  9.9  9.0  7.1  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Bulgaria and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 7.1 of every 1,000 computers scanned in Bulgaria 

in 2Q11 (a CCM score of 7.1, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Bulgaria over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Bulgaria as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Bulgaria in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Bulgaria in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 38.1 percent of all computers 
cleaned in Bulgaria, up from 34.5 percent in 1Q11. 

 The second most common category in Bulgaria in 2Q11 was Miscellaneous 
Trojans, which affected 33.0 percent of all computers cleaned in Bulgaria, up 
from 32.0 percent in 1Q11. 

 The third most common category in Bulgaria in 2Q11 was Adware, which 
affected 25.2 percent of all computers cleaned in Bulgaria, down from 27.7 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Bulgaria in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Keygen Misc. Potentially Unwanted Software  14.9% 

2 Win32/Autorun Worms  10.5% 

3 Win32/Rimecud Worms  9.7% 

4 JS/Pornpop Adware  9.1% 

5 Win32/Conficker Worms  7.2% 

6 Win32/Obfuscator Misc. Potentially Unwanted Software  7.1% 

7 Win32/OpenCandy Adware  5.4% 

8 Win32/GamePlayLabs Adware  4.1% 

9 Win32/Meredrop Misc. Trojans  4.0% 

10 Win32/Renos Trojan Downloaders & Droppers  3.8% 
 

 The most common threat family in Bulgaria in 2Q11 was Win32/Keygen, 
which affected 14.9 percent of computers cleaned in Bulgaria. Win32/Keygen 
is a generic detection for tools that generate product keys for illegally obtained 
versions of various software products. 

 The second most common threat family in Bulgaria in 2Q11 was 
Win32/Autorun, which affected 10.5 percent of computers cleaned in 
Bulgaria. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The third most common threat family in Bulgaria in 2Q11 was 
Win32/Rimecud, which affected 9.7 percent of computers cleaned in Bulgaria. 
Win32/Rimecud is a family of worms with multiple components that spread 
via fixed and removable drives and via instant messaging. It also contains 
backdoor functionality that allows unauthorized access to an affected system. 

 The fourth most common threat family in Bulgaria in 2Q11 was JS/Pornpop, 
which affected 9.1 percent of computers cleaned in Bulgaria. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.47 

(0.59) 

0.69 

(0.33) 

0.77 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

5.42 

(3.34) 

2.78 

(2.24) 

2.62 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.047% 

(0.229%) 

0.032% 

(0.131%) 

0.580% 

(0.223%) 

3.230% 

(0.273%) 

  



 
 

 

114           

 

Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.682 percent of all spambot IP addresses were 

located in Bulgaria; this figure is down from 1.175 in 1Q11. The following are the 

top botnets that sent spam from Bulgaria in 2Q11. 

The top 3 spambots hosted in Bulgaria in 2Q11 

 Botnet % of all botnet IP addresses in Bulgaria 

1 Win32/Cutwail 41.1% 

2 Win32/Lethic 17.3% 

3 Win32/Pramro 10.4% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Canada  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Canada in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 4.4 5.2 

CCM calculated using Control Panel 

location information 
4.9  4.2  2.8  3.5  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Canada and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 3.5 of every 1,000 computers scanned in Canada 

in 2Q11 (a CCM score of 3.5, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Canada over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Canada as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Canada in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Canada in 2Q11 was Adware, which affected 
45.8 percent of all computers cleaned in Canada, down from 57.5 percent in 
1Q11. 

 The second most common category in Canada in 2Q11 was Miscellaneous 
Trojans, which affected 36.2 percent of all computers cleaned in Canada, up 
from 28.0 percent in 1Q11. 

 The third most common category in Canada in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 26.7 percent of all computers 
cleaned in Canada, up from 25.7 percent in 1Q11. 



 
 

 

118           

 

Threat Families 

The top 10 malware and potentially unwanted software families in Canada in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  17.0% 

2 Win32/FakeRean Misc. Trojans  12.8% 

3 Win32/ClickPotato Adware  11.9% 

4 Win32/OpenCandy Adware  11.3% 

5 Win32/ShopperReports Adware  11.3% 

6 JS/Pornpop Adware  10.9% 

7 Win32/Zwangi Misc. Potentially Unwanted Software  10.0% 

8 Win32/Winwebsec Misc. Trojans  6.9% 

9 Java/CVE-2010-0840 Exploits  6.4% 

10 Win32/Alureon Misc. Trojans  4.6% 
 

 The most common threat family in Canada in 2Q11 was Win32/Hotbar, 
which affected 17.0 percent of computers cleaned in Canada. Win32/Hotbar 
is adware that displays a dynamic toolbar and targeted pop-up ads based on 
its monitoring of Web-browsing activity. 

 The second most common threat family in Canada in 2Q11 was 
Win32/FakeRean, which affected 12.8 percent of computers cleaned in 
Canada. Win32/FakeRean is a rogue security software family distributed 
under a variety of randomly generated names, including Win 7 Internet 
Security 2010, Vista Antivirus Pro, XP Guardian, and many others. 

 The third most common threat family in Canada in 2Q11 was 
Win32/ClickPotato, which affected 11.9 percent of computers cleaned in 
Canada. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits. 

 The fourth most common threat family in Canada in 2Q11 was 
Win32/OpenCandy, which affected 11.3 percent of computers cleaned in 
Canada. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

2.47 

(0.59) 

2.05 

(0.33) 

1.02 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

4.97 

(3.34) 

1.93 

(2.24) 

2.29 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.040% 

(0.229%) 

0.049% 

(0.131%) 

0.877% 

(0.223%) 

0.872% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.351 percent of all spambot IP addresses were 

located in Canada; this figure is down from 0.842 in 1Q11. The following are the 

top botnets that sent spam from Canada in 2Q11. 

The top 3 spambots hosted in Canada in 2Q11 

 Botnet % of all botnet IP addresses in Canada 

1 Win32/Cutwail 20.2% 

2 Win32/Lethic 13.3% 

3 Win32/Sinowal 12.2% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Chile  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Chile in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 15.4 10.8 

CCM calculated using Control Panel 

location information 
14.9  12.5  7.9  5.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Chile and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.8 of every 1,000 computers scanned in Chile in 

2Q11 (a CCM score of 5.8, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Chile over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Chile as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Chile in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Chile in 2Q11 was Miscellaneous Potentially 
Unwanted Software, which affected 34.3 percent of all computers cleaned in 
Chile, up from 34.1 percent in 1Q11. 

 The second most common category in Chile in 2Q11 was Worms, which 
affected 32.6 percent of all computers cleaned in Chile, up from 30.4 percent 
in 1Q11. 

 The third most common category in Chile in 2Q11 was Adware, which 
affected 27.6 percent of all computers cleaned in Chile, down from 28.7 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Chile in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  12.3% 

2 Win32/OpenCandy Adware  9.5% 

3 JS/Pornpop Adware  8.5% 

4 Win32/Keygen Misc. Potentially Unwanted Software  7.5% 

5 Win32/Conficker Worms  6.9% 

6 Win32/Taterf Worms  6.7% 

7 Win32/Rimecud Worms  6.6% 

8 Win32/Zwangi Misc. Potentially Unwanted Software  4.7% 

9 Win32/Vobfus Worms  4.6% 

10 Win32/VBInject Misc. Potentially Unwanted Software  4.1% 
 

 The most common threat family in Chile in 2Q11 was Win32/Autorun, which 
affected 12.3 percent of computers cleaned in Chile. Win32/Autorun is a 
family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Chile in 2Q11 was 
Win32/OpenCandy, which affected 9.5 percent of computers cleaned in 
Chile. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The third most common threat family in Chile in 2Q11 was JS/Pornpop, 
which affected 8.5 percent of computers cleaned in Chile. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The fourth most common threat family in Chile in 2Q11 was Win32/Keygen, 
which affected 7.5 percent of computers cleaned in Chile. Win32/Keygen is a 
generic detection for tools that generate product keys for illegally obtained 
versions of various software products.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.47 

(0.59) 

0.18 

(0.33) 

0.38 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.30 

(3.34) 

0.40 

(2.24) 

0.10 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.084% 

(0.229%) 

0.069% 

(0.131%) 

1.110% 

(0.223%) 

0.794% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.522 percent of all spambot IP addresses were 

located in Chile; this figure is up from 0.514 in 1Q11. The following are the top 

botnets that sent spam from Chile in 2Q11. 

The top 3 spambots hosted in Chile in 2Q11 

 Botnet % of all botnet IP addresses in Chile 

1 Win32/Cutwail 27.8% 

2 Win32/Bagle 18.6% 

3 Win32/Tedroo 15.2% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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China  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in China in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 2.4 2.3 

CCM calculated using Control Panel 

location information 
4.5  2.9  2.4  2.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in China and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.2 of every 1,000 computers scanned in China 

in 2Q11 (a CCM score of 2.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for China over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for China as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in China in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in China in 2Q11 was Miscellaneous Potentially 
Unwanted Software, which affected 48.8 percent of all computers cleaned in 
China, up from 47.9 percent in 1Q11. 

 The second most common category in China in 2Q11 was Miscellaneous 
Trojans, which affected 36.6 percent of all computers cleaned in China, down 
from 38.4 percent in 1Q11. 

 The third most common category in China in 2Q11 was Trojan Downloaders 
& Droppers, which affected 20.4 percent of all computers cleaned in China, 
down from 20.5 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in China in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/BaiduSobar Misc. Potentially Unwanted Software  17.7% 

2 JS/Mult Exploits  9.5% 

3 Win32/Keygen Misc. Potentially Unwanted Software  8.6% 

4 JS/CVE-2010-0806 Exploits  8.0% 

5 Win32/PossibleHostsFileHijack Misc. Potentially Unwanted Software  7.5% 

6 Win32/Jpgiframe Misc. Trojans  7.0% 

7 Win32/Conficker Worms  6.7% 

8 Win32/Agent Misc. Trojans  6.0% 

9 JS/Redirector Misc. Trojans  5.9% 

10 Win32/Obfuscator Misc. Potentially Unwanted Software  5.9% 
 

 The most common threat family in China in 2Q11 was Win32/BaiduSobar, 
which affected 17.7 percent of computers cleaned in China. 
Win32/BaiduSobar is a Chinese-language Web browser toolbar that delivers 
pop-up and contextual advertisements, blocks certain other advertisements, 
and changes the Internet Explorer search page. 

 The second most common threat family in China in 2Q11 was JS/Mult, which 
affected 9.5 percent of computers cleaned in China. JS/Mult is a generic 
detection for various exploits written in the JavaScript language. 

 The third most common threat family in China in 2Q11 was Win32/Keygen, 
which affected 8.6 percent of computers cleaned in China. Win32/Keygen is a 
generic detection for tools that generate product keys for illegally obtained 
versions of various software products. 

 The fourth most common threat family in China in 2Q11 was JS/CVE-2010-
0806, which affected 8.0 percent of computers cleaned in China. JS/CVE-
2010-0806 is a detection for malicious JavaScript that attempts to exploit the 
vulnerability addressed by Microsoft Security Bulletin MS10-018.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.31 

(0.59) 

0.35 

(0.33) 

2.89 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

40.28 

(3.34) 

34.64 

(2.24) 

23.70 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.243% 

(0.229%) 

0.214% 

(0.131%) 

5.548% 

(0.223%) 

3.916% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.967 percent of all spambot IP addresses were 

located in China; this figure is up from 1.393 in 1Q11. The following are the top 

botnets that sent spam from China in 2Q11. 

The top 3 spambots hosted in China in 2Q11 

 Botnet % of all botnet IP addresses in China 

1 Win32/Cutwail 34.3% 

2 Win32/Pramro 25.0% 

3 Win32/Lethic 16.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Colombia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Colombia in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 11.8 11.5 

CCM calculated using Control Panel 

location information 
12.6  10.0  7.3  7.4  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Colombia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 7.4 of every 1,000 computers scanned in 

Colombia in 2Q11 (a CCM score of 7.4, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Colombia 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Colombia as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Colombia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Colombia in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 40.2 percent of all computers 
cleaned in Colombia, up from 38.3 percent in 1Q11. 

 The second most common category in Colombia in 2Q11 was Worms, which 
affected 33.9 percent of all computers cleaned in Colombia, down from 36.6 
percent in 1Q11. 

 The third most common category in Colombia in 2Q11 was Miscellaneous 
Trojans, which affected 25.4 percent of all computers cleaned in Colombia, 
down from 28.7 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Colombia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  18.5% 

2 Win32/Keygen Misc. Potentially Unwanted Software  10.6% 

3 Win32/Conficker Worms  9.5% 

4 Win32/OpenCandy Adware  8.7% 

5 Win32/Rimecud Worms  8.7% 

6 JS/Pornpop Adware  8.2% 

7 Win32/VBInject Misc. Potentially Unwanted Software  7.2% 

8 Win32/Silly_P2P Worms  6.8% 

9 Win32/Sality Viruses  5.6% 

10 Win32/Small Trojan Downloaders & Droppers  4.7% 
 

 The most common threat family in Colombia in 2Q11 was Win32/Autorun, 
which affected 18.5 percent of computers cleaned in Colombia. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Colombia in 2Q11 was 
Win32/Keygen, which affected 10.6 percent of computers cleaned in 
Colombia. Win32/Keygen is a generic detection for tools that generate 
product keys for illegally obtained versions of various software products. 

 The third most common threat family in Colombia in 2Q11 was 
Win32/Conficker, which affected 9.5 percent of computers cleaned in 
Colombia. Win32/Conficker is a worm that spreads by exploiting a 
vulnerability addressed by Security Bulletin MS08-067. Some variants also 
spread via removable drives and by exploiting weak passwords. It disables 
several important system services and security products, and downloads 
arbitrary files. 

 The fourth most common threat family in Colombia in 2Q11 was 
Win32/OpenCandy, which affected 8.7 percent of computers cleaned in 
Colombia. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.29 

(0.59) 

0.06 

(0.33) 

0.03 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.52 

(3.34) 

0.11 

(2.24) 

0.09 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.081% 

(0.229%) 

0.083% 

(0.131%) 

0.745% 

(0.223%) 

0.391% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.335 percent of all spambot IP addresses were 

located in Colombia; this figure is down from 1.632 in 1Q11. The following are 

the top botnets that sent spam from Colombia in 2Q11. 

The top 3 spambots hosted in Colombia in 2Q11 

 Botnet % of all botnet IP addresses in Colombia 

1 Win32/Cutwail 24.7% 

2 Win32/Lethic 23.0% 

3 Win32/Pramro 18.5% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Costa Rica  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Costa Rica in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 11.8 8.9 

CCM calculated using Control Panel 

location information 
11.9  13.2  7.0  5.4  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Costa Rica and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.4 of every 1,000 computers scanned in Costa 

Rica in 2Q11 (a CCM score of 5.4, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Costa Rica over the 

last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for Costa Rica as determined by 

the administrator-configured location of the computer, and the solid portion of 

the line represents the infection rate as determined by IP address geolocation. See 

the previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Costa Rica in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Costa Rica in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 39.6 percent of all computers 
cleaned in Costa Rica, up from 35.9 percent in 1Q11. 

 The second most common category in Costa Rica in 2Q11 was Worms, which 
affected 30.6 percent of all computers cleaned in Costa Rica, down from 35.3 
percent in 1Q11. 

 The third most common category in Costa Rica in 2Q11 was Adware, which 
affected 30.1 percent of all computers cleaned in Costa Rica, down from 30.6 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Costa Rica in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  17.2% 

2 Win32/Rimecud Worms  13.4% 

3 Win32/OpenCandy Adware  11.8% 

4 JS/Pornpop Adware  10.5% 

5 Win32/Keygen Misc. Potentially Unwanted Software  10.5% 

6 Win32/Vobfus Worms  6.6% 

7 Win32/Conficker Worms  5.7% 

8 Win32/Dorkbot Worms  5.4% 

9 Win32/Taterf Worms  4.8% 

10 Win32/Silly_P2P Worms  4.7% 
 

 The most common threat family in Costa Rica in 2Q11 was Win32/Autorun, 
which affected 17.2 percent of computers cleaned in Costa Rica. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Costa Rica in 2Q11 was 
Win32/Rimecud, which affected 13.4 percent of computers cleaned in Costa 
Rica. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The third most common threat family in Costa Rica in 2Q11 was 
Win32/OpenCandy, which affected 11.8 percent of computers cleaned in 
Costa Rica. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent. 

 The fourth most common threat family in Costa Rica in 2Q11 was 
JS/Pornpop, which affected 10.5 percent of computers cleaned in Costa Rica. 
JS/Pornpop is a generic detection for specially-crafted JavaScript-enabled 
objects that attempt to display pop-under advertisements, usually with adult 
content.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.18 

(0.59) 

0.24 

(0.33) 

N/A 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.91 

(3.34) 

0.49 

(2.24) 

0.49 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

N/A 

(0.229%) 

0.060% 

(0.131%) 

0.022% 

(0.223%) 

2.336% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.134 percent of all spambot IP addresses were 

located in Costa Rica; this figure is up from 0.120 in 1Q11. The following are the 

top botnets that sent spam from Costa Rica in 2Q11. 

The top 3 spambots hosted in Costa Rica in 2Q11 

 Botnet % of all botnet IP addresses in Costa Rica 

1 Win32/Lethic 26.2% 

2 Win32/Pramro 24.8% 

3 Win32/Cutwail 23.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Croatia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Croatia in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 14.5 10.9 

CCM calculated using Control Panel 

location information 
14.1  13.4  13.2  9.7  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Croatia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 9.7 of every 1,000 computers scanned in Croatia 

in 2Q11 (a CCM score of 9.7, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Croatia over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Croatia as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Croatia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Croatia in 2Q11 was Adware, which affected 
36.3 percent of all computers cleaned in Croatia, down from 36.7 percent in 
1Q11. 

 The second most common category in Croatia in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 30.6 percent of all computers 
cleaned in Croatia, up from 28.5 percent in 1Q11. 

 The third most common category in Croatia in 2Q11 was Miscellaneous 
Trojans, which affected 26.4 percent of all computers cleaned in Croatia, 
down from 26.7 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Croatia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Rimecud Worms  10.3% 

2 JS/Pornpop Adware  9.5% 

3 Win32/Keygen Misc. Potentially Unwanted Software  9.4% 

4 Win32/Autorun Worms  9.1% 

5 Win32/OpenCandy Adware  8.9% 

6 Win32/GamePlayLabs Adware  8.5% 

7 Win32/Hotbar Adware  6.3% 

8 Win32/Obfuscator Misc. Potentially Unwanted Software  5.6% 

9 Win32/ShopperReports Adware  4.2% 

10 Win32/Conficker Worms  4.0% 
 

 The most common threat family in Croatia in 2Q11 was Win32/Rimecud, 
which affected 10.3 percent of computers cleaned in Croatia. Win32/Rimecud 
is a family of worms with multiple components that spread via fixed and 
removable drives and via instant messaging. It also contains backdoor 
functionality that allows unauthorized access to an affected system. 

 The second most common threat family in Croatia in 2Q11 was JS/Pornpop, 
which affected 9.5 percent of computers cleaned in Croatia. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The third most common threat family in Croatia in 2Q11 was Win32/Keygen, 
which affected 9.4 percent of computers cleaned in Croatia. Win32/Keygen is 
a generic detection for tools that generate product keys for illegally obtained 
versions of various software products. 

 The fourth most common threat family in Croatia in 2Q11 was 
Win32/Autorun, which affected 9.1 percent of computers cleaned in Croatia. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.03 

(0.59) 

0.01 

(0.33) 

0.04 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.15 

(3.34) 

0.11 

(2.24) 

0.04 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.069% 

(0.229%) 

0.080% 

(0.131%) 

1.367% 

(0.223%) 

0.990% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.124 percent of all spambot IP addresses were 

located in Croatia; this figure is down from 0.310 in 1Q11. The following are the 

top botnets that sent spam from Croatia in 2Q11. 

The top 3 spambots hosted in Croatia in 2Q11 

 Botnet % of all botnet IP addresses in Croatia 

1 Win32/Cutwail 41.4% 

2 Win32/Lethic 19.6% 

3 Win32/Tedroo 14.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Cyprus  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Cyprus in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 15.1 10.9 

CCM calculated using Control Panel 

location information 
9.0  7.9  6.8  4.7  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Cyprus and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 4.7 of every 1,000 computers scanned in Cyprus 

in 2Q11 (a CCM score of 4.7, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Cyprus over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Cyprus as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Cyprus in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Cyprus in 2Q11 was Adware, which affected 
43.8 percent of all computers cleaned in Cyprus, down from 45.5 percent in 
1Q11. 

 The second most common category in Cyprus in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 28.8 percent of all computers 
cleaned in Cyprus, up from 25.4 percent in 1Q11. 

 The third most common category in Cyprus in 2Q11 was Worms, which 
affected 22.8 percent of all computers cleaned in Cyprus, down from 25.3 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Cyprus in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  14.5% 

2 Win32/ShopperReports Adware  11.0% 

3 Win32/OpenCandy Adware  9.9% 

4 Win32/ClickPotato Adware  9.0% 

5 JS/Pornpop Adware  9.0% 

6 Win32/Autorun Worms  8.8% 

7 Win32/Zwangi Misc. Potentially Unwanted Software  8.3% 

8 Win32/Keygen Misc. Potentially Unwanted Software  6.8% 

9 Win32/Rimecud Worms  6.1% 

10 Win32/Taterf Worms  5.8% 
 

 The most common threat family in Cyprus in 2Q11 was Win32/Hotbar, 
which affected 14.5 percent of computers cleaned in Cyprus. Win32/Hotbar is 
adware that displays a dynamic toolbar and targeted pop-up ads based on its 
monitoring of Web-browsing activity. 

 The second most common threat family in Cyprus in 2Q11 was 
Win32/ShopperReports, which affected 11.0 percent of computers cleaned in 
Cyprus. Win32/ShopperReports is adware that displays targeted advertising to 
affected users while browsing the Internet, based on search terms entered into 
search engines. 

 The third most common threat family in Cyprus in 2Q11 was 
Win32/OpenCandy, which affected 9.9 percent of computers cleaned in 
Cyprus. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The fourth most common threat family in Cyprus in 2Q11 was 
Win32/ClickPotato, which affected 9.0 percent of computers cleaned in 
Cyprus. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.14 

(0.59) 

0.25 

(0.33) 

1.48 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

49.17 

(3.34) 

23.68 

(2.24) 

23.22 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.027% 

(0.229%) 

N/A 

(0.131%) 

N/A 

(0.223%) 

0.120% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.065 percent of all spambot IP addresses were 

located in Cyprus; this figure is down from 0.066 in 1Q11. The following are the 

top botnets that sent spam from Cyprus in 2Q11. 

The top 3 spambots hosted in Cyprus in 2Q11 

 Botnet % of all botnet IP addresses in Cyprus 

1 Win32/Pramro 40.0% 

2 Win32/Cutwail 26.5% 

3 Win32/Tedroo 9.7% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Czech Republic  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in the Czech Republic in 2Q11 and previous 

quarters. This data is provided by computers whose administrators have opted 

into providing telemetry data to Microsoft, using IP address geolocation to 

determine country or region. In previous volumes of the Microsoft Security 

Intelligence Report, location information was determined by the Location tab or 

menu in Regional and Language Options in Control Panel; infection rates 

generated using this older method are included in the following table for 

comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 5.2 2.9 

CCM calculated using Control Panel 

location information 
6.2  8.0  5.4  3.0  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in the Czech Republic and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 3.0 of every 1,000 computers scanned in the 

Czech Republic in 2Q11 (a CCM score of 3.0, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for the Czech 

Republic over the last six quarters, compared to the world as a whole. In the 

figure, the dashed portion of the line represents the infection rate for the Czech 

Republic as determined by the administrator-configured location of the computer, 

and the solid portion of the line represents the infection rate as determined by IP 

address geolocation. See the previous page for more information about the change 

in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in the Czech Republic in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in the Czech Republic in 2Q11 was Adware, 
which affected 48.9 percent of all computers cleaned in the Czech Republic, 
up from 44.3 percent in 1Q11. 

 The second most common category in the Czech Republic in 2Q11 was 
Miscellaneous Potentially Unwanted Software, which affected 29.8 percent of 
all computers cleaned in the Czech Republic, up from 27.6 percent in 1Q11. 

 The third most common category in the Czech Republic in 2Q11 was 
Miscellaneous Trojans, which affected 18.6 percent of all computers cleaned 
in the Czech Republic, down from 23.0 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in the Czech Republic in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/GamePlayLabs Adware  19.2% 

2 Win32/OpenCandy Adware  14.7% 

3 JS/Pornpop Adware  11.3% 

4 Win32/Keygen Misc. Potentially Unwanted Software  10.2% 

5 Win32/Obfuscator Misc. Potentially Unwanted Software  6.5% 

6 Win32/Autorun Worms  4.2% 

7 Win32/Hotbar Adware  3.1% 

8 Win32/Conficker Worms  3.0% 

9 Win32/Meredrop Misc. Trojans  2.8% 

10 Win32/Dynamer Misc. Trojans  2.5% 
 

 The most common threat family in the Czech Republic in 2Q11 was 
Win32/GamePlayLabs, which affected 19.2 percent of computers cleaned in 
the Czech Republic. Win32/GamePlayLabs is a program that collects browsing 
data from an affected user that is then used to serve targeted advertising to the 
user. 

 The second most common threat family in the Czech Republic in 2Q11 was 
Win32/OpenCandy, which affected 14.7 percent of computers cleaned in the 
Czech Republic. Win32/OpenCandy is an adware program that may be 
bundled with certain third-party software installation programs. Some 
versions may send user-specific information, including a unique machine 
code, operating system information, locale, and certain other information to a 
remote server without obtaining adequate user consent. 

 The third most common threat family in the Czech Republic in 2Q11 was 
JS/Pornpop, which affected 11.3 percent of computers cleaned in the Czech 
Republic. JS/Pornpop is a generic detection for specially-crafted JavaScript-
enabled objects that attempt to display pop-under advertisements, usually 
with adult content. 

 The fourth most common threat family in the Czech Republic in 2Q11 was 
Win32/Keygen, which affected 10.2 percent of computers cleaned in the 
Czech Republic. Win32/Keygen is a generic detection for tools that generate 
product keys for illegally obtained versions of various software products.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.52 

(0.59) 

0.25 

(0.33) 

0.22 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

13.36 

(3.34) 

5.96 

(2.24) 

5.35 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.127% 

(0.229%) 

0.107% 

(0.131%) 

1.686% 

(0.223%) 

1.347% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.451 percent of all spambot IP addresses were 

located in the Czech Republic; this figure is down from 0.830 in 1Q11. The 

following are the top botnets that sent spam from the Czech Republic in 2Q11. 

The top 3 spambots hosted in the Czech Republic in 2Q11 

 Botnet % of all botnet IP addresses in the Czech Republic 

1 Win32/Cutwail 39.0% 

2 Win32/Lethic 20.2% 

3 Win32/Tedroo 11.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Denmark  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Denmark in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 2.6 3.0 

CCM calculated using Control Panel 

location information 
4.9  3.9  2.5  2.9  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Denmark and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.9 of every 1,000 computers scanned in 

Denmark in 2Q11 (a CCM score of 2.9, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Denmark over the 

last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for Denmark as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Denmark in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Denmark in 2Q11 was Adware, which affected 
50.0 percent of all computers cleaned in Denmark, down from 56.6 percent 
in 1Q11. 

 The second most common category in Denmark in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 30.8 percent of all computers 
cleaned in Denmark, up from 28.6 percent in 1Q11. 

 The third most common category in Denmark in 2Q11 was Miscellaneous 
Trojans, which affected 27.7 percent of all computers cleaned in Denmark, up 
from 25.0 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Denmark in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 JS/Pornpop Adware  20.1% 

2 Win32/Hotbar Adware  18.1% 

3 Win32/ShopperReports Adware  12.3% 

4 Win32/ClickPotato Adware  10.7% 

5 Win32/Zwangi Misc. Potentially Unwanted Software  10.0% 

6 Win32/Winwebsec Misc. Trojans  8.7% 

7 Win32/Keygen Misc. Potentially Unwanted Software  6.8% 

8 Win32/OpenCandy Adware  6.3% 

9 Win32/Obfuscator Misc. Potentially Unwanted Software  5.7% 

10 Win32/Renos Trojan Downloaders & Droppers  4.0% 
 

 The most common threat family in Denmark in 2Q11 was JS/Pornpop, which 
affected 20.1 percent of computers cleaned in Denmark. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The second most common threat family in Denmark in 2Q11 was 
Win32/Hotbar, which affected 18.1 percent of computers cleaned in 
Denmark. Win32/Hotbar is adware that displays a dynamic toolbar and 
targeted pop-up ads based on its monitoring of Web-browsing activity. 

 The third most common threat family in Denmark in 2Q11 was 
Win32/ShopperReports, which affected 12.3 percent of computers cleaned in 
Denmark. Win32/ShopperReports is adware that displays targeted advertising 
to affected users while browsing the Internet, based on search terms entered 
into search engines. 

 The fourth most common threat family in Denmark in 2Q11 was 
Win32/ClickPotato, which affected 10.7 percent of computers cleaned in 
Denmark. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.49 

(0.59) 

0.23 

(0.33) 

0.13 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.51 

(3.34) 

0.09 

(2.24) 

0.07 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.042% 

(0.229%) 

0.037% 

(0.131%) 

0.866% 

(0.223%) 

0.426% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.105 percent of all spambot IP addresses were 

located in Denmark; this figure is down from 0.122 in 1Q11. The following are 

the top botnets that sent spam from Denmark in 2Q11. 

The top 3 spambots hosted in Denmark in 2Q11 

 Botnet % of all botnet IP addresses in Denmark 

1 Win32/Lethic 24.9% 

2 Win32/Cutwail 19.0% 

3 Win32/Rlsloup 19.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Dominican Republic  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in the Dominican Republic in 2Q11 and previous 

quarters. This data is provided by computers whose administrators have opted 

into providing telemetry data to Microsoft, using IP address geolocation to 

determine country or region. In previous volumes of the Microsoft Security 

Intelligence Report, location information was determined by the Location tab or 

menu in Regional and Language Options in Control Panel; infection rates 

generated using this older method are included in the following table for 

comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 18.9 16.7 

CCM calculated using Control Panel 

location information 
7.9  6.9  6.0  5.7  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in the Dominican Republic and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.7 of every 1,000 computers scanned in the 

Dominican Republic in 2Q11 (a CCM score of 5.7, compared to the 2Q11 

worldwide average CCM of 9.8). The following figure shows the CCM trend for 

the Dominican Republic over the last six quarters, compared to the world as a 

whole. In the figure, the dashed portion of the line represents the infection rate for 

the Dominican Republic as determined by the administrator-configured location 

of the computer, and the solid portion of the line represents the infection rate as 

determined by IP address geolocation. See the previous page for more information 

about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in the Dominican Republic in 2Q11, by 

percentage of cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in the Dominican Republic in 2Q11 was Worms, 
which affected 37.0 percent of all computers cleaned in the Dominican 
Republic, down from 38.7 percent in 1Q11. 

 The second most common category in the Dominican Republic in 2Q11 was 
Miscellaneous Potentially Unwanted Software, which affected 36.8 percent of 
all computers cleaned in the Dominican Republic, up from 34.3 percent in 
1Q11. 

 The third most common category in the Dominican Republic in 2Q11 was 
Miscellaneous Trojans, which affected 28.4 percent of all computers cleaned 
in the Dominican Republic, down from 28.6 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in the Dominican Republic in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  22.9% 

2 Win32/Sality Viruses  22.4% 

3 Win32/Rimecud Worms  13.9% 

4 Win32/Vobfus Worms  10.9% 

5 Win32/OpenCandy Adware  7.2% 

6 Win32/Keygen Misc. Potentially Unwanted Software  6.9% 

7 JS/Pornpop Adware  6.8% 

8 Win32/Silly_P2P Worms  6.7% 

9 Win32/Brontok Worms  6.6% 

10 Win32/Zwangi Misc. Potentially Unwanted Software  5.1% 
 

 The most common threat family in the Dominican Republic in 2Q11 was 
Win32/Autorun, which affected 22.9 percent of computers cleaned in the 
Dominican Republic. Win32/Autorun is a family of worms that spreads by 
copying itself to the mapped drives of an infected computer. The mapped 
drives may include network or removable drives. 

 The second most common threat family in the Dominican Republic in 2Q11 
was Win32/Sality, which affected 22.4 percent of computers cleaned in the 
Dominican Republic. Win32/Sality is a family of polymorphic file infectors 
that target executable files with the extensions .scr or .exe. They may execute 
a damaging payload that deletes files with certain extensions and terminates 
security-related processes and services. 

 The third most common threat family in the Dominican Republic in 2Q11 
was Win32/Rimecud, which affected 13.9 percent of computers cleaned in the 
Dominican Republic. Win32/Rimecud is a family of worms with multiple 
components that spread via fixed and removable drives and via instant 
messaging. It also contains backdoor functionality that allows unauthorized 
access to an affected system. 

 The fourth most common threat family in the Dominican Republic in 2Q11 
was Win32/Vobfus, which affected 10.9 percent of computers cleaned in the 
Dominican Republic. Win32/Vobfus is a family of worms that spreads via 
network drives and removable drives and download/executes arbitrary files. 
Downloaded files may include additional malware.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.11 

(0.59) 

0.10 

(0.33) 

0.05 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.12 

(3.34) 

0.07 

(2.24) 

0.13 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.041% 

(0.229%) 

0.078% 

(0.131%) 

N/A 

(0.223%) 

0.064% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.446 percent of all spambot IP addresses were 

located in the Dominican Republic; this figure is up from 0.301 in 1Q11. The 

following are the top botnets that sent spam from the Dominican Republic in 

2Q11. 

The top 3 spambots hosted in the Dominican Republic in 2Q11 

 Botnet % of all botnet IP addresses in the Dominican Republic 

1 Win32/Pramro 50.3% 

2 Win32/Lethic 24.8% 

3 Win32/Cutwail 10.4% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Ecuador  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Ecuador in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 14.2 11.2 

CCM calculated using Control Panel 

location information 
12.0  8.9  7.0  5.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Ecuador and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.3 of every 1,000 computers scanned in Ecuador 

in 2Q11 (a CCM score of 5.3, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Ecuador over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Ecuador as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Ecuador in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Ecuador in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 40.3 percent of all computers 
cleaned in Ecuador, up from 39.6 percent in 1Q11. 

 The second most common category in Ecuador in 2Q11 was Worms, which 
affected 37.6 percent of all computers cleaned in Ecuador, up from 34.3 
percent in 1Q11. 

 The third most common category in Ecuador in 2Q11 was Adware, which 
affected 26.4 percent of all computers cleaned in Ecuador, down from 30.4 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Ecuador in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  17.8% 

2 Win32/OpenCandy Adware  12.7% 

3 Win32/Keygen Misc. Potentially Unwanted Software  10.3% 

4 Win32/Taterf Worms  9.7% 

5 Win32/Vobfus Worms  9.3% 

6 Win32/Rimecud Worms  9.3% 

7 Win32/VBInject Misc. Potentially Unwanted Software  7.5% 

8 Win32/Conficker Worms  6.7% 

9 JS/Pornpop Adware  6.2% 

10 Win32/Sality Viruses  5.6% 
 

 The most common threat family in Ecuador in 2Q11 was Win32/Autorun, 
which affected 17.8 percent of computers cleaned in Ecuador. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Ecuador in 2Q11 was 
Win32/OpenCandy, which affected 12.7 percent of computers cleaned in 
Ecuador. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The third most common threat family in Ecuador in 2Q11 was 
Win32/Keygen, which affected 10.3 percent of computers cleaned in Ecuador. 
Win32/Keygen is a generic detection for tools that generate product keys for 
illegally obtained versions of various software products. 

 The fourth most common threat family in Ecuador in 2Q11 was 
Win32/Taterf, which affected 9.7 percent of computers cleaned in Ecuador. 
Win32/Taterf is a family of worms that spread through mapped drives to steal 
login and account details for popular online games.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.34 

(0.59) 

0.57 

(0.33) 

0.35 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.48 

(3.34) 

0.29 

(2.24) 

0.35 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.115% 

(0.229%) 

0.081% 

(0.131%) 

0.253% 

(0.223%) 

2.919% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.083 percent of all spambot IP addresses were 

located in Ecuador; this figure is down from 0.097 in 1Q11. The following are the 

top botnets that sent spam from Ecuador in 2Q11. 

The top 3 spambots hosted in Ecuador in 2Q11 

 Botnet % of all botnet IP addresses in Ecuador 

1 Win32/Cutwail 38.4% 

2 Win32/Pramro 20.1% 

3 Win32/Tedroo 11.1% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Egypt  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Egypt in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 20.9 19.5 

CCM calculated using Control Panel 

location information 
10.0  11.4  13.1  12.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Egypt and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 12.2 of every 1,000 computers scanned in Egypt 

in 2Q11 (a CCM score of 12.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Egypt over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Egypt as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Egypt in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Egypt in 2Q11 was Viruses, which affected 
32.3 percent of all computers cleaned in Egypt, down from 34.6 percent in 
1Q11. 

 The second most common category in Egypt in 2Q11 was Worms, which 
affected 31.6 percent of all computers cleaned in Egypt, down from 34.6 
percent in 1Q11. 

 The third most common category in Egypt in 2Q11 was Adware, which 
affected 31.2 percent of all computers cleaned in Egypt, down from 33.9 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Egypt in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Sality Viruses  31.0% 

2 Win32/Autorun Worms  19.2% 

3 Win32/GamePlayLabs Adware  17.1% 

4 Win32/Keygen Misc. Potentially Unwanted Software  11.1% 

5 Win32/Agent Misc. Trojans  6.6% 

6 JS/Pornpop Adware  5.6% 

7 Win32/Rimecud Worms  5.0% 

8 Win32/OpenCandy Adware  4.9% 

9 Win32/Conficker Worms  4.8% 

10 Win32/Nuqel Worms  4.5% 
 

 The most common threat family in Egypt in 2Q11 was Win32/Sality, which 
affected 31.0 percent of computers cleaned in Egypt. Win32/Sality is a family 
of polymorphic file infectors that target executable files with the extensions 
.scr or .exe. They may execute a damaging payload that deletes files with 
certain extensions and terminates security-related processes and services. 

 The second most common threat family in Egypt in 2Q11 was 
Win32/Autorun, which affected 19.2 percent of computers cleaned in Egypt. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The third most common threat family in Egypt in 2Q11 was 
Win32/GamePlayLabs, which affected 17.1 percent of computers cleaned in 
Egypt. Win32/GamePlayLabs is a program that collects browsing data from an 
affected user that is then used to serve targeted advertising to the user. 

 The fourth most common threat family in Egypt in 2Q11 was Win32/Keygen, 
which affected 11.1 percent of computers cleaned in Egypt. Win32/Keygen is 
a generic detection for tools that generate product keys for illegally obtained 
versions of various software products.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.05 

(0.59) 

0.03 

(0.33) 

N/A 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.57 

(3.34) 

0.19 

(2.24) 

0.09 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.155% 

(0.229%) 

0.149% 

(0.131%) 

3.761% 

(0.223%) 

3.034% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.337 percent of all spambot IP addresses were 

located in Egypt; this figure is up from 0.167 in 1Q11. The following are the top 

botnets that sent spam from Egypt in 2Q11. 

The top 3 spambots hosted in Egypt in 2Q11 

 Botnet % of all botnet IP addresses in Egypt 

1 Win32/Pramro 39.9% 

2 Win32/Cutwail 24.8% 

3 Win32/Lethic 14.2% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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El Salvador  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in El Salvador in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.6 10.7 

CCM calculated using Control Panel 

location information 
19.1  15.2  10.6  8.1  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in El Salvador and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 8.1 of every 1,000 computers scanned in El 

Salvador in 2Q11 (a CCM score of 8.1, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for El Salvador over the 

last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for El Salvador as determined by 

the administrator-configured location of the computer, and the solid portion of 

the line represents the infection rate as determined by IP address geolocation. See 

the previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in El Salvador in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in El Salvador in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 40.1 percent of all computers 
cleaned in El Salvador, up from 36.1 percent in 1Q11. 

 The second most common category in El Salvador in 2Q11 was Worms, 
which affected 36.0 percent of all computers cleaned in El Salvador, up from 
36.0 percent in 1Q11. 

 The third most common category in El Salvador in 2Q11 was Adware, which 
affected 30.0 percent of all computers cleaned in El Salvador, down from 34.3 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in El Salvador in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  19.0% 

2 Win32/OpenCandy Adware  11.8% 

3 Win32/Vobfus Worms  11.7% 

4 Win32/Rimecud Worms  11.3% 

5 Win32/Keygen Misc. Potentially Unwanted Software  11.2% 

6 JS/Pornpop Adware  8.9% 

7 Win32/VBInject Misc. Potentially Unwanted Software  6.5% 

8 Win32/Taterf Worms  6.3% 

9 Win32/Zwangi Misc. Potentially Unwanted Software  5.0% 

10 Win32/Conficker Worms  4.8% 
 

 The most common threat family in El Salvador in 2Q11 was Win32/Autorun, 
which affected 19.0 percent of computers cleaned in El Salvador. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in El Salvador in 2Q11 was 
Win32/OpenCandy, which affected 11.8 percent of computers cleaned in El 
Salvador. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The third most common threat family in El Salvador in 2Q11 was 
Win32/Vobfus, which affected 11.7 percent of computers cleaned in El 
Salvador. Win32/Vobfus is a family of worms that spreads via network drives 
and removable drives and download/executes arbitrary files. Downloaded files 
may include additional malware. 

 The fourth most common threat family in El Salvador in 2Q11 was 
Win32/Rimecud, which affected 11.3 percent of computers cleaned in El 
Salvador. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.05 

(0.59) 

0.17 

(0.33) 

0.52 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.35 

(3.34) 

0.44 

(2.24) 

0.17 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.110% 

(0.229%) 

0.140% 

(0.131%) 

0.256% 

(0.223%) 

0.184% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.036 percent of all spambot IP addresses were 

located in El Salvador; this figure is up from 0.035 in 1Q11. The following are the 

top botnets that sent spam from El Salvador in 2Q11. 

The top 3 spambots hosted in El Salvador in 2Q11 

 Botnet % of all botnet IP addresses in El Salvador 

1 Win32/Cutwail 36.7% 

2 Win32/Lethic 23.5% 

3 Win32/Tedroo 12.5% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Estonia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Estonia in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 6.6 4.9 

CCM calculated using Control Panel 

location information 
8.1  5.9  4.9  3.6  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Estonia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 3.6 of every 1,000 computers scanned in Estonia 

in 2Q11 (a CCM score of 3.6, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Estonia over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Estonia as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Estonia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Estonia in 2Q11 was Miscellaneous Potentially 
Unwanted Software, which affected 41.9 percent of all computers cleaned in 
Estonia, down from 45.6 percent in 1Q11. 

 The second most common category in Estonia in 2Q11 was Adware, which 
affected 37.5 percent of all computers cleaned in Estonia, up from 30.2 
percent in 1Q11. 

 The third most common category in Estonia in 2Q11 was Miscellaneous 
Trojans, which affected 23.7 percent of all computers cleaned in Estonia, 
down from 25.7 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Estonia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 JS/Pornpop Adware  11.9% 

2 Win32/Hotbar Adware  11.2% 

3 Win32/Keygen Misc. Potentially Unwanted Software  10.4% 

4 Win32/OpenCandy Adware  9.3% 

5 Win32/Pameseg Misc. Potentially Unwanted Software  8.9% 

6 Win32/Obfuscator Misc. Potentially Unwanted Software  7.4% 

7 Win32/ShopperReports Adware  6.9% 

8 Win32/ClickPotato Adware  6.7% 

9 Win32/Zwangi Misc. Potentially Unwanted Software  5.9% 

10 Win32/Autorun Worms  3.6% 
 

 The most common threat family in Estonia in 2Q11 was JS/Pornpop, which 
affected 11.9 percent of computers cleaned in Estonia. JS/Pornpop is a generic 
detection for specially-crafted JavaScript-enabled objects that attempt to 
display pop-under advertisements, usually with adult content. 

 The second most common threat family in Estonia in 2Q11 was 
Win32/Hotbar, which affected 11.2 percent of computers cleaned in Estonia. 
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up 
ads based on its monitoring of Web-browsing activity. 

 The third most common threat family in Estonia in 2Q11 was Win32/Keygen, 
which affected 10.4 percent of computers cleaned in Estonia. Win32/Keygen 
is a generic detection for tools that generate product keys for illegally obtained 
versions of various software products. 

 The fourth most common threat family in Estonia in 2Q11 was 
Win32/OpenCandy, which affected 9.3 percent of computers cleaned in 
Estonia. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.09 

(0.59) 

0.11 

(0.33) 

0.08 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.18 

(3.34) 

0.23 

(2.24) 

0.11 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.073% 

(0.229%) 

0.091% 

(0.131%) 

0.747% 

(0.223%) 

0.651% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.072 percent of all spambot IP addresses were 

located in Estonia; this figure is down from 0.159 in 1Q11. The following are the 

top botnets that sent spam from Estonia in 2Q11. 

The top 3 spambots hosted in Estonia in 2Q11 

 Botnet % of all botnet IP addresses in Estonia 

1 Win32/Lethic 37.6% 

2 Win32/Cutwail 27.5% 

3 Win32/Tedroo 15.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Finland  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Finland in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 1.4 1.3 

CCM calculated using Control Panel 

location information 
3.8  2.3  1.3  1.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Finland and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.2 of every 1,000 computers scanned in Finland 

in 2Q11 (a CCM score of 1.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Finland over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Finland as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Finland in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Finland in 2Q11 was Adware, which affected 
53.5 percent of all computers cleaned in Finland, down from 61.7 percent in 
1Q11. 

 The second most common category in Finland in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 27.4 percent of all computers 
cleaned in Finland, up from 22.6 percent in 1Q11. 

 The third most common category in Finland in 2Q11 was Miscellaneous 
Trojans, which affected 21.6 percent of all computers cleaned in Finland, up 
from 19.5 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Finland in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  16.7% 

2 JS/Pornpop Adware  16.1% 

3 Win32/OpenCandy Adware  12.8% 

4 Win32/ShopperReports Adware  10.6% 

5 Win32/ClickPotato Adware  10.0% 

6 Win32/Zwangi Misc. Potentially Unwanted Software  8.0% 

7 Win32/Keygen Misc. Potentially Unwanted Software  5.5% 

8 Win32/Obfuscator Misc. Potentially Unwanted Software  4.6% 

9 Win32/Renos Trojan Downloaders & Droppers  4.2% 

10 Win32/FakeRean Misc. Trojans  3.5% 
 

 The most common threat family in Finland in 2Q11 was Win32/Hotbar, 
which affected 16.7 percent of computers cleaned in Finland. Win32/Hotbar 
is adware that displays a dynamic toolbar and targeted pop-up ads based on 
its monitoring of Web-browsing activity. 

 The second most common threat family in Finland in 2Q11 was JS/Pornpop, 
which affected 16.1 percent of computers cleaned in Finland. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The third most common threat family in Finland in 2Q11 was 
Win32/OpenCandy, which affected 12.8 percent of computers cleaned in 
Finland. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The fourth most common threat family in Finland in 2Q11 was 
Win32/ShopperReports, which affected 10.6 percent of computers cleaned in 
Finland. Win32/ShopperReports is adware that displays targeted advertising 
to affected users while browsing the Internet, based on search terms entered 
into search engines.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.04 

(0.59) 

0.02 

(0.33) 

0.03 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.03 

(3.34) 

0.02 

(2.24) 

0.02 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.012% 

(0.229%) 

0.015% 

(0.131%) 

0.823% 

(0.223%) 

0.221% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.039 percent of all spambot IP addresses were 

located in Finland; this figure is up from 0.025 in 1Q11. The following are the top 

botnets that sent spam from Finland in 2Q11. 

The top 3 spambots hosted in Finland in 2Q11 

 Botnet % of all botnet IP addresses in Finland 

1 Win32/Tedroo 39.8% 

2 Win32/Cutwail 20.7% 

3 Win32/Rlsloup 16.4% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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France  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in France in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 6.0 5.0 

CCM calculated using Control Panel 

location information 
12.8  9.8  8.0  6.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in France and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 6.8 of every 1,000 computers scanned in France 

in 2Q11 (a CCM score of 6.8, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for France over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for France as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in France in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in France in 2Q11 was Adware, which affected 
72.4 percent of all computers cleaned in France, up from 66.1 percent in 
1Q11. 

 The second most common category in France in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 27.7 percent of all computers 
cleaned in France, down from 31.3 percent in 1Q11. 

 The third most common category in France in 2Q11 was Miscellaneous 
Trojans, which affected 12.1 percent of all computers cleaned in France, 
down from 15.4 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in France in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Offerbox Adware  30.2% 

2 Win32/Hotbar Adware  28.6% 

3 Win32/ShopperReports Adware  22.0% 

4 Win32/ClickPotato Adware  18.4% 

5 Win32/Zwangi Misc. Potentially Unwanted Software  15.8% 

6 Win32/OpenCandy Adware  8.1% 

7 JS/Pornpop Adware  4.1% 

8 Win32/Pameseg Misc. Potentially Unwanted Software  2.8% 

9 Win32/Autorun Worms  2.7% 

10 ASX/Wimad Trojan Downloaders & Droppers  2.5% 
 

 The most common threat family in France in 2Q11 was Win32/Offerbox, 
which affected 30.2 percent of computers cleaned in France. Win32/Offerbox 
is a program that displays offers based on the user’s web browsing habits. 
Some versions may display advertisements in a pop-under window. 
Win32/Offerbox may be installed without adequate user consent by malware. 

 The second most common threat family in France in 2Q11 was 
Win32/Hotbar, which affected 28.6 percent of computers cleaned in France. 
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up 
ads based on its monitoring of Web-browsing activity. 

 The third most common threat family in France in 2Q11 was 
Win32/ShopperReports, which affected 22.0 percent of computers cleaned in 
France. Win32/ShopperReports is adware that displays targeted advertising to 
affected users while browsing the Internet, based on search terms entered into 
search engines. 

 The fourth most common threat family in France in 2Q11 was 
Win32/ClickPotato, which affected 18.4 percent of computers cleaned in 
France. Win32/ClickPotato is a program that displays popup and notification-
style advertisements based on the user’s browsing habits.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.36 

(0.59) 

1.34 

(0.33) 

0.81 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.95 

(3.34) 

2.50 

(2.24) 

2.47 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.026% 

(0.229%) 

0.033% 

(0.131%) 

0.633% 

(0.223%) 

0.469% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.982 percent of all spambot IP addresses were 

located in France; this figure is down from 2.244 in 1Q11. The following are the 

top botnets that sent spam from France in 2Q11. 

The top 3 spambots hosted in France in 2Q11 

 Botnet % of all botnet IP addresses in France 

1 Win32/Cutwail 19.4% 

2 Win32/Lethic 17.7% 

3 Win32/Tedroo 15.9% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Georgia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Georgia in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 22.7 21.6 

CCM calculated using Control Panel 

location information 
7.7  7.3  6.2  5.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Georgia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.8 of every 1,000 computers scanned in Georgia 

in 2Q11 (a CCM score of 5.8, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Georgia over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Georgia as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Georgia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Georgia in 2Q11 was Miscellaneous Potentially 
Unwanted Software, which affected 40.0 percent of all computers cleaned in 
Georgia, up from 38.1 percent in 1Q11. 

 The second most common category in Georgia in 2Q11 was Miscellaneous 
Trojans, which affected 34.6 percent of all computers cleaned in Georgia, 
down from 37.2 percent in 1Q11. 

 The third most common category in Georgia in 2Q11 was Worms, which 
affected 31.4 percent of all computers cleaned in Georgia, up from 31.3 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Georgia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  17.9% 

2 Win32/GamePlayLabs Adware  13.9% 

3 Win32/Rimecud Worms  13.7% 

4 Win32/Sality Viruses  11.9% 

5 Win32/Keygen Misc. Potentially Unwanted Software  11.0% 

6 Win32/Pameseg Misc. Potentially Unwanted Software  8.1% 

7 Win32/Obfuscator Misc. Potentially Unwanted Software  6.8% 

8 Win32/Taterf Worms  6.1% 

9 JS/Pornpop Adware  6.0% 

10 Win32/Jeefo Viruses  6.0% 
 

 The most common threat family in Georgia in 2Q11 was Win32/Autorun, 
which affected 17.9 percent of computers cleaned in Georgia. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Georgia in 2Q11 was 
Win32/GamePlayLabs, which affected 13.9 percent of computers cleaned in 
Georgia. Win32/GamePlayLabs is a program that collects browsing data from 
an affected user that is then used to serve targeted advertising to the user. 

 The third most common threat family in Georgia in 2Q11 was 
Win32/Rimecud, which affected 13.7 percent of computers cleaned in 
Georgia. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The fourth most common threat family in Georgia in 2Q11 was Win32/Sality, 
which affected 11.9 percent of computers cleaned in Georgia. Win32/Sality is 
a family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

5.81 

(0.59) 

0.54 

(0.33) 

1.40 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

29.92 

(3.34) 

15.12 

(2.24) 

14.37 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.392% 

(0.229%) 

0.341% 

(0.131%) 

2.738% 

(0.223%) 

2.174% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.038 percent of all spambot IP addresses were 

located in Georgia; this figure is down from 0.075 in 1Q11. The following are the 

top botnets that sent spam from Georgia in 2Q11. 

The top 3 spambots hosted in Georgia in 2Q11 

 Botnet % of all botnet IP addresses in Georgia 

1 Win32/Cutwail 38.9% 

2 Win32/Pramro 19.8% 

3 Win32/Lethic 13.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Germany  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Germany in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 3.6 3.2 

CCM calculated using Control Panel 

location information 
5.6  5.3  3.6  3.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Germany and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 3.2 of every 1,000 computers scanned in 

Germany in 2Q11 (a CCM score of 3.2, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Germany over the 

last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for Germany as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Germany in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Germany in 2Q11 was Adware, which affected 
44.1 percent of all computers cleaned in Germany, down from 51.8 percent in 
1Q11. 

 The second most common category in Germany in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 26.5 percent of all computers 
cleaned in Germany, up from 24.5 percent in 1Q11. 

 The third most common category in Germany in 2Q11 was Miscellaneous 
Trojans, which affected 25.4 percent of all computers cleaned in Germany, up 
from 19.6 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Germany in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 JS/Pornpop Adware  14.6% 

2 Win32/OpenCandy Adware  13.8% 

3 Win32/Hotbar Adware  12.0% 

4 Win32/ClickPotato Adware  7.6% 

5 Win32/ShopperReports Adware  6.6% 

6 Win32/Zwangi Misc. Potentially Unwanted Software  5.3% 

7 Win32/Keygen Misc. Potentially Unwanted Software  5.1% 

8 Win32/PossibleHostsFileHijack Misc. Potentially Unwanted Software  4.4% 

9 Win32/Alureon Misc. Trojans  3.7% 

10 Win32/Obfuscator Misc. Potentially Unwanted Software  3.4% 
 

 The most common threat family in Germany in 2Q11 was JS/Pornpop, which 
affected 14.6 percent of computers cleaned in Germany. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The second most common threat family in Germany in 2Q11 was 
Win32/OpenCandy, which affected 13.8 percent of computers cleaned in 
Germany. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent. 

 The third most common threat family in Germany in 2Q11 was 
Win32/Hotbar, which affected 12.0 percent of computers cleaned in 
Germany. Win32/Hotbar is adware that displays a dynamic toolbar and 
targeted pop-up ads based on its monitoring of Web-browsing activity. 

 The fourth most common threat family in Germany in 2Q11 was 
Win32/ClickPotato, which affected 7.6 percent of computers cleaned in 
Germany. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.43 

(0.59) 

0.29 

(0.33) 

0.25 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

4.98 

(3.34) 

1.56 

(2.24) 

0.76 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.019% 

(0.229%) 

0.026% 

(0.131%) 

0.742% 

(0.223%) 

0.693% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.786 percent of all spambot IP addresses were 

located in Germany; this figure is down from 1.703 in 1Q11. The following are 

the top botnets that sent spam from Germany in 2Q11. 

The top 3 spambots hosted in Germany in 2Q11 

 Botnet % of all botnet IP addresses in Germany 

1 Win32/Lethic 17.6% 

2 Win32/Cutwail 17.6% 

3 Win32/Pramro 13.5% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742


 
 

   223 

Greece  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Greece in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.0 10.1 

CCM calculated using Control Panel 

location information 
17.5  14.0  12.0  9.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Greece and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 9.2 of every 1,000 computers scanned in Greece 

in 2Q11 (a CCM score of 9.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Greece over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Greece as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Greece in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Greece in 2Q11 was Adware, which affected 
43.7 percent of all computers cleaned in Greece, down from 45.0 percent in 
1Q11. 

 The second most common category in Greece in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 29.3 percent of all computers 
cleaned in Greece, up from 26.2 percent in 1Q11. 

 The third most common category in Greece in 2Q11 was Miscellaneous 
Trojans, which affected 21.8 percent of all computers cleaned in Greece, 
down from 23.2 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Greece in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 JS/Pornpop Adware  12.7% 

2 Win32/OpenCandy Adware  9.8% 

3 Win32/Hotbar Adware  9.5% 

4 Win32/Autorun Worms  9.5% 

5 Win32/Keygen Misc. Potentially Unwanted Software  8.9% 

6 Win32/GamePlayLabs Adware  8.5% 

7 Win32/ShopperReports Adware  6.9% 

8 Win32/ClickPotato Adware  5.4% 

9 Win32/Zwangi Misc. Potentially Unwanted Software  5.3% 

10 Win32/Obfuscator Misc. Potentially Unwanted Software  4.4% 
 

 The most common threat family in Greece in 2Q11 was JS/Pornpop, which 
affected 12.7 percent of computers cleaned in Greece. JS/Pornpop is a generic 
detection for specially-crafted JavaScript-enabled objects that attempt to 
display pop-under advertisements, usually with adult content. 

 The second most common threat family in Greece in 2Q11 was 
Win32/OpenCandy, which affected 9.8 percent of computers cleaned in 
Greece. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The third most common threat family in Greece in 2Q11 was Win32/Hotbar, 
which affected 9.5 percent of computers cleaned in Greece. Win32/Hotbar is 
adware that displays a dynamic toolbar and targeted pop-up ads based on its 
monitoring of Web-browsing activity. 

 The fourth most common threat family in Greece in 2Q11 was 
Win32/Autorun, which affected 9.5 percent of computers cleaned in Greece. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.03 

(0.59) 

0.07 

(0.33) 

0.02 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.06 

(3.34) 

0.06 

(2.24) 

0.04 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.076% 

(0.229%) 

0.068% 

(0.131%) 

0.922% 

(0.223%) 

0.711% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.354 percent of all spambot IP addresses were 

located in Greece; this figure is down from 0.782 in 1Q11. The following are the 

top botnets that sent spam from Greece in 2Q11. 

The top 3 spambots hosted in Greece in 2Q11 

 Botnet % of all botnet IP addresses in Greece 

1 Win32/Cutwail 38.2% 

2 Win32/Lethic 25.3% 

3 Win32/Pramro 11.7% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Guatemala  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Guatemala in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 12.4 10.7 

CCM calculated using Control Panel 

location information 
13.2  10.2  7.5  5.9  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Guatemala and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.9 of every 1,000 computers scanned in 

Guatemala in 2Q11 (a CCM score of 5.9, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Guatemala 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Guatemala as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Guatemala in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Guatemala in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 37.0 percent of all computers 
cleaned in Guatemala, up from 35.7 percent in 1Q11. 

 The second most common category in Guatemala in 2Q11 was Worms, which 
affected 35.0 percent of all computers cleaned in Guatemala, up from 34.5 
percent in 1Q11. 

 The third most common category in Guatemala in 2Q11 was Miscellaneous 
Trojans, which affected 27.8 percent of all computers cleaned in Guatemala, 
down from 31.4 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Guatemala in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  17.5% 

2 Win32/Rimecud Worms  15.9% 

3 Win32/OpenCandy Adware  10.5% 

4 Win32/Vobfus Worms  10.5% 

5 Win32/Keygen Misc. Potentially Unwanted Software  9.6% 

6 Win32/Taterf Worms  8.2% 

7 Win32/Sality Viruses  7.0% 

8 JS/Pornpop Adware  6.9% 

9 Win32/VBInject Misc. Potentially Unwanted Software  6.1% 

10 Win32/Zwangi Misc. Potentially Unwanted Software  4.5% 
 

 The most common threat family in Guatemala in 2Q11 was Win32/Autorun, 
which affected 17.5 percent of computers cleaned in Guatemala. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Guatemala in 2Q11 was 
Win32/Rimecud, which affected 15.9 percent of computers cleaned in 
Guatemala. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The third most common threat family in Guatemala in 2Q11 was 
Win32/OpenCandy, which affected 10.5 percent of computers cleaned in 
Guatemala. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent. 

 The fourth most common threat family in Guatemala in 2Q11 was 
Win32/Vobfus, which affected 10.5 percent of computers cleaned in 
Guatemala. Win32/Vobfus is a family of worms that spreads via network 
drives and removable drives and download/executes arbitrary files. 
Downloaded files may include additional malware.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.18 

(0.59) 

0.06 

(0.33) 

0.01 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.16 

(3.34) 

0.07 

(2.24) 

0.10 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.143% 

(0.229%) 

0.092% 

(0.131%) 

N/A 

(0.223%) 

N/A 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.138 percent of all spambot IP addresses were 

located in Guatemala; this figure is down from 0.185 in 1Q11. The following are 

the top botnets that sent spam from Guatemala in 2Q11. 

The top 3 spambots hosted in Guatemala in 2Q11 

 Botnet % of all botnet IP addresses in Guatemala 

1 Win32/Lethic 28.8% 

2 Win32/Bagle 19.0% 

3 Win32/Pramro 16.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Honduras  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Honduras in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 15.0 12.4 

CCM calculated using Control Panel 

location information 
13.9  11.0  8.7  7.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Honduras and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 7.2 of every 1,000 computers scanned in 

Honduras in 2Q11 (a CCM score of 7.2, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Honduras 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Honduras as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Honduras in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Honduras in 2Q11 was Worms, which affected 
35.8 percent of all computers cleaned in Honduras, down from 38.1 percent 
in 1Q11. 

 The second most common category in Honduras in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 35.2 percent of all computers 
cleaned in Honduras, up from 31.9 percent in 1Q11. 

 The third most common category in Honduras in 2Q11 was Miscellaneous 
Trojans, which affected 26.5 percent of all computers cleaned in Honduras, 
down from 30.3 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Honduras in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  18.1% 

2 Win32/Vobfus Worms  15.1% 

3 Win32/Rimecud Worms  12.7% 

4 Win32/OpenCandy Adware  10.2% 

5 Win32/Keygen Misc. Potentially Unwanted Software  10.1% 

6 Win32/Nuqel Worms  8.3% 

7 JS/Pornpop Adware  7.2% 

8 Win32/Sality Viruses  6.6% 

9 Win32/Taterf Worms  5.2% 

10 Win32/Conficker Worms  4.2% 
 

 The most common threat family in Honduras in 2Q11 was Win32/Autorun, 
which affected 18.1 percent of computers cleaned in Honduras. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Honduras in 2Q11 was 
Win32/Vobfus, which affected 15.1 percent of computers cleaned in 
Honduras. Win32/Vobfus is a family of worms that spreads via network drives 
and removable drives and download/executes arbitrary files. Downloaded files 
may include additional malware. 

 The third most common threat family in Honduras in 2Q11 was 
Win32/Rimecud, which affected 12.7 percent of computers cleaned in 
Honduras. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The fourth most common threat family in Honduras in 2Q11 was 
Win32/OpenCandy, which affected 10.2 percent of computers cleaned in 
Honduras. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

N/A 

(0.59) 

0.07 

(0.33) 

0.22 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

2.84 

(3.34) 

0.37 

(2.24) 

0.15 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

N/A 

(0.229%) 

0.058% 

(0.131%) 

N/A 

(0.223%) 

0.003% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.035 percent of all spambot IP addresses were 

located in Honduras; this figure is down from 0.052 in 1Q11. The following are 

the top botnets that sent spam from Honduras in 2Q11. 

The top 3 spambots hosted in Honduras in 2Q11 

 Botnet % of all botnet IP addresses in Honduras 

1 Win32/Lethic 33.1% 

2 Win32/Cutwail 23.8% 

3 Win32/Tedroo 16.2% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Hong Kong S.A.R.  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Hong Kong S.A.R. in 2Q11 and previous 

quarters. This data is provided by computers whose administrators have opted 

into providing telemetry data to Microsoft, using IP address geolocation to 

determine country or region. In previous volumes of the Microsoft Security 

Intelligence Report, location information was determined by the Location tab or 

menu in Regional and Language Options in Control Panel; infection rates 

generated using this older method are included in the following table for 

comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 8.9 7.9 

CCM calculated using Control Panel 

location information 
8.8  6.3  4.7  4.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Hong Kong S.A.R. and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 4.3 of every 1,000 computers scanned in Hong 

Kong S.A.R. in 2Q11 (a CCM score of 4.3, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Hong Kong 

S.A.R. over the last six quarters, compared to the world as a whole. In the figure, 

the dashed portion of the line represents the infection rate for Hong Kong S.A.R. 

as determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Hong Kong S.A.R. in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Hong Kong S.A.R. in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 29.2 percent of all computers 
cleaned in Hong Kong S.A.R., up from 26.0 percent in 1Q11. 

 The second most common category in Hong Kong S.A.R. in 2Q11 was 
Miscellaneous Trojans, which affected 26.9 percent of all computers cleaned 
in Hong Kong S.A.R., up from 25.9 percent in 1Q11. 

 The third most common category in Hong Kong S.A.R. in 2Q11 was Worms, 
which affected 23.9 percent of all computers cleaned in Hong Kong S.A.R., 
down from 24.4 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Hong Kong S.A.R. in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Taterf Worms  12.5% 

2 Win32/Autorun Worms  8.4% 

3 Win32/Keygen Misc. Potentially Unwanted Software  7.8% 

4 Win32/OpenCandy Adware  7.6% 

5 Win32/Frethog Password Stealers & Monitoring Tools  6.7% 

6 JS/Pornpop Adware  5.6% 

7 Win32/Obfuscator Misc. Potentially Unwanted Software  3.5% 

8 Win32/Giframe Misc. Trojans  3.4% 

9 Win32/Conficker Worms  3.3% 

10 Win32/FakeRean Misc. Trojans  3.1% 
 

 The most common threat family in Hong Kong S.A.R. in 2Q11 was 
Win32/Taterf, which affected 12.5 percent of computers cleaned in Hong 
Kong S.A.R.. Win32/Taterf is a family of worms that spread through mapped 
drives to steal login and account details for popular online games. 

 The second most common threat family in Hong Kong S.A.R. in 2Q11 was 
Win32/Autorun, which affected 8.4 percent of computers cleaned in Hong 
Kong S.A.R.. Win32/Autorun is a family of worms that spreads by copying 
itself to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The third most common threat family in Hong Kong S.A.R. in 2Q11 was 
Win32/Keygen, which affected 7.8 percent of computers cleaned in Hong 
Kong S.A.R.. Win32/Keygen is a generic detection for tools that generate 
product keys for illegally obtained versions of various software products. 

 The fourth most common threat family in Hong Kong S.A.R. in 2Q11 was 
Win32/OpenCandy, which affected 7.6 percent of computers cleaned in Hong 
Kong S.A.R.. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

4.55 

(0.59) 

2.06 

(0.33) 

8.51 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

46.28 

(3.34) 

11.80 

(2.24) 

1.11 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.091% 

(0.229%) 

0.135% 

(0.131%) 

1.994% 

(0.223%) 

1.567% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.244 percent of all spambot IP addresses were 

located in Hong Kong S.A.R.; this figure is down from 0.263 in 1Q11. The 

following are the top botnets that sent spam from Hong Kong S.A.R. in 2Q11. 

The top 3 spambots hosted in Hong Kong S.A.R. in 2Q11 

 Botnet % of all botnet IP addresses in Hong Kong S.A.R. 

1 Win32/Cutwail 31.0% 

2 Win32/Lethic 13.9% 

3 Win32/Tedroo 13.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Hungary  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Hungary in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 8.7 6.9 

CCM calculated using Control Panel 

location information 
14.9  11.1  8.9  7.1  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Hungary and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 7.1 of every 1,000 computers scanned in 

Hungary in 2Q11 (a CCM score of 7.1, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Hungary over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Hungary as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Hungary in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Hungary in 2Q11 was Adware, which affected 
32.9 percent of all computers cleaned in Hungary, down from 35.2 percent in 
1Q11. 

 The second most common category in Hungary in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 31.9 percent of all computers 
cleaned in Hungary, up from 29.6 percent in 1Q11. 

 The third most common category in Hungary in 2Q11 was Miscellaneous 
Trojans, which affected 22.4 percent of all computers cleaned in Hungary, 
down from 24.2 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Hungary in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Keygen Misc. Potentially Unwanted Software  10.6% 

2 JS/Pornpop Adware  9.8% 

3 Win32/OpenCandy Adware  9.6% 

4 HTML/IframeRef Exploits  8.8% 

5 Win32/Autorun Worms  8.5% 

6 Win32/GamePlayLabs Adware  7.1% 

7 Win32/Obfuscator Misc. Potentially Unwanted Software  6.1% 

8 Win32/Conficker Worms  6.0% 

9 Win32/Taterf Worms  4.2% 

10 Win32/Hotbar Adware  3.4% 
 

 The most common threat family in Hungary in 2Q11 was Win32/Keygen, 
which affected 10.6 percent of computers cleaned in Hungary. Win32/Keygen 
is a generic detection for tools that generate product keys for illegally obtained 
versions of various software products. 

 The second most common threat family in Hungary in 2Q11 was JS/Pornpop, 
which affected 9.8 percent of computers cleaned in Hungary. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The third most common threat family in Hungary in 2Q11 was 
Win32/OpenCandy, which affected 9.6 percent of computers cleaned in 
Hungary. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The fourth most common threat family in Hungary in 2Q11 was 
HTML/IframeRef, which affected 8.8 percent of computers cleaned in 
Hungary. HTML/IframeRef is a generic detection for specially formed IFrame 
tags that point to remote websites containing malicious content.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.74 

(0.59) 

0.30 

(0.33) 

0.21 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

2.05 

(3.34) 

1.00 

(2.24) 

0.72 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.142% 

(0.229%) 

0.099% 

(0.131%) 

1.357% 

(0.223%) 

1.291% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.188 percent of all spambot IP addresses were 

located in Hungary; this figure is down from 0.285 in 1Q11. The following are the 

top botnets that sent spam from Hungary in 2Q11. 

The top 3 spambots hosted in Hungary in 2Q11 

 Botnet % of all botnet IP addresses in Hungary 

1 Win32/Cutwail 31.9% 

2 Win32/Tedroo 21.3% 

3 Win32/Lethic 13.2% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Iceland  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Iceland in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 6.8 4.7 

CCM calculated using Control Panel 

location information 
7.1  5.9  5.8  4.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Iceland and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 4.2 of every 1,000 computers scanned in Iceland 

in 2Q11 (a CCM score of 4.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Iceland over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Iceland as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Iceland in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Iceland in 2Q11 was Adware, which affected 
48.3 percent of all computers cleaned in Iceland, down from 50.5 percent in 
1Q11. 

 The second most common category in Iceland in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 32.1 percent of all computers 
cleaned in Iceland, up from 28.6 percent in 1Q11. 

 The third most common category in Iceland in 2Q11 was Miscellaneous 
Trojans, which affected 23.7 percent of all computers cleaned in Iceland, 
down from 23.8 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Iceland in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  17.7% 

2 JS/Pornpop Adware  12.7% 

3 Win32/ShopperReports Adware  12.0% 

4 Win32/ClickPotato Adware  11.6% 

5 Win32/Zwangi Misc. Potentially Unwanted Software  9.1% 

6 Win32/OpenCandy Adware  9.1% 

7 Win32/Keygen Misc. Potentially Unwanted Software  8.0% 

8 Win32/Obfuscator Misc. Potentially Unwanted Software  4.5% 

9 Win32/Autorun Worms  4.1% 

10 Win32/Renos Trojan Downloaders & Droppers  3.7% 
 

 The most common threat family in Iceland in 2Q11 was Win32/Hotbar, 
which affected 17.7 percent of computers cleaned in Iceland. Win32/Hotbar 
is adware that displays a dynamic toolbar and targeted pop-up ads based on 
its monitoring of Web-browsing activity. 

 The second most common threat family in Iceland in 2Q11 was JS/Pornpop, 
which affected 12.7 percent of computers cleaned in Iceland. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The third most common threat family in Iceland in 2Q11 was 
Win32/ShopperReports, which affected 12.0 percent of computers cleaned in 
Iceland. Win32/ShopperReports is adware that displays targeted advertising to 
affected users while browsing the Internet, based on search terms entered into 
search engines. 

 The fourth most common threat family in Iceland in 2Q11 was 
Win32/ClickPotato, which affected 11.6 percent of computers cleaned in 
Iceland. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.19 

(0.59) 

0.08 

(0.33) 

0.10 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.12 

(3.34) 

0.03 

(2.24) 

0.02 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.032% 

(0.229%) 

0.041% 

(0.131%) 

0.692% 

(0.223%) 

0.906% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.024 percent of all spambot IP addresses were 

located in Iceland; this figure is down from 0.044 in 1Q11. The following are the 

top botnets that sent spam from Iceland in 2Q11. 

The top 3 spambots hosted in Iceland in 2Q11 

 Botnet % of all botnet IP addresses in Iceland 

1 Win32/Lethic 75.7% 

2 Win32/Tedroo 9.7% 

3 Win32/Sinowal 4.4% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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India  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in India in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 15.2 15.9 

CCM calculated using Control Panel 

location information 
4.1  3.2  2.9  2.9  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in India and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.9 of every 1,000 computers scanned in India in 

2Q11 (a CCM score of 2.9, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for India over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for India as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in India in 2Q11, by percentage of cleaned 

computers affected 

Column1

India

0%

5%

10%

15%

20%

25%

30%

35%

40%

India

Worldwide

Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in India in 2Q11 was Worms, which affected 
38.3 percent of all computers cleaned in India, down from 40.6 percent in 
1Q11. 

 The second most common category in India in 2Q11 was Miscellaneous 
Trojans, which affected 33.6 percent of all computers cleaned in India, up 
from 33.3 percent in 1Q11. 

 The third most common category in India in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 30.7 percent of all computers 
cleaned in India, down from 32.3 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in India in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  23.5% 

2 Win32/Rimecud Worms  19.5% 

3 Win32/Sality Viruses  17.4% 

4 Win32/Nuqel Worms  8.4% 

5 JS/Pornpop Adware  8.1% 

6 Win32/OpenCandy Adware  7.7% 

7 Win32/Hotbar Adware  7.2% 

8 Win32/CplLnk Exploits  7.2% 

9 Win32/Conficker Worms  6.9% 

10 Win32/Ramnit Worms  6.7% 
 

 The most common threat family in India in 2Q11 was Win32/Autorun, which 
affected 23.5 percent of computers cleaned in India. Win32/Autorun is a 
family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in India in 2Q11 was 
Win32/Rimecud, which affected 19.5 percent of computers cleaned in India. 
Win32/Rimecud is a family of worms with multiple components that spread 
via fixed and removable drives and via instant messaging. It also contains 
backdoor functionality that allows unauthorized access to an affected system. 

 The third most common threat family in India in 2Q11 was Win32/Sality, 
which affected 17.4 percent of computers cleaned in India. Win32/Sality is a 
family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The fourth most common threat family in India in 2Q11 was Win32/Nuqel, 
which affected 8.4 percent of computers cleaned in India. Win32/Nuqel is a 
worm that spreads via mapped drives and certain instant messaging 
applications. It may modify system settings, connect to certain websites, 
download arbitrary files, or take other malicious actions.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.14 

(0.59) 

0.13 

(0.33) 

0.11 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.70 

(3.34) 

0.35 

(2.24) 

0.43 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.210% 

(0.229%) 

0.150% 

(0.131%) 

2.036% 

(0.223%) 

1.678% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 11.003 percent of all spambot IP addresses were 

located in India; this figure is up from 10.895 in 1Q11. The following are the top 

botnets that sent spam from India in 2Q11. 

The top 3 spambots hosted in India in 2Q11 

 Botnet % of all botnet IP addresses in India 

1 Win32/Lethic 30.8% 

2 Win32/Cutwail 22.1% 

3 Win32/Pramro 18.5% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Indonesia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Indonesia in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 16.2 18.4 

CCM calculated using Control Panel 

location information 
10.8  7.1  5.2  5.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Indonesia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.8 of every 1,000 computers scanned in 

Indonesia in 2Q11 (a CCM score of 5.8, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Indonesia 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Indonesia as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Indonesia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Indonesia in 2Q11 was Miscellaneous Trojans, 
which affected 46.6 percent of all computers cleaned in Indonesia, up from 
40.1 percent in 1Q11. 

 The second most common category in Indonesia in 2Q11 was Viruses, which 
affected 44.7 percent of all computers cleaned in Indonesia, up from 36.5 
percent in 1Q11. 

 The third most common category in Indonesia in 2Q11 was Exploits, which 
affected 31.1 percent of all computers cleaned in Indonesia, down from 32.4 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Indonesia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Ramnit Worms  34.9% 

2 Win32/CplLnk Exploits  29.2% 

3 Win32/Sality Viruses  20.8% 

4 Win32/Virut Viruses  13.8% 

5 Win32/Keygen Misc. Potentially Unwanted Software  11.4% 

6 Win32/Autorun Worms  10.0% 

7 Win32/Conficker Worms  9.0% 

8 Win32/OpenCandy Adware  7.9% 

9 Win32/Meredrop Misc. Trojans  6.9% 

10 Win32/Vobfus Worms  5.2% 
 

 The most common threat family in Indonesia in 2Q11 was Win32/Ramnit, 
which affected 34.9 percent of computers cleaned in Indonesia. 
Win32/Ramnit is a family of multi-component malware that infects executable 
files, Microsoft Office file,s and HTML files. Win32/Ramnit spreads to 
removable drives and steals sensitive information such as saved FTP 
credentials and browser cookies. It may also open a backdoor to await 
instructions from a remote attacker. 

 The second most common threat family in Indonesia in 2Q11 was 
Win32/CplLnk, which affected 29.2 percent of computers cleaned in 
Indonesia. Win32/CplLnk is a generic detection for specially-crafted malicious 
shortcut files that attempt to exploit the vulnerability addressed by Microsoft 
Security Bulletin MS10-046. 

 The third most common threat family in Indonesia in 2Q11 was 
Win32/Sality, which affected 20.8 percent of computers cleaned in Indonesia. 
Win32/Sality is a family of polymorphic file infectors that target executable 
files with the extensions .scr or .exe. They may execute a damaging payload 
that deletes files with certain extensions and terminates security-related 
processes and services. 

 The fourth most common threat family in Indonesia in 2Q11 was 
Win32/Virut, which affected 13.8 percent of computers cleaned in Indonesia. 
Win32/Virut is a family of file-infecting viruses that target and infect .exe and 
.scr files accessed on infected systems. Win32/Virut also opens a backdoor by 
connecting to an IRC server.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.99 

(0.59) 

0.61 

(0.33) 

0.69 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.43 

(3.34) 

0.33 

(2.24) 

0.48 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.146% 

(0.229%) 

0.091% 

(0.131%) 

1.647% 

(0.223%) 

1.818% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 5.584 percent of all spambot IP addresses were 

located in Indonesia; this figure is up from 2.392 in 1Q11. The following are the 

top botnets that sent spam from Indonesia in 2Q11. 

The top 3 spambots hosted in Indonesia in 2Q11 

 Botnet % of all botnet IP addresses in Indonesia 

1 Win32/Pramro 43.4% 

2 Win32/Cutwail 21.8% 

3 Win32/Tedroo 19.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Iraq  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Iraq in 2Q11 and previous quarters. This data is 

provided by computers whose administrators have opted into providing telemetry 

data to Microsoft, using IP address geolocation to determine country or region. In 

previous volumes of the Microsoft Security Intelligence Report, location information 

was determined by the Location tab or menu in Regional and Language Options 

in Control Panel; infection rates generated using this older method are included in 

the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.1 18.0 

CCM calculated using Control Panel 

location information 
9.8  10.0  9.6  11.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Iraq and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 11.3 of every 1,000 computers scanned in Iraq in 

2Q11 (a CCM score of 11.3, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Iraq over the last six quarters, 

compared to the world as a whole. In the figure, the dashed portion of the line 

represents the infection rate for Iraq as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Iraq in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Iraq in 2Q11 was Worms, which affected 36.4 
percent of all computers cleaned in Iraq, up from 35.3 percent in 1Q11. 

 The second most common category in Iraq in 2Q11 was Miscellaneous 
Trojans, which affected 29.9 percent of all computers cleaned in Iraq, down 
from 30.8 percent in 1Q11. 

 The third most common category in Iraq in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 28.6 percent of all computers 
cleaned in Iraq, down from 29.7 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Iraq in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Sality Viruses  21.6% 

2 Win32/Autorun Worms  20.0% 

3 Win32/Vobfus Worms  13.4% 

4 Win32/Keygen Misc. Potentially Unwanted Software  11.0% 

5 JS/Pornpop Adware  8.6% 

6 Win32/CplLnk Exploits  6.8% 

7 Win32/Hotbar Adware  6.2% 

8 Win32/OpenCandy Adware  6.1% 

9 Win32/Ramnit Worms  5.8% 

10 Win32/Agent Misc. Trojans  5.7% 
 

 The most common threat family in Iraq in 2Q11 was Win32/Sality, which 
affected 21.6 percent of computers cleaned in Iraq. Win32/Sality is a family of 
polymorphic file infectors that target executable files with the extensions .scr 
or .exe. They may execute a damaging payload that deletes files with certain 
extensions and terminates security-related processes and services. 

 The second most common threat family in Iraq in 2Q11 was Win32/Autorun, 
which affected 20.0 percent of computers cleaned in Iraq. Win32/Autorun is a 
family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The third most common threat family in Iraq in 2Q11 was Win32/Vobfus, 
which affected 13.4 percent of computers cleaned in Iraq. Win32/Vobfus is a 
family of worms that spreads via network drives and removable drives and 
download/executes arbitrary files. Downloaded files may include additional 
malware. 

 The fourth most common threat family in Iraq in 2Q11 was Win32/Keygen, 
which affected 11.0 percent of computers cleaned in Iraq. Win32/Keygen is a 
generic detection for tools that generate product keys for illegally obtained 
versions of various software products.  
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.036 percent of all spambot IP addresses were 

located in Iraq; this figure is up from 0.031 in 1Q11. The following are the top 

botnets that sent spam from Iraq in 2Q11. 

The top 3 spambots hosted in Iraq in 2Q11 

 Botnet % of all botnet IP addresses in Iraq 

1 Win32/Lethic 35.1% 

2 Win32/Pramro 24.0% 

3 Win32/Cutwail 19.2% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Ireland  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Ireland in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 5.9 4.7 

CCM calculated using Control Panel 

location information 
7.3  6.2  4.4  3.5  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Ireland and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 3.5 of every 1,000 computers scanned in Ireland 

in 2Q11 (a CCM score of 3.5, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Ireland over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Ireland as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Ireland in 2Q11, by percentage of cleaned 

computers affected 

Column1

Ireland

0%

10%

20%

30%

40%

50%

60%

Ireland

Worldwide

Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Ireland in 2Q11 was Adware, which affected 
51.3 percent of all computers cleaned in Ireland, down from 54.9 percent in 
1Q11. 

 The second most common category in Ireland in 2Q11 was Miscellaneous 
Trojans, which affected 29.8 percent of all computers cleaned in Ireland, up 
from 27.6 percent in 1Q11. 

 The third most common category in Ireland in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 26.6 percent of all computers 
cleaned in Ireland, up from 23.4 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Ireland in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  22.8% 

2 Win32/ShopperReports Adware  16.4% 

3 Win32/ClickPotato Adware  16.2% 

4 Win32/Zwangi Misc. Potentially Unwanted Software  12.1% 

5 JS/Pornpop Adware  11.0% 

6 Win32/Winwebsec Misc. Trojans  8.4% 

7 Win32/OpenCandy Adware  7.7% 

8 Win32/FakeRean Misc. Trojans  5.4% 

9 Win32/Renos Trojan Downloaders & Droppers  4.0% 

10 Win32/Autorun Worms  3.2% 
 

 The most common threat family in Ireland in 2Q11 was Win32/Hotbar, 
which affected 22.8 percent of computers cleaned in Ireland. Win32/Hotbar is 
adware that displays a dynamic toolbar and targeted pop-up ads based on its 
monitoring of Web-browsing activity. 

 The second most common threat family in Ireland in 2Q11 was 
Win32/ShopperReports, which affected 16.4 percent of computers cleaned in 
Ireland. Win32/ShopperReports is adware that displays targeted advertising to 
affected users while browsing the Internet, based on search terms entered into 
search engines. 

 The third most common threat family in Ireland in 2Q11 was 
Win32/ClickPotato, which affected 16.2 percent of computers cleaned in 
Ireland. Win32/ClickPotato is a program that displays popup and notification-
style advertisements based on the user’s browsing habits. 

 The fourth most common threat family in Ireland in 2Q11 was 
Win32/Zwangi, which affected 12.1 percent of computers cleaned in Ireland. 
Win32/Zwangi is a program that runs as a service in the background and 
modifies Web browser settings to visit a particular website.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.45 

(0.59) 

0.32 

(0.33) 

0.41 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

2.71 

(3.34) 

0.71 

(2.24) 

0.67 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.066% 

(0.229%) 

0.082% 

(0.131%) 

0.519% 

(0.223%) 

0.860% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.132 percent of all spambot IP addresses were 

located in Ireland; this figure is down from 0.217 in 1Q11. The following are the 

top botnets that sent spam from Ireland in 2Q11. 

The top 3 spambots hosted in Ireland in 2Q11 

 Botnet % of all botnet IP addresses in Ireland 

1 Win32/Cutwail 23.4% 

2 Win32/Lethic 23.1% 

3 Win32/Rlsloup 17.5% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Israel  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Israel in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 15.1 12.1 

CCM calculated using Control Panel 

location information 
13.6  11.0  10.8  8.7  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Israel and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 8.7 of every 1,000 computers scanned in Israel in 

2Q11 (a CCM score of 8.7, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Israel over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Israel as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Israel in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Israel in 2Q11 was Adware, which affected 
34.2 percent of all computers cleaned in Israel, up from 31.6 percent in 
1Q11. 

 The second most common category in Israel in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 33.2 percent of all computers 
cleaned in Israel, up from 29.7 percent in 1Q11. 

 The third most common category in Israel in 2Q11 was Worms, which 
affected 24.5 percent of all computers cleaned in Israel, down from 28.7 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Israel in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  10.8% 

2 Win32/GamePlayLabs Adware  10.6% 

3 Win32/Keygen Misc. Potentially Unwanted Software  8.2% 

4 JS/Pornpop Adware  8.2% 

5 Win32/OpenCandy Adware  7.1% 

6 Win32/Hotbar Adware  5.9% 

7 Win32/Sality Viruses  5.3% 

8 Win32/Rimecud Worms  5.2% 

9 ASX/Wimad Trojan Downloaders & Droppers  4.4% 

10 Win32/Obfuscator Misc. Potentially Unwanted Software  4.4% 
 

 The most common threat family in Israel in 2Q11 was Win32/Autorun, which 
affected 10.8 percent of computers cleaned in Israel. Win32/Autorun is a 
family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Israel in 2Q11 was 
Win32/GamePlayLabs, which affected 10.6 percent of computers cleaned in 
Israel. Win32/GamePlayLabs is a program that collects browsing data from an 
affected user that is then used to serve targeted advertising to the user. 

 The third most common threat family in Israel in 2Q11 was Win32/Keygen, 
which affected 8.2 percent of computers cleaned in Israel. Win32/Keygen is a 
generic detection for tools that generate product keys for illegally obtained 
versions of various software products. 

 The fourth most common threat family in Israel in 2Q11 was JS/Pornpop, 
which affected 8.2 percent of computers cleaned in Israel. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.13 

(0.59) 

0.12 

(0.33) 

0.16 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

43.70 

(3.34) 

23.84 

(2.24) 

0.63 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.097% 

(0.229%) 

0.081% 

(0.131%) 

0.785% 

(0.223%) 

0.735% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.040 percent of all spambot IP addresses were 

located in Israel; this figure is down from 1.503 in 1Q11. The following are the 

top botnets that sent spam from Israel in 2Q11. 

The top 3 spambots hosted in Israel in 2Q11 

 Botnet % of all botnet IP addresses in Israel 

1 Win32/Pramro 33.5% 

2 Win32/Cutwail 26.3% 

3 Win32/Lethic 23.8% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Italy  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Italy in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 7.8 6.4 

CCM calculated using Control Panel 

location information 
10.3  8.9  7.8  6.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Italy and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 6.3 of every 1,000 computers scanned in Italy in 

2Q11 (a CCM score of 6.3, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Italy over the last six quarters, 

compared to the world as a whole. In the figure, the dashed portion of the line 

represents the infection rate for Italy as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Italy in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Italy in 2Q11 was Adware, which affected 60.0 
percent of all computers cleaned in Italy, up from 53.2 percent in 1Q11. 

 The second most common category in Italy in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 26.1 percent of all computers 
cleaned in Italy, down from 30.6 percent in 1Q11. 

 The third most common category in Italy in 2Q11 was Miscellaneous Trojans, 
which affected 15.5 percent of all computers cleaned in Italy, down from 19.6 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Italy in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Offerbox Adware  28.3% 

2 JS/Pornpop Adware  13.2% 

3 Win32/Hotbar Adware  12.9% 

4 Win32/ShopperReports Adware  8.9% 

5 Win32/OpenCandy Adware  7.1% 

6 ASX/Wimad Trojan Downloaders & Droppers  6.9% 

7 Win32/Zwangi Misc. Potentially Unwanted Software  6.6% 

8 Win32/Autorun Worms  4.8% 

9 Win32/Cycbot Backdoors  4.7% 

10 Win32/Keygen Misc. Potentially Unwanted Software  4.7% 
 

 The most common threat family in Italy in 2Q11 was Win32/Offerbox, which 
affected 28.3 percent of computers cleaned in Italy. Win32/Offerbox is a 
program that displays offers based on the user’s web browsing habits. Some 
versions may display advertisements in a pop-under window. 
Win32/Offerbox may be installed without adequate user consent by malware. 

 The second most common threat family in Italy in 2Q11 was JS/Pornpop, 
which affected 13.2 percent of computers cleaned in Italy. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The third most common threat family in Italy in 2Q11 was Win32/Hotbar, 
which affected 12.9 percent of computers cleaned in Italy. Win32/Hotbar is 
adware that displays a dynamic toolbar and targeted pop-up ads based on its 
monitoring of Web-browsing activity. 

 The fourth most common threat family in Italy in 2Q11 was 
Win32/ShopperReports, which affected 8.9 percent of computers cleaned in 
Italy. Win32/ShopperReports is adware that displays targeted advertising to 
affected users while browsing the Internet, based on search terms entered into 
search engines.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.29 

(0.59) 

0.09 

(0.33) 

0.10 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.25 

(3.34) 

0.12 

(2.24) 

0.09 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.037% 

(0.229%) 

0.211% 

(0.131%) 

0.918% 

(0.223%) 

0.657% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.525 percent of all spambot IP addresses were 

located in Italy; this figure is down from 3.636 in 1Q11. The following are the top 

botnets that sent spam from Italy in 2Q11. 

The top 3 spambots hosted in Italy in 2Q11 

 Botnet % of all botnet IP addresses in Italy 

1 Win32/Cutwail 28.8% 

2 Win32/Lethic 20.2% 

3 Win32/Tedroo 11.8% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Jamaica  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Jamaica in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 16.2 12.5 

CCM calculated using Control Panel 

location information 
3.6  2.5  3.2  2.4  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Jamaica and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.4 of every 1,000 computers scanned in Jamaica 

in 2Q11 (a CCM score of 2.4, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Jamaica over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Jamaica as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Jamaica in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Jamaica in 2Q11 was Adware, which affected 
42.0 percent of all computers cleaned in Jamaica, down from 43.4 percent in 
1Q11. 

 The second most common category in Jamaica in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 32.2 percent of all computers 
cleaned in Jamaica, down from 35.5 percent in 1Q11. 

 The third most common category in Jamaica in 2Q11 was Worms, which 
affected 32.1 percent of all computers cleaned in Jamaica, down from 32.1 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Jamaica in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  20.7% 

2 Win32/Autorun Worms  16.4% 

3 Win32/ShopperReports Adware  15.2% 

4 Win32/Vobfus Worms  13.9% 

5 Win32/ClickPotato Adware  13.8% 

6 Win32/Rimecud Worms  12.5% 

7 Win32/Zwangi Misc. Potentially Unwanted Software  11.7% 

8 JS/Pornpop Adware  6.0% 

9 Win32/OpenCandy Adware  5.8% 

10 Win32/Renos Trojan Downloaders & Droppers  5.5% 
 

 The most common threat family in Jamaica in 2Q11 was Win32/Hotbar, 
which affected 20.7 percent of computers cleaned in Jamaica. Win32/Hotbar 
is adware that displays a dynamic toolbar and targeted pop-up ads based on 
its monitoring of Web-browsing activity. 

 The second most common threat family in Jamaica in 2Q11 was 
Win32/Autorun, which affected 16.4 percent of computers cleaned in 
Jamaica. Win32/Autorun is a family of worms that spreads by copying itself to 
the mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The third most common threat family in Jamaica in 2Q11 was 
Win32/ShopperReports, which affected 15.2 percent of computers cleaned in 
Jamaica. Win32/ShopperReports is adware that displays targeted advertising 
to affected users while browsing the Internet, based on search terms entered 
into search engines. 

 The fourth most common threat family in Jamaica in 2Q11 was 
Win32/Vobfus, which affected 13.9 percent of computers cleaned in Jamaica. 
Win32/Vobfus is a family of worms that spreads via network drives and 
removable drives and download/executes arbitrary files. Downloaded files 
may include additional malware.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

2.32 

(0.59) 

N/A 

(0.33) 

2.32 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

24.77 

(3.34) 

9.29 

(2.24) 

6.19 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.220% 

(0.229%) 

0.106% 

(0.131%) 

N/A 

(0.223%) 

0.003% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.015 percent of all spambot IP addresses were 

located in Jamaica; this figure is down from 0.021 in 1Q11. The following are the 

top botnets that sent spam from Jamaica in 2Q11. 

The top 3 spambots hosted in Jamaica in 2Q11 

 Botnet % of all botnet IP addresses in Jamaica 

1 Win32/Lethic 36.7% 

2 Win32/Cutwail 25.8% 

3 Win32/Bobax 8.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Japan  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Japan in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 2.7 2.1 

CCM calculated using Control Panel 

location information 
4.6  3.3  2.7  2.1  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Japan and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.1 of every 1,000 computers scanned in Japan in 

2Q11 (a CCM score of 2.1, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Japan over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Japan as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Japan in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Japan in 2Q11 was Adware, which affected 
47.4 percent of all computers cleaned in Japan, down from 57.7 percent in 
1Q11. 

 The second most common category in Japan in 2Q11 was Worms, which 
affected 20.1 percent of all computers cleaned in Japan, up from 18.1 percent 
in 1Q11. 

 The third most common category in Japan in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 14.5 percent of all computers 
cleaned in Japan, up from 13.0 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Japan in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 JS/Pornpop Adware  30.4% 

2 Win32/OpenCandy Adware  13.2% 

3 Win32/Taterf Worms  9.9% 

4 SWF/CVE-2011-0611 Exploits  6.9% 

5 Win32/Autorun Worms  5.4% 

6 Win32/Conficker Worms  3.6% 

7 Win32/Keygen Misc. Potentially Unwanted Software  3.5% 

8 JS/Mult Exploits  2.6% 

9 Win32/Frethog Password Stealers & Monitoring Tools  2.5% 

10 ASX/Wimad Trojan Downloaders & Droppers  2.1% 
 

 The most common threat family in Japan in 2Q11 was JS/Pornpop, which 
affected 30.4 percent of computers cleaned in Japan. JS/Pornpop is a generic 
detection for specially-crafted JavaScript-enabled objects that attempt to 
display pop-under advertisements, usually with adult content. 

 The second most common threat family in Japan in 2Q11 was 
Win32/OpenCandy, which affected 13.2 percent of computers cleaned in 
Japan. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The third most common threat family in Japan in 2Q11 was Win32/Taterf, 
which affected 9.9 percent of computers cleaned in Japan. Win32/Taterf is a 
family of worms that spread through mapped drives to steal login and account 
details for popular online games. 

 The fourth most common threat family in Japan in 2Q11 was SWF/CVE-
2011-0611, which affected 6.9 percent of computers cleaned in Japan. 
SWF/CVE-2011-0611 is a detection for specially crafted SWF files that 
attempt to exploit a vulnerability in Adobe Flash Player. Adobe Systems has 
released Security Bulletins APSB11-07 and APSB11-08 to address the 
vulnerability.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.04 

(0.59) 

0.03 

(0.33) 

0.02 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.09 

(3.34) 

0.07 

(2.24) 

0.03 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.022% 

(0.229%) 

0.032% 

(0.131%) 

0.738% 

(0.223%) 

0.426% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.249 percent of all spambot IP addresses were 

located in Japan; this figure is down from 0.426 in 1Q11. The following are the 

top botnets that sent spam from Japan in 2Q11. 

The top 3 spambots hosted in Japan in 2Q11 

 Botnet % of all botnet IP addresses in Japan 

1 Win32/Cutwail 29.2% 

2 Win32/Lethic 24.3% 

3 Win32/Tedroo 12.4% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Additional Observations 

 Worms in Japan where dramatically down from 31.0% in 4Q10 as a result of 
disabling autorun in Windows XP KB967940. 
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Jordan  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Jordan in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 17.6 18.5 

CCM calculated using Control Panel 

location information 
8.4  8.7  8.8  9.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Jordan and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 9.2 of every 1,000 computers scanned in Jordan 

in 2Q11 (a CCM score of 9.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Jordan over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Jordan as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Jordan in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Jordan in 2Q11 was Worms, which affected 
38.6 percent of all computers cleaned in Jordan, down from 44.0 percent in 
1Q11. 

 The second most common category in Jordan in 2Q11 was Miscellaneous 
Trojans, which affected 35.1 percent of all computers cleaned in Jordan, 
down from 42.5 percent in 1Q11. 

 The third most common category in Jordan in 2Q11 was Adware, which 
affected 32.5 percent of all computers cleaned in Jordan, up from 29.0 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Jordan in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  24.8% 

2 Win32/Sality Viruses  17.3% 

3 Win32/GamePlayLabs Adware  14.2% 

4 Win32/Agent Misc. Trojans  12.9% 

5 Win32/Vobfus Worms  10.3% 

6 JS/Pornpop Adware  8.6% 

7 Win32/Keygen Misc. Potentially Unwanted Software  8.4% 

8 Win32/Rimecud Worms  8.4% 

9 Win32/Conficker Worms  8.3% 

10 Win32/CplLnk Exploits  5.9% 
 

 The most common threat family in Jordan in 2Q11 was Win32/Autorun, 
which affected 24.8 percent of computers cleaned in Jordan. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Jordan in 2Q11 was Win32/Sality, 
which affected 17.3 percent of computers cleaned in Jordan. Win32/Sality is a 
family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The third most common threat family in Jordan in 2Q11 was 
Win32/GamePlayLabs, which affected 14.2 percent of computers cleaned in 
Jordan. Win32/GamePlayLabs is a program that collects browsing data from 
an affected user that is then used to serve targeted advertising to the user. 

 The fourth most common threat family in Jordan in 2Q11 was Win32/Agent, 
which affected 12.9 percent of computers cleaned in Jordan. Win32/Agent is a 
generic detection for a number of trojans that may perform different malicious 
functions. The functionality exhibited by this family is highly variable.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.76 

(0.59) 

0.09 

(0.33) 

0.38 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

18.30 

(3.34) 

4.30 

(2.24) 

5.58 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.208% 

(0.229%) 

0.246% 

(0.131%) 

0.927% 

(0.223%) 

0.475% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.097 percent of all spambot IP addresses were 

located in Jordan; this figure is up from 0.060 in 1Q11. The following are the top 

botnets that sent spam from Jordan in 2Q11. 

The top 3 spambots hosted in Jordan in 2Q11 

 Botnet % of all botnet IP addresses in Jordan 

1 Win32/Lethic 24.9% 

2 Win32/Cutwail 20.2% 

3 Win32/Pramro 19.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Kazakhstan  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Kazakhstan in 2Q11 and previous quarters. 

This data is provided by computers whose administrators have opted into 

providing telemetry data to Microsoft, using IP address geolocation to determine 

country or region. In previous volumes of the Microsoft Security Intelligence Report, 

location information was determined by the Location tab or menu in Regional 

and Language Options in Control Panel; infection rates generated using this 

older method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 10.1 8.8 

CCM calculated using Control Panel 

location information 
2.5  2.8  2.3  2.0  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Kazakhstan and around the world. 

 

http://www.microsoft.com/sir


 
 

 

316           

 

Infection Trends (CCM) 

The MSRT detected malware on 2.0 of every 1,000 computers scanned in 

Kazakhstan in 2Q11 (a CCM score of 2.0, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Kazakhstan 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Kazakhstan as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Kazakhstan in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Kazakhstan in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 54.3 percent of all computers 
cleaned in Kazakhstan, up from 45.2 percent in 1Q11. 

 The second most common category in Kazakhstan in 2Q11 was Miscellaneous 
Trojans, which affected 37.3 percent of all computers cleaned in Kazakhstan, 
up from 36.5 percent in 1Q11. 

 The third most common category in Kazakhstan in 2Q11 was Worms, which 
affected 28.9 percent of all computers cleaned in Kazakhstan, down from 34.2 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Kazakhstan in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Pameseg Misc. Potentially Unwanted Software  29.4% 

2 Win32/Autorun Worms  15.4% 

3 Win32/Rimecud Worms  15.3% 

4 Win32/CplLnk Exploits  14.7% 

5 Win32/Keygen Misc. Potentially Unwanted Software  10.7% 

6 Win32/Vobfus Worms  10.2% 

7 Win32/Obfuscator Misc. Potentially Unwanted Software  9.2% 

8 Win32/Meredrop Misc. Trojans  6.7% 

9 Win32/Sality Viruses  6.1% 

10 Win32/OpenCandy Adware  5.8% 
 

 The most common threat family in Kazakhstan in 2Q11 was Win32/Pameseg, 
which affected 29.4 percent of computers cleaned in Kazakhstan. 
Win32/Pameseg is a fake program installer that requires the user to send SMS 
messages to a premium number to successfully install certain programs. 

 The second most common threat family in Kazakhstan in 2Q11 was 
Win32/Autorun, which affected 15.4 percent of computers cleaned in 
Kazakhstan. Win32/Autorun is a family of worms that spreads by copying 
itself to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The third most common threat family in Kazakhstan in 2Q11 was 
Win32/Rimecud, which affected 15.3 percent of computers cleaned in 
Kazakhstan. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The fourth most common threat family in Kazakhstan in 2Q11 was 
Win32/CplLnk, which affected 14.7 percent of computers cleaned in 
Kazakhstan. Win32/CplLnk is a generic detection for specially-crafted 
malicious shortcut files that attempt to exploit the vulnerability addressed by 
Microsoft Security Bulletin MS10-046.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

4.12 

(0.59) 

0.69 

(0.33) 

1.07 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

69.67 

(3.34) 

2.83 

(2.24) 

2.31 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.086% 

(0.229%) 

0.100% 

(0.131%) 

0.490% 

(0.223%) 

0.373% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.197 percent of all spambot IP addresses were 

located in Kazakhstan; this figure is down from 1.243 in 1Q11. The following are 

the top botnets that sent spam from Kazakhstan in 2Q11. 

The top 3 spambots hosted in Kazakhstan in 2Q11 

 Botnet % of all botnet IP addresses in Kazakhstan 

1 Win32/Cutwail 33.5% 

2 Win32/Lethic 32.0% 

3 Win32/Tedroo 10.7% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Kenya  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Kenya in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.0 11.4 

CCM calculated using Control Panel 

location information 
2.9  2.5  2.2  1.9  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Kenya and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.9 of every 1,000 computers scanned in Kenya 

in 2Q11 (a CCM score of 1.9, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Kenya over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Kenya as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Kenya in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Kenya in 2Q11 was Worms, which affected 
34.1 percent of all computers cleaned in Kenya, down from 35.9 percent in 
1Q11. 

 The second most common category in Kenya in 2Q11 was Miscellaneous 
Trojans, which affected 29.2 percent of all computers cleaned in Kenya, down 
from 29.8 percent in 1Q11. 

 The third most common category in Kenya in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 25.8 percent of all computers 
cleaned in Kenya, down from 25.9 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Kenya in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  20.3% 

2 Win32/Rimecud Worms  19.6% 

3 Win32/Sality Viruses  17.6% 

4 Win32/Vobfus Worms  9.3% 

5 Win32/OpenCandy Adware  6.7% 

6 Win32/Chepvil Trojan Downloaders & Droppers  6.4% 

7 Win32/Hotbar Adware  6.2% 

8 Win32/CplLnk Exploits  5.2% 

9 Win32/Conficker Worms  4.9% 

10 Win32/Keygen Misc. Potentially Unwanted Software  4.6% 
 

 The most common threat family in Kenya in 2Q11 was Win32/Autorun, 
which affected 20.3 percent of computers cleaned in Kenya. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Kenya in 2Q11 was 
Win32/Rimecud, which affected 19.6 percent of computers cleaned in Kenya. 
Win32/Rimecud is a family of worms with multiple components that spread 
via fixed and removable drives and via instant messaging. It also contains 
backdoor functionality that allows unauthorized access to an affected system. 

 The third most common threat family in Kenya in 2Q11 was Win32/Sality, 
which affected 17.6 percent of computers cleaned in Kenya. Win32/Sality is a 
family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The fourth most common threat family in Kenya in 2Q11 was Win32/Vobfus, 
which affected 9.3 percent of computers cleaned in Kenya. Win32/Vobfus is a 
family of worms that spreads via network drives and removable drives and 
download/executes arbitrary files. Downloaded files may include additional 
malware.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.29 

(0.59) 

N/A 

(0.33) 

N/A 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.07 

(3.34) 

0.04 

(2.24) 

0.07 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.245% 

(0.229%) 

0.226% 

(0.131%) 

3.756% 

(0.223%) 

3.791% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.389 percent of all spambot IP addresses were 

located in Kenya; this figure is up from 0.321 in 1Q11. The following are the top 

botnets that sent spam from Kenya in 2Q11. 

The top 3 spambots hosted in Kenya in 2Q11 

 Botnet % of all botnet IP addresses in Kenya 

1 Win32/Pramro 45.0% 

2 Win32/Cutwail 22.7% 

3 Win32/Lethic 15.4% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Korea  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Korea in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 30.1 19.8 

CCM calculated using Control Panel 

location information 
30.1  40.3  30.4  20.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Korea and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 20.2 of every 1,000 computers scanned in Korea 

in 2Q11 (a CCM score of 20.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Korea over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Korea as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Korea in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Korea in 2Q11 was Adware, which affected 
31.5 percent of all computers cleaned in Korea, up from 29.1 percent in 
1Q11. 

 The second most common category in Korea in 2Q11 was Worms, which 
affected 25.1 percent of all computers cleaned in Korea, down from 27.5 
percent in 1Q11. 

 The third most common category in Korea in 2Q11 was Miscellaneous 
Trojans, which affected 19.6 percent of all computers cleaned in Korea, down 
from 24.1 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Korea in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/PinGuide Adware  19.6% 

2 Win32/Rimecud Worms  12.6% 

3 Win32/Taterf Worms  11.8% 

4 JS/Mult Exploits  9.2% 

5 SWF/CVE-2011-0611 Exploits  6.2% 

6 Win32/Parite Viruses  5.4% 

7 JS/CVE-2010-0806 Exploits  4.8% 

8 SWF/CVE-2011-2110 Exploits  4.8% 

9 Win32/Frethog Password Stealers & Monitoring Tools  4.7% 

10 Win32/WdSearch Misc. Potentially Unwanted Software  4.4% 
 

 The most common threat family in Korea in 2Q11 was Win32/PinGuide, 
which affected 19.6 percent of computers cleaned in Korea. Win32/PinGuide 
is adware that installs a browser helper object (BHO) in Internet Explorer, and 
uses it to display sponsored links in a sidebar. 

 The second most common threat family in Korea in 2Q11 was 
Win32/Rimecud, which affected 12.6 percent of computers cleaned in Korea. 
Win32/Rimecud is a family of worms with multiple components that spread 
via fixed and removable drives and via instant messaging. It also contains 
backdoor functionality that allows unauthorized access to an affected system. 

 The third most common threat family in Korea in 2Q11 was Win32/Taterf, 
which affected 11.8 percent of computers cleaned in Korea. Win32/Taterf is a 
family of worms that spread through mapped drives to steal login and account 
details for popular online games. 

 The fourth most common threat family in Korea in 2Q11 was JS/Mult, which 
affected 9.2 percent of computers cleaned in Korea. JS/Mult is a generic 
detection for various exploits written in the JavaScript language.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

14.77 

(0.59) 

4.60 

(0.33) 

4.44 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

408.35 

(3.34) 

435.21 

(2.24) 

229.68 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.271% 

(0.229%) 

0.377% 

(0.131%) 

9.961% 

(0.223%) 

5.583% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 8.435 percent of all spambot IP addresses were 

located in Korea; this figure is up from 2.896 in 1Q11. The following are the top 

botnets that sent spam from Korea in 2Q11. 

The top 3 spambots hosted in Korea in 2Q11 

 Botnet % of all botnet IP addresses in Korea 

1 Win32/Lethic 71.3% 

2 Win32/Cutwail 19.0% 

3 Win32/Pramro 3.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Additional Observations 

 In Korea, the Korea Information Security Agency (KISA) has instituted a two-
part remediation effort. The first part is a joint malware notification program 
developed in cooperation with major ISPs in Korea. KISA provides the 
participating ISPs with information about computers that are determined to 
be infected with malware families that are widespread within Korea. When the 
user of an infected computer logs in, a pop-up window displays with a link to 
a web page that contains instructions for removing the infection. 

 The second part of the remediation effort consists of a program to develop 
and distribute free vaccine software that targets specific malware families that 
are widespread in Korea. Responding to a series of serious distributed denial-
of-service (DDoS) attacks that have affected Korea recently, KISA contracted 
with major domestic AV vendors to develop the vaccine, which is available for 
download from www.boho.or.kr. 
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Kuwait  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Kuwait in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 17.0 15.5 

CCM calculated using Control Panel 

location information 
14.6  12.0  10.5  10.0  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Kuwait and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 10.0 of every 1,000 computers scanned in Kuwait 

in 2Q11 (a CCM score of 10.0, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Kuwait over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Kuwait as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Kuwait in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Kuwait in 2Q11 was Miscellaneous Trojans, 
which affected 36.3 percent of all computers cleaned in Kuwait, down from 
39.5 percent in 1Q11. 

 The second most common category in Kuwait in 2Q11 was Worms, which 
affected 28.9 percent of all computers cleaned in Kuwait, up from 28.5 
percent in 1Q11. 

 The third most common category in Kuwait in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 26.6 percent of all computers 
cleaned in Kuwait, down from 27.3 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Kuwait in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  14.7% 

2 Win32/Rimecud Worms  14.2% 

3 Win32/Sality Viruses  10.0% 

4 Win32/Agent Misc. Trojans  7.9% 

5 Win32/Hotbar Adware  7.6% 

6 Win32/Keygen Misc. Potentially Unwanted Software  6.9% 

7 Win32/GamePlayLabs Adware  6.4% 

8 Win32/ShopperReports Adware  6.0% 

9 Win32/OpenCandy Adware  5.9% 

10 Win32/Conficker Worms  5.2% 
 

 The most common threat family in Kuwait in 2Q11 was Win32/Autorun, 
which affected 14.7 percent of computers cleaned in Kuwait. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Kuwait in 2Q11 was 
Win32/Rimecud, which affected 14.2 percent of computers cleaned in 
Kuwait. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The third most common threat family in Kuwait in 2Q11 was Win32/Sality, 
which affected 10.0 percent of computers cleaned in Kuwait. Win32/Sality is a 
family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The fourth most common threat family in Kuwait in 2Q11 was Win32/Agent, 
which affected 7.9 percent of computers cleaned in Kuwait. Win32/Agent is a 
generic detection for a number of trojans that may perform different malicious 
functions. The functionality exhibited by this family is highly variable.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

17.03 

(0.59) 

1.82 

(0.33) 

3.04 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

10.34 

(3.34) 

10.95 

(2.24) 

6.99 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.353% 

(0.229%) 

N/A 

(0.131%) 

0.248% 

(0.223%) 

0.004% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.278 percent of all spambot IP addresses were 

located in Kuwait; this figure is up from 0.273 in 1Q11. The following are the top 

botnets that sent spam from Kuwait in 2Q11. 

The top 3 spambots hosted in Kuwait in 2Q11 

 Botnet % of all botnet IP addresses in Kuwait 

1 Win32/Lethic 45.4% 

2 Win32/Cutwail 12.9% 

3 Win32/Pramro 12.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Latvia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Latvia in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 11.9 9.2 

CCM calculated using Control Panel 

location information 
10.8  9.4  7.7  6.0  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Latvia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 6.0 of every 1,000 computers scanned in Latvia 

in 2Q11 (a CCM score of 6.0, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Latvia over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Latvia as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Latvia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Latvia in 2Q11 was Miscellaneous Potentially 
Unwanted Software, which affected 43.4 percent of all computers cleaned in 
Latvia, up from 33.1 percent in 1Q11. 

 The second most common category in Latvia in 2Q11 was Miscellaneous 
Trojans, which affected 28.3 percent of all computers cleaned in Latvia, down 
from 30.1 percent in 1Q11. 

 The third most common category in Latvia in 2Q11 was Adware, which 
affected 25.1 percent of all computers cleaned in Latvia, down from 30.0 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Latvia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Pameseg Misc. Potentially Unwanted Software  12.0% 

2 Win32/Keygen Misc. Potentially Unwanted Software  11.4% 

3 Win32/Autorun Worms  9.9% 

4 Win32/Rimecud Worms  8.5% 

5 JS/Pornpop Adware  7.2% 

6 Win32/Hotbar Adware  7.0% 

7 Win32/Obfuscator Misc. Potentially Unwanted Software  6.8% 

8 Win32/OpenCandy Adware  6.0% 

9 Win32/Conficker Worms  5.3% 

10 Win32/ShopperReports Adware  4.5% 
 

 The most common threat family in Latvia in 2Q11 was Win32/Pameseg, 
which affected 12.0 percent of computers cleaned in Latvia. Win32/Pameseg 
is a fake program installer that requires the user to send SMS messages to a 
premium number to successfully install certain programs. 

 The second most common threat family in Latvia in 2Q11 was 
Win32/Keygen, which affected 11.4 percent of computers cleaned in Latvia. 
Win32/Keygen is a generic detection for tools that generate product keys for 
illegally obtained versions of various software products. 

 The third most common threat family in Latvia in 2Q11 was Win32/Autorun, 
which affected 9.9 percent of computers cleaned in Latvia. Win32/Autorun is 
a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The fourth most common threat family in Latvia in 2Q11 was 
Win32/Rimecud, which affected 8.5 percent of computers cleaned in Latvia. 
Win32/Rimecud is a family of worms with multiple components that spread 
via fixed and removable drives and via instant messaging. It also contains 
backdoor functionality that allows unauthorized access to an affected system.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.01 

(0.59) 

0.26 

(0.33) 

0.35 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

27.22 

(3.34) 

35.78 

(2.24) 

16.77 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.047% 

(0.229%) 

0.057% 

(0.131%) 

0.307% 

(0.223%) 

0.344% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.143 percent of all spambot IP addresses were 

located in Latvia; this figure is down from 0.176 in 1Q11. The following are the 

top botnets that sent spam from Latvia in 2Q11. 

The top 3 spambots hosted in Latvia in 2Q11 

 Botnet % of all botnet IP addresses in Latvia 

1 Win32/Cutwail 37.4% 

2 Win32/Lethic 16.9% 

3 Win32/Tedroo 16.7% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Lebanon  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Lebanon in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 15.4 15.8 

CCM calculated using Control Panel 

location information 
6.0  4.8  4.5  4.9  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Lebanon and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 4.9 of every 1,000 computers scanned in 

Lebanon in 2Q11 (a CCM score of 4.9, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Lebanon over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Lebanon as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Lebanon in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Lebanon in 2Q11 was Worms, which affected 
37.3 percent of all computers cleaned in Lebanon, up from 36.5 percent in 
1Q11. 

 The second most common category in Lebanon in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 33.0 percent of all computers 
cleaned in Lebanon, down from 33.7 percent in 1Q11. 

 The third most common category in Lebanon in 2Q11 was Miscellaneous 
Trojans, which affected 32.2 percent of all computers cleaned in Lebanon, up 
from 30.9 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Lebanon in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  21.7% 

2 Win32/Rimecud Worms  15.6% 

3 Win32/Sality Viruses  14.7% 

4 Win32/Keygen Misc. Potentially Unwanted Software  8.7% 

5 JS/Pornpop Adware  8.2% 

6 Win32/FlyAgent Backdoors  7.1% 

7 Win32/Conficker Worms  6.6% 

8 Win32/OpenCandy Adware  6.3% 

9 Win32/Vobfus Worms  6.3% 

10 Win32/Nuqel Worms  6.2% 
 

 The most common threat family in Lebanon in 2Q11 was Win32/Autorun, 
which affected 21.7 percent of computers cleaned in Lebanon. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Lebanon in 2Q11 was 
Win32/Rimecud, which affected 15.6 percent of computers cleaned in 
Lebanon. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The third most common threat family in Lebanon in 2Q11 was Win32/Sality, 
which affected 14.7 percent of computers cleaned in Lebanon. Win32/Sality is 
a family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The fourth most common threat family in Lebanon in 2Q11 was 
Win32/Keygen, which affected 8.7 percent of computers cleaned in Lebanon. 
Win32/Keygen is a generic detection for tools that generate product keys for 
illegally obtained versions of various software products.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.19 

(0.59) 

0.22 

(0.33) 

0.03 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.05 

(3.34) 

0.08 

(2.24) 

0.05 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.118% 

(0.229%) 

N/A 

(0.131%) 

0.086% 

(0.223%) 

0.129% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.108 percent of all spambot IP addresses were 

located in Lebanon; this figure is down from 0.116 in 1Q11. The following are the 

top botnets that sent spam from Lebanon in 2Q11. 

The top 3 spambots hosted in Lebanon in 2Q11 

 Botnet % of all botnet IP addresses in Lebanon 

1 Win32/Lethic 37.3% 

2 Win32/Cutwail 15.0% 

3 Win32/Pramro 13.5% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Lithuania  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Lithuania in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.5 10.7 

CCM calculated using Control Panel 

location information 
11.2  10.5  8.3  6.6  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Lithuania and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 6.6 of every 1,000 computers scanned in 

Lithuania in 2Q11 (a CCM score of 6.6, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Lithuania 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Lithuania as determined 

by the administrator-configured location of the computer, and the solid portion of 

the line represents the infection rate as determined by IP address geolocation. See 

the previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Lithuania in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Lithuania in 2Q11 was Adware, which affected 
40.5 percent of all computers cleaned in Lithuania, up from 34.1 percent in 
1Q11. 

 The second most common category in Lithuania in 2Q11 was Miscellaneous 
Trojans, which affected 30.9 percent of all computers cleaned in Lithuania, 
down from 31.4 percent in 1Q11. 

 The third most common category in Lithuania in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 30.9 percent of all computers 
cleaned in Lithuania, up from 29.5 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Lithuania in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/GamePlayLabs Adware  20.5% 

2 Win32/Rimecud Worms  9.8% 

3 Win32/Keygen Misc. Potentially Unwanted Software  8.9% 

4 Win32/Autorun Worms  8.0% 

5 JS/Pornpop Adware  7.8% 

6 Win32/OpenCandy Adware  7.0% 

7 Win32/Obfuscator Misc. Potentially Unwanted Software  5.9% 

8 Win32/Hotbar Adware  5.1% 

9 Win32/Pameseg Misc. Potentially Unwanted Software  3.9% 

10 Win32/Conficker Worms  3.9% 
 

 The most common threat family in Lithuania in 2Q11 was 
Win32/GamePlayLabs, which affected 20.5 percent of computers cleaned in 
Lithuania. Win32/GamePlayLabs is a program that collects browsing data 
from an affected user that is then used to serve targeted advertising to the 
user. 

 The second most common threat family in Lithuania in 2Q11 was 
Win32/Rimecud, which affected 9.8 percent of computers cleaned in 
Lithuania. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The third most common threat family in Lithuania in 2Q11 was 
Win32/Keygen, which affected 8.9 percent of computers cleaned in Lithuania. 
Win32/Keygen is a generic detection for tools that generate product keys for 
illegally obtained versions of various software products. 

 The fourth most common threat family in Lithuania in 2Q11 was 
Win32/Autorun, which affected 8.0 percent of computers cleaned in 
Lithuania. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.28 

(0.59) 

0.12 

(0.33) 

0.12 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.18 

(3.34) 

1.34 

(2.24) 

10.07 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.095% 

(0.229%) 

0.074% 

(0.131%) 

0.823% 

(0.223%) 

1.328% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.248 percent of all spambot IP addresses were 

located in Lithuania; this figure is down from 0.381 in 1Q11. The following are 

the top botnets that sent spam from Lithuania in 2Q11. 

The top 3 spambots hosted in Lithuania in 2Q11 

 Botnet % of all botnet IP addresses in Lithuania 

1 Win32/Cutwail 33.1% 

2 Win32/Lethic 17.8% 

3 Win32/Tedroo 17.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Luxembourg  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Luxembourg in 2Q11 and previous quarters. 

This data is provided by computers whose administrators have opted into 

providing telemetry data to Microsoft, using IP address geolocation to determine 

country or region. In previous volumes of the Microsoft Security Intelligence Report, 

location information was determined by the Location tab or menu in Regional 

and Language Options in Control Panel; infection rates generated using this 

older method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 4.2 3.2 

CCM calculated using Control Panel 

location information 
7.9  6.9  5.2  3.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Luxembourg and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 3.8 of every 1,000 computers scanned in 

Luxembourg in 2Q11 (a CCM score of 3.8, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Luxembourg 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Luxembourg as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Luxembourg in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Luxembourg in 2Q11 was Adware, which 
affected 46.4 percent of all computers cleaned in Luxembourg, down from 
52.0 percent in 1Q11. 

 The second most common category in Luxembourg in 2Q11 was 
Miscellaneous Potentially Unwanted Software, which affected 26.9 percent of 
all computers cleaned in Luxembourg, up from 25.0 percent in 1Q11. 

 The third most common category in Luxembourg in 2Q11 was Miscellaneous 
Trojans, which affected 18.8 percent of all computers cleaned in Luxembourg, 
up from 17.5 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Luxembourg in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  14.5% 

2 Win32/ShopperReports Adware  10.7% 

3 Win32/OpenCandy Adware  10.5% 

4 JS/Pornpop Adware  10.3% 

5 Win32/ClickPotato Adware  8.2% 

6 Win32/Zwangi Misc. Potentially Unwanted Software  7.9% 

7 Win32/Keygen Misc. Potentially Unwanted Software  4.6% 

8 Win32/Autorun Worms  4.2% 

9 ASX/Wimad Trojan Downloaders & Droppers  3.6% 

10 Win32/Agent Misc. Trojans  3.2% 
 

 The most common threat family in Luxembourg in 2Q11 was Win32/Hotbar, 
which affected 14.5 percent of computers cleaned in Luxembourg. 
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up 
ads based on its monitoring of Web-browsing activity. 

 The second most common threat family in Luxembourg in 2Q11 was 
Win32/ShopperReports, which affected 10.7 percent of computers cleaned in 
Luxembourg. Win32/ShopperReports is adware that displays targeted 
advertising to affected users while browsing the Internet, based on search 
terms entered into search engines. 

 The third most common threat family in Luxembourg in 2Q11 was 
Win32/OpenCandy, which affected 10.5 percent of computers cleaned in 
Luxembourg. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent. 

 The fourth most common threat family in Luxembourg in 2Q11 was 
JS/Pornpop, which affected 10.3 percent of computers cleaned in 
Luxembourg. JS/Pornpop is a generic detection for specially-crafted 
JavaScript-enabled objects that attempt to display pop-under advertisements, 
usually with adult content.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.37 

(0.59) 

0.20 

(0.33) 

0.09 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

6.30 

(3.34) 

3.61 

(2.24) 

2.08 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.019% 

(0.229%) 

0.014% 

(0.131%) 

0.740% 

(0.223%) 

0.088% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.014 percent of all spambot IP addresses were 

located in Luxembourg; this figure is down from 0.023 in 1Q11. The following 

are the top botnets that sent spam from Luxembourg in 2Q11. 

The top 3 spambots hosted in Luxembourg in 2Q11 

 Botnet % of all botnet IP addresses in Luxembourg 

1 Win32/Cutwail 32.2% 

2 Win32/Tedroo 21.2% 

3 Win32/Lethic 14.4% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Macao S.A.R.  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Macao S.A.R. in 2Q11 and previous quarters. 

This data is provided by computers whose administrators have opted into 

providing telemetry data to Microsoft, using IP address geolocation to determine 

country or region. In previous volumes of the Microsoft Security Intelligence Report, 

location information was determined by the Location tab or menu in Regional 

and Language Options in Control Panel; infection rates generated using this 

older method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 6.9 5.8 

CCM calculated using Control Panel 

location information 
2.7  2.1  1.7  1.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Macao S.A.R. and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.3 of every 1,000 computers scanned in Macao 

S.A.R. in 2Q11 (a CCM score of 1.3, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Macao S.A.R. over 

the last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for Macao S.A.R. as determined by 

the administrator-configured location of the computer, and the solid portion of 

the line represents the infection rate as determined by IP address geolocation. See 

the previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Macao S.A.R. in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Macao S.A.R. in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 35.9 percent of all computers 
cleaned in Macao S.A.R., up from 33.2 percent in 1Q11. 

 The second most common category in Macao S.A.R. in 2Q11 was 
Miscellaneous Trojans, which affected 27.7 percent of all computers cleaned 
in Macao S.A.R., up from 26.6 percent in 1Q11. 

 The third most common category in Macao S.A.R. in 2Q11 was Worms, 
which affected 23.0 percent of all computers cleaned in Macao S.A.R., down 
from 26.3 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Macao S.A.R. in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  10.2% 

2 Win32/Keygen Misc. Potentially Unwanted Software  8.5% 

3 Win32/Taterf Worms  7.9% 

4 Win32/BaiduSobar Misc. Potentially Unwanted Software  6.9% 

5 Win32/Conficker Worms  6.5% 

6 JS/Pornpop Adware  6.3% 

7 Win32/OpenCandy Adware  6.3% 

8 Win32/Hotbar Adware  4.7% 

9 Win32/Frethog Password Stealers & Monitoring Tools  4.7% 

10 Win32/Obfuscator Misc. Potentially Unwanted Software  4.4% 
 

 The most common threat family in Macao S.A.R. in 2Q11 was 
Win32/Autorun, which affected 10.2 percent of computers cleaned in Macao 
S.A.R.. Win32/Autorun is a family of worms that spreads by copying itself to 
the mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Macao S.A.R. in 2Q11 was 
Win32/Keygen, which affected 8.5 percent of computers cleaned in Macao 
S.A.R.. Win32/Keygen is a generic detection for tools that generate product 
keys for illegally obtained versions of various software products. 

 The third most common threat family in Macao S.A.R. in 2Q11 was 
Win32/Taterf, which affected 7.9 percent of computers cleaned in Macao 
S.A.R.. Win32/Taterf is a family of worms that spread through mapped drives 
to steal login and account details for popular online games. 

 The fourth most common threat family in Macao S.A.R. in 2Q11 was 
Win32/BaiduSobar, which affected 6.9 percent of computers cleaned in 
Macao S.A.R.. Win32/BaiduSobar is a Chinese-language Web browser toolbar 
that delivers pop-up and contextual advertisements, blocks certain other 
advertisements, and changes the Internet Explorer search page.  



 
 

   369 

Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

19.01 

(0.59) 

N/A 

(0.33) 

7.60 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

72.24 

(3.34) 

38.02 

(2.24) 

15.21 

(2.02) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.026 percent of all spambot IP addresses were 

located in Macao S.A.R.; this figure is up from 0.016 in 1Q11. The following are 

the top botnets that sent spam from Macao S.A.R. in 2Q11. 

The top 3 spambots hosted in Macao S.A.R. in 2Q11 

 Botnet % of all botnet IP addresses in Macao S.A.R. 

1 Win32/Lethic 36.8% 

2 Win32/Cutwail 20.9% 

3 Win32/Sinowal 12.7% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Malaysia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Malaysia in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.4 12.0 

CCM calculated using Control Panel 

location information 
6.8  5.1  5.2  4.5  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Malaysia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 4.5 of every 1,000 computers scanned in 

Malaysia in 2Q11 (a CCM score of 4.5, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Malaysia over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Malaysia as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Malaysia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Malaysia in 2Q11 was Adware, which affected 
35.3 percent of all computers cleaned in Malaysia, up from 34.0 percent in 
1Q11. 

 The second most common category in Malaysia in 2Q11 was Worms, which 
affected 32.5 percent of all computers cleaned in Malaysia, down from 33.0 
percent in 1Q11. 

 The third most common category in Malaysia in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 26.6 percent of all computers 
cleaned in Malaysia, up from 25.7 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Malaysia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  16.2% 

2 Win32/GamePlayLabs Adware  12.0% 

3 Win32/OpenCandy Adware  8.8% 

4 Win32/Conficker Worms  7.1% 

5 Win32/Hotbar Adware  7.0% 

6 Win32/Rimecud Worms  6.9% 

7 Win32/Sality Viruses  6.8% 

8 JS/Pornpop Adware  6.6% 

9 Win32/Keygen Misc. Potentially Unwanted Software  6.1% 

10 Win32/ShopperReports Adware  5.0% 
 

 The most common threat family in Malaysia in 2Q11 was Win32/Autorun, 
which affected 16.2 percent of computers cleaned in Malaysia. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Malaysia in 2Q11 was 
Win32/GamePlayLabs, which affected 12.0 percent of computers cleaned in 
Malaysia. Win32/GamePlayLabs is a program that collects browsing data from 
an affected user that is then used to serve targeted advertising to the user. 

 The third most common threat family in Malaysia in 2Q11 was 
Win32/OpenCandy, which affected 8.8 percent of computers cleaned in 
Malaysia. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The fourth most common threat family in Malaysia in 2Q11 was 
Win32/Conficker, which affected 7.1 percent of computers cleaned in 
Malaysia. Win32/Conficker is a worm that spreads by exploiting a 
vulnerability addressed by Security Bulletin MS08-067. Some variants also 
spread via removable drives and by exploiting weak passwords. It disables 
several important system services and security products, and downloads 
arbitrary files.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

9.33 

(0.59) 

4.11 

(0.33) 

2.40 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.63 

(3.34) 

0.73 

(2.24) 

0.77 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.117% 

(0.229%) 

0.110% 

(0.131%) 

1.642% 

(0.223%) 

1.392% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.495 percent of all spambot IP addresses were 

located in Malaysia; this figure is up from 0.451 in 1Q11. The following are the 

top botnets that sent spam from Malaysia in 2Q11. 

The top 3 spambots hosted in Malaysia in 2Q11 

 Botnet % of all botnet IP addresses in Malaysia 

1 Win32/Pramro 23.7% 

2 Win32/Cutwail 23.0% 

3 Win32/Lethic 16.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Malta  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Malta in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 8.7 6.0 

CCM calculated using Control Panel 

location information 
5.8  4.3  3.4  2.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Malta and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.2 of every 1,000 computers scanned in Malta in 

2Q11 (a CCM score of 2.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Malta over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Malta as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Malta in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Malta in 2Q11 was Adware, which affected 
52.8 percent of all computers cleaned in Malta, down from 52.9 percent in 
1Q11. 

 The second most common category in Malta in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 32.7 percent of all computers 
cleaned in Malta, up from 29.8 percent in 1Q11. 

 The third most common category in Malta in 2Q11 was Miscellaneous 
Trojans, which affected 19.5 percent of all computers cleaned in Malta, down 
from 20.6 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Malta in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  21.0% 

2 Win32/ShopperReports Adware  16.8% 

3 Win32/ClickPotato Adware  15.6% 

4 Win32/Zwangi Misc. Potentially Unwanted Software  13.4% 

5 JS/Pornpop Adware  9.8% 

6 Win32/OpenCandy Adware  7.1% 

7 Win32/Keygen Misc. Potentially Unwanted Software  6.1% 

8 Win32/Autorun Worms  6.0% 

9 Win32/GamePlayLabs Adware  5.1% 

10 Win32/Rimecud Worms  4.3% 
 

 The most common threat family in Malta in 2Q11 was Win32/Hotbar, which 
affected 21.0 percent of computers cleaned in Malta. Win32/Hotbar is adware 
that displays a dynamic toolbar and targeted pop-up ads based on its 
monitoring of Web-browsing activity. 

 The second most common threat family in Malta in 2Q11 was 
Win32/ShopperReports, which affected 16.8 percent of computers cleaned in 
Malta. Win32/ShopperReports is adware that displays targeted advertising to 
affected users while browsing the Internet, based on search terms entered into 
search engines. 

 The third most common threat family in Malta in 2Q11 was 
Win32/ClickPotato, which affected 15.6 percent of computers cleaned in 
Malta. Win32/ClickPotato is a program that displays popup and notification-
style advertisements based on the user’s browsing habits. 

 The fourth most common threat family in Malta in 2Q11 was Win32/Zwangi, 
which affected 13.4 percent of computers cleaned in Malta. Win32/Zwangi is 
a program that runs as a service in the background and modifies Web browser 
settings to visit a particular website.  



 
 

   381 

Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.30 

(0.59) 

0.19 

(0.33) 

1.06 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.42 

(3.34) 

0.34 

(2.24) 

0.15 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.199% 

(0.229%) 

0.075% 

(0.131%) 

1.750% 

(0.223%) 

0.263% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.020 percent of all spambot IP addresses were 

located in Malta; this figure is up from 0.013 in 1Q11. The following are the top 

botnets that sent spam from Malta in 2Q11. 

The top 3 spambots hosted in Malta in 2Q11 

 Botnet % of all botnet IP addresses in Malta 

1 Win32/Cutwail 42.0% 

2 Win32/Tedroo 34.5% 

3 Win32/Sinowal 4.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Mexico  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Mexico in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 16.7 13.5 

CCM calculated using Control Panel 

location information 
21.1  17.4  12.3  10.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Mexico and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 10.3 of every 1,000 computers scanned in 

Mexico in 2Q11 (a CCM score of 10.3, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Mexico over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Mexico as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Mexico in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Mexico in 2Q11 was Worms, which affected 
40.0 percent of all computers cleaned in Mexico, up from 38.7 percent in 
1Q11. 

 The second most common category in Mexico in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 39.4 percent of all computers 
cleaned in Mexico, up from 34.6 percent in 1Q11. 

 The third most common category in Mexico in 2Q11 was Adware, which 
affected 26.4 percent of all computers cleaned in Mexico, down from 31.0 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Mexico in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  18.5% 

2 Win32/Vobfus Worms  10.6% 

3 Win32/Rimecud Worms  9.4% 

4 Win32/OpenCandy Adware  9.1% 

5 JS/Pornpop Adware  8.4% 

6 Win32/Keygen Misc. Potentially Unwanted Software  8.1% 

7 Win32/VBInject Misc. Potentially Unwanted Software  7.6% 

8 Win32/Conficker Worms  6.8% 

9 Win32/Zwangi Misc. Potentially Unwanted Software  5.2% 

10 Win32/Taterf Worms  5.0% 
 

 The most common threat family in Mexico in 2Q11 was Win32/Autorun, 
which affected 18.5 percent of computers cleaned in Mexico. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Mexico in 2Q11 was 
Win32/Vobfus, which affected 10.6 percent of computers cleaned in Mexico. 
Win32/Vobfus is a family of worms that spreads via network drives and 
removable drives and download/executes arbitrary files. Downloaded files 
may include additional malware. 

 The third most common threat family in Mexico in 2Q11 was 
Win32/Rimecud, which affected 9.4 percent of computers cleaned in Mexico. 
Win32/Rimecud is a family of worms with multiple components that spread 
via fixed and removable drives and via instant messaging. It also contains 
backdoor functionality that allows unauthorized access to an affected system. 

 The fourth most common threat family in Mexico in 2Q11 was 
Win32/OpenCandy, which affected 9.1 percent of computers cleaned in 
Mexico. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.01 

(0.59) 

0.01 

(0.33) 

0.00 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.02 

(3.34) 

0.01 

(2.24) 

0.01 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.071% 

(0.229%) 

0.067% 

(0.131%) 

0.569% 

(0.223%) 

0.246% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.461 percent of all spambot IP addresses were 

located in Mexico; this figure is down from 0.592 in 1Q11. The following are the 

top botnets that sent spam from Mexico in 2Q11. 

The top 3 spambots hosted in Mexico in 2Q11 

 Botnet % of all botnet IP addresses in Mexico 

1 Win32/Cutwail 20.7% 

2 Win32/Pramro 19.0% 

3 Win32/Lethic 18.5% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Moldova  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Moldova in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 7.4 6.7 

CCM calculated using Control Panel 

location information 
2.1  1.6  1.2  1.1  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Moldova and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.1 of every 1,000 computers scanned in 

Moldova in 2Q11 (a CCM score of 1.1, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Moldova over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Moldova as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Moldova in 2Q11, by percentage of cleaned 

computers affected 

Column1

Moldova

0%

10%

20%

30%

40%

50%

60%

Moldova

Worldwide

Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Moldova in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 51.1 percent of all computers 
cleaned in Moldova, up from 40.8 percent in 1Q11. 

 The second most common category in Moldova in 2Q11 was Miscellaneous 
Trojans, which affected 36.1 percent of all computers cleaned in Moldova, 
down from 38.4 percent in 1Q11. 

 The third most common category in Moldova in 2Q11 was Adware, which 
affected 19.7 percent of all computers cleaned in Moldova, down from 22.4 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Moldova in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Pameseg Misc. Potentially Unwanted Software  23.3% 

2 Win32/Keygen Misc. Potentially Unwanted Software  11.7% 

3 Win32/Rimecud Worms  11.3% 

4 Win32/Obfuscator Misc. Potentially Unwanted Software  9.8% 

5 Win32/Autorun Worms  9.0% 

6 Win32/OpenCandy Adware  7.0% 

7 Win32/Sality Viruses  5.4% 

8 BAT/Killav Misc. Trojans  4.1% 

9 Win32/Dynamer Misc. Trojans  3.9% 

10 Win32/Bumat Misc. Trojans  3.9% 
 

 The most common threat family in Moldova in 2Q11 was Win32/Pameseg, 
which affected 23.3 percent of computers cleaned in Moldova. 
Win32/Pameseg is a fake program installer that requires the user to send SMS 
messages to a premium number to successfully install certain programs. 

 The second most common threat family in Moldova in 2Q11 was 
Win32/Keygen, which affected 11.7 percent of computers cleaned in 
Moldova. Win32/Keygen is a generic detection for tools that generate product 
keys for illegally obtained versions of various software products. 

 The third most common threat family in Moldova in 2Q11 was 
Win32/Rimecud, which affected 11.3 percent of computers cleaned in 
Moldova. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The fourth most common threat family in Moldova in 2Q11 was 
Win32/Obfuscator, which affected 9.8 percent of computers cleaned in 
Moldova. Win32/Obfuscator is a generic detection for programs that have had 
their purpose disguised to hinder analysis or detection by anti-virus scanners. 
Such programs commonly employ a combination of methods, including 
encryption, compression, anti-debugging and anti-emulation techniques.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.03 

(0.59) 

0.06 

(0.33) 

0.04 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

122.02 

(3.34) 

6.27 

(2.24) 

0.91 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.075% 

(0.229%) 

0.071% 

(0.131%) 

0.034% 

(0.223%) 

0.291% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.053 percent of all spambot IP addresses were 

located in Moldova; this figure is down from 0.061 in 1Q11. The following are the 

top botnets that sent spam from Moldova in 2Q11. 

The top 3 spambots hosted in Moldova in 2Q11 

 Botnet % of all botnet IP addresses in Moldova 

1 Win32/Cutwail 25.9% 

2 Win32/Lethic 21.7% 

3 Win32/Pramro 19.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Morocco  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Morocco in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 14.4 13.1 

CCM calculated using Control Panel 

location information 
1.9  1.6  1.4  1.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Morocco and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.2 of every 1,000 computers scanned in 

Morocco in 2Q11 (a CCM score of 1.2, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Morocco over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Morocco as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 

CCM infection trends in Morocco and worldwide 

0.0

2.0

4.0

6.0

8.0

10.0

12.0

14.0

16.0

1Q10 2Q10 3Q10 4Q10 1Q11 2Q11

Worldwide

CCM (Control 

Panel)

CCM (IP)

 



 
 

   397 

Threat Categories 

Malware and potentially unwanted software categories in Morocco in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Morocco in 2Q11 was Adware, which affected 
41.2 percent of all computers cleaned in Morocco, up from 40.6 percent in 
1Q11. 

 The second most common category in Morocco in 2Q11 was Worms, which 
affected 26.2 percent of all computers cleaned in Morocco, down from 29.5 
percent in 1Q11. 

 The third most common category in Morocco in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 25.9 percent of all computers 
cleaned in Morocco, down from 29.1 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Morocco in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  19.6% 

2 Win32/ShopperReports Adware  15.6% 

3 Win32/Sality Viruses  14.8% 

4 Win32/Autorun Worms  12.2% 

5 Win32/ClickPotato Adware  10.4% 

6 Win32/Zwangi Misc. Potentially Unwanted Software  9.7% 

7 Win32/Rimecud Worms  6.4% 

8 Win32/Vobfus Worms  5.6% 

9 Win32/Mabezat Viruses  5.5% 

10 Win32/GamePlayLabs Adware  5.0% 
 

 The most common threat family in Morocco in 2Q11 was Win32/Hotbar, 
which affected 19.6 percent of computers cleaned in Morocco. Win32/Hotbar 
is adware that displays a dynamic toolbar and targeted pop-up ads based on 
its monitoring of Web-browsing activity. 

 The second most common threat family in Morocco in 2Q11 was 
Win32/ShopperReports, which affected 15.6 percent of computers cleaned in 
Morocco. Win32/ShopperReports is adware that displays targeted advertising 
to affected users while browsing the Internet, based on search terms entered 
into search engines. 

 The third most common threat family in Morocco in 2Q11 was Win32/Sality, 
which affected 14.8 percent of computers cleaned in Morocco. Win32/Sality is 
a family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The fourth most common threat family in Morocco in 2Q11 was 
Win32/Autorun, which affected 12.2 percent of computers cleaned in 
Morocco. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.11 

(0.59) 

N/A 

(0.33) 

0.02 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.02 

(3.34) 

0.00 

(2.24) 

0.00 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.174% 

(0.229%) 

0.091% 

(0.131%) 

0.283% 

(0.223%) 

0.835% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.671 percent of all spambot IP addresses were 

located in Morocco; this figure is up from 0.630 in 1Q11. The following are the 

top botnets that sent spam from Morocco in 2Q11. 

The top 3 spambots hosted in Morocco in 2Q11 

 Botnet % of all botnet IP addresses in Morocco 

1 Win32/Lethic 28.1% 

2 Win32/Pramro 25.5% 

3 Win32/Cutwail 25.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Nepal  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Nepal in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 18.9 23.7 

CCM calculated using Control Panel 

location information 
2.0  1.8  1.8  2.0  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Nepal and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.0 of every 1,000 computers scanned in Nepal 

in 2Q11 (a CCM score of 2.0, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Nepal over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Nepal as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Nepal in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Nepal in 2Q11 was Worms, which affected 
43.1 percent of all computers cleaned in Nepal, down from 44.5 percent in 
1Q11. 

 The second most common category in Nepal in 2Q11 was Miscellaneous 
Trojans, which affected 39.5 percent of all computers cleaned in Nepal, up 
from 35.7 percent in 1Q11. 

 The third most common category in Nepal in 2Q11 was Viruses, which 
affected 34.6 percent of all computers cleaned in Nepal, up from 33.2 percent 
in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Nepal in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  29.4% 

2 Win32/Sality Viruses  27.5% 

3 Win32/Rimecud Worms  23.5% 

4 Win32/CplLnk Exploits  15.6% 

5 Win32/Ramnit Worms  13.7% 

6 Win32/Nuqel Worms  11.6% 

7 Win32/Virut Viruses  10.3% 

8 Win32/Conficker Worms  10.0% 

9 Win32/OpenCandy Adware  8.1% 

10 Win32/Keygen Misc. Potentially Unwanted Software  7.3% 
 

 The most common threat family in Nepal in 2Q11 was Win32/Autorun, 
which affected 29.4 percent of computers cleaned in Nepal. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Nepal in 2Q11 was Win32/Sality, 
which affected 27.5 percent of computers cleaned in Nepal. Win32/Sality is a 
family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The third most common threat family in Nepal in 2Q11 was Win32/Rimecud, 
which affected 23.5 percent of computers cleaned in Nepal. Win32/Rimecud 
is a family of worms with multiple components that spread via fixed and 
removable drives and via instant messaging. It also contains backdoor 
functionality that allows unauthorized access to an affected system. 

 The fourth most common threat family in Nepal in 2Q11 was Win32/CplLnk, 
which affected 15.6 percent of computers cleaned in Nepal. Win32/CplLnk is 
a generic detection for specially-crafted malicious shortcut files that attempt to 
exploit the vulnerability addressed by Microsoft Security Bulletin MS10-046.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.88 

(0.59) 

0.19 

(0.33) 

0.21 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.62 

(3.34) 

0.28 

(2.24) 

13.07 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.360% 

(0.229%) 

0.286% 

(0.131%) 

5.005% 

(0.223%) 

3.877% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.033 percent of all spambot IP addresses were 

located in Nepal; this figure is up from 0.026 in 1Q11. The following are the top 

botnets that sent spam from Nepal in 2Q11. 

The top 3 spambots hosted in Nepal in 2Q11 

 Botnet % of all botnet IP addresses in Nepal 

1 Win32/Lethic 34.9% 

2 Win32/Cutwail 26.6% 

3 Win32/Pramro 16.5% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Netherlands  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in the Netherlands in 2Q11 and previous quarters. 

This data is provided by computers whose administrators have opted into 

providing telemetry data to Microsoft, using IP address geolocation to determine 

country or region. In previous volumes of the Microsoft Security Intelligence Report, 

location information was determined by the Location tab or menu in Regional 

and Language Options in Control Panel; infection rates generated using this 

older method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 4.6 5.3 

CCM calculated using Control Panel 

location information 
7.3  5.8  4.5  5.1  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in the Netherlands and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.1 of every 1,000 computers scanned in the 

Netherlands in 2Q11 (a CCM score of 5.1, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for the 

Netherlands over the last six quarters, compared to the world as a whole. In the 

figure, the dashed portion of the line represents the infection rate for the 

Netherlands as determined by the administrator-configured location of the 

computer, and the solid portion of the line represents the infection rate as 

determined by IP address geolocation. See the previous page for more information 

about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in the Netherlands in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in the Netherlands in 2Q11 was Adware, which 
affected 43.1 percent of all computers cleaned in the Netherlands, down from 
51.6 percent in 1Q11. 

 The second most common category in the Netherlands in 2Q11 was 
Miscellaneous Potentially Unwanted Software, which affected 36.8 percent of 
all computers cleaned in the Netherlands, up from 29.6 percent in 1Q11. 

 The third most common category in the Netherlands in 2Q11 was 
Miscellaneous Trojans, which affected 21.6 percent of all computers cleaned 
in the Netherlands, down from 24.1 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in the Netherlands in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  15.9% 

2 JS/Pornpop Adware  14.0% 

3 Win32/ClickPotato Adware  10.5% 

4 Win32/ShopperReports Adware  10.1% 

5 Win32/Zwangi Misc. Potentially Unwanted Software  8.7% 

6 Win32/Pameseg Misc. Potentially Unwanted Software  8.2% 

7 Win32/OpenCandy Adware  8.1% 

8 Win32/Keygen Misc. Potentially Unwanted Software  7.6% 

9 Win32/Cycbot Backdoors  4.5% 

10 Win32/Zbot Password Stealers & Monitoring Tools  4.3% 
 

 The most common threat family in the Netherlands in 2Q11 was 
Win32/Hotbar, which affected 15.9 percent of computers cleaned in the 
Netherlands. Win32/Hotbar is adware that displays a dynamic toolbar and 
targeted pop-up ads based on its monitoring of Web-browsing activity. 

 The second most common threat family in the Netherlands in 2Q11 was 
JS/Pornpop, which affected 14.0 percent of computers cleaned in the 
Netherlands. JS/Pornpop is a generic detection for specially-crafted JavaScript-
enabled objects that attempt to display pop-under advertisements, usually 
with adult content. 

 The third most common threat family in the Netherlands in 2Q11 was 
Win32/ClickPotato, which affected 10.5 percent of computers cleaned in the 
Netherlands. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits. 

 The fourth most common threat family in the Netherlands in 2Q11 was 
Win32/ShopperReports, which affected 10.1 percent of computers cleaned in 
the Netherlands. Win32/ShopperReports is adware that displays targeted 
advertising to affected users while browsing the Internet, based on search 
terms entered into search engines.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.92 

(0.59) 

0.25 

(0.33) 

0.31 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

3.17 

(3.34) 

1.38 

(2.24) 

1.52 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.029% 

(0.229%) 

0.047% 

(0.131%) 

0.686% 

(0.223%) 

0.679% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.635 percent of all spambot IP addresses were 

located in the Netherlands; this figure is up from 0.617 in 1Q11. The following 

are the top botnets that sent spam from the Netherlands in 2Q11. 

The top 3 spambots hosted in the Netherlands in 2Q11 

 Botnet % of all botnet IP addresses in the Netherlands 

1 Win32/Tedroo 25.8% 

2 Win32/Sinowal 18.9% 

3 Win32/Lethic 13.5% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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New Zealand  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in New Zealand in 2Q11 and previous quarters. 

This data is provided by computers whose administrators have opted into 

providing telemetry data to Microsoft, using IP address geolocation to determine 

country or region. In previous volumes of the Microsoft Security Intelligence Report, 

location information was determined by the Location tab or menu in Regional 

and Language Options in Control Panel; infection rates generated using this 

older method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 5.7 5.1 

CCM calculated using Control Panel 

location information 
5.7  4.9  4.3  3.9  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in New Zealand and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 3.9 of every 1,000 computers scanned in New 

Zealand in 2Q11 (a CCM score of 3.9, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for New Zealand over 

the last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for New Zealand as determined by 

the administrator-configured location of the computer, and the solid portion of 

the line represents the infection rate as determined by IP address geolocation. See 

the previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in New Zealand in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in New Zealand in 2Q11 was Adware, which 
affected 39.5 percent of all computers cleaned in New Zealand, down from 
48.1 percent in 1Q11. 

 The second most common category in New Zealand in 2Q11 was 
Miscellaneous Trojans, which affected 29.4 percent of all computers cleaned 
in New Zealand, up from 26.5 percent in 1Q11. 

 The third most common category in New Zealand in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 28.8 percent of all computers 
cleaned in New Zealand, up from 24.7 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in New Zealand in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 JS/Pornpop Adware  12.4% 

2 Win32/Hotbar Adware  11.6% 

3 Win32/OpenCandy Adware  11.0% 

4 Win32/Winwebsec Misc. Trojans  7.8% 

5 Win32/ShopperReports Adware  7.8% 

6 Win32/ClickPotato Adware  7.5% 

7 Win32/Autorun Worms  7.0% 

8 Win32/Zwangi Misc. Potentially Unwanted Software  6.5% 

9 Win32/FakeRean Misc. Trojans  5.6% 

10 Win32/Keygen Misc. Potentially Unwanted Software  4.9% 
 

 The most common threat family in New Zealand in 2Q11 was JS/Pornpop, 
which affected 12.4 percent of computers cleaned in New Zealand. 
JS/Pornpop is a generic detection for specially-crafted JavaScript-enabled 
objects that attempt to display pop-under advertisements, usually with adult 
content. 

 The second most common threat family in New Zealand in 2Q11 was 
Win32/Hotbar, which affected 11.6 percent of computers cleaned in New 
Zealand. Win32/Hotbar is adware that displays a dynamic toolbar and 
targeted pop-up ads based on its monitoring of Web-browsing activity. 

 The third most common threat family in New Zealand in 2Q11 was 
Win32/OpenCandy, which affected 11.0 percent of computers cleaned in 
New Zealand. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent. 

 The fourth most common threat family in New Zealand in 2Q11 was 
Win32/Winwebsec, which affected 7.8 percent of computers cleaned in New 
Zealand. Win32/Winwebsec is a rogue security software family distributed 
under the names Winweb Security, System Security, and others.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.18 

(0.59) 

0.31 

(0.33) 

0.25 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.11 

(3.34) 

0.05 

(2.24) 

0.02 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.025% 

(0.229%) 

0.032% 

(0.131%) 

0.515% 

(0.223%) 

0.660% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.198 percent of all spambot IP addresses were 

located in New Zealand; this figure is down from 0.207 in 1Q11. The following 

are the top botnets that sent spam from New Zealand in 2Q11. 

The top 3 spambots hosted in New Zealand in 2Q11 

 Botnet % of all botnet IP addresses in New Zealand 

1 Win32/Lethic 21.4% 

2 Win32/Cutwail 20.5% 

3 Win32/Rlsloup 17.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Nicaragua  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Nicaragua in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 11.6 9.2 

CCM calculated using Control Panel 

location information 
11.7  9.1  5.9  4.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Nicaragua and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 4.8 of every 1,000 computers scanned in 

Nicaragua in 2Q11 (a CCM score of 4.8, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Nicaragua 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Nicaragua as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Nicaragua in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Nicaragua in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 37.0 percent of all computers 
cleaned in Nicaragua, up from 34.8 percent in 1Q11. 

 The second most common category in Nicaragua in 2Q11 was Miscellaneous 
Trojans, which affected 36.2 percent of all computers cleaned in Nicaragua, 
up from 34.8 percent in 1Q11. 

 The third most common category in Nicaragua in 2Q11 was Worms, which 
affected 33.1 percent of all computers cleaned in Nicaragua, down from 33.3 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Nicaragua in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Rimecud Worms  24.3% 

2 Win32/Autorun Worms  15.2% 

3 Win32/Keygen Misc. Potentially Unwanted Software  13.4% 

4 Win32/OpenCandy Adware  12.1% 

5 JS/Pornpop Adware  8.0% 

6 Win32/Conficker Worms  7.7% 

7 Win32/Vobfus Worms  7.2% 

8 Win32/Taterf Worms  6.4% 

9 Win32/Dorkbot Worms  5.6% 

10 Win32/Silly_P2P Worms  5.1% 
 

 The most common threat family in Nicaragua in 2Q11 was Win32/Rimecud, 
which affected 24.3 percent of computers cleaned in Nicaragua. 
Win32/Rimecud is a family of worms with multiple components that spread 
via fixed and removable drives and via instant messaging. It also contains 
backdoor functionality that allows unauthorized access to an affected system. 

 The second most common threat family in Nicaragua in 2Q11 was 
Win32/Autorun, which affected 15.2 percent of computers cleaned in 
Nicaragua. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The third most common threat family in Nicaragua in 2Q11 was 
Win32/Keygen, which affected 13.4 percent of computers cleaned in 
Nicaragua. Win32/Keygen is a generic detection for tools that generate 
product keys for illegally obtained versions of various software products. 

 The fourth most common threat family in Nicaragua in 2Q11 was 
Win32/OpenCandy, which affected 12.1 percent of computers cleaned in 
Nicaragua. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent.  
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.009 percent of all spambot IP addresses were 

located in Nicaragua; this figure is down from 0.017 in 1Q11. The following are 

the top botnets that sent spam from Nicaragua in 2Q11. 

The top 3 spambots hosted in Nicaragua in 2Q11 

 Botnet % of all botnet IP addresses in Nicaragua 

1 Win32/Cutwail 27.8% 

2 Win32/Lethic 20.3% 

3 Win32/Tedroo 16.5% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Nigeria  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Nigeria in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.1 10.6 

CCM calculated using Control Panel 

location information 
3.7  2.8  2.4  1.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Nigeria and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.8 of every 1,000 computers scanned in Nigeria 

in 2Q11 (a CCM score of 1.8, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Nigeria over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Nigeria as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Nigeria in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Nigeria in 2Q11 was Worms, which affected 
41.0 percent of all computers cleaned in Nigeria, down from 47.7 percent in 
1Q11. 

 The second most common category in Nigeria in 2Q11 was Trojan 
Downloaders & Droppers, which affected 21.3 percent of all computers 
cleaned in Nigeria, down from 25.5 percent in 1Q11. 

 The third most common category in Nigeria in 2Q11 was Miscellaneous 
Trojans, which affected 20.8 percent of all computers cleaned in Nigeria, up 
from 19.5 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Nigeria in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  17.4% 

2 Win32/Rimecud Worms  16.3% 

3 Win32/Vobfus Worms  15.5% 

4 Win32/Chepvil Trojan Downloaders & Droppers  14.1% 

5 Win32/Sality Viruses  13.3% 

6 Win32/Conficker Worms  8.8% 

7 Win32/Virut Viruses  8.0% 

8 Win32/CplLnk Exploits  7.2% 

9 Win32/Hotbar Adware  6.4% 

10 Win32/OpenCandy Adware  6.2% 
 

 The most common threat family in Nigeria in 2Q11 was Win32/Autorun, 
which affected 17.4 percent of computers cleaned in Nigeria. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Nigeria in 2Q11 was 
Win32/Rimecud, which affected 16.3 percent of computers cleaned in 
Nigeria. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The third most common threat family in Nigeria in 2Q11 was Win32/Vobfus, 
which affected 15.5 percent of computers cleaned in Nigeria. Win32/Vobfus is 
a family of worms that spreads via network drives and removable drives and 
download/executes arbitrary files. Downloaded files may include additional 
malware. 

 The fourth most common threat family in Nigeria in 2Q11 was 
Win32/Chepvil, which affected 14.1 percent of computers cleaned in Nigeria. 
Win32/Chepvil is a trojan that downloads other malware. The retrieved 
malware is saved to the %TEMP% folder and then executed.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.95 

(0.59) 

N/A 

(0.33) 

N/A 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

4.77 

(3.34) 

0.95 

(2.24) 

1.91 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

N/A 

(0.229%) 

N/A 

(0.131%) 

N/A 

(0.223%) 

0.134% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.155 percent of all spambot IP addresses were 

located in Nigeria; this figure is up from 0.107 in 1Q11. The following are the top 

botnets that sent spam from Nigeria in 2Q11. 

The top 3 spambots hosted in Nigeria in 2Q11 

 Botnet % of all botnet IP addresses in Nigeria 

1 Win32/Cutwail 32.0% 

2 Win32/Pramro 25.2% 

3 Win32/Lethic 15.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Norway  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Norway in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 2.9 2.5 

CCM calculated using Control Panel 

location information 
5.0  3.8  2.6  2.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Norway and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.2 of every 1,000 computers scanned in Norway 

in 2Q11 (a CCM score of 2.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Norway over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Norway as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Norway in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Norway in 2Q11 was Adware, which affected 
46.9 percent of all computers cleaned in Norway, down from 58.4 percent in 
1Q11. 

 The second most common category in Norway in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 34.9 percent of all computers 
cleaned in Norway, up from 24.4 percent in 1Q11. 

 The third most common category in Norway in 2Q11 was Miscellaneous 
Trojans, which affected 24.5 percent of all computers cleaned in Norway, up 
from 24.0 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Norway in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  15.4% 

2 JS/Pornpop Adware  14.3% 

3 Win32/ShopperReports Adware  11.0% 

4 Win32/Pameseg Misc. Potentially Unwanted Software  10.3% 

5 Win32/OpenCandy Adware  10.2% 

6 Win32/ClickPotato Adware  9.6% 

7 Win32/Zwangi Misc. Potentially Unwanted Software  8.2% 

8 Win32/Winwebsec Misc. Trojans  6.2% 

9 Win32/Keygen Misc. Potentially Unwanted Software  5.5% 

10 Win32/FakeRean Misc. Trojans  4.7% 
 

 The most common threat family in Norway in 2Q11 was Win32/Hotbar, 
which affected 15.4 percent of computers cleaned in Norway. Win32/Hotbar 
is adware that displays a dynamic toolbar and targeted pop-up ads based on 
its monitoring of Web-browsing activity. 

 The second most common threat family in Norway in 2Q11 was JS/Pornpop, 
which affected 14.3 percent of computers cleaned in Norway. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The third most common threat family in Norway in 2Q11 was 
Win32/ShopperReports, which affected 11.0 percent of computers cleaned in 
Norway. Win32/ShopperReports is adware that displays targeted advertising 
to affected users while browsing the Internet, based on search terms entered 
into search engines. 

 The fourth most common threat family in Norway in 2Q11 was 
Win32/Pameseg, which affected 10.3 percent of computers cleaned in 
Norway. Win32/Pameseg is a fake program installer that requires the user to 
send SMS messages to a premium number to successfully install certain 
programs.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.22 

(0.59) 

0.08 

(0.33) 

0.07 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.22 

(3.34) 

0.09 

(2.24) 

0.03 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.044% 

(0.229%) 

0.049% 

(0.131%) 

0.729% 

(0.223%) 

0.597% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.094 percent of all spambot IP addresses were 

located in Norway; this figure is down from 0.116 in 1Q11. The following are the 

top botnets that sent spam from Norway in 2Q11. 

The top 3 spambots hosted in Norway in 2Q11 

 Botnet % of all botnet IP addresses in Norway 

1 Win32/Tedroo 28.4% 

2 Win32/Lethic 20.2% 

3 Win32/Cutwail 19.1% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Oman  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Oman in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 19.3 18.1 

CCM calculated using Control Panel 

location information 
10.3  9.0  9.3  8.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Oman and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 8.8 of every 1,000 computers scanned in Oman 

in 2Q11 (a CCM score of 8.8, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Oman over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Oman as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Oman in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Oman in 2Q11 was Worms, which affected 
42.7 percent of all computers cleaned in Oman, down from 44.5 percent in 
1Q11. 

 The second most common category in Oman in 2Q11 was Miscellaneous 
Trojans, which affected 34.7 percent of all computers cleaned in Oman, down 
from 38.7 percent in 1Q11. 

 The third most common category in Oman in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 28.5 percent of all computers 
cleaned in Oman, up from 27.0 percent in 1Q11. 



 
 

 

440           

 

Threat Families 

The top 10 malware and potentially unwanted software families in Oman in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  20.3% 

2 Win32/Vobfus Worms  19.4% 

3 Win32/Agent Misc. Trojans  11.8% 

4 Win32/Sality Viruses  11.1% 

5 Win32/Rimecud Worms  10.9% 

6 Win32/Keygen Misc. Potentially Unwanted Software  8.9% 

7 Win32/Nuqel Worms  6.5% 

8 Win32/OpenCandy Adware  5.7% 

9 Win32/Hotbar Adware  5.4% 

10 Win32/Renos Trojan Downloaders & Droppers  4.8% 
 

 The most common threat family in Oman in 2Q11 was Win32/Autorun, 
which affected 20.3 percent of computers cleaned in Oman. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Oman in 2Q11 was 
Win32/Vobfus, which affected 19.4 percent of computers cleaned in Oman. 
Win32/Vobfus is a family of worms that spreads via network drives and 
removable drives and download/executes arbitrary files. Downloaded files 
may include additional malware. 

 The third most common threat family in Oman in 2Q11 was Win32/Agent, 
which affected 11.8 percent of computers cleaned in Oman. Win32/Agent is a 
generic detection for a number of trojans that may perform different malicious 
functions. The functionality exhibited by this family is highly variable. 

 The fourth most common threat family in Oman in 2Q11 was Win32/Sality, 
which affected 11.1 percent of computers cleaned in Oman. Win32/Sality is a 
family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.84 

(0.59) 

1.25 

(0.33) 

N/A 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.42 

(3.34) 

1.04 

(2.24) 

2.09 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

N/A 

(0.229%) 

N/A 

(0.131%) 

N/A 

(0.223%) 

0.452% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.069 percent of all spambot IP addresses were 

located in Oman; this figure is down from 0.168 in 1Q11. The following are the 

top botnets that sent spam from Oman in 2Q11. 

The top 3 spambots hosted in Oman in 2Q11 

 Botnet % of all botnet IP addresses in Oman 

1 Win32/Lethic 35.4% 

2 Win32/Cutwail 27.4% 

3 Win32/Bobax 11.1% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Pakistan  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Pakistan in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 27.7 31.1 

CCM calculated using Control Panel 

location information 
2.1  1.8  1.6  1.6  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Pakistan and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.6 of every 1,000 computers scanned in Pakistan 

in 2Q11 (a CCM score of 1.6, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Pakistan over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Pakistan as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Pakistan in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Pakistan in 2Q11 was Viruses, which affected 
41.3 percent of all computers cleaned in Pakistan, up from 39.4 percent in 
1Q11. 

 The second most common category in Pakistan in 2Q11 was Worms, which 
affected 37.1 percent of all computers cleaned in Pakistan, down from 37.8 
percent in 1Q11. 

 The third most common category in Pakistan in 2Q11 was Miscellaneous 
Trojans, which affected 30.6 percent of all computers cleaned in Pakistan, 
down from 31.2 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Pakistan in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Sality Viruses  23.2% 

2 Win32/Autorun Worms  21.8% 

3 Win32/Chir Viruses  14.4% 

4 Win32/Virut Viruses  13.9% 

5 Win32/Rimecud Worms  12.8% 

6 Win32/Conficker Worms  9.5% 

7 JS/Pornpop Adware  8.7% 

8 Win32/CplLnk Exploits  7.9% 

9 Win32/Keygen Misc. Potentially Unwanted Software  7.7% 

10 Win32/Hotbar Adware  7.5% 
 

 The most common threat family in Pakistan in 2Q11 was Win32/Sality, which 
affected 23.2 percent of computers cleaned in Pakistan. Win32/Sality is a 
family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The second most common threat family in Pakistan in 2Q11 was 
Win32/Autorun, which affected 21.8 percent of computers cleaned in 
Pakistan. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The third most common threat family in Pakistan in 2Q11 was Win32/Chir, 
which affected 14.4 percent of computers cleaned in Pakistan. Win32/Chir is 
a family with a worm component and a virus component. The worm 
component spreads by email and by exploiting  a vulnerability addressed by 
Microsoft Security Bulletin MS01-020. The virus component may infect .exe, 
.scr, and HTML files. 

 The fourth most common threat family in Pakistan in 2Q11 was Win32/Virut, 
which affected 13.9 percent of computers cleaned in Pakistan. Win32/Virut is 
a family of file-infecting viruses that target and infect .exe and .scr files 
accessed on infected systems. Win32/Virut also opens a backdoor by 
connecting to an IRC server.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.28 

(0.59) 

0.09 

(0.33) 

0.62 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.86 

(3.34) 

0.75 

(2.24) 

0.67 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.341% 

(0.229%) 

0.335% 

(0.131%) 

9.541% 

(0.223%) 

7.659% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.420 percent of all spambot IP addresses were 

located in Pakistan; this figure is up from 0.630 in 1Q11. The following are the 

top botnets that sent spam from Pakistan in 2Q11. 

The top 3 spambots hosted in Pakistan in 2Q11 

 Botnet % of all botnet IP addresses in Pakistan 

1 Win32/Cutwail 31.5% 

2 Win32/Tedroo 23.7% 

3 Win32/Lethic 21.7% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Palestinian Authority  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in the Palestinian territories (West Bank and Gaza 

Strip) in 2Q11 and previous quarters. This data is provided by computers whose 

administrators have opted into providing telemetry data to Microsoft, using IP 

address geolocation to determine country or region. In previous volumes of the 

Microsoft Security Intelligence Report, location information was determined by the 

Location tab or menu in Regional and Language Options in Control Panel; 

infection rates generated using this older method are included in the following 

table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 27.5 32.7 

CCM calculated using Control Panel 

location information 
5.0  4.8  4.7  5.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in the Palestinian territories and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.3 of every 1,000 computers scanned in the 

Palestinian territories in 2Q11 (a CCM score of 5.3, compared to the 2Q11 

worldwide average CCM of 9.8). The following figure shows the CCM trend for 

the Palestinian territories over the last six quarters, compared to the world as a 

whole. In the figure, the dashed portion of the line represents the infection rate for 

the Palestinian territories as determined by the administrator-configured location 

of the computer, and the solid portion of the line represents the infection rate as 

determined by IP address geolocation. See the previous page for more information 

about the change in CCM calculation methods. 

CCM infection trends in the Palestinian territories and worldwide 

0.0

5.0

10.0

15.0

20.0

25.0

30.0

35.0

1Q10 2Q10 3Q10 4Q10 1Q11 2Q11

Worldwide

CCM (Control 

Panel)

CCM (IP)

 



 
 

   451 

Threat Categories 

Malware and potentially unwanted software categories in the Palestinian territories in 2Q11, by 

percentage of cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in the Palestinian territories in 2Q11 was 
Miscellaneous Trojans, which affected 40.9 percent of all computers cleaned 
in the Palestinian territories, down from 46.8 percent in 1Q11. 

 The second most common category in the Palestinian territories in 2Q11 was 
Worms, which affected 36.6 percent of all computers cleaned in the 
Palestinian territories, down from 37.6 percent in 1Q11. 

 The third most common category in the Palestinian territories in 2Q11 was 
Viruses, which affected 33.2 percent of all computers cleaned in the 
Palestinian territories, up from 32.9 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in the Palestinian territories in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Sality Viruses  28.7% 

2 Win32/Autorun Worms  20.9% 

3 Win32/Keygen Misc. Potentially Unwanted Software  12.3% 

4 Win32/Agent Misc. Trojans  12.2% 

5 Win32/Rimecud Worms  11.9% 

6 Win32/Vobfus Worms  10.6% 

7 Win32/CplLnk Exploits  10.0% 

8 Win32/Ramnit Worms  7.6% 

9 JS/Pornpop Adware  7.1% 

10 Win32/GamePlayLabs Adware  6.7% 
 

 The most common threat family in the Palestinian territories in 2Q11 was 
Win32/Sality, which affected 28.7 percent of computers cleaned in the 
Palestinian territories. Win32/Sality is a family of polymorphic file infectors 
that target executable files with the extensions .scr or .exe. They may execute 
a damaging payload that deletes files with certain extensions and terminates 
security-related processes and services. 

 The second most common threat family in the Palestinian territories in 2Q11 
was Win32/Autorun, which affected 20.9 percent of computers cleaned in the 
Palestinian territories. Win32/Autorun is a family of worms that spreads by 
copying itself to the mapped drives of an infected computer. The mapped 
drives may include network or removable drives. 

 The third most common threat family in the Palestinian territories in 2Q11 
was Win32/Keygen, which affected 12.3 percent of computers cleaned in the 
Palestinian territories. Win32/Keygen is a generic detection for tools that 
generate product keys for illegally obtained versions of various software 
products. 

 The fourth most common threat family in the Palestinian territories in 2Q11 
was Win32/Agent, which affected 12.2 percent of computers cleaned in the 
Palestinian territories. Win32/Agent is a generic detection for a number of 
trojans that may perform different malicious functions. The functionality 
exhibited by this family is highly variable.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.694% 

(0.229%) 

0.678% 

(0.131%) 

6.308% 

(0.223%) 

1.157% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.103 percent of all spambot IP addresses were 

located in the Palestinian territories; this figure is down from 0.139 in 1Q11. The 

following are the top botnets that sent spam from the Palestinian territories in 

2Q11. 

The top 3 spambots hosted in the Palestinian territories in 2Q11 

 Botnet % of all botnet IP addresses in the Palestinian territories 

1 Win32/Lethic 33.7% 

2 Win32/Pramro 24.7% 

3 Win32/Cutwail 20.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Panama  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Panama in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 15.8 12.8 

CCM calculated using Control Panel 

location information 
13.6  11.7  8.6  7.1  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Panama and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 7.1 of every 1,000 computers scanned in Panama 

in 2Q11 (a CCM score of 7.1, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Panama over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Panama as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Panama in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Panama in 2Q11 was Miscellaneous Potentially 
Unwanted Software, which affected 35.3 percent of all computers cleaned in 
Panama, up from 31.0 percent in 1Q11. 

 The second most common category in Panama in 2Q11 was Worms, which 
affected 29.6 percent of all computers cleaned in Panama, down from 30.9 
percent in 1Q11. 

 The third most common category in Panama in 2Q11 was Miscellaneous 
Trojans, which affected 27.8 percent of all computers cleaned in Panama, 
down from 29.4 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Panama in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  15.9% 

2 Win32/Sality Viruses  10.5% 

3 Win32/Rimecud Worms  10.4% 

4 Win32/Vobfus Worms  9.5% 

5 Win32/OpenCandy Adware  8.7% 

6 JS/Pornpop Adware  8.1% 

7 Win32/Keygen Misc. Potentially Unwanted Software  7.3% 

8 Win32/Conficker Worms  6.1% 

9 Win32/Nuqel Worms  5.3% 

10 Win32/Zwangi Misc. Potentially Unwanted Software  5.0% 
 

 The most common threat family in Panama in 2Q11 was Win32/Autorun, 
which affected 15.9 percent of computers cleaned in Panama. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Panama in 2Q11 was 
Win32/Sality, which affected 10.5 percent of computers cleaned in Panama. 
Win32/Sality is a family of polymorphic file infectors that target executable 
files with the extensions .scr or .exe. They may execute a damaging payload 
that deletes files with certain extensions and terminates security-related 
processes and services. 

 The third most common threat family in Panama in 2Q11 was 
Win32/Rimecud, which affected 10.4 percent of computers cleaned in 
Panama. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The fourth most common threat family in Panama in 2Q11 was 
Win32/Vobfus, which affected 9.5 percent of computers cleaned in Panama. 
Win32/Vobfus is a family of worms that spreads via network drives and 
removable drives and download/executes arbitrary files. Downloaded files 
may include additional malware.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

112.75 

(0.59) 

318.02 

(0.33) 

79.54 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

41.61 

(3.34) 

2.93 

(2.24) 

4.33 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.154% 

(0.229%) 

0.187% 

(0.131%) 

1.043% 

(0.223%) 

0.085% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.098 percent of all spambot IP addresses were 

located in Panama; this figure is down from 0.117 in 1Q11. The following are the 

top botnets that sent spam from Panama in 2Q11. 

The top 3 spambots hosted in Panama in 2Q11 

 Botnet % of all botnet IP addresses in Panama 

1 Win32/Lethic 23.4% 

2 Win32/Cutwail 20.5% 

3 Win32/Bagle 20.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Paraguay  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Paraguay in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 8.9 7.7 

CCM calculated using Control Panel 

location information 
4.9  3.4  2.7  2.6  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Paraguay and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.6 of every 1,000 computers scanned in 

Paraguay in 2Q11 (a CCM score of 2.6, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Paraguay over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Paraguay as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Paraguay in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Paraguay in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 38.1 percent of all computers 
cleaned in Paraguay, up from 33.8 percent in 1Q11. 

 The second most common category in Paraguay in 2Q11 was Worms, which 
affected 31.3 percent of all computers cleaned in Paraguay, up from 30.8 
percent in 1Q11. 

 The third most common category in Paraguay in 2Q11 was Adware, which 
affected 24.1 percent of all computers cleaned in Paraguay, down from 30.7 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Paraguay in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  18.2% 

2 Win32/Keygen Misc. Potentially Unwanted Software  10.0% 

3 Win32/OpenCandy Adware  9.8% 

4 Win32/Rimecud Worms  8.2% 

5 JS/Pornpop Adware  8.1% 

6 Win32/Silly_P2P Worms  5.6% 

7 Win32/Conficker Worms  5.5% 

8 Win32/Sality Viruses  5.5% 

9 Win32/Small Trojan Downloaders & Droppers  5.3% 

10 Win32/Taterf Worms  5.1% 
 

 The most common threat family in Paraguay in 2Q11 was Win32/Autorun, 
which affected 18.2 percent of computers cleaned in Paraguay. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Paraguay in 2Q11 was 
Win32/Keygen, which affected 10.0 percent of computers cleaned in 
Paraguay. Win32/Keygen is a generic detection for tools that generate product 
keys for illegally obtained versions of various software products. 

 The third most common threat family in Paraguay in 2Q11 was 
Win32/OpenCandy, which affected 9.8 percent of computers cleaned in 
Paraguay. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent. 

 The fourth most common threat family in Paraguay in 2Q11 was 
Win32/Rimecud, which affected 8.2 percent of computers cleaned in 
Paraguay. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.15 

(0.59) 

0.86 

(0.33) 

0.10 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

4.11 

(3.34) 

N/A 

(2.24) 

0.10 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.036% 

(0.229%) 

0.119% 

(0.131%) 

0.673% 

(0.223%) 

0.642% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.029 percent of all spambot IP addresses were 

located in Paraguay; this figure is up from 0.018 in 1Q11. The following are the 

top botnets that sent spam from Paraguay in 2Q11. 

The top 3 spambots hosted in Paraguay in 2Q11 

 Botnet % of all botnet IP addresses in Paraguay 

1 Win32/Cutwail 36.1% 

2 Win32/Bagle 21.0% 

3 Win32/Tedroo 11.5% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Peru  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Peru in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 16.8 13.7 

CCM calculated using Control Panel 

location information 
16.7  13.5  9.3  8.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Peru and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 8.2 of every 1,000 computers scanned in Peru in 

2Q11 (a CCM score of 8.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Peru over the last six quarters, 

compared to the world as a whole. In the figure, the dashed portion of the line 

represents the infection rate for Peru as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Peru in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Peru in 2Q11 was Miscellaneous Potentially 
Unwanted Software, which affected 37.0 percent of all computers cleaned in 
Peru, up from 35.9 percent in 1Q11. 

 The second most common category in Peru in 2Q11 was Worms, which 
affected 36.9 percent of all computers cleaned in Peru, up from 32.0 percent 
in 1Q11. 

 The third most common category in Peru in 2Q11 was Adware, which 
affected 24.9 percent of all computers cleaned in Peru, down from 27.6 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Peru in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  16.8% 

2 Win32/OpenCandy Adware  12.3% 

3 Win32/Taterf Worms  11.0% 

4 Win32/Keygen Misc. Potentially Unwanted Software  10.5% 

5 Win32/Rimecud Worms  8.9% 

6 Win32/Conficker Worms  8.2% 

7 JS/Pornpop Adware  7.7% 

8 Win32/Vobfus Worms  7.2% 

9 Win32/Sality Viruses  6.3% 

10 Win32/VBInject Misc. Potentially Unwanted Software  6.0% 
 

 The most common threat family in Peru in 2Q11 was Win32/Autorun, which 
affected 16.8 percent of computers cleaned in Peru. Win32/Autorun is a 
family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Peru in 2Q11 was 
Win32/OpenCandy, which affected 12.3 percent of computers cleaned in 
Peru. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The third most common threat family in Peru in 2Q11 was Win32/Taterf, 
which affected 11.0 percent of computers cleaned in Peru. Win32/Taterf is a 
family of worms that spread through mapped drives to steal login and account 
details for popular online games. 

 The fourth most common threat family in Peru in 2Q11 was Win32/Keygen, 
which affected 10.5 percent of computers cleaned in Peru. Win32/Keygen is a 
generic detection for tools that generate product keys for illegally obtained 
versions of various software products.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.04 

(0.59) 

0.08 

(0.33) 

0.06 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.10 

(3.34) 

0.03 

(2.24) 

0.03 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.089% 

(0.229%) 

0.119% 

(0.131%) 

2.766% 

(0.223%) 

1.324% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.663 percent of all spambot IP addresses were 

located in Peru; this figure is up from 0.662 in 1Q11. The following are the top 

botnets that sent spam from Peru in 2Q11. 

The top 3 spambots hosted in Peru in 2Q11 

 Botnet % of all botnet IP addresses in Peru 

1 Win32/Cutwail 32.6% 

2 Win32/Tedroo 28.4% 

3 Win32/Lethic 14.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Philippines  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Philippines in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 11.7 11.0 

CCM calculated using Control Panel 

location information 
3.5  2.8  2.4  2.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Philippines and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.3 of every 1,000 computers scanned in 

Philippines in 2Q11 (a CCM score of 2.3, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Philippines 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Philippines as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Philippines in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Philippines in 2Q11 was Worms, which 
affected 34.4 percent of all computers cleaned in Philippines, down from 39.3 
percent in 1Q11. 

 The second most common category in Philippines in 2Q11 was Adware, 
which affected 33.3 percent of all computers cleaned in Philippines, down 
from 36.8 percent in 1Q11. 

 The third most common category in Philippines in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 31.5 percent of all computers 
cleaned in Philippines, up from 30.5 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Philippines in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  17.9% 

2 Win32/Sality Viruses  15.8% 

3 Win32/Rimecud Worms  12.1% 

4 Win32/Hotbar Adware  11.8% 

5 Win32/OpenCandy Adware  11.4% 

6 Win32/Conficker Worms  11.0% 

7 Win32/ShopperReports Adware  8.4% 

8 Win32/Nuqel Worms  7.6% 

9 Win32/Keygen Misc. Potentially Unwanted Software  7.3% 

10 Win32/ClickPotato Adware  7.2% 
 

 The most common threat family in Philippines in 2Q11 was Win32/Autorun, 
which affected 17.9 percent of computers cleaned in Philippines. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Philippines in 2Q11 was 
Win32/Sality, which affected 15.8 percent of computers cleaned in 
Philippines. Win32/Sality is a family of polymorphic file infectors that target 
executable files with the extensions .scr or .exe. They may execute a damaging 
payload that deletes files with certain extensions and terminates security-
related processes and services. 

 The third most common threat family in Philippines in 2Q11 was 
Win32/Rimecud, which affected 12.1 percent of computers cleaned in 
Philippines. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The fourth most common threat family in Philippines in 2Q11 was 
Win32/Hotbar, which affected 11.8 percent of computers cleaned in 
Philippines. Win32/Hotbar is adware that displays a dynamic toolbar and 
targeted pop-up ads based on its monitoring of Web-browsing activity.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.31 

(0.59) 

0.07 

(0.33) 

0.09 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

3.90 

(3.34) 

2.88 

(2.24) 

4.67 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.055% 

(0.229%) 

0.041% 

(0.131%) 

0.080% 

(0.223%) 

0.007% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.406 percent of all spambot IP addresses were 

located in Philippines; this figure is up from 1.030 in 1Q11. The following are the 

top botnets that sent spam from Philippines in 2Q11. 

The top 3 spambots hosted in Philippines in 2Q11 

 Botnet % of all botnet IP addresses in Philippines 

1 Win32/Pramro 53.7% 

2 Win32/Cutwail 16.4% 

3 Win32/Lethic 13.8% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742


 
 

   479 

Poland  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Poland in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 14.1 11.4 

CCM calculated using Control Panel 

location information 
22.6  17.3  14.2  11.5  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Poland and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 11.5 of every 1,000 computers scanned in Poland 

in 2Q11 (a CCM score of 11.5, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Poland over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Poland as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 

CCM infection trends in Poland and worldwide 
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Threat Categories 

Malware and potentially unwanted software categories in Poland in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Poland in 2Q11 was Worms, which affected 
30.7 percent of all computers cleaned in Poland, down from 32.8 percent in 
1Q11. 

 The second most common category in Poland in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 25.6 percent of all computers 
cleaned in Poland, down from 30.7 percent in 1Q11. 

 The third most common category in Poland in 2Q11 was Adware, which 
affected 25.6 percent of all computers cleaned in Poland, up from 21.6 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Poland in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Taterf Worms  13.5% 

2 Win32/OpenCandy Adware  13.1% 

3 Win32/Autorun Worms  9.5% 

4 Win32/Frethog Password Stealers & Monitoring Tools  5.8% 

5 Win32/Keygen Misc. Potentially Unwanted Software  5.7% 

6 Win32/Rimecud Worms  5.2% 

7 JS/Pornpop Adware  4.8% 

8 Win32/Vobfus Worms  4.6% 

9 Win32/Obfuscator Misc. Potentially Unwanted Software  4.1% 

10 Win32/Sality Viruses  4.1% 
 

 The most common threat family in Poland in 2Q11 was Win32/Taterf, which 
affected 13.5 percent of computers cleaned in Poland. Win32/Taterf is a 
family of worms that spread through mapped drives to steal login and account 
details for popular online games. 

 The second most common threat family in Poland in 2Q11 was 
Win32/OpenCandy, which affected 13.1 percent of computers cleaned in 
Poland. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The third most common threat family in Poland in 2Q11 was 
Win32/Autorun, which affected 9.5 percent of computers cleaned in Poland. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The fourth most common threat family in Poland in 2Q11 was 
Win32/Frethog, which affected 5.8 percent of computers cleaned in Poland. 
Win32/Frethog is a large family of password-stealing trojans that targets 
confidential data, such as account information, from massively multiplayer 
online games.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.25 

(0.59) 

0.20 

(0.33) 

0.15 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.31 

(3.34) 

0.55 

(2.24) 

0.45 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.088% 

(0.229%) 

0.082% 

(0.131%) 

1.599% 

(0.223%) 

1.223% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.726 percent of all spambot IP addresses were 

located in Poland; this figure is down from 2.287 in 1Q11. The following are the 

top botnets that sent spam from Poland in 2Q11. 

The top 3 spambots hosted in Poland in 2Q11 

 Botnet % of all botnet IP addresses in Poland 

1 Win32/Cutwail 28.2% 

2 Win32/Pramro 19.3% 

3 Win32/Lethic 18.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Additional Observations 

 In Poland, CERT Polska (www.cert.pl) attributes much of the improvement to 
filtering of port 25, used for Simple Mail Transfer Protocol (SMTP) traffic, by 
Telekomunikacja Polska, Poland’s largest telecommunications provider. SMTP 
is often abused by malware to send spam and spread infection. Cable Internet 
providers in Poland have also become more effective at stopping malware and 
distributing antivirus software to their users. CERT Polska has published its 
annual security report for 2010 at www.cert.pl/PDF/Raport_CP_2010.pdf, 
and an English-language summary at 
www.cert.pl/news/3410/langswitch_lang/en. 
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Portugal  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Portugal in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 11.5 9.8 

CCM calculated using Control Panel 

location information 
19.3  15.6  12.4  10.7  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Portugal and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 10.7 of every 1,000 computers scanned in 

Portugal in 2Q11 (a CCM score of 10.7, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Portugal over 

the last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for Portugal as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Portugal in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Portugal in 2Q11 was Adware, which affected 
37.6 percent of all computers cleaned in Portugal, down from 44.4 percent in 
1Q11. 

 The second most common category in Portugal in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 36.9 percent of all computers 
cleaned in Portugal, up from 33.4 percent in 1Q11. 

 The third most common category in Portugal in 2Q11 was Miscellaneous 
Trojans, which affected 21.1 percent of all computers cleaned in Portugal, 
down from 21.8 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Portugal in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  12.4% 

2 JS/Pornpop Adware  10.8% 

3 Win32/Autorun Worms  10.5% 

4 HTML/IframeRef Exploits  9.7% 

5 Win32/Keygen Misc. Potentially Unwanted Software  9.5% 

6 Win32/ShopperReports Adware  9.0% 

7 Win32/ClickPotato Adware  8.9% 

8 Win32/OpenCandy Adware  7.7% 

9 Win32/Zwangi Misc. Potentially Unwanted Software  7.5% 

10 Win32/Obfuscator Misc. Potentially Unwanted Software  5.5% 
 

 The most common threat family in Portugal in 2Q11 was Win32/Hotbar, 
which affected 12.4 percent of computers cleaned in Portugal. Win32/Hotbar 
is adware that displays a dynamic toolbar and targeted pop-up ads based on 
its monitoring of Web-browsing activity. 

 The second most common threat family in Portugal in 2Q11 was JS/Pornpop, 
which affected 10.8 percent of computers cleaned in Portugal. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The third most common threat family in Portugal in 2Q11 was 
Win32/Autorun, which affected 10.5 percent of computers cleaned in 
Portugal. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The fourth most common threat family in Portugal in 2Q11 was 
HTML/IframeRef, which affected 9.7 percent of computers cleaned in 
Portugal. HTML/IframeRef is a generic detection for specially formed IFrame 
tags that point to remote websites containing malicious content.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.29 

(0.59) 

0.10 

(0.33) 

0.16 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.25 

(3.34) 

0.13 

(2.24) 

0.08 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.080% 

(0.229%) 

0.078% 

(0.131%) 

0.738% 

(0.223%) 

2.463% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.240 percent of all spambot IP addresses were 

located in Portugal; this figure is down from 0.404 in 1Q11. The following are the 

top botnets that sent spam from Portugal in 2Q11. 

The top 3 spambots hosted in Portugal in 2Q11 

 Botnet % of all botnet IP addresses in Portugal 

1 Win32/Cutwail 35.2% 

2 Win32/Tedroo 14.6% 

3 Win32/Lethic 12.9% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Additional Observations 

 In Portugal, infections have decreased significantly since the creation of the 
National Network of CSIRTs. The Serviço de Resposta a Incidentes de 
Segurança Informática (CERT.PT) launched the network in 2008 in 
cooperation with technology companies, telecom providers, and government 
agencies to address the need for a national response capability for computer 
security incidents affecting Portugal. As the network has grown and achieved 
wider recognition, new CSIRTs have been created within ISPs, financial 
institutions, the Portuguese armed forces, and other companies and agencies. 
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Puerto Rico  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Puerto Rico in 2Q11 and previous quarters. 

This data is provided by computers whose administrators have opted into 

providing telemetry data to Microsoft, using IP address geolocation to determine 

country or region. In previous volumes of the Microsoft Security Intelligence Report, 

location information was determined by the Location tab or menu in Regional 

and Language Options in Control Panel; infection rates generated using this 

older method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.4 10.7 

CCM calculated using Control Panel 

location information 
4.4  3.6  3.0  2.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Puerto Rico and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.3 of every 1,000 computers scanned in Puerto 

Rico in 2Q11 (a CCM score of 2.3, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Puerto Rico over the 

last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for Puerto Rico as determined by 

the administrator-configured location of the computer, and the solid portion of 

the line represents the infection rate as determined by IP address geolocation. See 

the previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Puerto Rico in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Puerto Rico in 2Q11 was Adware, which 
affected 35.1 percent of all computers cleaned in Puerto Rico, down from 40.1 
percent in 1Q11. 

 The second most common category in Puerto Rico in 2Q11 was Worms, 
which affected 30.8 percent of all computers cleaned in Puerto Rico, down 
from 33.1 percent in 1Q11. 

 The third most common category in Puerto Rico in 2Q11 was Miscellaneous 
Trojans, which affected 26.6 percent of all computers cleaned in Puerto Rico, 
up from 24.3 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Puerto Rico in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  14.6% 

2 Win32/Hotbar Adware  12.0% 

3 Win32/Vobfus Worms  11.6% 

4 Win32/OpenCandy Adware  9.2% 

5 Win32/ShopperReports Adware  9.1% 

6 Win32/ClickPotato Adware  7.7% 

7 Win32/Zwangi Misc. Potentially Unwanted Software  7.7% 

8 JS/Pornpop Adware  7.5% 

9 Win32/Rimecud Worms  5.2% 

10 Win32/FakeRean Misc. Trojans  4.9% 
 

 The most common threat family in Puerto Rico in 2Q11 was Win32/Autorun, 
which affected 14.6 percent of computers cleaned in Puerto Rico. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Puerto Rico in 2Q11 was 
Win32/Hotbar, which affected 12.0 percent of computers cleaned in Puerto 
Rico. Win32/Hotbar is adware that displays a dynamic toolbar and targeted 
pop-up ads based on its monitoring of Web-browsing activity. 

 The third most common threat family in Puerto Rico in 2Q11 was 
Win32/Vobfus, which affected 11.6 percent of computers cleaned in Puerto 
Rico. Win32/Vobfus is a family of worms that spreads via network drives and 
removable drives and download/executes arbitrary files. Downloaded files 
may include additional malware. 

 The fourth most common threat family in Puerto Rico in 2Q11 was 
Win32/OpenCandy, which affected 9.2 percent of computers cleaned in 
Puerto Rico. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

N/A 

(0.59) 

24.75 

(0.33) 

N/A 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

86.63 

(3.34) 

37.13 

(2.24) 

34.65 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

N/A 

(0.229%) 

N/A 

(0.131%) 

N/A 

(0.223%) 

0.049% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.052 percent of all spambot IP addresses were 

located in Puerto Rico; this figure is down from 0.094 in 1Q11. The following are 

the top botnets that sent spam from Puerto Rico in 2Q11. 

The top 3 spambots hosted in Puerto Rico in 2Q11 

 Botnet % of all botnet IP addresses in Puerto Rico 

1 Win32/Lethic 40.0% 

2 Win32/Cutwail 20.4% 

3 Win32/Tedroo 7.7% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Qatar  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Qatar in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 61.5 34.4 

CCM calculated using Control Panel 

location information 
7.6  6.4  5.6  5.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Qatar and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.2 of every 1,000 computers scanned in Qatar in 

2Q11 (a CCM score of 5.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Qatar over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Qatar as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Qatar in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Qatar in 2Q11 was Worms, which affected 
42.7 percent of all computers cleaned in Qatar, down from 55.0 percent in 
1Q11. 

 The second most common category in Qatar in 2Q11 was Adware, which 
affected 28.7 percent of all computers cleaned in Qatar, up from 23.1 percent 
in 1Q11. 

 The third most common category in Qatar in 2Q11 was Miscellaneous 
Trojans, which affected 24.4 percent of all computers cleaned in Qatar, up 
from 20.8 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Qatar in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Rimecud Worms  26.9% 

2 Win32/Autorun Worms  11.8% 

3 Win32/Hotbar Adware  11.0% 

4 Win32/ShopperReports Adware  8.5% 

5 Win32/ClickPotato Adware  7.1% 

6 Win32/Sality Viruses  6.6% 

7 Win32/Zwangi Misc. Potentially Unwanted Software  6.3% 

8 Win32/GamePlayLabs Adware  6.2% 

9 Win32/Agent Misc. Trojans  5.2% 

10 Win32/Conficker Worms  5.0% 
 

 The most common threat family in Qatar in 2Q11 was Win32/Rimecud, 
which affected 26.9 percent of computers cleaned in Qatar. Win32/Rimecud 
is a family of worms with multiple components that spread via fixed and 
removable drives and via instant messaging. It also contains backdoor 
functionality that allows unauthorized access to an affected system. 

 The second most common threat family in Qatar in 2Q11 was 
Win32/Autorun, which affected 11.8 percent of computers cleaned in Qatar. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The third most common threat family in Qatar in 2Q11 was Win32/Hotbar, 
which affected 11.0 percent of computers cleaned in Qatar. Win32/Hotbar is 
adware that displays a dynamic toolbar and targeted pop-up ads based on its 
monitoring of Web-browsing activity. 

 The fourth most common threat family in Qatar in 2Q11 was 
Win32/ShopperReports, which affected 8.5 percent of computers cleaned in 
Qatar. Win32/ShopperReports is adware that displays targeted advertising to 
affected users while browsing the Internet, based on search terms entered into 
search engines.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

N/A 

(0.59) 

1.78 

(0.33) 

N/A 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

N/A 

(3.34) 

N/A 

(2.24) 

1.78 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.114% 

(0.229%) 

0.109% 

(0.131%) 

0.464% 

(0.223%) 

0.187% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.043 percent of all spambot IP addresses were 

located in Qatar; this figure is down from 0.045 in 1Q11. The following are the 

top botnets that sent spam from Qatar in 2Q11. 

The top 3 spambots hosted in Qatar in 2Q11 

 Botnet % of all botnet IP addresses in Qatar 

1 Win32/Lethic 33.9% 

2 Win32/Bobax 14.5% 

3 Win32/Cutwail 11.2% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Romania  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Romania in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 16.5 15.3 

CCM calculated using Control Panel 

location information 
7.0  5.4  5.0  4.6  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Romania and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 4.6 of every 1,000 computers scanned in 

Romania in 2Q11 (a CCM score of 4.6, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Romania over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Romania as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Romania in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Romania in 2Q11 was Miscellaneous Trojans, 
which affected 30.1 percent of all computers cleaned in Romania, down from 
30.8 percent in 1Q11. 

 The second most common category in Romania in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 29.7 percent of all computers 
cleaned in Romania, up from 29.6 percent in 1Q11. 

 The third most common category in Romania in 2Q11 was Adware, which 
affected 23.6 percent of all computers cleaned in Romania, down from 27.5 
percent in 1Q11. 



 
 

 

510           

 

Threat Families 

The top 10 malware and potentially unwanted software families in Romania in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Sality Viruses  12.5% 

2 Win32/Autorun Worms  11.5% 

3 Win32/Keygen Misc. Potentially Unwanted Software  8.9% 

4 Win32/Rimecud Worms  8.4% 

5 Win32/Conficker Worms  7.1% 

6 JS/Pornpop Adware  6.9% 

7 Win32/Agent Misc. Trojans  6.2% 

8 Win32/OpenCandy Adware  5.9% 

9 Win32/Chepvil Trojan Downloaders & Droppers  5.1% 

10 Win32/Hotbar Adware  4.7% 
 

 The most common threat family in Romania in 2Q11 was Win32/Sality, 
which affected 12.5 percent of computers cleaned in Romania. Win32/Sality is 
a family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The second most common threat family in Romania in 2Q11 was 
Win32/Autorun, which affected 11.5 percent of computers cleaned in 
Romania. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The third most common threat family in Romania in 2Q11 was 
Win32/Keygen, which affected 8.9 percent of computers cleaned in Romania. 
Win32/Keygen is a generic detection for tools that generate product keys for 
illegally obtained versions of various software products. 

 The fourth most common threat family in Romania in 2Q11 was 
Win32/Rimecud, which affected 8.4 percent of computers cleaned in 
Romania. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.75 

(0.59) 

1.21 

(0.33) 

7.66 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

4.92 

(3.34) 

2.33 

(2.24) 

4.72 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.124% 

(0.229%) 

0.122% 

(0.131%) 

1.063% 

(0.223%) 

3.153% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 2.285 percent of all spambot IP addresses were 

located in Romania; this figure is down from 2.833 in 1Q11. The following are 

the top botnets that sent spam from Romania in 2Q11. 

The top 3 spambots hosted in Romania in 2Q11 

 Botnet % of all botnet IP addresses in Romania 

1 Win32/Cutwail 35.6% 

2 Win32/Pramro 21.3% 

3 Win32/Lethic 19.8% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Russia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Russia in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 6.7 6.0 

CCM calculated using Control Panel 

location information 
11.1  10.1  8.2  7.5  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Russia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 7.5 of every 1,000 computers scanned in Russia 

in 2Q11 (a CCM score of 7.5, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Russia over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Russia as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Russia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Russia in 2Q11 was Miscellaneous Potentially 
Unwanted Software, which affected 60.3 percent of all computers cleaned in 
Russia, up from 41.1 percent in 1Q11. 

 The second most common category in Russia in 2Q11 was Miscellaneous 
Trojans, which affected 34.1 percent of all computers cleaned in Russia, down 
from 39.0 percent in 1Q11. 

 The third most common category in Russia in 2Q11 was Worms, which 
affected 19.9 percent of all computers cleaned in Russia, down from 25.9 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Russia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Pameseg Misc. Potentially Unwanted Software  35.0% 

2 Win32/Obfuscator Misc. Potentially Unwanted Software  12.4% 

3 Win32/Autorun Worms  10.9% 

4 Win32/Keygen Misc. Potentially Unwanted Software  10.8% 

5 Win32/Rimecud Worms  9.5% 

6 Win32/Conficker Worms  6.2% 

7 Win32/OpenCandy Adware  5.4% 

8 Win32/Vundo Misc. Trojans  4.3% 

9 Win32/Bumat Misc. Trojans  4.2% 

10 Win32/Dynamer Misc. Trojans  4.1% 
 

 The most common threat family in Russia in 2Q11 was Win32/Pameseg, 
which affected 35.0 percent of computers cleaned in Russia. Win32/Pameseg 
is a fake program installer that requires the user to send SMS messages to a 
premium number to successfully install certain programs. 

 The second most common threat family in Russia in 2Q11 was 
Win32/Obfuscator, which affected 12.4 percent of computers cleaned in 
Russia. Win32/Obfuscator is a generic detection for programs that have had 
their purpose disguised to hinder analysis or detection by anti-virus scanners. 
Such programs commonly employ a combination of methods, including 
encryption, compression, anti-debugging and anti-emulation techniques. 

 The third most common threat family in Russia in 2Q11 was Win32/Autorun, 
which affected 10.9 percent of computers cleaned in Russia. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The fourth most common threat family in Russia in 2Q11 was Win32/Keygen, 
which affected 10.8 percent of computers cleaned in Russia. Win32/Keygen is 
a generic detection for tools that generate product keys for illegally obtained 
versions of various software products.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.93 

(0.59) 

1.20 

(0.33) 

1.69 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

4.55 

(3.34) 

2.70 

(2.24) 

5.64 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.125% 

(0.229%) 

0.127% 

(0.131%) 

1.731% 

(0.223%) 

1.515% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 7.653 percent of all spambot IP addresses were 

located in Russia; this figure is up from 7.648 in 1Q11. The following are the top 

botnets that sent spam from Russia in 2Q11. 

The top 3 spambots hosted in Russia in 2Q11 

 Botnet % of all botnet IP addresses in Russia 

1 Win32/Lethic 41.1% 

2 Win32/Cutwail 19.8% 

3 Win32/Pramro 11.4% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Saudi Arabia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Saudi Arabia in 2Q11 and previous quarters. 

This data is provided by computers whose administrators have opted into 

providing telemetry data to Microsoft, using IP address geolocation to determine 

country or region. In previous volumes of the Microsoft Security Intelligence Report, 

location information was determined by the Location tab or menu in Regional 

and Language Options in Control Panel; infection rates generated using this 

older method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 16.4 16.2 

CCM calculated using Control Panel 

location information 
17.9  15.8  14.2  14.9  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Saudi Arabia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 14.9 of every 1,000 computers scanned in Saudi 

Arabia in 2Q11 (a CCM score of 14.9, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Saudi Arabia over the 

last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for Saudi Arabia as determined by 

the administrator-configured location of the computer, and the solid portion of 

the line represents the infection rate as determined by IP address geolocation. See 

the previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Saudi Arabia in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Saudi Arabia in 2Q11 was Miscellaneous 
Trojans, which affected 37.3 percent of all computers cleaned in Saudi Arabia, 
down from 42.7 percent in 1Q11. 

 The second most common category in Saudi Arabia in 2Q11 was 
Miscellaneous Potentially Unwanted Software, which affected 29.5 percent of 
all computers cleaned in Saudi Arabia, down from 29.9 percent in 1Q11. 

 The third most common category in Saudi Arabia in 2Q11 was Worms, which 
affected 28.3 percent of all computers cleaned in Saudi Arabia, down from 
29.0 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Saudi Arabia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  14.4% 

2 Win32/Agent Misc. Trojans  14.4% 

3 Win32/Sality Viruses  10.1% 

4 Win32/Keygen Misc. Potentially Unwanted Software  9.4% 

5 Win32/GamePlayLabs Adware  8.2% 

6 Win32/Rimecud Worms  8.1% 

7 Win32/Hotbar Adware  6.5% 

8 Win32/OpenCandy Adware  5.9% 

9 Win32/ShopperReports Adware  4.9% 

10 Win32/Conficker Worms  4.8% 
 

 The most common threat family in Saudi Arabia in 2Q11 was 
Win32/Autorun, which affected 14.4 percent of computers cleaned in Saudi 
Arabia. Win32/Autorun is a family of worms that spreads by copying itself to 
the mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Saudi Arabia in 2Q11 was 
Win32/Agent, which affected 14.4 percent of computers cleaned in Saudi 
Arabia. Win32/Agent is a generic detection for a number of trojans that may 
perform different malicious functions. The functionality exhibited by this 
family is highly variable. 

 The third most common threat family in Saudi Arabia in 2Q11 was 
Win32/Sality, which affected 10.1 percent of computers cleaned in Saudi 
Arabia. Win32/Sality is a family of polymorphic file infectors that target 
executable files with the extensions .scr or .exe. They may execute a damaging 
payload that deletes files with certain extensions and terminates security-
related processes and services. 

 The fourth most common threat family in Saudi Arabia in 2Q11 was 
Win32/Keygen, which affected 9.4 percent of computers cleaned in Saudi 
Arabia. Win32/Keygen is a generic detection for tools that generate product 
keys for illegally obtained versions of various software products.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.37 

(0.59) 

0.21 

(0.33) 

0.07 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.98 

(3.34) 

1.47 

(2.24) 

0.75 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.307% 

(0.229%) 

0.347% 

(0.131%) 

0.912% 

(0.223%) 

0.848% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.805 percent of all spambot IP addresses were 

located in Saudi Arabia; this figure is down from 0.987 in 1Q11. The following 

are the top botnets that sent spam from Saudi Arabia in 2Q11. 

The top 3 spambots hosted in Saudi Arabia in 2Q11 

 Botnet % of all botnet IP addresses in Saudi Arabia 

1 Win32/Lethic 32.9% 

2 Win32/Pramro 21.0% 

3 Win32/Cutwail 17.8% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Senegal  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Senegal in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 15.1 13.0 

CCM calculated using Control Panel 

location information 
2.4  1.9  1.6  1.1  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Senegal and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.1 of every 1,000 computers scanned in Senegal 

in 2Q11 (a CCM score of 1.1, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Senegal over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Senegal as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Senegal in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Senegal in 2Q11 was Worms, which affected 
40.2 percent of all computers cleaned in Senegal, up from 37.1 percent in 
1Q11. 

 The second most common category in Senegal in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 33.3 percent of all computers 
cleaned in Senegal, down from 34.4 percent in 1Q11. 

 The third most common category in Senegal in 2Q11 was Adware, which 
affected 33.2 percent of all computers cleaned in Senegal, down from 33.7 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Senegal in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  21.3% 

2 Win32/Sality Viruses  17.3% 

3 Win32/Hotbar Adware  16.8% 

4 VBS/Cinera Worms  14.7% 

5 Win32/Rimecud Worms  12.9% 

6 Win32/ShopperReports Adware  12.2% 

7 Win32/Vobfus Worms  11.8% 

8 Win32/ClickPotato Adware  8.2% 

9 Win32/Zwangi Misc. Potentially Unwanted Software  8.1% 

10 Win32/OpenCandy Adware  6.4% 
 

 The most common threat family in Senegal in 2Q11 was Win32/Autorun, 
which affected 21.3 percent of computers cleaned in Senegal. Win32/Autorun 
is a family of worms that spreads by copying itself to the mapped drives of an 
infected computer. The mapped drives may include network or removable 
drives. 

 The second most common threat family in Senegal in 2Q11 was Win32/Sality, 
which affected 17.3 percent of computers cleaned in Senegal. Win32/Sality is 
a family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The third most common threat family in Senegal in 2Q11 was Win32/Hotbar, 
which affected 16.8 percent of computers cleaned in Senegal. Win32/Hotbar 
is adware that displays a dynamic toolbar and targeted pop-up ads based on 
its monitoring of Web-browsing activity. 

 The fourth most common threat family in Senegal in 2Q11 was VBS/Cinera, 
which affected 14.7 percent of computers cleaned in Senegal. VBS/Cinera is a 
self-propagating VBScript worm that spreads via removable drives and 
displays images of the attacker’s choice.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.580% 

(0.229%) 

0.268% 

(0.131%) 

3.001% 

(0.223%) 

3.871% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.026 percent of all spambot IP addresses were 

located in Senegal; this figure is down from 0.028 in 1Q11. The following are the 

top botnets that sent spam from Senegal in 2Q11. 

The top 3 spambots hosted in Senegal in 2Q11 

 Botnet % of all botnet IP addresses in Senegal 

1 Win32/Pramro 36.7% 

2 Win32/Cutwail 22.2% 

3 Win32/Lethic 19.9% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Singapore  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Singapore in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 12.6 9.0 

CCM calculated using Control Panel 

location information 
11.1  11.0  7.6  5.5  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Singapore and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.5 of every 1,000 computers scanned in 

Singapore in 2Q11 (a CCM score of 5.5, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Singapore 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Singapore as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Singapore in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Singapore in 2Q11 was Adware, which 
affected 35.4 percent of all computers cleaned in Singapore, down from 39.3 
percent in 1Q11. 

 The second most common category in Singapore in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 25.0 percent of all computers 
cleaned in Singapore, up from 24.8 percent in 1Q11. 

 The third most common category in Singapore in 2Q11 was Miscellaneous 
Trojans, which affected 23.6 percent of all computers cleaned in Singapore, 
up from 22.7 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Singapore in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  11.0% 

2 Win32/Hotbar Adware  10.7% 

3 Win32/OpenCandy Adware  10.6% 

4 JS/Pornpop Adware  8.4% 

5 Win32/ShopperReports Adware  8.1% 

6 Win32/ClickPotato Adware  7.6% 

7 Win32/Rimecud Worms  6.8% 

8 Win32/Zwangi Misc. Potentially Unwanted Software  6.2% 

9 Win32/Keygen Misc. Potentially Unwanted Software  5.1% 

10 Win32/Hupigon Backdoors  5.1% 
 

 The most common threat family in Singapore in 2Q11 was Win32/Autorun, 
which affected 11.0 percent of computers cleaned in Singapore. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Singapore in 2Q11 was 
Win32/Hotbar, which affected 10.7 percent of computers cleaned in 
Singapore. Win32/Hotbar is adware that displays a dynamic toolbar and 
targeted pop-up ads based on its monitoring of Web-browsing activity. 

 The third most common threat family in Singapore in 2Q11 was 
Win32/OpenCandy, which affected 10.6 percent of computers cleaned in 
Singapore. Win32/OpenCandy is an adware program that may be bundled 
with certain third-party software installation programs. Some versions may 
send user-specific information, including a unique machine code, operating 
system information, locale, and certain other information to a remote server 
without obtaining adequate user consent. 

 The fourth most common threat family in Singapore in 2Q11 was JS/Pornpop, 
which affected 8.4 percent of computers cleaned in Singapore. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.12 

(0.59) 

1.27 

(0.33) 

2.22 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.28 

(3.34) 

0.17 

(2.24) 

0.21 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.089% 

(0.229%) 

0.083% 

(0.131%) 

1.169% 

(0.223%) 

0.696% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.591 percent of all spambot IP addresses were 

located in Singapore; this figure is down from 0.699 in 1Q11. The following are 

the top botnets that sent spam from Singapore in 2Q11. 

The top 3 spambots hosted in Singapore in 2Q11 

 Botnet % of all botnet IP addresses in Singapore 

1 Win32/Lethic 60.4% 

2 Win32/Cutwail 12.4% 

3 Win32/Pramro 8.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Slovakia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Slovakia in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 9.6 6.1 

CCM calculated using Control Panel 

location information 
8.3  8.5  7.5  4.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Slovakia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 4.8 of every 1,000 computers scanned in Slovakia 

in 2Q11 (a CCM score of 4.8, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Slovakia over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Slovakia as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Slovakia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Slovakia in 2Q11 was Adware, which affected 
49.5 percent of all computers cleaned in Slovakia, up from 37.8 percent in 
1Q11. 

 The second most common category in Slovakia in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 25.6 percent of all computers 
cleaned in Slovakia, down from 27.8 percent in 1Q11. 

 The third most common category in Slovakia in 2Q11 was Miscellaneous 
Trojans, which affected 21.2 percent of all computers cleaned in Slovakia, 
down from 26.9 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Slovakia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/GamePlayLabs Adware  25.8% 

2 Win32/OpenCandy Adware  10.4% 

3 JS/Pornpop Adware  9.2% 

4 Win32/Autorun Worms  8.0% 

5 Win32/Keygen Misc. Potentially Unwanted Software  7.6% 

6 Win32/Rimecud Worms  5.4% 

7 Win32/Obfuscator Misc. Potentially Unwanted Software  4.6% 

8 Win32/Taterf Worms  4.5% 

9 Win32/Hotbar Adware  3.9% 

10 Win32/Renos Trojan Downloaders & Droppers  3.2% 
 

 The most common threat family in Slovakia in 2Q11 was 
Win32/GamePlayLabs, which affected 25.8 percent of computers cleaned in 
Slovakia. Win32/GamePlayLabs is a program that collects browsing data from 
an affected user that is then used to serve targeted advertising to the user. 

 The second most common threat family in Slovakia in 2Q11 was 
Win32/OpenCandy, which affected 10.4 percent of computers cleaned in 
Slovakia. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The third most common threat family in Slovakia in 2Q11 was JS/Pornpop, 
which affected 9.2 percent of computers cleaned in Slovakia. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The fourth most common threat family in Slovakia in 2Q11 was 
Win32/Autorun, which affected 8.0 percent of computers cleaned in Slovakia. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.39 

(0.59) 

0.13 

(0.33) 

0.12 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.06 

(3.34) 

0.70 

(2.24) 

0.22 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.110% 

(0.229%) 

0.069% 

(0.131%) 

0.622% 

(0.223%) 

0.957% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.131 percent of all spambot IP addresses were 

located in Slovakia; this figure is down from 0.269 in 1Q11. The following are the 

top botnets that sent spam from Slovakia in 2Q11. 

The top 3 spambots hosted in Slovakia in 2Q11 

 Botnet % of all botnet IP addresses in Slovakia 

1 Win32/Cutwail 29.5% 

2 Win32/Lethic 26.9% 

3 Win32/Tedroo 13.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Slovenia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Slovenia in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 9.0 6.3 

CCM calculated using Control Panel 

location information 
9.8  9.1  7.4  5.4  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Slovenia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.4 of every 1,000 computers scanned in Slovenia 

in 2Q11 (a CCM score of 5.4, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Slovenia over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Slovenia as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Slovenia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Slovenia in 2Q11 was Adware, which affected 
39.0 percent of all computers cleaned in Slovenia, down from 40.5 percent in 
1Q11. 

 The second most common category in Slovenia in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 33.4 percent of all computers 
cleaned in Slovenia, up from 31.6 percent in 1Q11. 

 The third most common category in Slovenia in 2Q11 was Miscellaneous 
Trojans, which affected 26.9 percent of all computers cleaned in Slovenia, 
down from 27.3 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Slovenia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Keygen Misc. Potentially Unwanted Software  10.6% 

2 JS/Pornpop Adware  10.1% 

3 Win32/GamePlayLabs Adware  9.1% 

4 Win32/OpenCandy Adware  8.7% 

5 Win32/Hotbar Adware  8.2% 

6 Win32/Autorun Worms  6.9% 

7 Win32/Rimecud Worms  6.5% 

8 Win32/Obfuscator Misc. Potentially Unwanted Software  6.0% 

9 Win32/ShopperReports Adware  5.0% 

10 Win32/ClickPotato Adware  4.7% 
 

 The most common threat family in Slovenia in 2Q11 was Win32/Keygen, 
which affected 10.6 percent of computers cleaned in Slovenia. Win32/Keygen 
is a generic detection for tools that generate product keys for illegally obtained 
versions of various software products. 

 The second most common threat family in Slovenia in 2Q11 was JS/Pornpop, 
which affected 10.1 percent of computers cleaned in Slovenia. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The third most common threat family in Slovenia in 2Q11 was 
Win32/GamePlayLabs, which affected 9.1 percent of computers cleaned in 
Slovenia. Win32/GamePlayLabs is a program that collects browsing data from 
an affected user that is then used to serve targeted advertising to the user. 

 The fourth most common threat family in Slovenia in 2Q11 was 
Win32/OpenCandy, which affected 8.7 percent of computers cleaned in 
Slovenia. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.22 

(0.59) 

0.75 

(0.33) 

1.11 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

2.00 

(3.34) 

0.87 

(2.24) 

0.54 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.048% 

(0.229%) 

0.048% 

(0.131%) 

1.158% 

(0.223%) 

0.877% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.109 percent of all spambot IP addresses were 

located in Slovenia; this figure is down from 0.130 in 1Q11. The following are the 

top botnets that sent spam from Slovenia in 2Q11. 

The top 3 spambots hosted in Slovenia in 2Q11 

 Botnet % of all botnet IP addresses in Slovenia 

1 Win32/Cutwail 27.9% 

2 Win32/Tedroo 27.9% 

3 Win32/Lethic 18.7% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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South Africa  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in South Africa in 2Q11 and previous quarters. 

This data is provided by computers whose administrators have opted into 

providing telemetry data to Microsoft, using IP address geolocation to determine 

country or region. In previous volumes of the Microsoft Security Intelligence Report, 

location information was determined by the Location tab or menu in Regional 

and Language Options in Control Panel; infection rates generated using this 

older method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.4 10.6 

CCM calculated using Control Panel 

location information 
11.8  9.8  8.4  6.5  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in South Africa and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 6.5 of every 1,000 computers scanned in South 

Africa in 2Q11 (a CCM score of 6.5, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for South Africa over the 

last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for South Africa as determined by 

the administrator-configured location of the computer, and the solid portion of 

the line represents the infection rate as determined by IP address geolocation. See 

the previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in South Africa in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in South Africa in 2Q11 was Worms, which 
affected 45.4 percent of all computers cleaned in South Africa, down from 
46.3 percent in 1Q11. 

 The second most common category in South Africa in 2Q11 was 
Miscellaneous Potentially Unwanted Software, which affected 28.3 percent of 
all computers cleaned in South Africa, up from 27.0 percent in 1Q11. 

 The third most common category in South Africa in 2Q11 was Adware, which 
affected 23.1 percent of all computers cleaned in South Africa, down from 
26.5 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in South Africa in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  20.3% 

2 Win32/Rimecud Worms  15.5% 

3 Win32/Vobfus Worms  12.3% 

4 JS/Pornpop Adware  8.6% 

5 Win32/OpenCandy Adware  7.3% 

6 Win32/Virut Viruses  5.4% 

7 Win32/Keygen Misc. Potentially Unwanted Software  5.2% 

8 Win32/Conficker Worms  4.8% 

9 Win32/Mabezat Viruses  4.8% 

10 Win32/Hotbar Adware  4.5% 
 

 The most common threat family in South Africa in 2Q11 was 
Win32/Autorun, which affected 20.3 percent of computers cleaned in South 
Africa. Win32/Autorun is a family of worms that spreads by copying itself to 
the mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in South Africa in 2Q11 was 
Win32/Rimecud, which affected 15.5 percent of computers cleaned in South 
Africa. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The third most common threat family in South Africa in 2Q11 was 
Win32/Vobfus, which affected 12.3 percent of computers cleaned in South 
Africa. Win32/Vobfus is a family of worms that spreads via network drives 
and removable drives and download/executes arbitrary files. Downloaded files 
may include additional malware. 

 The fourth most common threat family in South Africa in 2Q11 was 
JS/Pornpop, which affected 8.6 percent of computers cleaned in South Africa. 
JS/Pornpop is a generic detection for specially-crafted JavaScript-enabled 
objects that attempt to display pop-under advertisements, usually with adult 
content.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.11 

(0.59) 

0.06 

(0.33) 

0.07 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.10 

(3.34) 

0.04 

(2.24) 

0.06 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.056% 

(0.229%) 

0.042% 

(0.131%) 

1.071% 

(0.223%) 

0.726% 

(0.273%) 

  



 
 

 

554           

 

Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.519 percent of all spambot IP addresses were 

located in South Africa; this figure is down from 0.554 in 1Q11. The following are 

the top botnets that sent spam from South Africa in 2Q11. 

The top 3 spambots hosted in South Africa in 2Q11 

 Botnet % of all botnet IP addresses in South Africa 

1 Win32/Cutwail 34.8% 

2 Win32/Lethic 22.7% 

3 Win32/Pramro 10.1% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Spain  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Spain in 2Q11 and previous quarters. This data 

is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 13.2 11.4 

CCM calculated using Control Panel 

location information 
36.3  33.2  22.8  19.0  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Spain and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 19.0 of every 1,000 computers scanned in Spain 

in 2Q11 (a CCM score of 19.0, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Spain over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Spain as determined by the administrator-

configured location of the computer, and the solid portion of the line represents 

the infection rate as determined by IP address geolocation. See the previous page 

for more information about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Spain in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Spain in 2Q11 was Adware, which affected 
52.6 percent of all computers cleaned in Spain, up from 40.8 percent in 
1Q11. 

 The second most common category in Spain in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 26.3 percent of all computers 
cleaned in Spain, down from 27.8 percent in 1Q11. 

 The third most common category in Spain in 2Q11 was Miscellaneous 
Trojans, which affected 16.0 percent of all computers cleaned in Spain, down 
from 21.7 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Spain in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Offerbox Adware  29.6% 

2 Win32/Hotbar Adware  7.0% 

3 Win32/OpenCandy Adware  6.9% 

4 Win32/Zwangi Misc. Potentially Unwanted Software  6.7% 

5 JS/Pornpop Adware  5.8% 

6 Win32/Autorun Worms  5.5% 

7 Win32/ShopperReports Adware  5.3% 

8 Win32/ClickPotato Adware  5.2% 

9 Win32/Pameseg Misc. Potentially Unwanted Software  4.9% 

10 Win32/Taterf Worms  4.7% 
 

 The most common threat family in Spain in 2Q11 was Win32/Offerbox, 
which affected 29.6 percent of computers cleaned in Spain. Win32/Offerbox 
is a program that displays offers based on the user’s web browsing habits. 
Some versions may display advertisements in a pop-under window. 
Win32/Offerbox may be installed without adequate user consent by malware. 

 The second most common threat family in Spain in 2Q11 was Win32/Hotbar, 
which affected 7.0 percent of computers cleaned in Spain. Win32/Hotbar is 
adware that displays a dynamic toolbar and targeted pop-up ads based on its 
monitoring of Web-browsing activity. 

 The third most common threat family in Spain in 2Q11 was 
Win32/OpenCandy, which affected 6.9 percent of computers cleaned in 
Spain. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The fourth most common threat family in Spain in 2Q11 was Win32/Zwangi, 
which affected 6.7 percent of computers cleaned in Spain. Win32/Zwangi is a 
program that runs as a service in the background and modifies Web browser 
settings to visit a particular website.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.56 

(0.59) 

0.71 

(0.33) 

0.40 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.83 

(3.34) 

0.91 

(2.24) 

0.56 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.041% 

(0.229%) 

0.051% 

(0.131%) 

0.704% 

(0.223%) 

0.799% 

(0.273%) 

  



 
 

 

560           

 

Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.963 percent of all spambot IP addresses were 

located in Spain; this figure is down from 1.698 in 1Q11. The following are the 

top botnets that sent spam from Spain in 2Q11. 

The top 3 spambots hosted in Spain in 2Q11 

 Botnet % of all botnet IP addresses in Spain 

1 Win32/Cutwail 21.8% 

2 Win32/Tedroo 19.2% 

3 Win32/Lethic 17.2% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Sri Lanka  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Sri Lanka in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 11.3 12.0 

CCM calculated using Control Panel 

location information 
2.0  1.7  1.4  1.5  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Sri Lanka and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.5 of every 1,000 computers scanned in Sri 

Lanka in 2Q11 (a CCM score of 1.5, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Sri Lanka over the 

last six quarters, compared to the world as a whole. In the figure, the dashed 

portion of the line represents the infection rate for Sri Lanka as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Sri Lanka in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Sri Lanka in 2Q11 was Worms, which affected 
38.9 percent of all computers cleaned in Sri Lanka, down from 39.2 percent 
in 1Q11. 

 The second most common category in Sri Lanka in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 34.2 percent of all computers 
cleaned in Sri Lanka, down from 36.6 percent in 1Q11. 

 The third most common category in Sri Lanka in 2Q11 was Adware, which 
affected 33.8 percent of all computers cleaned in Sri Lanka, up from 33.6 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Sri Lanka in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  28.9% 

2 Win32/Sality Viruses  18.5% 

3 Win32/Rimecud Worms  15.3% 

4 JS/Pornpop Adware  11.3% 

5 Win32/Nuqel Worms  10.1% 

6 Win32/Keygen Misc. Potentially Unwanted Software  10.0% 

7 Win32/Delicium Viruses  9.4% 

8 Win32/Hotbar Adware  9.3% 

9 Win32/OpenCandy Adware  6.8% 

10 Win32/ShopperReports Adware  6.4% 
 

 The most common threat family in Sri Lanka in 2Q11 was Win32/Autorun, 
which affected 28.9 percent of computers cleaned in Sri Lanka. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Sri Lanka in 2Q11 was 
Win32/Sality, which affected 18.5 percent of computers cleaned in Sri Lanka. 
Win32/Sality is a family of polymorphic file infectors that target executable 
files with the extensions .scr or .exe. They may execute a damaging payload 
that deletes files with certain extensions and terminates security-related 
processes and services. 

 The third most common threat family in Sri Lanka in 2Q11 was 
Win32/Rimecud, which affected 15.3 percent of computers cleaned in Sri 
Lanka. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The fourth most common threat family in Sri Lanka in 2Q11 was JS/Pornpop, 
which affected 11.3 percent of computers cleaned in Sri Lanka. JS/Pornpop is 
a generic detection for specially-crafted JavaScript-enabled objects that 
attempt to display pop-under advertisements, usually with adult content.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.42 

(0.59) 

1.21 

(0.33) 

0.20 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

6.48 

(3.34) 

1.21 

(2.24) 

1.62 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.066% 

(0.229%) 

0.062% 

(0.131%) 

2.571% 

(0.223%) 

1.007% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.220 percent of all spambot IP addresses were 

located in Sri Lanka; this figure is up from 0.193 in 1Q11. The following are the 

top botnets that sent spam from Sri Lanka in 2Q11. 

The top 3 spambots hosted in Sri Lanka in 2Q11 

 Botnet % of all botnet IP addresses in Sri Lanka 

1 Win32/Pramro 27.6% 

2 Win32/Lethic 25.4% 

3 Win32/Cutwail 23.4% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Sweden  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Sweden in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 2.8 2.4 

CCM calculated using Control Panel 

location information 
5.9  4.4  2.7  2.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Sweden and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.3 of every 1,000 computers scanned in Sweden 

in 2Q11 (a CCM score of 2.3, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Sweden over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Sweden as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Sweden in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Sweden in 2Q11 was Adware, which affected 
50.6 percent of all computers cleaned in Sweden, down from 55.3 percent in 
1Q11. 

 The second most common category in Sweden in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 30.5 percent of all computers 
cleaned in Sweden, up from 25.4 percent in 1Q11. 

 The third most common category in Sweden in 2Q11 was Miscellaneous 
Trojans, which affected 24.8 percent of all computers cleaned in Sweden, 
down from 25.0 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Sweden in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  17.3% 

2 JS/Pornpop Adware  15.9% 

3 Win32/ShopperReports Adware  11.6% 

4 Win32/ClickPotato Adware  10.8% 

5 Win32/OpenCandy Adware  9.4% 

6 Win32/Zwangi Misc. Potentially Unwanted Software  9.1% 

7 Win32/Keygen Misc. Potentially Unwanted Software  6.9% 

8 Win32/Winwebsec Misc. Trojans  5.5% 

9 Win32/Obfuscator Misc. Potentially Unwanted Software  4.2% 

10 Win32/Renos Trojan Downloaders & Droppers  3.1% 
 

 The most common threat family in Sweden in 2Q11 was Win32/Hotbar, 
which affected 17.3 percent of computers cleaned in Sweden. Win32/Hotbar 
is adware that displays a dynamic toolbar and targeted pop-up ads based on 
its monitoring of Web-browsing activity. 

 The second most common threat family in Sweden in 2Q11 was JS/Pornpop, 
which affected 15.9 percent of computers cleaned in Sweden. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The third most common threat family in Sweden in 2Q11 was 
Win32/ShopperReports, which affected 11.6 percent of computers cleaned in 
Sweden. Win32/ShopperReports is adware that displays targeted advertising 
to affected users while browsing the Internet, based on search terms entered 
into search engines. 

 The fourth most common threat family in Sweden in 2Q11 was 
Win32/ClickPotato, which affected 10.8 percent of computers cleaned in 
Sweden. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.30 

(0.59) 

0.11 

(0.33) 

0.10 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

6.14 

(3.34) 

22.48 

(2.24) 

0.15 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.033% 

(0.229%) 

0.034% 

(0.131%) 

0.756% 

(0.223%) 

0.313% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.207 percent of all spambot IP addresses were 

located in Sweden; this figure is up from 0.203 in 1Q11. The following are the top 

botnets that sent spam from Sweden in 2Q11. 

The top 3 spambots hosted in Sweden in 2Q11 

 Botnet % of all botnet IP addresses in Sweden 

1 Win32/Lethic 27.5% 

2 Win32/Tedroo 19.9% 

3 Win32/Cutwail 16.4% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Switzerland  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Switzerland in 2Q11 and previous quarters. 

This data is provided by computers whose administrators have opted into 

providing telemetry data to Microsoft, using IP address geolocation to determine 

country or region. In previous volumes of the Microsoft Security Intelligence Report, 

location information was determined by the Location tab or menu in Regional 

and Language Options in Control Panel; infection rates generated using this 

older method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 3.5 2.8 

CCM calculated using Control Panel 

location information 
4.7  4.1  2.9  2.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Switzerland and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.3 of every 1,000 computers scanned in 

Switzerland in 2Q11 (a CCM score of 2.3, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Switzerland 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Switzerland as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Switzerland in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Switzerland in 2Q11 was Adware, which 
affected 50.2 percent of all computers cleaned in Switzerland, down from 
54.2 percent in 1Q11. 

 The second most common category in Switzerland in 2Q11 was 
Miscellaneous Trojans, which affected 27.9 percent of all computers cleaned 
in Switzerland, up from 25.7 percent in 1Q11. 

 The third most common category in Switzerland in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 27.6 percent of all computers 
cleaned in Switzerland, up from 25.6 percent in 1Q11. 



 
 

 

576           

 

Threat Families 

The top 10 malware and potentially unwanted software families in Switzerland in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  18.0% 

2 JS/Pornpop Adware  14.3% 

3 Win32/ShopperReports Adware  12.4% 

4 Win32/ClickPotato Adware  11.4% 

5 Win32/OpenCandy Adware  9.6% 

6 Win32/Zwangi Misc. Potentially Unwanted Software  9.6% 

7 Win32/Winwebsec Misc. Trojans  7.7% 

8 Win32/Keygen Misc. Potentially Unwanted Software  4.4% 

9 Win32/FakeRean Misc. Trojans  4.4% 

10 Win32/Renos Trojan Downloaders & Droppers  2.9% 
 

 The most common threat family in Switzerland in 2Q11 was Win32/Hotbar, 
which affected 18.0 percent of computers cleaned in Switzerland. 
Win32/Hotbar is adware that displays a dynamic toolbar and targeted pop-up 
ads based on its monitoring of Web-browsing activity. 

 The second most common threat family in Switzerland in 2Q11 was 
JS/Pornpop, which affected 14.3 percent of computers cleaned in Switzerland. 
JS/Pornpop is a generic detection for specially-crafted JavaScript-enabled 
objects that attempt to display pop-under advertisements, usually with adult 
content. 

 The third most common threat family in Switzerland in 2Q11 was 
Win32/ShopperReports, which affected 12.4 percent of computers cleaned in 
Switzerland. Win32/ShopperReports is adware that displays targeted 
advertising to affected users while browsing the Internet, based on search 
terms entered into search engines. 

 The fourth most common threat family in Switzerland in 2Q11 was 
Win32/ClickPotato, which affected 11.4 percent of computers cleaned in 
Switzerland. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.20 

(0.59) 

0.15 

(0.33) 

0.17 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.35 

(3.34) 

0.12 

(2.24) 

0.06 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.030% 

(0.229%) 

0.034% 

(0.131%) 

0.625% 

(0.223%) 

0.593% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.146 percent of all spambot IP addresses were 

located in Switzerland; this figure is down from 0.246 in 1Q11. The following are 

the top botnets that sent spam from Switzerland in 2Q11. 

The top 3 spambots hosted in Switzerland in 2Q11 

 Botnet % of all botnet IP addresses in Switzerland 

1 Win32/Sinowal 21.0% 

2 Win32/Cutwail 20.1% 

3 Win32/Lethic 14.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Taiwan  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Taiwan in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 17.7 16.1 

CCM calculated using Control Panel 

location information 
31.7  24.3  19.3  17.4  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Taiwan and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 17.4 of every 1,000 computers scanned in 

Taiwan in 2Q11 (a CCM score of 17.4, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Taiwan over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Taiwan as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 

CCM infection trends in Taiwan and worldwide 

0.0

5.0

10.0

15.0

20.0

25.0

30.0

35.0

40.0

1Q10 2Q10 3Q10 4Q10 1Q11 2Q11

Worldwide

CCM (Control 

Panel)

CCM (IP)

 



 
 

   581 

Threat Categories 

Malware and potentially unwanted software categories in Taiwan in 2Q11, by percentage of cleaned 

computers affected 

Column1

Taiwan

0%

5%

10%

15%

20%

25%

30%

35%

Taiwan

Worldwide

Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Taiwan in 2Q11 was Worms, which affected 
32.1 percent of all computers cleaned in Taiwan, up from 27.9 percent in 
1Q11. 

 The second most common category in Taiwan in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 31.2 percent of all computers 
cleaned in Taiwan, up from 27.8 percent in 1Q11. 

 The third most common category in Taiwan in 2Q11 was Miscellaneous 
Trojans, which affected 27.1 percent of all computers cleaned in Taiwan, up 
from 26.1 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Taiwan in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Taterf Worms  20.2% 

2 Win32/Autorun Worms  13.3% 

3 Win32/Frethog Password Stealers & Monitoring Tools  12.0% 

4 Win32/Rimecud Worms  11.9% 

5 Win32/Keygen Misc. Potentially Unwanted Software  8.7% 

6 Win32/Agent Misc. Trojans  6.6% 

7 Win32/Conficker Worms  5.6% 

8 Win32/Hupigon Backdoors  5.3% 

9 Win32/OpenCandy Adware  4.7% 

10 JS/Pornpop Adware  3.9% 
 

 The most common threat family in Taiwan in 2Q11 was Win32/Taterf, which 
affected 20.2 percent of computers cleaned in Taiwan. Win32/Taterf is a 
family of worms that spread through mapped drives to steal login and account 
details for popular online games. 

 The second most common threat family in Taiwan in 2Q11 was 
Win32/Autorun, which affected 13.3 percent of computers cleaned in Taiwan. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The third most common threat family in Taiwan in 2Q11 was Win32/Frethog, 
which affected 12.0 percent of computers cleaned in Taiwan. Win32/Frethog 
is a large family of password-stealing trojans that targets confidential data, 
such as account information, from massively multiplayer online games. 

 The fourth most common threat family in Taiwan in 2Q11 was 
Win32/Rimecud, which affected 11.9 percent of computers cleaned in 
Taiwan. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.33 

(0.59) 

0.11 

(0.33) 

0.13 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.74 

(3.34) 

0.94 

(2.24) 

0.76 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.143% 

(0.229%) 

0.138% 

(0.131%) 

3.157% 

(0.223%) 

2.121% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.650 percent of all spambot IP addresses were 

located in Taiwan; this figure is down from 2.115 in 1Q11. The following are the 

top botnets that sent spam from Taiwan in 2Q11. 

The top 3 spambots hosted in Taiwan in 2Q11 

 Botnet % of all botnet IP addresses in Taiwan 

1 Win32/Lethic 59.0% 

2 Win32/Cutwail 14.8% 

3 Win32/Pramro 10.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742


 
 

   585 

Tanzania  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Tanzania in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 17.6 13.6 

CCM calculated using Control Panel 

location information 
4.3  3.1  2.7  1.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Tanzania and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.8 of every 1,000 computers scanned in 

Tanzania in 2Q11 (a CCM score of 1.8, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Tanzania over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Tanzania as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Tanzania in 2Q11, by percentage of cleaned 

computers affected 

Column1

Tanzania

0%

5%

10%

15%

20%

25%

30%

35%

40%

45%

Tanzania

Worldwide

Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Tanzania in 2Q11 was Worms, which affected 
41.5 percent of all computers cleaned in Tanzania, down from 48.7 percent in 
1Q11. 

 The second most common category in Tanzania in 2Q11 was Miscellaneous 
Trojans, which affected 33.9 percent of all computers cleaned in Tanzania, up 
from 29.0 percent in 1Q11. 

 The third most common category in Tanzania in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 26.5 percent of all computers 
cleaned in Tanzania, up from 26.3 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Tanzania in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Rimecud Worms  27.3% 

2 Win32/Autorun Worms  22.4% 

3 Win32/Vobfus Worms  13.2% 

4 Win32/Virut Viruses  11.3% 

5 Win32/Sality Viruses  11.1% 

6 Win32/CplLnk Exploits  10.8% 

7 Win32/Ramnit Worms  8.3% 

8 Win32/OpenCandy Adware  5.7% 

9 Win32/Chepvil Trojan Downloaders & Droppers  5.4% 

10 JS/Pornpop Adware  5.2% 
 

 The most common threat family in Tanzania in 2Q11 was Win32/Rimecud, 
which affected 27.3 percent of computers cleaned in Tanzania. 
Win32/Rimecud is a family of worms with multiple components that spread 
via fixed and removable drives and via instant messaging. It also contains 
backdoor functionality that allows unauthorized access to an affected system. 

 The second most common threat family in Tanzania in 2Q11 was 
Win32/Autorun, which affected 22.4 percent of computers cleaned in 
Tanzania. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The third most common threat family in Tanzania in 2Q11 was 
Win32/Vobfus, which affected 13.2 percent of computers cleaned in 
Tanzania. Win32/Vobfus is a family of worms that spreads via network drives 
and removable drives and download/executes arbitrary files. Downloaded files 
may include additional malware. 

 The fourth most common threat family in Tanzania in 2Q11 was 
Win32/Virut, which affected 11.3 percent of computers cleaned in Tanzania. 
Win32/Virut is a family of file-infecting viruses that target and infect .exe and 
.scr files accessed on infected systems. Win32/Virut also opens a backdoor by 
connecting to an IRC server.  
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.072 percent of all spambot IP addresses were 

located in Tanzania; this figure is up from 0.068 in 1Q11. The following are the 

top botnets that sent spam from Tanzania in 2Q11. 

The top 3 spambots hosted in Tanzania in 2Q11 

 Botnet % of all botnet IP addresses in Tanzania 

1 Win32/Cutwail 34.8% 

2 Win32/Lethic 27.4% 

3 Win32/Pramro 12.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Thailand  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Thailand in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 18.0 19.6 

CCM calculated using Control Panel 

location information 
17.4  14.5  14.5  15.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Thailand and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 15.8 of every 1,000 computers scanned in 

Thailand in 2Q11 (a CCM score of 15.8, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Thailand 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Thailand as determined 

by the administrator-configured location of the computer, and the solid portion of 

the line represents the infection rate as determined by IP address geolocation. See 

the previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Thailand in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Thailand in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 36.4 percent of all computers 
cleaned in Thailand, down from 36.7 percent in 1Q11. 

 The second most common category in Thailand in 2Q11 was Worms, which 
affected 34.4 percent of all computers cleaned in Thailand, down from 34.8 
percent in 1Q11. 

 The third most common category in Thailand in 2Q11 was Miscellaneous 
Trojans, which affected 33.0 percent of all computers cleaned in Thailand, 
down from 34.5 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Thailand in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Sality Viruses  18.2% 

2 Win32/Autorun Worms  16.7% 

3 Win32/Keygen Misc. Potentially Unwanted Software  14.5% 

4 Win32/Taterf Worms  9.8% 

5 Win32/Conficker Worms  7.8% 

6 Win32/Nuqel Worms  6.3% 

7 JS/Pornpop Adware  6.0% 

8 Win32/OpenCandy Adware  5.8% 

9 Win32/Rimecud Worms  5.7% 

10 Win32/Obfuscator Misc. Potentially Unwanted Software  5.5% 
 

 The most common threat family in Thailand in 2Q11 was Win32/Sality, 
which affected 18.2 percent of computers cleaned in Thailand. Win32/Sality 
is a family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The second most common threat family in Thailand in 2Q11 was 
Win32/Autorun, which affected 16.7 percent of computers cleaned in 
Thailand. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The third most common threat family in Thailand in 2Q11 was 
Win32/Keygen, which affected 14.5 percent of computers cleaned in 
Thailand. Win32/Keygen is a generic detection for tools that generate product 
keys for illegally obtained versions of various software products. 

 The fourth most common threat family in Thailand in 2Q11 was 
Win32/Taterf, which affected 9.8 percent of computers cleaned in Thailand. 
Win32/Taterf is a family of worms that spread through mapped drives to steal 
login and account details for popular online games.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.08 

(0.59) 

0.96 

(0.33) 

0.70 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.64 

(3.34) 

0.59 

(2.24) 

0.86 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.679% 

(0.229%) 

0.517% 

(0.131%) 

2.102% 

(0.223%) 

1.464% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.528 percent of all spambot IP addresses were 

located in Thailand; this figure is down from 1.263 in 1Q11. The following are 

the top botnets that sent spam from Thailand in 2Q11. 

The top 3 spambots hosted in Thailand in 2Q11 

 Botnet % of all botnet IP addresses in Thailand 

1 Win32/Cutwail 31.0% 

2 Win32/Pramro 17.5% 

3 Win32/Tedroo 17.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Trinidad and Tobago  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Trinidad and Tobago in 2Q11 and previous 

quarters. This data is provided by computers whose administrators have opted 

into providing telemetry data to Microsoft, using IP address geolocation to 

determine country or region. In previous volumes of the Microsoft Security 

Intelligence Report, location information was determined by the Location tab or 

menu in Regional and Language Options in Control Panel; infection rates 

generated using this older method are included in the following table for 

comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 17.5 11.9 

CCM calculated using Control Panel 

location information 
6.1  4.6  5.4  3.7  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Trinidad and Tobago and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 3.7 of every 1,000 computers scanned in 

Trinidad and Tobago in 2Q11 (a CCM score of 3.7, compared to the 2Q11 

worldwide average CCM of 9.8). The following figure shows the CCM trend for 

Trinidad and Tobago over the last six quarters, compared to the world as a whole. 

In the figure, the dashed portion of the line represents the infection rate for 

Trinidad and Tobago as determined by the administrator-configured location of 

the computer, and the solid portion of the line represents the infection rate as 

determined by IP address geolocation. See the previous page for more information 

about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Trinidad and Tobago in 2Q11, by percentage 

of cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Trinidad and Tobago in 2Q11 was Adware, 
which affected 46.8 percent of all computers cleaned in Trinidad and Tobago, 
down from 47.2 percent in 1Q11. 

 The second most common category in Trinidad and Tobago in 2Q11 was 
Worms, which affected 34.4 percent of all computers cleaned in Trinidad and 
Tobago, down from 39.5 percent in 1Q11. 

 The third most common category in Trinidad and Tobago in 2Q11 was 
Miscellaneous Potentially Unwanted Software, which affected 32.5 percent of 
all computers cleaned in Trinidad and Tobago, up from 27.3 percent in 
1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Trinidad and Tobago in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  22.7% 

2 Win32/Autorun Worms  19.4% 

3 Win32/ShopperReports Adware  16.3% 

4 Win32/ClickPotato Adware  14.9% 

5 Win32/Vobfus Worms  13.5% 

6 Win32/Zwangi Misc. Potentially Unwanted Software  11.9% 

7 JS/Pornpop Adware  8.0% 

8 Win32/OpenCandy Adware  7.8% 

9 Win32/Keygen Misc. Potentially Unwanted Software  5.5% 

10 Win32/Brontok Worms  3.8% 
 

 The most common threat family in Trinidad and Tobago in 2Q11 was 
Win32/Hotbar, which affected 22.7 percent of computers cleaned in Trinidad 
and Tobago. Win32/Hotbar is adware that displays a dynamic toolbar and 
targeted pop-up ads based on its monitoring of Web-browsing activity. 

 The second most common threat family in Trinidad and Tobago in 2Q11 was 
Win32/Autorun, which affected 19.4 percent of computers cleaned in 
Trinidad and Tobago. Win32/Autorun is a family of worms that spreads by 
copying itself to the mapped drives of an infected computer. The mapped 
drives may include network or removable drives. 

 The third most common threat family in Trinidad and Tobago in 2Q11 was 
Win32/ShopperReports, which affected 16.3 percent of computers cleaned in 
Trinidad and Tobago. Win32/ShopperReports is adware that displays targeted 
advertising to affected users while browsing the Internet, based on search 
terms entered into search engines. 

 The fourth most common threat family in Trinidad and Tobago in 2Q11 was 
Win32/ClickPotato, which affected 14.9 percent of computers cleaned in 
Trinidad and Tobago. Win32/ClickPotato is a program that displays popup 
and notification-style advertisements based on the user’s browsing habits.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

N/A 

(0.59) 

0.01 

(0.33) 

N/A 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.82 

(3.34) 

35.63 

(2.24) 

66.72 

(2.02) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.032 percent of all spambot IP addresses were 

located in Trinidad and Tobago; this figure is down from 0.040 in 1Q11. The 

following are the top botnets that sent spam from Trinidad and Tobago in 2Q11. 

The top 3 spambots hosted in Trinidad and Tobago in 2Q11 

 Botnet % of all botnet IP addresses in Trinidad and Tobago 

1 Win32/Cutwail 34.8% 

2 Win32/Sinowal 16.7% 

3 Win32/Pramro 10.7% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Tunisia  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Tunisia in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 16.0 13.6 

CCM calculated using Control Panel 

location information 
1.9  1.6  1.3  1.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Tunisia and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.2 of every 1,000 computers scanned in Tunisia 

in 2Q11 (a CCM score of 1.2, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Tunisia over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Tunisia as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Tunisia in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Tunisia in 2Q11 was Adware, which affected 
54.3 percent of all computers cleaned in Tunisia, up from 48.6 percent in 
1Q11. 

 The second most common category in Tunisia in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 32.2 percent of all computers 
cleaned in Tunisia, down from 34.9 percent in 1Q11. 

 The third most common category in Tunisia in 2Q11 was Worms, which 
affected 27.6 percent of all computers cleaned in Tunisia, down from 29.9 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Tunisia in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  29.7% 

2 Win32/ShopperReports Adware  21.6% 

3 Win32/ClickPotato Adware  16.2% 

4 Win32/Zwangi Misc. Potentially Unwanted Software  13.4% 

5 Win32/Autorun Worms  12.7% 

6 Win32/Vobfus Worms  12.7% 

7 Win32/GamePlayLabs Adware  10.2% 

8 Win32/Sality Viruses  6.9% 

9 Win32/Mabezat Viruses  6.9% 

10 Win32/OpenCandy Adware  6.2% 
 

 The most common threat family in Tunisia in 2Q11 was Win32/Hotbar, 
which affected 29.7 percent of computers cleaned in Tunisia. Win32/Hotbar 
is adware that displays a dynamic toolbar and targeted pop-up ads based on 
its monitoring of Web-browsing activity. 

 The second most common threat family in Tunisia in 2Q11 was 
Win32/ShopperReports, which affected 21.6 percent of computers cleaned in 
Tunisia. Win32/ShopperReports is adware that displays targeted advertising to 
affected users while browsing the Internet, based on search terms entered into 
search engines. 

 The third most common threat family in Tunisia in 2Q11 was 
Win32/ClickPotato, which affected 16.2 percent of computers cleaned in 
Tunisia. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits. 

 The fourth most common threat family in Tunisia in 2Q11 was 
Win32/Zwangi, which affected 13.4 percent of computers cleaned in Tunisia. 
Win32/Zwangi is a program that runs as a service in the background and 
modifies Web browser settings to visit a particular website.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

7.98 

(3.34) 

2.66 

(2.24) 

N/A 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.139% 

(0.229%) 

0.130% 

(0.131%) 

1.061% 

(0.223%) 

0.783% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.246 percent of all spambot IP addresses were 

located in Tunisia; this figure is down from 0.262 in 1Q11. The following are the 

top botnets that sent spam from Tunisia in 2Q11. 

The top 3 spambots hosted in Tunisia in 2Q11 

 Botnet % of all botnet IP addresses in Tunisia 

1 Win32/Lethic 31.8% 

2 Win32/Cutwail 21.6% 

3 Win32/Pramro 16.0% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Turkey  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Turkey in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 28.2 25.5 

CCM calculated using Control Panel 

location information 
42.4  32.8  28.0  25.3  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Turkey and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 25.3 of every 1,000 computers scanned in Turkey 

in 2Q11 (a CCM score of 25.3, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Turkey over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Turkey as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Turkey in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Turkey in 2Q11 was Miscellaneous Trojans, 
which affected 41.9 percent of all computers cleaned in Turkey, up from 39.7 
percent in 1Q11. 

 The second most common category in Turkey in 2Q11 was Adware, which 
affected 37.7 percent of all computers cleaned in Turkey, up from 36.2 
percent in 1Q11. 

 The third most common category in Turkey in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 34.7 percent of all computers 
cleaned in Turkey, up from 29.9 percent in 1Q11. 



 
 

 

612           

 

Threat Families 

The top 10 malware and potentially unwanted software families in Turkey in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 JS/Pornpop Adware  27.8% 

2 Win32/Startpage Misc. Trojans  20.7% 

3 Win32/Sality Viruses  15.9% 

4 Win32/Autorun Worms  15.5% 

5 Win32/OpenCandy Adware  7.6% 

6 Win32/Keygen Misc. Potentially Unwanted Software  7.5% 

7 AutoIt/Helompy Worms  7.4% 

8 Win32/Nuqel Worms  6.6% 

9 Win32/Taterf Worms  6.2% 

10 Win32/Conficker Worms  5.5% 
 

 The most common threat family in Turkey in 2Q11 was JS/Pornpop, which 
affected 27.8 percent of computers cleaned in Turkey. JS/Pornpop is a generic 
detection for specially-crafted JavaScript-enabled objects that attempt to 
display pop-under advertisements, usually with adult content. 

 The second most common threat family in Turkey in 2Q11 was 
Win32/Startpage, which affected 20.7 percent of computers cleaned in 
Turkey. Win32/Startpage is a detection for various threats that change the 
configured start page of the affected user’s web browser and may also perform 
other malicious actions. 

 The third most common threat family in Turkey in 2Q11 was Win32/Sality, 
which affected 15.9 percent of computers cleaned in Turkey. Win32/Sality is 
a family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The fourth most common threat family in Turkey in 2Q11 was 
Win32/Autorun, which affected 15.5 percent of computers cleaned in Turkey. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.27 

(0.59) 

0.20 

(0.33) 

0.22 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

3.35 

(3.34) 

0.92 

(2.24) 

1.64 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.312% 

(0.229%) 

0.231% 

(0.131%) 

2.209% 

(0.223%) 

1.635% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.260 percent of all spambot IP addresses were 

located in Turkey; this figure is down from 1.480 in 1Q11. The following are the 

top botnets that sent spam from Turkey in 2Q11. 

The top 3 spambots hosted in Turkey in 2Q11 

 Botnet % of all botnet IP addresses in Turkey 

1 Win32/Pramro 53.3% 

2 Win32/Cutwail 18.4% 

3 Win32/Lethic 7.7% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Uganda  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Uganda in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 16.9 15.0 

CCM calculated using Control Panel 

location information 
4.4  2.8  2.7  2.0  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Uganda and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.0 of every 1,000 computers scanned in Uganda 

in 2Q11 (a CCM score of 2.0, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Uganda over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Uganda as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Uganda in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Uganda in 2Q11 was Worms, which affected 
37.2 percent of all computers cleaned in Uganda, down from 41.6 percent in 
1Q11. 

 The second most common category in Uganda in 2Q11 was Miscellaneous 
Trojans, which affected 33.3 percent of all computers cleaned in Uganda, up 
from 30.3 percent in 1Q11. 

 The third most common category in Uganda in 2Q11 was Viruses, which 
affected 27.0 percent of all computers cleaned in Uganda, up from 25.9 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Uganda in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Rimecud Worms  27.8% 

2 Win32/Autorun Worms  23.4% 

3 Win32/Sality Viruses  20.2% 

4 Win32/Vobfus Worms  10.8% 

5 Win32/Virut Viruses  9.4% 

6 Win32/CplLnk Exploits  8.6% 

7 Win32/Chepvil Trojan Downloaders & Droppers  7.9% 

8 Win32/OpenCandy Adware  5.8% 

9 Win32/Hotbar Adware  4.6% 

10 Win32/Folstart Misc. Trojans  4.4% 
 

 The most common threat family in Uganda in 2Q11 was Win32/Rimecud, 
which affected 27.8 percent of computers cleaned in Uganda. 
Win32/Rimecud is a family of worms with multiple components that spread 
via fixed and removable drives and via instant messaging. It also contains 
backdoor functionality that allows unauthorized access to an affected system. 

 The second most common threat family in Uganda in 2Q11 was 
Win32/Autorun, which affected 23.4 percent of computers cleaned in 
Uganda. Win32/Autorun is a family of worms that spreads by copying itself to 
the mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The third most common threat family in Uganda in 2Q11 was Win32/Sality, 
which affected 20.2 percent of computers cleaned in Uganda. Win32/Sality is 
a family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes 
files with certain extensions and terminates security-related processes and 
services. 

 The fourth most common threat family in Uganda in 2Q11 was 
Win32/Vobfus, which affected 10.8 percent of computers cleaned in Uganda. 
Win32/Vobfus is a family of worms that spreads via network drives and 
removable drives and download/executes arbitrary files. Downloaded files 
may include additional malware.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

N/A 

(3.34) 

0.92 

(2.24) 

N/A 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.269% 

(0.229%) 

0.124% 

(0.131%) 

N/A 

(0.223%) 

6.147% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.044 percent of all spambot IP addresses were 

located in Uganda; this figure is down from 0.048 in 1Q11. The following are the 

top botnets that sent spam from Uganda in 2Q11. 

The top 3 spambots hosted in Uganda in 2Q11 

 Botnet % of all botnet IP addresses in Uganda 

1 Win32/Pramro 30.9% 

2 Win32/Cutwail 23.7% 

3 Win32/Lethic 14.4% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Ukraine  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Ukraine in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 7.4 6.6 

CCM calculated using Control Panel 

location information 
3.3  3.1  2.8  2.5  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Ukraine and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.5 of every 1,000 computers scanned in Ukraine 

in 2Q11 (a CCM score of 2.5, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Ukraine over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Ukraine as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Ukraine in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Ukraine in 2Q11 was Miscellaneous Potentially 
Unwanted Software, which affected 63.2 percent of all computers cleaned in 
Ukraine, up from 44.1 percent in 1Q11. 

 The second most common category in Ukraine in 2Q11 was Miscellaneous 
Trojans, which affected 35.8 percent of all computers cleaned in Ukraine, 
down from 43.1 percent in 1Q11. 

 The third most common category in Ukraine in 2Q11 was Worms, which 
affected 20.4 percent of all computers cleaned in Ukraine, down from 25.0 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Ukraine in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Pameseg Misc. Potentially Unwanted Software  34.7% 

2 Win32/Keygen Misc. Potentially Unwanted Software  13.6% 

3 Win32/Rimecud Worms  13.3% 

4 Win32/Obfuscator Misc. Potentially Unwanted Software  12.5% 

5 Win32/Autorun Worms  11.9% 

6 Win32/Conficker Worms  5.9% 

7 Win32/OpenCandy Adware  5.9% 

8 Win32/Sality Viruses  5.1% 

9 Win32/Bumat Misc. Trojans  4.9% 

10 Win32/Dynamer Misc. Trojans  4.7% 
 

 The most common threat family in Ukraine in 2Q11 was Win32/Pameseg, 
which affected 34.7 percent of computers cleaned in Ukraine. 
Win32/Pameseg is a fake program installer that requires the user to send SMS 
messages to a premium number to successfully install certain programs. 

 The second most common threat family in Ukraine in 2Q11 was 
Win32/Keygen, which affected 13.6 percent of computers cleaned in Ukraine. 
Win32/Keygen is a generic detection for tools that generate product keys for 
illegally obtained versions of various software products. 

 The third most common threat family in Ukraine in 2Q11 was 
Win32/Rimecud, which affected 13.3 percent of computers cleaned in 
Ukraine. Win32/Rimecud is a family of worms with multiple components that 
spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The fourth most common threat family in Ukraine in 2Q11 was 
Win32/Obfuscator, which affected 12.5 percent of computers cleaned in 
Ukraine. Win32/Obfuscator is a generic detection for programs that have had 
their purpose disguised to hinder analysis or detection by anti-virus scanners. 
Such programs commonly employ a combination of methods, including 
encryption, compression, anti-debugging and anti-emulation techniques.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

2.20 

(0.59) 

1.01 

(0.33) 

1.60 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

37.38 

(3.34) 

23.86 

(2.24) 

10.97 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.100% 

(0.229%) 

0.094% 

(0.131%) 

1.234% 

(0.223%) 

1.666% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 3.309 percent of all spambot IP addresses were 

located in Ukraine; this figure is up from 2.975 in 1Q11. The following are the 

top botnets that sent spam from Ukraine in 2Q11. 

The top 3 spambots hosted in Ukraine in 2Q11 

 Botnet % of all botnet IP addresses in Ukraine 

1 Win32/Lethic 34.1% 

2 Win32/Cutwail 30.2% 

3 Win32/Pramro 10.1% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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United Arab Emirates  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in the United Arab Emirates in 2Q11 and previous 

quarters. This data is provided by computers whose administrators have opted 

into providing telemetry data to Microsoft, using IP address geolocation to 

determine country or region. In previous volumes of the Microsoft Security 

Intelligence Report, location information was determined by the Location tab or 

menu in Regional and Language Options in Control Panel; infection rates 

generated using this older method are included in the following table for 

comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 18.9 16.7 

CCM calculated using Control Panel 

location information 
9.0  7.5  7.2  6.1  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in the United Arab Emirates and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 6.1 of every 1,000 computers scanned in the 

United Arab Emirates in 2Q11 (a CCM score of 6.1, compared to the 2Q11 

worldwide average CCM of 9.8). The following figure shows the CCM trend for 

the United Arab Emirates over the last six quarters, compared to the world as a 

whole. In the figure, the dashed portion of the line represents the infection rate for 

the United Arab Emirates as determined by the administrator-configured location 

of the computer, and the solid portion of the line represents the infection rate as 

determined by IP address geolocation. See the previous page for more information 

about the change in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in the United Arab Emirates in 2Q11, by 

percentage of cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in the United Arab Emirates in 2Q11 was 
Worms, which affected 36.2 percent of all computers cleaned in the United 
Arab Emirates, down from 38.5 percent in 1Q11. 

 The second most common category in the United Arab Emirates in 2Q11 was 
Adware, which affected 29.9 percent of all computers cleaned in the United 
Arab Emirates, up from 28.2 percent in 1Q11. 

 The third most common category in the United Arab Emirates in 2Q11 was 
Miscellaneous Potentially Unwanted Software, which affected 27.3 percent of 
all computers cleaned in the United Arab Emirates, down from 27.8 percent 
in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in the United Arab Emirates in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  17.0% 

2 Win32/Hotbar Adware  9.9% 

3 Win32/Rimecud Worms  9.1% 

4 Win32/Sality Viruses  8.5% 

5 Win32/ShopperReports Adware  7.8% 

6 Win32/Nuqel Worms  6.8% 

7 Win32/OpenCandy Adware  6.8% 

8 Win32/Vobfus Worms  6.7% 

9 Win32/ClickPotato Adware  6.3% 

10 Win32/Zwangi Misc. Potentially Unwanted Software  6.0% 
 

 The most common threat family in the United Arab Emirates in 2Q11 was 
Win32/Autorun, which affected 17.0 percent of computers cleaned in the 
United Arab Emirates. Win32/Autorun is a family of worms that spreads by 
copying itself to the mapped drives of an infected computer. The mapped 
drives may include network or removable drives. 

 The second most common threat family in the United Arab Emirates in 2Q11 
was Win32/Hotbar, which affected 9.9 percent of computers cleaned in the 
United Arab Emirates. Win32/Hotbar is adware that displays a dynamic 
toolbar and targeted pop-up ads based on its monitoring of Web-browsing 
activity. 

 The third most common threat family in the United Arab Emirates in 2Q11 
was Win32/Rimecud, which affected 9.1 percent of computers cleaned in the 
United Arab Emirates. Win32/Rimecud is a family of worms with multiple 
components that spread via fixed and removable drives and via instant 
messaging. It also contains backdoor functionality that allows unauthorized 
access to an affected system. 

 The fourth most common threat family in the United Arab Emirates in 2Q11 
was Win32/Sality, which affected 8.5 percent of computers cleaned in the 
United Arab Emirates. Win32/Sality is a family of polymorphic file infectors 
that target executable files with the extensions .scr or .exe. They may execute 
a damaging payload that deletes files with certain extensions and terminates 
security-related processes and services.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.10 

(0.59) 

0.02 

(0.33) 

0.02 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.18 

(3.34) 

0.19 

(2.24) 

0.09 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.132% 

(0.229%) 

0.119% 

(0.131%) 

0.749% 

(0.223%) 

2.721% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.372 percent of all spambot IP addresses were 

located in the United Arab Emirates; this figure is up from 0.343 in 1Q11. The 

following are the top botnets that sent spam from the United Arab Emirates in 

2Q11. 

The top 3 spambots hosted in the United Arab Emirates in 2Q11 

 Botnet % of all botnet IP addresses in the United Arab Emirates 

1 Win32/Lethic 47.4% 

2 Win32/Cutwail 15.2% 

3 Win32/Bobax 12.1% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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United Kingdom  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in the United Kingdom in 2Q11 and previous 

quarters. This data is provided by computers whose administrators have opted 

into providing telemetry data to Microsoft, using IP address geolocation to 

determine country or region. In previous volumes of the Microsoft Security 

Intelligence Report, location information was determined by the Location tab or 

menu in Regional and Language Options in Control Panel; infection rates 

generated using this older method are included in the following table for 

comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 5.1 5.1 

CCM calculated using Control Panel 

location information 
7.4  8.7  5.3  5.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in the United Kingdom and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.2 of every 1,000 computers scanned in the 

United Kingdom in 2Q11 (a CCM score of 5.2, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for the United 

Kingdom over the last six quarters, compared to the world as a whole. In the 

figure, the dashed portion of the line represents the infection rate for the United 

Kingdom as determined by the administrator-configured location of the computer, 

and the solid portion of the line represents the infection rate as determined by IP 

address geolocation. See the previous page for more information about the change 

in CCM calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in the United Kingdom in 2Q11, by percentage 

of cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in the United Kingdom in 2Q11 was Adware, 
which affected 49.1 percent of all computers cleaned in the United Kingdom, 
down from 57.6 percent in 1Q11. 

 The second most common category in the United Kingdom in 2Q11 was 
Miscellaneous Trojans, which affected 31.9 percent of all computers cleaned 
in the United Kingdom, up from 27.3 percent in 1Q11. 

 The third most common category in the United Kingdom in 2Q11 was 
Miscellaneous Potentially Unwanted Software, which affected 27.9 percent of 
all computers cleaned in the United Kingdom, up from 26.3 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in the United Kingdom in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  24.0% 

2 Win32/ShopperReports Adware  16.0% 

3 Win32/ClickPotato Adware  14.5% 

4 Win32/Zwangi Misc. Potentially Unwanted Software  13.1% 

5 JS/Pornpop Adware  10.1% 

6 Win32/FakeRean Misc. Trojans  8.0% 

7 Win32/Winwebsec Misc. Trojans  6.8% 

8 Win32/OpenCandy Adware  6.7% 

9 Java/CVE-2010-0840 Exploits  5.1% 

10 Win32/Alureon Misc. Trojans  4.2% 
 

 The most common threat family in the United Kingdom in 2Q11 was 
Win32/Hotbar, which affected 24.0 percent of computers cleaned in the 
United Kingdom. Win32/Hotbar is adware that displays a dynamic toolbar 
and targeted pop-up ads based on its monitoring of Web-browsing activity. 

 The second most common threat family in the United Kingdom in 2Q11 was 
Win32/ShopperReports, which affected 16.0 percent of computers cleaned in 
the United Kingdom. Win32/ShopperReports is adware that displays targeted 
advertising to affected users while browsing the Internet, based on search 
terms entered into search engines. 

 The third most common threat family in the United Kingdom in 2Q11 was 
Win32/ClickPotato, which affected 14.5 percent of computers cleaned in the 
United Kingdom. Win32/ClickPotato is a program that displays popup and 
notification-style advertisements based on the user’s browsing habits. 

 The fourth most common threat family in the United Kingdom in 2Q11 was 
Win32/Zwangi, which affected 13.1 percent of computers cleaned in the 
United Kingdom. Win32/Zwangi is a program that runs as a service in the 
background and modifies Web browser settings to visit a particular website.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.46 

(0.59) 

1.00 

(0.33) 

0.85 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

1.58 

(3.34) 

1.39 

(2.24) 

2.48 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.034% 

(0.229%) 

0.049% 

(0.131%) 

0.718% 

(0.223%) 

0.553% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 1.805 percent of all spambot IP addresses were 

located in the United Kingdom; this figure is down from 3.426 in 1Q11. The 

following are the top botnets that sent spam from the United Kingdom in 2Q11. 

The top 3 spambots hosted in the United Kingdom in 2Q11 

 Botnet % of all botnet IP addresses in the United Kingdom 

1 Win32/Lethic 32.3% 

2 Win32/Cutwail 19.3% 

3 Win32/Pramro 9.8% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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United States  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in the United States in 2Q11 and previous 

quarters. This data is provided by computers whose administrators have opted 

into providing telemetry data to Microsoft, using IP address geolocation to 

determine country or region. In previous volumes of the Microsoft Security 

Intelligence Report, location information was determined by the Location tab or 

menu in Regional and Language Options in Control Panel; infection rates 

generated using this older method are included in the following table for 

comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 5.6 5.6 

CCM calculated using Control Panel 

location information 
13.5  11.6  9.9  9.8  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in the United States and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 9.8 of every 1,000 computers scanned in the 

United States in 2Q11 (a CCM score of 9.8, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for the United 

States over the last six quarters, compared to the world as a whole. In the figure, 

the dashed portion of the line represents the infection rate for the United States as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in the United States in 2Q11, by percentage of 

cleaned computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in the United States in 2Q11 was Adware, which 
affected 39.7 percent of all computers cleaned in the United States, down 
from 49.2 percent in 1Q11. 

 The second most common category in the United States in 2Q11 was 
Miscellaneous Trojans, which affected 38.9 percent of all computers cleaned 
in the United States, up from 33.4 percent in 1Q11. 

 The third most common category in the United States in 2Q11 was 
Miscellaneous Potentially Unwanted Software, which affected 22.1 percent of 
all computers cleaned in the United States, down from 22.2 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in the United States in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Hotbar Adware  12.1% 

2 Win32/FakeRean Misc. Trojans  10.4% 

3 JS/Pornpop Adware  8.7% 

4 Win32/GameVance Adware  8.6% 

5 Win32/OpenCandy Adware  7.8% 

6 Win32/Winwebsec Misc. Trojans  7.4% 

7 Java/CVE-2010-0840 Exploits  6.6% 

8 Win32/ShopperReports Adware  6.6% 

9 Win32/Zwangi Misc. Potentially Unwanted Software  6.4% 

10 Win32/ClickPotato Adware  6.1% 
 

 The most common threat family in the United States in 2Q11 was 
Win32/Hotbar, which affected 12.1 percent of computers cleaned in the 
United States. Win32/Hotbar is adware that displays a dynamic toolbar and 
targeted pop-up ads based on its monitoring of Web-browsing activity. 

 The second most common threat family in the United States in 2Q11 was 
Win32/FakeRean, which affected 10.4 percent of computers cleaned in the 
United States. Win32/FakeRean is a rogue security software family distributed 
under a variety of randomly generated names, including Win 7 Internet 
Security 2010, Vista Antivirus Pro, XP Guardian, and many others. 

 The third most common threat family in the United States in 2Q11 was 
JS/Pornpop, which affected 8.7 percent of computers cleaned in the United 
States. JS/Pornpop is a generic detection for specially-crafted JavaScript-
enabled objects that attempt to display pop-under advertisements, usually 
with adult content. 

 The fourth most common threat family in the United States in 2Q11 was 
Win32/GameVance, which affected 8.6 percent of computers cleaned in the 
United States. Win32/GameVance is software that displays advertisements and 
tracks anonymous usage information in exchange for a free online gaming 
experience at the Web address “gamevance.com”?.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.56 

(0.59) 

0.27 

(0.33) 

0.28 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

2.38 

(3.34) 

1.39 

(2.24) 

1.83 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.032% 

(0.229%) 

0.007% 

(0.131%) 

0.764% 

(0.223%) 

0.817% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 4.927 percent of all spambot IP addresses were 

located in the United States; this figure is down from 5.958 in 1Q11. The 

following are the top botnets that sent spam from the United States in 2Q11. 

The top 3 spambots hosted in the United States in 2Q11 

 Botnet % of all botnet IP addresses in the United States 

1 Win32/Cutwail 22.2% 

2 Win32/Lethic 14.8% 

3 Win32/Sinowal 13.3% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Uruguay  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Uruguay in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 6.1 6.1 

CCM calculated using Control Panel 

location information 
5.1  3.1  2.6  2.7  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Uruguay and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 2.7 of every 1,000 computers scanned in 

Uruguay in 2Q11 (a CCM score of 2.7, compared to the 2Q11 worldwide average 

CCM of 9.8). The following figure shows the CCM trend for Uruguay over the last 

six quarters, compared to the world as a whole. In the figure, the dashed portion 

of the line represents the infection rate for Uruguay as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Uruguay in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Uruguay in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 39.2 percent of all computers 
cleaned in Uruguay, up from 38.5 percent in 1Q11. 

 The second most common category in Uruguay in 2Q11 was Adware, which 
affected 33.2 percent of all computers cleaned in Uruguay, up from 33.2 
percent in 1Q11. 

 The third most common category in Uruguay in 2Q11 was Worms, which 
affected 22.8 percent of all computers cleaned in Uruguay, up from 22.6 
percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Uruguay in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 JS/Pornpop Adware  10.9% 

2 Win32/OpenCandy Adware  10.8% 

3 Win32/Autorun Worms  10.7% 

4 Win32/Keygen Misc. Potentially Unwanted Software  10.5% 

5 Win32/Conficker Worms  6.4% 

6 Win32/Zwangi Misc. Potentially Unwanted Software  6.1% 

7 Win32/Gabpath Adware  5.1% 

8 AutoIt/Renocide Worms  4.4% 

9 Win32/Hotbar Adware  3.6% 

10 Win32/Taterf Worms  3.4% 
 

 The most common threat family in Uruguay in 2Q11 was JS/Pornpop, which 
affected 10.9 percent of computers cleaned in Uruguay. JS/Pornpop is a 
generic detection for specially-crafted JavaScript-enabled objects that attempt 
to display pop-under advertisements, usually with adult content. 

 The second most common threat family in Uruguay in 2Q11 was 
Win32/OpenCandy, which affected 10.8 percent of computers cleaned in 
Uruguay. Win32/OpenCandy is an adware program that may be bundled with 
certain third-party software installation programs. Some versions may send 
user-specific information, including a unique machine code, operating system 
information, locale, and certain other information to a remote server without 
obtaining adequate user consent. 

 The third most common threat family in Uruguay in 2Q11 was 
Win32/Autorun, which affected 10.7 percent of computers cleaned in 
Uruguay. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The fourth most common threat family in Uruguay in 2Q11 was 
Win32/Keygen, which affected 10.5 percent of computers cleaned in 
Uruguay. Win32/Keygen is a generic detection for tools that generate product 
keys for illegally obtained versions of various software products.  



 
 

   649 

Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

0.06 

(0.59) 

0.00 

(0.33) 

0.02 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.14 

(3.34) 

0.03 

(2.24) 

0.04 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.051% 

(0.229%) 

0.061% 

(0.131%) 

0.176% 

(0.223%) 

0.170% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.069 percent of all spambot IP addresses were 

located in Uruguay; this figure is up from 0.050 in 1Q11. The following are the 

top botnets that sent spam from Uruguay in 2Q11. 

The top 3 spambots hosted in Uruguay in 2Q11 

 Botnet % of all botnet IP addresses in Uruguay 

1 Win32/Cutwail 39.9% 

2 Win32/Bagle 17.6% 

3 Win32/Pramro 17.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Venezuela  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Venezuela in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 9.8 8.5 

CCM calculated using Control Panel 

location information 
9.8  9.7  6.2  5.2  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Venezuela and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 5.2 of every 1,000 computers scanned in 

Venezuela in 2Q11 (a CCM score of 5.2, compared to the 2Q11 worldwide 

average CCM of 9.8). The following figure shows the CCM trend for Venezuela 

over the last six quarters, compared to the world as a whole. In the figure, the 

dashed portion of the line represents the infection rate for Venezuela as 

determined by the administrator-configured location of the computer, and the 

solid portion of the line represents the infection rate as determined by IP address 

geolocation. See the previous page for more information about the change in CCM 

calculation methods. 
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Threat Categories 

Malware and potentially unwanted software categories in Venezuela in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Venezuela in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 42.5 percent of all computers 
cleaned in Venezuela, down from 43.2 percent in 1Q11. 

 The second most common category in Venezuela in 2Q11 was Worms, which 
affected 40.2 percent of all computers cleaned in Venezuela, up from 39.2 
percent in 1Q11. 

 The third most common category in Venezuela in 2Q11 was Miscellaneous 
Trojans, which affected 23.3 percent of all computers cleaned in Venezuela, 
down from 26.8 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Venezuela in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/Autorun Worms  21.7% 

2 Win32/Rimecud Worms  12.0% 

3 Win32/Conficker Worms  11.3% 

4 Win32/Keygen Misc. Potentially Unwanted Software  10.6% 

5 Win32/Sality Viruses  8.7% 

6 JS/Pornpop Adware  8.0% 

7 Win32/OpenCandy Adware  7.8% 

8 Win32/Nuqel Worms  7.6% 

9 Win32/Vobfus Worms  7.3% 

10 Win32/Silly_P2P Worms  7.2% 
 

 The most common threat family in Venezuela in 2Q11 was Win32/Autorun, 
which affected 21.7 percent of computers cleaned in Venezuela. 
Win32/Autorun is a family of worms that spreads by copying itself to the 
mapped drives of an infected computer. The mapped drives may include 
network or removable drives. 

 The second most common threat family in Venezuela in 2Q11 was 
Win32/Rimecud, which affected 12.0 percent of computers cleaned in 
Venezuela. Win32/Rimecud is a family of worms with multiple components 
that spread via fixed and removable drives and via instant messaging. It also 
contains backdoor functionality that allows unauthorized access to an affected 
system. 

 The third most common threat family in Venezuela in 2Q11 was 
Win32/Conficker, which affected 11.3 percent of computers cleaned in 
Venezuela. Win32/Conficker is a worm that spreads by exploiting a 
vulnerability addressed by Security Bulletin MS08-067. Some variants also 
spread via removable drives and by exploiting weak passwords. It disables 
several important system services and security products, and downloads 
arbitrary files. 

 The fourth most common threat family in Venezuela in 2Q11 was 
Win32/Keygen, which affected 10.6 percent of computers cleaned in 
Venezuela. Win32/Keygen is a generic detection for tools that generate 
product keys for illegally obtained versions of various software products.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

1.04 

(0.59) 

0.26 

(0.33) 

0.12 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

0.48 

(3.34) 

0.90 

(2.24) 

0.67 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.110% 

(0.229%) 

0.112% 

(0.131%) 

1.580% 

(0.223%) 

1.152% 

(0.273%) 

  



 
 

 

656           

 

Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 0.242 percent of all spambot IP addresses were 

located in Venezuela; this figure is down from 0.309 in 1Q11. The following are 

the top botnets that sent spam from Venezuela in 2Q11. 

The top 3 spambots hosted in Venezuela in 2Q11 

 Botnet % of all botnet IP addresses in Venezuela 

1 Win32/Bagle 35.1% 

2 Win32/Pramro 18.6% 

3 Win32/Cutwail 17.6% 

 

Botnet descriptions can be found in the appendix. 
  

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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Vietnam  

The global threat landscape is evolving. Malware and potentially unwanted 

software have become more regional, and different locations around the world 

exhibit different threat patterns. 

The statistics presented here are generated by Microsoft security programs and 

services running on computers in Vietnam in 2Q11 and previous quarters. This 

data is provided by computers whose administrators have opted into providing 

telemetry data to Microsoft, using IP address geolocation to determine country or 

region. In previous volumes of the Microsoft Security Intelligence Report, location 

information was determined by the Location tab or menu in Regional and 

Language Options in Control Panel; infection rates generated using this older 

method are included in the following table for comparison purposes. 

Metric 3Q10 4Q10 1Q11 2Q11 

Host infection rate (CCM) calculated 

using IP geolocation 
N/A N/A 12.8 15.8 

CCM calculated using Control Panel 

location information 
2.1  1.6  1.5  1.9  

Worldwide average CCM 12.3 10.8 11.0 9.8 
 

See the Security Intelligence Report website at www.microsoft.com/sir for more 

information about threats in Vietnam and around the world. 

 

http://www.microsoft.com/sir
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Infection Trends (CCM) 

The MSRT detected malware on 1.9 of every 1,000 computers scanned in Vietnam 

in 2Q11 (a CCM score of 1.9, compared to the 2Q11 worldwide average CCM of 

9.8). The following figure shows the CCM trend for Vietnam over the last six 

quarters, compared to the world as a whole. In the figure, the dashed portion of 

the line represents the infection rate for Vietnam as determined by the 

administrator-configured location of the computer, and the solid portion of the 

line represents the infection rate as determined by IP address geolocation. See the 

previous page for more information about the change in CCM calculation 

methods. 

CCM infection trends in Vietnam and worldwide 
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Threat Categories 

Malware and potentially unwanted software categories in Vietnam in 2Q11, by percentage of cleaned 

computers affected 
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Totals exceed 100 percent because some computers are affected by more than one kind of threat. 

 The most common category in Vietnam in 2Q11 was Miscellaneous 
Potentially Unwanted Software, which affected 56.8 percent of all computers 
cleaned in Vietnam, up from 48.2 percent in 1Q11. 

 The second most common category in Vietnam in 2Q11 was Worms, which 
affected 34.0 percent of all computers cleaned in Vietnam, down from 37.9 
percent in 1Q11. 

 The third most common category in Vietnam in 2Q11 was Miscellaneous 
Trojans, which affected 33.9 percent of all computers cleaned in Vietnam, 
down from 35.3 percent in 1Q11. 
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Threat Families 

The top 10 malware and potentially unwanted software families in Vietnam in 2Q11 

 Family Most significant category 
% of cleaned 

computers 

1 Win32/PossibleHostsFileHijack Misc. Potentially Unwanted Software  27.3% 

2 Win32/Autorun Worms  22.8% 

3 Win32/Keygen Misc. Potentially Unwanted Software  20.5% 

4 Win32/Sality Viruses  16.5% 

5 Win32/Conficker Worms  15.2% 

6 Win32/CplLnk Exploits  14.2% 

7 Win32/Ramnit Worms  11.6% 

8 Win32/VB Worms  10.0% 

9 Win32/PerfectKeylogger Password Stealers & Monitoring Tools  6.8% 

10 Win32/Meredrop Misc. Trojans  6.7% 
 

 The most common threat family in Vietnam in 2Q11 was 
Win32/PossibleHostsFileHijack, which affected 27.3 percent of computers 
cleaned in Vietnam. Win32/PossibleHostsFileHijack is an indicator that the 
computer’s HOSTS file may have been modified by malicious or potentially 
unwanted software, which can cause access to certain Internet domains and 
websites to be redirected or denied. 

 The second most common threat family in Vietnam in 2Q11 was 
Win32/Autorun, which affected 22.8 percent of computers cleaned in 
Vietnam. Win32/Autorun is a family of worms that spreads by copying itself 
to the mapped drives of an infected computer. The mapped drives may 
include network or removable drives. 

 The third most common threat family in Vietnam in 2Q11 was 
Win32/Keygen, which affected 20.5 percent of computers cleaned in Vietnam. 
Win32/Keygen is a generic detection for tools that generate product keys for 
illegally obtained versions of various software products. 

 The fourth most common threat family in Vietnam in 2Q11 was Win32/Sality, 
which affected 16.5 percent of computers cleaned in Vietnam. Win32/Sality is 
a family of polymorphic file infectors that target executable files with the 
extensions .scr or .exe. They may execute a damaging payload that deletes files 
with certain extensions and terminates security-related processes and services.  
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Malicious Websites 

Attackers often use Web sites to host phishing pages or distribute malware. 

Malicious Web sites typically appear completely legitimate and often give no 

outward indicators of their malicious nature, even to experienced computer users. 

In some cases, just visiting a malicious site can be dangerous because attackers 

often create exploits that can download malware to vulnerable computers silently 

as soon as the browser loads the page.  

Web browsers such as Windows Internet Explorer and search engines such as 

Bing use lists of known phishing and malware hosting websites to warn users 

about malicious websites before they can do any harm. The information presented 

in this section has been generated from telemetry data produced by Internet 

Explorer and Bing. See the Microsoft Security Intelligence Report website for more 

information about these protections and how the data is collected. 

Metric 3Q10 4Q10 1Q11 2Q11 

Phishing sites per 

1000 hosts  

(Worldwide avg.) 

10.33 

(0.59) 

6.23 

(0.33) 

4.62 

(0.38) 

Malware hosting 

sites per 1000 hosts 

(Worldwide avg.) 

30.78 

(3.34) 

25.37 

(2.24) 

21.06 

(2.02) 

Percentage of sites 

hosting drive-by 

downloads 

(Worldwide avg.) 

0.202% 

(0.229%) 

0.220% 

(0.131%) 

1.741% 

(0.223%) 

1.152% 

(0.273%) 
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Spambot Families 

Botnets—networks of malware-infected computers that can be controlled remotely 

by an attacker—are responsible for much or most of the spam sent today. To 

measure the impact that botnets have on the spam landscape, Forefront Online 

Protection for Exchange (FOPE) monitors spam messages sent from IP addresses 

that have been reported to be associated with known botnets. 

In 2Q11, FOPE determined that 7.272 percent of all spambot IP addresses were 

located in Vietnam; this figure is up from 3.960 in 1Q11. The following are the 

top botnets that sent spam from Vietnam in 2Q11. 

The top 3 spambots hosted in Vietnam in 2Q11 

 Botnet % of all botnet IP addresses in Vietnam 

1 Win32/Pramro 57.9% 

2 Win32/Cutwail 17.2% 

3 Win32/Lethic 8.5% 

 

Botnet descriptions can be found in the appendix. 

 

 

 

http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://www.microsoft.com/exchange/en-us/forefront-online-protection-for-exchange.aspx
http://go.microsoft.com/?linkid=9783742
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