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Microsoft Security Intelligence 
Report, Volume 11 

Volume 11 of the Microsoft® Security Intelligence Report (SIRv11) provides in-

depth perspectives on software vulnerabilities and exploits, malicious code 

threats, and potentially unwanted software in Microsoft and third-party software. 

Microsoft developed these perspectives based on detailed trend analyses over the 

past several years, with a focus on the first half of 2011.  

This document summarizes the key findings of the report. The full report also 

includes deep analysis of trends found in more than 100 countries/regions 

around the world and offers ways to manage risks to your organization, software, 

and people.  

The full report, as well as previous volumes and related videos, can be 

downloaded from www.microsoft.com/sir. 

http://www.microsoft.com/sir
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Zeroing in on Malware 
Propagation Methods 

Microsoft conducted an analysis to better understand the frequency of zero-day 

exploitation and the risks customers face from it. This analysis was created to 

give security professionals information they can use to prioritize their concerns 

and effectively manage risks. Like everyone else, IT departments face constraints 

of time, budget, personnel, and resources when planning and performing their 

work. Having accurate, up-to-date information about the threat landscape 

enables security professionals to effectively prioritize their defenses and help keep 

their networks, software, and people safe. 

For the analysis, threats detected by the Malicious Software Removal Tool 

(MSRT) during the first half of 2011 (1H11) were classified by the means of 

propagation that each threat family has been documented to use to infect victims. 

If the threat was reported as using multiple vectors to infect users, then the 

number of infections reported by the MSRT for that family were divided and 

attributed equally to each vector. Figure 1 shows the results of that analysis. 
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Figure 1. Malware detected by the MSRT in 1H11, by means of documented propagation methods 

 

 The different malware threat propagation methods referenced in Figure 1 are 

described as follows: 

o User Interaction Required. When a user has to perform an action for 

the computer to be compromised. In this usage, “action” means an 

intentional action that is in some way distinguished from typical use of 

the computer. 

o AutoRun: USB. The threat takes advantage of the AutoRun feature in 

Windows to infect USB storage devices and other removable volumes.  

o AutoRun: Network. The threat takes advantage of the AutoRun feature 

to infect network volumes mapped to drive letters. 

o File Infector. The threat spreads by modifying files, often with .exe or 

.scr extensions, by rewriting or overwriting some code segments. 

o Exploit: Update Long Available. The vendor released a security update 

to address the vulnerability more than a year before the attack. 

o Exploit: Update Available. The vendor released a security update to 

address the vulnerability less than a year before the attack. 
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o Exploit: Zero-day. The vendor had not released a security update to 

address the vulnerability at the time of the attack. 

o Password Brute Force. The threat spreads by attempting brute force 

password attacks on available volumes, as with the net use command. 

o Office Macros. The threat spreads by infecting Microsoft Office 

documents with malicious Visual Basic® for Applications (VBA) macros. 

o Exploit Zero-day. The vendor had not released a security update to 

address the vulnerability at the time of the attack. 

 More than a third of malware detections that were analyzed were attributed 

to malicious software that misused the AutoRun feature in Windows®.  

o Threats that misused AutoRun were split between those that spread via 

removable volumes (26 percent of the total) and those that spread via 

network volumes (17 percent). 

o To combat these threats, Microsoft took several steps to help protect 

customers, including releasing an automatic update for the Windows XP 

and Windows Vista® platforms in February 2011 to make the Autorun 

feature more secure, as it is by default in Windows 7. 

 About six percent of the MSRT detections that were analyzed were attributed 

to exploits—malicious code that attempts to exploit vulnerabilities in 

applications or operating systems. 

 None of the top families in the MSRT were documented as using zero-day 

exploits in 1H11.  

 Out of all the vulnerability exploitation detected by the MMPC, less than one 

percent was zero-day exploit activity. 
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Worldwide Threat Intelligence 

Vulnerability Disclosures 

Vulnerabilities are weaknesses in software that enable an attacker to compromise 

the integrity, availability, or confidentiality of that software or the data it 

processes. Some of the worst vulnerabilities allow attackers to exploit the 

compromised system by causing it to run arbitrary code without the user’s 

knowledge. 

Figure 2. Trends for vulnerability (CVE) severity, vulnerability complexity, disclosures by vendor, and 

disclosures by type 

 

 The overall vulnerability severity trend (as determined by Common 

Vulnerabilities and Exposures, or CVE, number) has been a positive one. 

Medium and High severity vulnerabilities disclosed in 1H11 were down 6.8 

percent and 4.4 percent from 2H10, respectively. 
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 Low complexity vulnerabilities—the easiest ones to exploit—were down 

41.2 percent from the prior 12-month period. 

 Operating system and browser vulnerability disclosures have been mostly 

stable for several years, accounting for 12.7 percent and 15.7 percent of all 

vulnerabilities disclosed in 1H11, respectively. 

 Vulnerabilities in Microsoft products accounted for 6.9 percent of all 

vulnerabilities disclosed in 1H11, down from 8.2 percent in 2H10. 

Exploits 

An exploit is malicious code that takes advantage of software vulnerabilities to 

infect, disrupt, or take control of a computer without the user’s consent and 

usually without the user’s knowledge. Exploits target vulnerabilities in operating 

systems, web browsers, applications, or software components that are installed 

on the computer. In some scenarios, targeted components are add-ons that are 

pre-installed by the computer manufacturer before the computer is sold. A user 

may not even use the vulnerable add-on or be aware that it is installed. Some 

software has no facility for updating itself, so even if the software vendor 

publishes an update that fixes the vulnerability, the user may not know that the 

update is available or how to obtain it, and therefore remains vulnerable to 

attack.  

Figure 3 shows the prevalence of different types of exploits for each quarter 

between 3Q10 and 2Q11. 
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Figure 3. Exploits detected and blocked by Microsoft antimalware products, 3Q10–2Q11, by targeted platform or 

technology 

 

 The most commonly observed types of exploits in 1H11 were those targeting 

vulnerabilities in the Oracle (formerly Sun) Java Runtime Environment (JRE), 

Java Virtual Machine (JVM), and Java SE in the Java Development Kit (JDK). 

Java exploits were responsible for between one-third and one-half of all 

exploits observed in each of the four most recent quarters. 

 Detections of operating system exploits increased dramatically in 2Q11 

because of increased exploitation of vulnerability CVE-2010-2568.  

 Detections of exploits targeting Adobe Flash, although uncommon in 

comparison to some other types of exploits, increased in 2Q11 to more than 

40 times the volume seen in 1Q11 because of exploitation of a pair of newly-

discovered vulnerabilities.  

 Exploits that target CVE-2010-2568, a vulnerability in Windows Shell, 

increased significantly in 2Q11, and were responsible for the entire 2Q11 

increase in operating system exploits. The vulnerability was first discovered 

being used by the family Win32/Stuxnet in mid-2010. 

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2568
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2568
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fStuxnet
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Document Exploits 

Document parser exploits are those that target vulnerabilities in the way a document editing or viewing application 

processes, or parses, a particular file format. 

Figure 4. Types of document parser exploits detected and blocked by Microsoft antimalware products, 3Q10–2Q11 

 

 Exploits that affected Adobe Acrobat and Adobe Reader accounted for most 

document format exploits detected in the first half of 2011. Almost all of 

these exploits involved the generic exploit family Win32/Pdfjsc. 

 More than half of Microsoft Office exploits involved CVE-2010-3333, a 

vulnerability in the Rich Text Format (RTF) parser in versions of Microsoft 

Word. 

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/Pdfjsc
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3333
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Malware and Potentially Unwanted Software 

Except where specified, the information in this section was compiled from 

telemetry data that was generated from more than 600 million computers 

worldwide and some of the busiest online services on the Internet. Infection rates 

are given in computers cleaned per mille (CCM), or thousand, and represent the 

number of reported computers cleaned in a quarter for every 1,000 executions of 

the Malicious Software Removal Tool. See the “Malware” section of the Microsoft 

Security Intelligence Report website  for more information about the CCM metric. 

Operating System Infection Rates 

The features and updates that are available with different versions of the 

Windows operating system, along with the differences in the way people and 

organizations use each version, affect the infection rates for the different versions 

and service packs.  

Figure 5. Infection rate (CCM) by operating system and service pack in 2Q11 

 
“32” = 32-bit edition; “64” = 64-bit edition. SP = Service Pack. Supported operating systems with at least 0.1 percent of 

total executions in 2Q11 shown... 

As in previous periods, infection rates for more recently released Microsoft operating systems and service packs are 

operating systems and service packs are consistently lower than older ones, for both client and server platforms. Windows 7 

for both client and server platforms. Windows 7 and Windows Server® 2008 R2, the most recently released Windows client 

http://www.microsoft.com/security/sir/keyfindings/default.aspx#!section_4
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R2, the most recently released Windows client and server versions, respectively, have the lowest infection rate, as shown in 

respectively, have the lowest infection rate, as shown in Document parser exploits are those that target vulnerabilities in the 

way a document editing or viewing application processes, or parses, a particular file format. 

 Figure 4. 

 Infection rates for Windows XP SP3 and Windows Vista declined following 

the February 2011 release of an automatic update that changed the way the 

AutoRun feature works on those platforms to match its functionality in 

Windows 7. The impact of this change can be seen in the infection statistics 

for Win32/Rimecud, the ninth most commonly detected threat family 

worldwide in 1H11 and one of the top abusers of the AutoRun feature. 

Threat Families and Categories 

The Microsoft Malware Protection Center (MMPC) classifies individual threats 

into types based on a number of factors, including how the threat spreads and 

what it is designed to do. To simplify the presentation of this information and 

make it easier to understand, the Microsoft Security Intelligence Report groups these 

types into 10 categories based on similarities in function and purpose. 

Figure 6. Detections by threat category 3Q10–2Q11, by percentage of all computers reporting detections 
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Round markers indicate malware categories; square markers indicate potentially unwanted software categories. 

 Win32/OpenCandy was the most commonly detected threat family in 1H11 

overall. OpenCandy is an adware program that might be bundled with 

certain third-party software installation programs.  

 JS/Pornpop, the second most commonly detected threat family in 1H11 

overall, is a detection for specially crafted JavaScript-enabled objects that 

attempt to display pop-under advertisements in users’ web browsers 

 Win32/Hotbar, the most commonly detected threat family in 2Q11 and the 

third most commonly detected family in 1H11, is adware that installs a 

browser toolbar that displays targeted pop-up ads based on its monitoring of 

web browsing activities.  

 Detections of Win32/FakeRean increased more than 300 percent from 1Q11 

to 2Q11 to become the most commonly detected rogue security software 

family of the second quarter. 

Enterprise Threats 

 Worm families accounted for the three most common malware families 

detected on domain-joined computers, which are more common in 

enterprise environments than in home environments.  

 Malware families that are significantly more prevalent on domain-joined 

computers include Win32/Conficker and the potentially unwanted software 

program Win32/RealVNC. RealVNC is a program that enables a computer to 

be controlled remotely, similar to Remote Desktop Services. It has a number 

of legitimate uses, but attackers have also used it to gain control of users’ 

computers for malicious purposes. 

 The virus family Win32/Sality, which was not among the top 10 families 

detected on domain-joined computers in 2010, ranks tenth in 1H11. 

Email Threats 

Most of the email messages sent over the Internet are unwanted. Not only does 

all this unwanted email tax recipients’ inboxes and the resources of email 

providers, but it also creates an environment in which emailed malware attacks 

and phishing attempts can proliferate. Email providers, social networks, and 

http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/OpenCandy
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=JS/Pornpop
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/Hotbar
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/FakeRean
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/Conficker
http://www.microsoft.com/security/portal/Threat/Encyclopedia/Search.aspx?query=Win32/RealVNC
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other online communities have made blocking spam, phishing, and other email 

threats a top priority. 

 

 The volume of spam blocked by Microsoft Forefront® Online Protection for 

Exchange (FOPE) decreased dramatically over the past 12 months, from 89.2 

billion messages in July 2010 to 25.0 billion in June 2011, primarily because 

of takedowns of two major botnets: Cutwail, which was shut down in August 

2010, and Rustock, which was shut down in March 2011 following a period 

of dormancy that began in January. 1 

 As in previous periods, advertisements for nonsexual pharmaceutical 

products (28.0 percent of the total) and nonpharmaceutical product 

advertisements (17.2 percent) accounted for the majority of the spam 

messages blocked by FOPE content filters in 1H11.  

 Image-only spam messages declined to 3.1 percent of the total in 1H11, 

down from 8.7 percent in 2010.  

                                                   
1 For more information about the Cutwail takedown, see Microsoft Security Intelligence Report, Volume 10 (July-
December 2010). For more information about the Rustock takedown, see “Battling the Rustock Threat,” available 
from the Microsoft Download Center. 

http://www.microsoft.com/download/en/details.aspx?id=26673
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Figure 7. Inbound messages blocked by FOPE filters in 1H11, by category 

 

Malicious Websites 

Attackers often use websites to conduct phishing attacks or distribute malware. 

Malicious websites typically appear completely legitimate and often provide no 

outward indicators of their malicious nature, even to experienced computer 

users. To help protect users from malicious webpages, Microsoft and other 

browser vendors have developed filters that keep track of sites that host malware 

and phishing attacks and display prominent warnings when users try to navigate 

to them. 

 Phishers have traditionally targeted financial sites more than other types of 

sites, but the largest share of phishing impressions in 1H11 was for sites that 

targeted social networks, reaching a high of 83.8 percent of impressions in 

April. (A phishing impression is a single instance of a user attempting to visit 

a known phishing site with Windows Internet Explorer® and being blocked 

by SmartScreen® Filter. See the “Malicious Websites” section of the 

Microsoft Security Intelligence Report website for more information.) 

Overall, impressions that targeted social networks accounted for 47.8 percent 

of all impressions in 1H11, followed by those that targeted financial 

institutions at 35.0 percent. 

http://www.microsoft.com/security/sir/keyfindings/default.aspx#!section_6
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 By contrast, phishing sites that targeted financial institutions accounted for 

an average of 78.3 percent of active phishing sites tracked each month in 

1H11, compared to just 5.4 percent for social networks. Financial 

institutions targeted by phishers can number in the hundreds, and 

customized phishing approaches are required for each one. The number of 

popular social networking sites is much smaller, so phishers who target 

social networks can effectively target many more people per site. Still, the 

potential for direct illicit access to victims’ bank accounts means that 

financial institutions remain perennially popular phishing targets, and they 

continue to receive the largest or second-largest number of impressions each 

month. 

 This phenomenon also occurs on a smaller scale with online services and 

gaming sites. A small number of online services account for the majority of 

traffic to such sites, so phishing sites that targeted online services garnered 

11.0 percent of impressions with just 3.6 percent of sites. Online gaming 

traffic tends to be spread out among a larger number of sites, so phishing 

sites that targeted online gaming destinations accounted for 8.9 percent of 

active sites but gained just 4.3 percent of impressions. 

 Phishing sites that targeted e-commerce were responsible for just 3.8 percent 

of active sites and 1.9 percent of impressions, which suggests that phishers 

have not found e-commerce sites to be particularly profitable targets. 

Information on Protecting Your Organization, Software, and People can be found 

in the “Managing Risk” section of the Microsoft Security Intelligence Report website 

(www.microsoft.com/sir). 

 

http://www.microsoft.com/security/sir/strategy/default.aspx#!section_3
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