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CE and Mobile Overview

Memory Layout
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Registers

0001101c
O0000F9AA

12021D84 R1 =

00000000 R3 =

00000005 RS = 1202FEDS8

00000000 R7 = 5/E63BO6

O1FFFO9EO R9 = 1202FEDS8 B}
57E68B06 R11 = 1202FE3C
12021D84 sp = 12021D84

00011198 Pc = O3FBD354

= 2000001F

R2
R4
R6
R8
R10
R12

Cpsr
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Memory Review

Fi(hE)ERAS
32-bit OS -4 GB
possible

Kernel S
Top half used by Kernel Kernel Space

Bottom half used by
User
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Memory Review v

Above the process slots is a shared area for large
VirtualAllocs and memory mapped files

OX7FFF FFFF

©
)
—
<
O
)
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©
<
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0x4200 0000




WlndOWS CE V”‘tu al M:iiﬁﬂ?fﬁﬂ,ﬁfﬁfwm
Memory Review

32 MB Process slots take

the lowest addresses

Ox41FF FFFF
0x4000 0000

Ox05FF FFFF
0x0400 0000

Ox03FF FFFF
0x0200 0000

OxO01FF FFFF
0x0000 0000
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32MB Process slot Is
Shared by DLL’ process’ OXO1FF FFFE DLL Virtual Memory Allocations

and all of its virtual
Rearons
All virtual allocations are

64kB-aligned

Pag eS m ay b e C O m m | tt ed General Virtual Memory Allocations

within a virtual allocation

on a page granularity
(4kB)

DLL allocations in a slot [ csconoms |
start at hlgh addresses 0x0001 0000 . k
and grow down 00000 0000

Process and general
allocations start at low
_addresses and grow up
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Debugging tips

What do we learn from the
memory layout?
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Hex addresses have identifiable positions:

Page Align

4568

High / Low 2GB
User “less than” 8
Kernel “greater than” 8

64KB alignment.
(VirtualAllocs, DLL alignment
and Stack slot)
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Position 1 (in yellow) tells you if its kernel
space or user space

8 and above is kernel

Below 8 is User space
Kernel Space

High / Low 2GB
User “less than” 8
Kernel “greater than” 8

12345678




&g, BA1R9EIT

N ~+ ~ 1A s Microsoft:

'aY e

o N
Coo AIALUIIllY #ssemamis

Position 2 (in red) is process slot position

If slot number is odd, address
Is likely a DLL Ox41FF

If slot number is even, 0x4000
address is likely an app

Slot 32

OXOS5FF
0x0400

Ox03FF
0x0200

OxO01FF
0x0000
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32MB In hex is: 0x0200 0000
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16MB Upper
32MB slot

16MB Lower
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Position 4 (in cyan) is 64 kb alignment

R 12345678

64KB alignment.
Call Stack ) (VirtualAllocs, DLL alignment

Process: |$tack$amp_e:-:e v| Thread: ||:|:.:5?F51|:4E v| S i and Stack slot)

Px1202Lld84 COREDLL !wsprintfw() 1line 155 + 4 =

0x12021d84 STACKSAMP!dwwynn(unsigned long 0X0
0x12(0231ec STACKSAMP!dwTreasureIsland(unsigne
0x12(24654 STACKSAMP!dwCeasars(unsigned long

0x12025abc STACKSAMP!dwMandalay(unsigned long
0x12025f24 sTACKSAMP!dwBellagio(Cunsigned long
0x1202338¢c STACKSAMP!dwLuxor(unsigned long 0Ox
0x120237f4 STACKSAMP!dwwynn(unsigned Tong 0xO
0x1202ac5¢c STACKSAMP!dwTreasureIsland(unsigne
0x1202:-0c4 STACKSAMP!dwCeasars(unsigned long

0x12023d52¢c STACKSAMP!dwMmandalay(unsigned long
0x1202:2994 STACKSAMP!dwvenetian(unsigned 10ng
0x1202Fdfc STACKSAMP!WinMain(HINSTANCE__ * OXwv

I
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Position 5 (in gray) is page (4kb) alignment

16 pages == 64kb
12345678

Call Stack £
Process: |stacksamp.exe ‘V| Thread: |DHE?F51E4E v| o i

Px120% COREDLL !'wsprintfw() 1line 155 + 4 =

0x1207 STACKSAMP ! dwiwynn Cunsigned Tong 0x0
0x120% STACKSAMP ! dwTreasureIsland(unsigne
0x1207 STACKSAMP ! dwCeasars(unsigned Tlong

0x1202 5k STACKSAMP ! dwMandalay Cunsigned long
0x1207 STACKSAMP!dwBe1lagioCunsigned Tong
0x120248B8c STACKSAMP!dwLuxor(unsigned long 0Ox
0x1207 STACKSAMP ! dwwynnCunsigned long 0x0
0x120%2 STACKSAMP !dwTreasureIsland(unsigne
0x1207 STACKSAMP ! dwCeasars (unsigned Tong

0x120% STACKSAMP ! dwMandalay (unsigned long
0x1207 STACKSAMP !dwvenetian(unsigned 1ong
0x1207 STACKSAMP !'wWinMain (HINSTANCE_ OXv

I
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Lets take another look

High / Low 2GB srge allg

User “less than” 8
Kernel “greater than” 8

64KB alignment.
(VirtualAllocs, DLL alignment
and Stack slot)
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e What is the difference between

¢ Extra credit: What do you think it points to?
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Same address!

Second it is being viewed outside its
process slot.

High / Low 2GB
User “less than” 8
Kernel “greater than” 8

64KB alignment.
(VirtualAllocs, DLL alignment
and Stack slot)

“Most Likely” code or global
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1111

0x019ABCDE is “most likely”
CODE from a DLL

64KB a Ilg me t
irtualAllocs, DLL alignme
and Stack slot] )
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Visually Debugging  semeor
Call Stacks

Stacks grow from higher to lower addresses

Default size of ARM stack is 64KB and they are always
64KB aligned. This means that the “top functions” of
a stack will be located very close to a 64 KB boundary.

Windows CE also employs the notion of two separate
4KB guard pages that throw exceptions
If entered
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Stack overflow

Call stack
Process: |stacksamp.exe v| Thread: ||:|:.;5?F51|:4E

COREDLL !wsprintfw() 11
STACKSAMP ! dwiwynn Cunsigne
STACKSAMP ! dwTreasureIsla
, STACKSAMP ! dwCeasars (uns
— _ 25pbc STACKSAMP!dwMandalay (uns
RO 12021D84 R1 = 0001101cC : STACKSAMP ! dwBe1lagio(uns
R2 00000000 R3 = O0OOF9AA 4380 STACKSAMP!dWLuxor(ungig
R4 00000005 R5 = 1202FEDS : STACKSAMP ! dwwynn (unsigne
R6 00000000 R7 = 5/E68BO6 . STACKSAMP !dwTreasureIsla
R8 = 01FFF9EO R9 = 1202FED8 . STACKSAMP ! dwCeasars (uns
R10 57E68B06 R11 = 1202FE3C : STACKSAMP!dWManda]ay(un-
R12 12021084 sp = 1202[lD84 , STACKSAMP ! dwvenetian (uns
00011198 Pc = 03FBD354 . STACKSAMP !WinMain (HINSTA

= 2000001F !

Cpsr
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Exception 888 Thread=83e1fc58 Proc=23cd516a 'DivB.exe’
AKY=000080081 PC=00811089f{DivB.exe+0x0008102Ff) ESP=1882fbeXs EA-000000080

AKY - "Access Key*

PC - "Program Counter”
ESP /SP - “Stack Pointer”

ESP - EA - RA - FSR are CPU specified register or
MMU register

Back to address topic:
0x0001109f




Using shell.exe to collggles™
runtime Information

e gi command
gi ["proc","thrd","mod","all"]* ["<pattern>"] . Get
Information

— proc -> Lists all processes in the system

— thrd ->Lists all processes with their threads

— delta -> Lists only threads that have changes in
CPU times
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Target Control Debugging
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Profiler and Optimization

Optimize what?

How could we collect the
runtime information ?
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Before optimize the system ,We need to
know how does the system running

What is bottle-neck of the system?

Which module cost most CPU time?

Which event cause system blocking ?

MSDN!Webcasts
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What is the profiler mean?
Data Collection
Time Based
- Monte Carlo (time-based sampling)
Call Based
System Calls (call-based)
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Monte C )

 High resolution timer as the “Hit”
* Interrupts the OS periodically and

samples the PC
* void ProfilerHit( DWORD ra );




e hits In the
the kernel

o System call profiling monitors this

function
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o Capture OS events as they happen
— Thread and process creation/execution/PRIO
— Synchronization objects
— Interrupts
— Memory, paging, TLB misses
— Loader events
— Boot events
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& D:WcKendricBBreleasetemulatorixB6¥foo.clg - Windows CE Remote Kernel Tracker
File Edit Wiew Connection Help

%EI 8 e}}| Zoom Range [mz]: I1DEIEID 'I

Tims (seconds]
fromm Qa0 0500000

E| Inkerrupts
- Inkerrupt 0 i i i THREAD AMD PROCESS STATE

- Inkerrupt 1 F--[AHat-- i il---[ii i mmmms T hread Running

- Interrupt 30 - - {il (i} - - - [N (T A N T T TR TR T Thread Blocked

: K.EXE<<Dx02FFFDhD2>d:> e — — — - Thread Sleeping

-~ _KITLInkerruptThread =<0 |- - .

- _TimerThread <<0x02FFFF Thread M'g'a“_a

- _SystemStartupFunc <<0x - 1 s Process Running

- Thread <<0x00000000= = : -H - Process Mat RBunning

filesys . exe < <0xE2FEFF4A == - 3

shell.exe < <0xB2FCAIIZ> > i SYNCHRONIZATION

device. exe < <0xEZFCAIFZ == ! B Enter Critizal Section

-gwes.exe<<0xCZF4FETZ > = ! Leave Critical Section

-ceemulsry. exe < <0x32F4A444 - [ Create Event

-explorer, exe < <0 ZEFEIDA = : Bl Set Event

-celogflush.exe < <0xC2EDANDZ

-enurfiles, exe< <DxAZEARGLA
" enumfiles.exe < <0xAZEAL FIfG Iyl | v vl L | Bl Puls=Event

- Hidden Threads B Cloze Event

Delete Event

B W ait for Multiple Qbjects
B Sleep Event

[E Create Semaphore

] Resst Event

+
+
+
[
[
[
.
=
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Using Remote Kernel Tracker
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PSL happens only in API call
Normally function call won’t cause PSL
Complier added function below to tracking function
call
e void _ stdcall CAP_Enter_Function (void
*ptn);
e void _ stdcall _CAP_Exit_Function (void *pfn);
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Profiling Code
Remote Call Profiler

B Windows CE Remote Call Profiler - [Call Tree 2 :ratiobench.icp ( Full ) [ 0 to 108,063,085,499 1] : E fz

? File Edit “iew Action Tools Connection Mindow Help x
Ty €3 £ A4S @TW®

Call Tree

Total Elapsed Time: 107,422,185,781 () Taotal Application Time: 36,307,407,475 (1)
Restrictions: Click here bo view

Sort By Elapze [ Show Only Top Funchions

Counter: Time ﬂ Hide Functions Eelow |D oo ot ! |

Fr Marne | aEL Incl, Time

El.Incl. Time (t} | . Fr.Addr

Module Mame |

=1 _winlain 100.00 107,422,185,731 0 Q1501143

E FuncLoops
_Funci
_Funcz
_Funcl
_StopTimer
_StartTirmer

E LoopFuncs
_Loops
_Loopz
_Loopl
_StopTimer
_StartTirmer

a0.24
24,52
16,41
g.74
0.m
0.00
49.75
28,268
11.55
9,91
0,00
0,00

53,965, 136,413
26,340,913,719
17,626,551,153
9,386, 279,695
5,718,407
2,060,541
53,457,719,290
50, 360,409,472
12,402,737,208
10,649, 535,576
2,511,252
1,222,692

Q18011310
0x130112E6
Ox1501124F
013011273
Q13011 14C
Q1801119
0x15011460
0x1301141F
(c1501130E
15011340
Ox1501114C
Q1501119

ratiobench-inst, ...
ratiobench-inst, ...
ratiobench-inst, ...
ratiobench-inst, ...
ratiobench-inst, ...
ratiobench-inst, ...
rakiobench-inst, ...
ratiobench-inst, ...
rakiobench-inst, ...
ratiobench-inst, ...
ratiobench-inst, ...
ratiobench-inst, ...
ratiobench-inst, ...
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Using Remote Call Profiler
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Summary

Make your device better!
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