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	Instructions: Col 1. Start with the standalone root CA certificate. Then, in subsequent rows, list the certificates for the policy CA certificates it authorizes. Next, list the issuing CA certificates authorized by the policy CAs. Finally, list the end user certificates issued by the issuing CAs. Col. 4. Describe how often the certificate can be renewed and how often a new key should be used.

Notes: (1) The greater the security requirement, the larger the key should be. (2) The root CA has to have the longest life of all CA certificates. (3) Set the certificate and key renewal frequency to avoid invalidating subordinate CA certificates.

	Name and Purpose of Certificate
	Key Length (bits)
	Certificate Life
	Private Key Renewal Strategy

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Notes

	


Note: This worksheet is associated with “Designing a Public Key Infrastructure” in the Designing and Deploying Directory and Security Services book.
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