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	Instructions
	Many organizations include the following high-level topics in their certificate practice statements. Use the following outline to help organize your Certificate Practice Statement. Add, modify, or delete topics, as appropriate.

	Topic
	Notes

	Section I: Introduction

	Overview
	

	Identification
	

	Community and Applicability
	

	Contact Details
	

	Section II: General Provisions

	Liability
	

	Obligations
	

	Financial Responsibility
	

	Interpretations and Enforcement
	

	Fees
	

	Publication and Repositories
	

	Compliance Audit
	

	Confidentiality
	

	Intellectual Property Rights
	

	Section III: Identification and Authentication

	Initial Registration
	

	Routine Rekey
	

	Rekey After Revocation
	

	Revocation Request
	

	Section IV: Physical, Procedural, and Personnel Security Controls

	Physical Controls
	

	Procedural Controls
	

	Personnel Security Controls
	

	Section V: Technical Security Controls

	Key Pair Generation and Installation
	

	Private Key Protection
	

	Other Aspects of Key Pair Management
	

	Activation Data
	

	Computer Security Controls
	

	Lifecycle Security Controls 
	

	Network Security Controls
	


Note: This worksheet is associated with “Designing a Public Key Infrastructure” in the Designing and Deploying Directory and Security Services book.
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