	Worksheet A.29 Designing Security Policy

	Prepared By
	
	Date
	

	Instructions: Use this checklist to help you design security policy. Complete each of the tasks listed in this worksheet, in the specified order, and mark Y in the Complete? column for each task as you complete it.

	Guideline
	Complete? (Y or N)

	1. Use the NTFS file system.
	

	2. Complete all policy settings before applying them.
	

	3. Avoid linking to a GPO in another domain.
	

	4. Consider precedence of policy application when multiple GPOs are applied.
	

	5. Set domain account policy in the default domain GPO.  Although it is recommended that you avoid editing the default domain GPO, this is an exception due to application compatibility issues.
	

	6. Instead of editing the default domain policy GPO, create a new GPO at the root of the domain tree.  The exceptions are all account policies (password policy, account lockout policy and Kerberos policy)
	

	7. Plan Event log size and wrapping according to business and security requirements. 
	

	8. Understand the use of Restricted Groups. 
	

	9. Be aware that security settings can persist in the registry.
	


NOTE: This worksheet is associated with “Chapter 4. Deploying Security Policy” in the Designing a Managed Environment book.
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