	Worksheet A.9 Evaluating your Security Requirements
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	Instructions: You need to identify the security requirements for managed desktops in your organization. Consider the issues listed in this worksheet as you plan for desktop security. 

	Security Issue
	Notes

	1. What internal security threats might exist? Internal threats include accidental damage that your users may cause to their desktops as well as intentionally malicious actions. 
	

	2. What external threats exist? External threats include viruses, hackers, and disgruntled former employees. 
	

	3. What are the consequences of security breaches?
	

	4. What privilege level should users be running on their computers?
	

	5. With what type of systems do the workstations need to interoperate? 
	

	6. Do the users have to do any level of support or system configuration on their own computers? 
	

	7. Will users who have to provide their own support, such as laptop users, require administrator privileges on their computers? What other users will need to have administrative privileges?
	


NOTE: This worksheet is associated with “Chapter 1. Planning a Managed Environment” in the Designing a Managed Environment book.
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