	Worksheet A.28 Selecting Predefined Security Templates
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	Instructions: Use this worksheet to assess how you will use the security templates supplied with Windows Server 2003.

	Template
	Description
	Notes

	Setup Security.inf 
	A computer-specific template that represents the default security settings that are applied during installation of the operating system, including the file permissions for the root of the system drive.
	

	DC Security.inf
	These are the security settings applied while promoting a server to a domain controller.
	

	Compatws.inf
	Changes the default file and registry permissions that are granted to the Users group.
	

	Secure*.inf
	Defines enhanced security settings that are least likely to impact application compatibility and restrict anonymous users.

Limits the use of LanManager and NTLM authentication.
	

	Hisec*.inf
	Highly Secure. Supersets of the secure templates that impose further restrictions on the levels of encryption and signing required for authentication and for the data that flows over Secure Channels and between SMB clients and servers.

Removes all members of the Power Users group.

Limits the use of LanManager and NTLM authentication.
	

	Rootsec.inf
	System root security. Defines the new permissions, introduced with Windows XP Professional, for the root of the system drive.
	

	Notssid.inf
	No Terminal Server user SID.
	


NOTE: This worksheet is associated with “Chapter 4. Deploying Security Policy” in the Designing a Managed Environment book.
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