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Privacy and data security
We recognize privacy as a fundamental human right. We work to pre-
serve our customers’ ability to control their data and make informed 
choices to protect their privacy. 

Our commitment and approach Microsoft’s privacy practices and the way we build our products and services rest on 
six key privacy principles. 

Control  
We put users in control of their privacy with easy-to-use tools and clear choices.  
  
Transparency  
We’re transparent about data collection and use so users can make informed deci-
sions.  
  
Security   
We protect the data that users entrust to us through strong security and encryption.  
  
Legal protections  
We respect local privacy laws and fight for the protection of users’ privacy as a fun-
damental human right.  
  
No content-based targeting   
We don’t use email, chat, files, or other personal content to target ads.  
  
User benefits   
When we do collect data, we use it to benefit you and your experiences.  
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FY17 Highlights We’re standing up for users’ rights, allowing them to view and control their activi-
ty; we’re committing to compliance across the cloud; and we’re hiring reknowned 
leaders in the field to guide our way.

Launching privacy dashboard   
In January 2017, Microsoft launched a new web-based privacy dashboard that 
allows users to see and control their activity data across multiple Microsoft services. 
This allows users to view—and choose to clear—the data that Microsoft collects, 
such as browsing history, search history, and location activity, and to manage infor-
mation in the Cortana Notebook, which provides personalized recommendations. 
We will add additional data types and functionality over time.

Privacy shield certification  
In August 2016, Microsoft became the first listed global cloud service provider to 
meet the U.S. Department of Commerce Privacy Shield certification. The EU-US 
Privacy Shield Framework was designed by the U.S. Department of Commerce and 
European Commission to apply EU data protection requirements to govern data 
transmission between Europe and the United States.   

Leading regulator takes privacy post  
In April 2017, Microsoft announced that it had hired former Commissioner of the 
U.S. Federal Trade Commission, Julie Brill, to lead privacy, data protection, and other 
regulatory issues at Microsoft. Brill is a globally recognized leader on privacy, data 
protection, and cybersecurity law and policy.

Enabling compliance with new privacy protections
In May 2018, the European Union is imposing strong new privacy rules: The General 
Data Protection Regulation (GDPR). Microsoft believes GDPR is an important step 
forward for privacy rights and we’re committed to GDPR compliance across our 
cloud services. We’re among the first cloud service providers to include GDPR-relat-
ed assurances in our contractual commitments with customers and are committed 
to helping other organizations comply as well.

Stranding up for users’ rights  
Microsoft has helped lead our industry in pushing for reform in government 
surveillance in the U.S. and around the world. We’re challenging an effort by the 
U.S. government to use search warrants unilaterally to reach beyond U.S. borders. 
We’re supporting efforts to modernize U.S. surveillance laws and sparked the idea 
of a Digital Geneva Convention—an international treaty to protect civilians from 
state-sponsored cyberattacks.  

https://account.microsoft.com/account/privacy?refd=news.microsoft.com&destrt=privacy-dashboard
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FY17 Reporting resources Law Enforcement Requests Report
This semi-annual report provides information about the legal demands for custom-
er data we receive from law enforcement agencies around the world, as well as our 
responses to them.

U.S. National Security Orders Report
This semi-annual report provides the data we’re legally allowed to share about de-
mands for customer data we receive from the U.S. Government pursuant to national 
security laws, as well as our responses to them.

Microsoft Reports Hub
Microsoft provides a number of disclosures to help stakeholders evaluate how we 
are meeting our commitments. We collect and provide all of these reports in one 
place for easy reference or download.

2017 GRI Index  
Our 2017 report content contains Standard Disclosures from the Global Reporting 
Initiative’s G4 Sustainability Reporting Guidelines. 

Get the bigger picture

Microsoft Privacy Site
This site provides information on Microsoft’s Privacy Principles, common categories 
of data we collect, and links to product and service-specific privacy information and 
controls.

Visit Microsoft’s Privacy Site 

Microsoft Privacy Statement
This privacy statement explains what personal data we collect from users and how 
we use it. 

Read Microsoft’s Privacy Statement 

Microsoft Trust Center
The Microsoft Trust Center provides information targeted at enterprise and business 
customers on how Microsoft protects their data across our cloud services, including 
how Microsoft helps organizations comply with GDPR.

Visit Microsoft’s Trust Center  

A Cloud for Global Good
Our policy roadmap covers a range of policy areas and provides a comprehensive 
set of recommendations and considerations mapped to a trusted, responsible, and 
inclusive cloud.

See the Microsoft Cloud Policy Roadmap 

Microsoft Secure
From individuals to enterprise businesses, we’re committed to helping you get se-
cure—and stay secure—in a world of persistent cyberthreats.

Visit our Microsoft Secure site 

Microsoft Secure Blog
The Microsoft Secure blog is the place to go for in-depth articles on Microsoft 
products and services, as well as tips and recommendations for improving security 
in your organization.

Visit the blog 

Visit these key resources across microsoft.com to learn more about Microsoft’s work 
in privacy and data security.

https://www.microsoft.com/en-us/about/corporate-responsibility/lerr/
https://www.microsoft.com/en-us/about/corporate-responsibility/fisa/
https://www.microsoft.com/en-us/about/corporate-responsibility/reports-hub
https://www.microsoft.com/en-us/about/corporate-responsibility/gri-index
https://privacy.microsoft.com/en-US/
https://privacy.microsoft.com/en-US/
https://privacy.microsoft.com/en-us/privacystatement
https://privacy.microsoft.com/en-us/privacystatement
https://www.microsoft.com/en-us/TrustCenter/Privacy/gdpr/default.aspx
https://www.microsoft.com/en-us/TrustCenter/Privacy/gdpr/default.aspx
https://news.microsoft.com/cloudforgood/#policy-roadmap
https://news.microsoft.com/cloudforgood/#policy-roadmap
https://www.microsoft.com/en-us/security/default.aspx
https://www.microsoft.com/en-us/security/default.aspx
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