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This article is based on pre-release code. All information herein is subject to change.

[t seems like just yesterday I was writing an article titled “PKI

Enhancements in Windows.” That article, which ran in the August

2007 issue of TechNet Magazine, focused on some of the innovations

that shipped in Windows Vista and Windows Server
2008. These innovations included such things as enroll-
ment Ul improvements and OCSP (Online Certificate
Status Protocol) capabilities. While those enhancements
were valuable and well received by users, you could ar-
gue that the changes were really incremental changes
from an IT professional’s perspective. Windows 7, how-
ever, will deliver PKI enhancements that greatly im-
prove the deployment and operational experience for
users, enabling powerful new scenarios while decreasing
operational costs.

The improvements in Windows 7 and Windows Serv-
er 2008 R2 are focused around four core areas (shown in
Figure 1.
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Server consolidation. This allows organisations to reduce
the total number of certificate authorities (CAs) required to
meet their business objectives.
Improved existing scenarios. This focus is on such elements as of-
fering more complete SCEP (Simple Certificate Enrollment Pro-
tocol) support and including a Best Practices Analyser (BPA).
Software + Services. This is to enable autonomous enroll-
ment of users and devices for certificates regardless of net-
work boundaries and certificate providers.
Strong authentication. This area focuses on improvements
to the smart card experience, the introduction of the Win-
dows Biometric Framework, and so on.

In this article, I explore some of the major changes in
these areas from the perspective of an I'T professional.



Windows 7 Investments

Strong Authentication

Public Key Infrastructure

Improved
Existing
Scenorios

Server
Consalidation

Figure 1 The four core areas of PKI improvements

Server consolidation

One of the predominant themes in IT over the past few
years has been server consolidation. Simply put, this is
about reducing the total footprint of your server comput-
ing environment while still meeting, or even expanding,
your business objectives. The current global economy has
made cost savings a top priority for many IT groups, and
server consolidation can certainly be one component of
that general strategy. While most organisations do not have
large, absolute numbers of CAs, many do have more than
they need solely based on certificate creation throughput.
In other words, many organisations have CAs that are vastly
under-utilised.

There are two primary reasons for this under-utilisation.
First, some organisations may require separate CAs for reg-
ulatory or security policy reasons. For example, some cus-
tomers have chosen to issue certificates to external parties
from a completely separate CA than the ones that issue cer-
tificates to internal users and machines. In these cases, vir-
tualising the CA on Hyper-V can eliminate the need for
separate server hardware (though the CA itself must still be
managed, even as a VM).

The second common reason is that autoenrollment has
only been supported in intra-forest scenarios. Specifically,
a CA has only been able to automatically enroll entities for
certificates when those entities are part of the same forest
that it is joined to. Even in cases where bi-directional forest
level trusts exist, separate CAs have been required for each
forest where autoenrollment is used.

One of the key new features in Windows Server 2008 R2
is the ability to perform autoenrollment across-forest trust
relationships, creating the potential to drastically reduce
the total number of CAs required in an enterprise. Consid-
er a typical enterprise network that has already done some
consolidation work and now has four forests: production,
development, test, and edge. Prior to R2, if you wanted to
provide autoenrollment on each forest, at least four issuing
CAs were required, even though all the forests trusted each
other. With R2, you can reduce the total number of CAs in
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this scenario down to one, having a single CA in one of the
forests issue certificates to entities in all the other forests.

For environments with more complex multi-forest de-
signs, the total reduction in CAs can be even more dramatic
and provide an immediate return on investment for the up-
grade to R2.

Cross-forest enrollment also makes it easier to extend a
PKI during mergers and acquisitions, since certificates can
start being provisioned to the newly acquired assets as soon
as a forest trust is put into place. And since cross-forest en-
rollment is a purely server-side change, the enrollment can
start without making any changes to the client machines
and it works with older client operating systems, such as
Windows XP.

So how does cross-forest enrollment work? To the end
user, the experience is completely seamless. As with any
other autoenrollment scenario, the user just gets the certifi-
cates with little or no interaction required on his part. End
users will likely never know from what forest the CAs have
come and they will not need to take any special actions to
obtain the certificates.

For an IT professional, the basic building blocks are most-
ly the same as with traditional intra-forest autoenrollment.
The key difference is that the CA is now able to process re-
quests received from an external forest and retrieve metada-
ta about the request from a trusted Active Directory.

This ability to receive and properly process a request from
a trusted forest is the key new capability in R2 that enables
this scenario to work. In addition to having an R2 CA and
the bi-directional forest trust, certificate templates must be
replicated between the forest holding the CA and all oth-
er forests that will enroll against it. Microsoft will provide
a Windows PowerShell script to automate this replication,
which should be done after every change to a template. In
many cases, it will be a good idea to have this script run au-
tomatically as a scheduled task.

There are a few other smaller features that can help with
server consolidation. One is that the CA now supports non-
persistent requests — these are requests for certificates, typi-
cally short lived, that are not written into the CA’s database.
For example, consider Network Access Protection Health
Registration Authorities. These systems may issue thou-
sands of certificates each day that are only valid for a few
hours. Maintaining all these requests in the CA database
adds little value, but greatly increases the storage required.
With R2, these requests can be configured to not be written
to the database and this configuration can be made at either
the CA or template level (see Figure 2).

Another feature designed to make server consolidation
easier is support for Server Core. With R2, the CA role can
be installed on Server Core, though no other AD CS (Ac-
tive Directory Certificate Services) role service is available
on Server Core. When installed on Server Core, the CA can
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be managed with either local command-line utilities, such
as certutil, or by using the standard MMCs from a remote
system. Note that if hardware security modules (HSMs) are
used, you should ensure that the HSM vendor supports run-
ning their integration components on Server Core.

Improved existing scenarios
Windows 7 and R2 include a number of incremental im-
provements to existing features. First is a change to SKU
differentiation for Certificate Templates. In prior releases
of AD CS, advanced (version 2 and 3) Certificate Templates
that enable the autoenrollment functionality required En-
terprise edition CAs. In Windows Server 2008 R2, a Stan-
dard edition CA will support all template versions. R2 also
introduces some improvements to the Simple Certificate
Enrollment Protocol support. In R2, the SCEP component
will support device renewal requests and password reuse.

New to AD CS in R2 is a Best Practices Analyzer (see
Figure 3). BPAs were created to provide an easy way for ad-
ministrators to check their configurations against a database
of best practices created and maintained by Microsoft fea-
ture teams. Data from customer support services indicate
the majority of support calls on AD CS are caused by incor-
rect configurations, so the BPA should improve customer
experiences by making it easier to verify that a CA is con-
figured properly. The analyser will check for
such issues as missing AIA (Authority Infor-
mation Access) or OCSP pointers, certificates
near expiration, and trust chaining problems.

In current releases of Windows, choosing a
certificate for client authentication can be dif-
ficult for end users. When multiple certificates
are valid for authentication, Windows doesn’t
make it easy for users to determine which one
is the right one for a given usage. This leads to
more help desk calls and increased customer
support costs. In Windows 7, the certificate se-
lection interface has been greatly enhanced to
make it much easier to choose the right certif-
icate for a given scenario. The list ordering has
also been changed in order to assist in making
smarter decisions by presenting the most like-
ly certificate for a given scenario as the default
choice. Finally, the selection Ul now differen-
tiates between certificates on smart cards and
those stored on the file system and presents
smart card certificates highest in the selection
list, since they’re more likely to be used. The
differences are illustrated in the screenshots
shown in Figure 4. Note that Internet Explor-
er 8 will make the improved filtering (but not
UI changes) available on downlevel operating
systems as well.
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Figure 2 Choosing not to store certificates in the database

Software + services

During the Windows 7 design process, the team hosted
a meeting with many of the top PKI users to brainstorm
which areas should get attention in the new release. An over-
whelming number of users indicated that it’s too hard to
manage certificates across organisational boundaries, such
as between two separate companies that are business part-
ners. Many also said that they see PKI as an ideal target for
outsourcing, since it requires a specialised skill set to man-
age effectively. Windows 7 and Windows Server 2008 R2
will deliver a new technology that satisfies both these needs,
making it easier to provision certificates across boundaries
and opening new business models for hosted PKI solutions.
This technology is HTTP enrollment.

HTTP enrollment is a replacement for the traditional
RPC/DCOM-based protocol used for autoenrollment in
previous releases (note that the RPC approach is still avail-
able in R2). However, HTTP enrollment is more than just
an enrollment protocol - it’s really a completely new ap-
proach to providing certificates to end entities, regardless
of where they’re located or whether they’re a managed ma-
chine and with flexible authentication options. This new
model eliminates many of the barriers found in tradition-
al autoenrollment across organisational boundaries and
provides a framework for third parties to easily provide
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Figure 3 Running the new Best Practices Analyzer



autoenrollment services without requiring additional soft-

ware on the clients.

HTTP enrollment implements two new HTTP-based pro-
tocols. The first protocol, known as Certificate Enrollment
Policy Protocol, makes certificate templates available to us-
ers over HTTPS sessions. The end entities can come from
machines in separate forests with no trust relationships and
machines not even joined to a domain. Authentication uses
Kerberos, user names/passwords, or certificates. The Enroll-
ment Policy Protocol allows users to poll for templates and
determine when to request certificates based on new or up-
dated templates.

The Certificate Enrollment Service Protocol is an exten-
sion to WS-Trust. The protocol is used for obtaining certifi-
cates once the template information has been determined. It
supports flexible authentication methods and uses HTTPS
as its transport.

The example shown in Figure 5 illustrates how this new
enrollment model works.

« In Step 1, Certificate Templates are published from Ac-
tive Directory to a server running the Certificate Enroll-
ment Policy Web Service (a role service new to R2). The
administrator publishing these templates is using the
same MMGCs and other tools with which they’re already
familiar.

« InStep2,aclienthas polled the Web service via HTTPS to
determine the list of templates available to enroll against.
The client learns the URL for the Web service via Group
Policy, script, or manual configuration. The client could
be a domain-joined system, a system at a business partner,
or a user’s home system.

« In Step 3, the client has determined what templates he
wants to enroll for and sends a request to the Certificate
Enrollment Web Service to perform the actual enroll-
ment.

« In Step 4, the server running the Enrollment Web Service
sends the request to a CA for processing.

« In Step 5, the CA has looked up data about the requestor
from Active Directory (such as his e-mail address or DNS
name) that will be included in the issued certificate.

« In Step 6, the CA returns the completed certificate to the
Enrollment Web Service.

-—#

Figure 4 A smarter way to present certificates

« In Step 7, the Enrollment Web Service completes the
transaction with the client via HTTPS and sends the
signed certificate.

Flexibility was one of the key design principles in this
new service and it’s important to note how the design can
be adapted to fit a diverse set of scenarios. Because the
enrollment protocol is HTTPS, clients can easily enroll for
certificates from anywhere, including behind corporate fire-
walls or from home ISP connections, without requiring a
VPN. Because three different authentication methods are
supported, clients can be joined to an organisation’s internal
domain,anuntrusteddomainofanexternalorganisation,orno
domain at all. Finally, because the server-side components
are implemented as Web services, they can be installed sepa-
rately from the CA and support segmented environments.

End users will also benefit
from Windows 7 PKI features
that make it easier to use

certificates in their daily work.

In addition to the classic scenario of enrolling end en-
tities like users and desktops for certificates, HTTP en-
rollment also enables opportunities for provisioning
certificates from trusted root CAs. Scenarios such as user
S/MIME certificates, publicly facing Web servers, and oth-
er systems where implicit trust of certificates is important
could all benefit from more autonomous enrollment. For
example, many organisations with large numbers of Web
servers maintain certificates manually, using lists of serv-
er names and expiration dates stored in Microsoft Office
Excel workbooks. With HTTP enrollment, trusted root CAs
can offer a service in which they provide certificates direct-
ly to these Web servers automatically, freeing the adminis-
trator from having to manually maintain the certificates on
them. This combination of software and services allows or-
ganisations to choose the deployment models that fit their
needs best, without having to design around network or or-
ganisational boundaries.

Strong authentication

Windows 7 includes the first in-box support for biometric
devices with the Windows Biometric Framework (WBE).
Initially focused on fingerprint-based authentication for
consumer scenarios, WBE is designed to make biomet-
rics an easier and more integrated experience for users. A
unified driver model provides consistent user experiences
across device types with support for Windows logon (both
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local and domain), User Account Control (UAC), and au-
tonomous device discovery. For enterprises, WBF provides
a Group Policy—driven method to disable the framework
for organisations that choose not to use biometrics. Enter-
prises can also choose to allow biometrics for applications,
but not for domain logon. Finally, the enhanced device
management can prevent device use in addition to simply
preventing driver installation.

In addition to the biometrics improvements, Windows 7
also enhances user and administrator experiences for smart
card scenarios. Smart cards are now treated as Plug and Play
devices with Windows Update-based driver installation. The
Plug and Play detection and installation process takes place
before logon, meaning users who are required to log on with
smart cards will be able to log on even in cases where the
card has not been previously detected. Additionally, the in-
stallation does not require administrative privileges, making
it suitable in least-privilege environments.

The smart card class mini-driver now includes NIST SP
800-73-1 support, so Federal agencies can use their PIV (Per-
sonal Identity Verification) cards without having to use ad-
ditional middleware. The mini-driver also includes support
for the emerging INCITS GICS (Butterfly) standard, pro-
viding a Plug and Play experience for those cards.

Windows 7 also introduces support for biometric-based
smart card unlocking and includes new APIs to enable se-
cure key injection. Finally, Windows 7 adds support for Ellip-
tic Curve Cryptography (ECC) smart card certificates for both
ECC certificate enrollment and for utilising those ECC certifi-
cates for logon.

Wrapping up

Windows 7 and Windows Server 2008 R2 contain some of
the most important new PKI technology since Windows
2000 introduced automatic certificate requests. This new
functionality makes PKIs easier and more efficient to man-
age, delivering a better experience for end users.
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Figure 5 The new enrollment model

Windows 7 and Windows Server 2008 R2 include pow-
erful new capabilities that make running a PKI more effi-
cient while greatly enhancing the autoenrollment function.
Cross-forest enrollment can dramatically reduce the total
number of CAs required by an organisation and make it eas-
ier to manage PKI operations during mergers, acquisitions,
and divestitures. The new Best Practices Analyser makes it
easy for administrators to check for common configuration
problems before outages occur. Capabilities such as support
for Server Core and nonpersistent requests make it easier to
tailor CA operations to specific organisational needs. And
HTTP enrollment opens up new methods to automatical-
ly provision certificates across organisational and network
boundaries.

End users will also benefit from Windows 7 PKI features
that make it easier to use certificates in their daily work.
The improved certificate selection interface makes it easier
for users to choose the right certificate for a given purpose
and successfully authenticate more quickly. Smart card im-
provements like Plug and Play-based driver installation and
native support for card standards mean less time needs to be
spent getting cards to work on user systems. Finally, the in-
clusion of native support for biometrics will provide a more
consistent and seamless experience for both end users and
administrators.

Check out the Beta if you haven’t already and let us know
what you think via the Feedback Tool or on our blog at:
blogs.technet.com/pki. |
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