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When I speak at conferences, such as 
Tech•Ed or TechMentor, I get into the habit 
of making proclamations – general-rule 
announcements that help users remember 
key points about things like Windows 
PowerShell. My latest proclamation is, 
“If you’re parsing a string in Windows 
PowerShell, you’re doing something wrong.”

This comes from my philosophy re-
garding Windows PowerShell being 
an object-oriented shell. If you’re do-
ing things like dumping lists of servic-
es into a text file and then parsing that 
text file to see which services are start-
ed, you’re working too hard. That’s a 
valid approach in a text-based OS such 
as UNIX, but Windows PowerShell (as 
well as Windows itself) lets you use 
objects in a much more efficient way. 

Even your own scripts should pro-
duce objects, not formatted text, so 
that the shell’s various formatting, fil-
tering, exporting and other commands 
can be used to manipulate the output 
from your scripts. (In my September 
2008 Windows PowerShell column, 
available on the US magazine web-
site at http://technet.microsoft.com/ 
magazine/cc644947, you can read more 
about the concept of custom objects as 
script output.)

At a recent TechMentor in Orlando, 
Fla., one of my students reminded me 
that nearly all rules, especially gener-
al rules, have exceptions. “What about 

finding stuff in an IIS log file? Don’t 
you pretty much have to parse text  
in that case?”

Well, er, yes. And fortunately, as ob-
ject-friendly as it may be, Windows 
PowerShell is no slouch when it comes 
to parsing strings of text. And now 
that you mention it, IIS log files, fire-
wall log files and other text-based logs 
are perfect examples.

A real-world case
I actually had to parse a set of firewall 
log files for a company I was work-
ing for. An employee had been caught 
viewing some inappropriate websites, 
and as part of the follow-up investi-
gation the Human Resources depart-
ment needed a comprehensive list of 
the websites he’d been visiting. While 
that’s a bit tough to pull out of a single 
day’s log file, the folks in HR wanted 
to go back for weeks – a task I was not 
eager to do manually. 

The company’s Dynamic Host Con-
figuration Protocol (DHCP) server in-
dicated that the employee’s computer 
had been using the same IP address 
(let’s say 192.168.17.54 for the purpos-
es of this example) for several months. 
That, of course, is not unusual since 
it was a desktop computer that was 
rarely turned off. And since the fire-
wall log kept a record of source IP 
addresses, I knew that Windows 
PowerShell could be of help. The se-
cret lies in the often-overlooked Se-
lect-String command. You’ll also need 

Here’s a cmdlet that can give you just what you need in the middle of a long 
workday – a little nap. Start-Sleep offers a quick break – for your Windows 
PowerShell scripts, that is. 

It’s not uncommon to need a quick pause in a script. For example, say you 
need to start a service, wait a few seconds for it to get up and running, and then 
perform some other tasks that depend upon that service. Start-Sleep is exactly 
what you need for this behaviour. Running Start-Sleep 10, for instance, will 
cause the shell to pause for 10 seconds. If you need more precise control, you 
can run Start-Sleep -milli 100, for example, to pause for 100 milliseconds. Start-
Sleep completely suspends the shell, including scripts, pipelines and everything 
else, for the amount of time specified. Now if only someone would write that 
Start-Nap cmdlet I’ve been longing for.

Cmdlet of the month: Start-Sleep

a working knowledge of regular ex-
pressions (covered in an earlier col-
umn at http://technet.microsoft.com/ 
magazine/cc137764). 

The Select-String command will ac-
cept a file path full of text files, a regu-
lar expression or a simple string to look 
for. It will then output each line from 
each log file that matches the regular 
expression or simple string. To begin 
my task, I simply wanted to get every 
line containing the IP address of the 
employee’s desktop computer. Each 
log file line contained a date and a time 
stamp, which is all the folks in the Hu-
man Resources department were after. 
Here’s the command:

select-string -path c:\logs\*.txt -pattern 
"192.168.17.54" 
-allmatches –simplematch

The –simpleMatch parameter speci-
fies that the pattern I provided is just 
a simple string, not a regular expres-
sion. Figure 1 shows some of the out-
put, which could also be piped to a file. 
It is important to note that the output 

includes both the file name and line 
number that the match was found in, 
which can be very useful if you want 
to go back at some point and dig for 
more information. 

Complex matches
After I provided the HR folks with ex-
actly what they asked for, they realised 
that it wasn’t what they wanted after 
all. My report included visits to numer-
ous IP addresses, such as 207.68.172.246 
(the MSN website). The next request 
from the investigator was to trim 
down my report to include only visits 
to a specific IP address, which they had 
identified as belonging to one of the 
websites in question. For this column, 
I won’t reveal the real IP address that 
came up in the investigation. Instead, 
I’ll use 207.68.172.246 for this example 
(although the MSN website typically 
isn’t considered inappropriate). 

This request could be a bit more dif-
ficult. In the log file I was working 
with, the source and destination IP ad-
dresses were right next to one another 
and separated by a comma. So I could 
simply change my search string to “19
2.168.17.54,207.68.172.246” and repeat 
the search. 

In a more complex log file, howev-
er, it’s possible there would be variable 
data stored between the two IP ad-
dresses, and so a simple string match 
won’t work. In that scenario you 
would have to resort to a regular ex-
pression, which will also work well on 
simpler log formats, so that’s what I’ll 
demonstrate here. 

In a regular expression, the period 
character is a wild card for any single 
character. And I can use the sub-ex-
pression (.)* to search for any number 
of characters in between my two IP ad-
dresses. However, I need to use a back-
slash to escape the literal periods that 
appear in the IP addresses themselves. 
The resulting command is:

select-string -path c:\logs\*.txt -pattern 
"192\.168\.17\.54(.)*207\.68\.172\.246" 
–allmatches

I’m using a regular expression this 

Figure 1 Output from a Select-String command

Figure 2 Narrowed search results that show only visits to a specific site

The Select-String 
command will 
accept a file path 
full of text files, a 
regular expression, 
or a simple string 
to look for
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time so I removed the –simpleMatch 
parameter. The resulting output 
showed only those visits from the par-
ticular employee’s computer to the 
specific website identified as inap-
propriate. The output also included 
the date and time stamp information 
that the investigator wanted. Fig-
ure 2 shows a portion of output you  
might get when you are running a 
command such as this.

Getting clever
But I can go one better than that, and 
pipe the output to Format-Table and 
use its ability to display calculated 
columns. I can have the table include 
the file name of the log file and the 
line number at which the match was 
found, and I’ll even display the match-
ing line itself.

However, I can have the shell re-
place the regular expression match 
with an empty string so only the re-
mainder of the line – the date and 
time stamp in my example – will  
display. This is an advanced trick, 
but it further demonstrates how 
Windows PowerShell can manipu-
late string data and produce highly  
customised output, all in a single  
command line: 

select-string -path c:\logs\*.txt -pattern 
"192\.168\.17\.54(.)*207\.68\.172\.246" -
allmatches | 
ft  filename,linenumber,@{"Label"="Time";
"Expression"={$_.line.replace
($_.matches[0],"")}} –auto

Figure 3 shows what my final results 
might look like.

It’s a stringy world
I am quick to proclaim the object-ori-
ented nature of Windows PowerShell 
as one of its greatest strengths. But 
there are, nonetheless, times when ob-
jects aren’t an option. 

Windows PowerShell may live in 
an object-oriented world. Fortunately, 
the Windows PowerShell team recog-
nised that your world frequently con-
tains external data in formatted strings, 
and so they included the Select-String 

Figure 3 Formatted output from a Select-String command

Don Jones is the coauthor of 
Windows PowerShell: TFM  
and author of dozens of other IT  
books. Reach him through his blog at 
www.concentratedtech.com.

command. Armed with Select-String 
and a familiarity with regular expres-
sions, you can use Windows Power-
Shell to write one-liners that will parse 
the most complicated strings. ■

Looking for a quick demonstration of the techniques discussed in this month’s 
Windows PowerShell column? Go to the US magazine website at http://tech-
netmagazine.com/video to see Don Jones put these cmdlets into action.
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