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Following on the success of Outlook Anywhere 
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turn delivers the capability to access your desktop 
from anywhere in a secure and controlled manner.
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The new Terminal Server Gateway service 
(TS Gateway) in Windows Server 2008 of-
fers the flexibility of Windows Terminal 
Server Services plus the ability to connect 
to a terminal server from anywhere over an 
HTTP connection. This service uses Remote 
Desktop Protocol (RDP) over HTTPS (SSL) 
to increase security while providing a single 
client interface for accessing Terminal Ser-
vices resources. 

This new TS Gateway service offers sig-
nificant benefits to those who need to access 
their computers remotely:

• No need to establish a virtual private net-
work (VPN) session prior to connecting to 
internal resources using RDP.

• Enhanced security using Network Ac-
cess Protection (NAP) and Windows 
Security Health Checks to control RDP  
connections.

• No need to open TCP port 3389 inbound 
to enable more secure web publishing 
through firewalls.

You can use Microsoft Internet Securi-
ty and Acceleration (ISA) Server 2006 to 
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enhance the security of TS Gateway ser-
vice while allowing external access to inter-
nal resources. You can set up an SSL-to-SSL 
bridging scenario in which ISA Server 2006 
receives requests and passes them to the in-
ternal TS Gateway service, also using HTTPS. 
While bridging the request, the ISA firewall 
decrypts the SSL communications and per-
forms application-layer inspection. 

If the HTTP protocol stream passes inspec-
tion, then the communication is re-encrypt-
ed and forwarded to the Terminal Services 
proxy. If the protocol stream fails inspection, 
the connection is dropped.

Beyond the perimeter
Microsoft has invested quite a bit of effort  
in security, and Windows Server 2008 is the 
most secure and robust version of Windows 
yet. But the company is also concerned with 
how users will implement its products and 
that users follow best practices to keep their 
environments secure. Best practices require 
a defence-in-depth approach that provides 
protection at multiple points of access, or 
layers. The layers relevant to our discussion 
here are Policies, Procedures and Awareness; 
Perimeter; Internal Network; and Host. 

When you allow external users access to 

an internal resource through ISA Server, 
you need to understand the boundaries of 
each product involved. ISA Server 2006 and 
TS Gateway will provide security at the Pe-
rimeter layer, but for internal resources you 
need to have policies in place that allow or 
deny access as necessary. Network Policy and 
Access Services (NPAS) lets you accomplish 
this, working at the Policies, Procedures and 
Awareness layer. Access to internal resourc-
es (drive, clipboard, printers, and so forth) is 
defined by Terminal Service Resource Au-
thorization Policies, addressing the internal 
network layer.

In this article we will first examine how 
to publish the Terminal Services Gateway 
through ISA Server 2006. Then we’ll extend 
our ISA Server 2006 publishing scenario to 
include client health enforcement using 
NAP. By using NAP, we can create client 
health policies that help us control access at 
the Host Layer.

The first scenario
Our goal is to show how to publish the TS 
Gateway through ISA Server 2006. Figure 
1 summarises the computers and data flow 
during the connection. In this scenario we 
are implementing the Network Policy Server 

Figure 1 Publishing TS Gateway through ISA Server 2006
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(NPS) Role on the TS Gateway itself; howev-
er, we will change this in the second scenario, 
where we will use a central NPS server. Fol-
low the sequence below to see how the com-
munications work among the components of 
the TS Gateway publishing solution:

1. The external RDP user initiates the con-
nection. The first thing the client must 
do is resolve the external name of the TS 
Gateway (in this case, tsg.contoso.com). 
The external DNS resolves this name, 
which points to the external IP address of 
the ISA Server.

2. An SSL tunnel is established between the 
RDP client and the external interface of 
the ISA Server. The ISA Server has a web 
publishing rule on port TCP 443 that uses 
a certificate issued to tsg.contoso.com. 

3. After evaluating the rule and checking that 
the traffic is allowed, ISA Server will send 
a DNS query to the internal DNS server 
(located on the domain controller) to re-
solve the name of the server specified on 
the web publishing rule.

4. ISA Server then opens an SSL tunnel to 
the TS Gateway and passes the authentica-
tion request to it. 

5. The TS Gateway server validates the user’s 
credentials and verifies that the user is au-
thorised to establish the connection. 

6. After establishing that the user is autho-
rised to establish the connection, the TS 
Gateway service receives the requests on 
TCP port 443 and forwards the RDP pack-
ets via TCP port 3389 (by default) to the 
internal terminal server where the applica-
tion (such as a CRM application) resides.

From this point, any packets the RDP client 
sends to TS Gateway service through ISA 
Server are forwarded to the internal termi-
nal server, and vice versa.

It is important to mention that the RDP 
over HTTPS behind the scenes is nothing 
more than a RDP/RPC/HTTPS. The RDP cli-
ent encapsulates the RDP communications in 
an RPC header, which is subsequently encap-
sulated with an HTTP header that is secured 
using SSL (or Transport Level Security, TLS). 
All the components that you need for an RPC 
over HTTPS solution need to be present. This 
is why, when you install the TS Gateway Role 
service, it automatically installs the RPC over 
HTTP Proxy. To understand more about how 
this protocol works, we recommend that you 
read “Testing RPC over HTTP through ISA 
Server 2006 Part 1; Protocols, Authentica-
tion and Processing,” which you can find on 
the ISA Server Team Blog (available at http://
blogs.technet.com/isablog). 

This implementation requires Windows 
Server 2008 with Terminal Service Gateway 
installed, and this feature depends on RPC 
over the HTTP Proxy. For the RDP over RPC 
over HTTP Proxy feature to function, Inter-
net Information Services (IIS) 7.0 must be 
installed and running. You also need Net-
work Policy and Access Services, but if you 
prefer you can configure TS Gateway to use 
the NPS server, formerly known as Internet 
Authentication Services (IAS), to centralise 
storage, management, and validation of Ter-
minal Services Connection Authorization 
Policies (TS CAPs). Finally, you must obtain 
an SSL certificate for the TS Gateway server 
if you do not already have one. It is impor-
tant to emphasise that the ISA Server 2006 
must trust the certificate authority (CA) that 
issues the certificate. Therefore, be sure to 
import the certificate to the Trusted Root 
Certificate Authorities Store.

Active Directory Domain Services is only 
required if you configure a TS Gateway au-
thorisation policy that requires users to be 
members of an Active Directory security 
group to connect to the TS Gateway server. 
For this particular setup, we will use Active 
Directory on a computer running Windows 
Server 2003 SP2.

When we finished installing the Terminal 
Services Gateway service, the screen in Fig-
ure 2 appeared, showing the components 
that were installed. To connect the TS Gate-
way, clients must be running one of the fol-
lowing: Windows Vista; Windows XP with 

Microsoft is concerned with how 
users implement its products and that 
users follow best practices to keep 
their environments secure
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SP2 and RDP 6.0 or later; Windows Server 
2008; Windows Server 2003 with SP1 or later 
and RDP 6.0 or later. For more information 
on TS Gateway configuration, see Windows 
Server 2008 TS Gateway Server Step-By-Step 
Setup Guide available at http://www.micro-
soft.com/uk/wsterminalservices. Now let’s 
look at how to configure ISA Server 2006.

Configuring ISA Server 2006
The first step is to create a Web Listener that 
will handle the requests from the external 
RDP client. Our Web Listener has the fol-
lowing parameters:

• Authentication: Basic
• Authentication Validation: Windows (Ac-

tive Directory)
• Connections: Enable SSL (HTTPS) con-

nections on port 443
• Certificates: certificate issued to tsg.con-

toso.com
• Networks: External

Next, you create the web publishing rule. 
From the ISA Server 2006 perspective, the 
RDP client will use the same protocol that 
Outlook Anywhere uses, so choose the Ex-
change Server 2007 Wizard. Simply follow 
these steps:

1. Right-click on the Firewall Policy, select 
New, and then click Exchange Web Client 
Access publishing rule.

2. On the Welcome to the Create a New Web 
publishing rule page, type the name of the 
rule and click Next.

3. On the Select Rule Action page, select the 
option Allow and click Next.

4. On the New Exchange publishing rule 
page, select the Exchange version, in our 
case Exchange Server 2007. Select Outlook 
Anywhere (RPC/HTTP(s)) and click Next. 
(Note: do not select the Publish additional 
folders on the Exchange Server for Out-
look 2007 client option.)

5. On the Publishing Type page, select the 
option to publish a single website or load 
balancer and click Next.

6. On the Server Connection Security page, 
select Use SSL to connect to the pub-
lished web server or server farm and then  
click Next.

7. On the Internal Publishing Details page, in 

the Internal site name box, type the name 
of the TS Gateway server. Select the Use a 
computer name or IP address to connect 
to the published server checkbox and then, 
in the Computer name or IP address box, 
type the server name. If you do not know 
the name of the TS Gateway server, click 
Browse to navigate to its location. Note 
that the name you use on this page must 
match the common or subject name on 
the website certificate bound to the TS 
Gateway website.

8. On the Public Name Details page, from 
the Accept requests for dropdown list, se-
lect This domain name (type below) and 
then, in the Public name box, type the 
public name that matches the name of the 
certificate that was issued for this URL 
– in our case, the name was tsg.contoso.
com. Then click Next.

Figure 3 Configuring the 
RDP client

Figure 2 TS Gateway installation summary
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9. On the Select Web Listener page, click 
on the dropdown list and select the Web 
Listener that was previously created, and 
then click Next.

10. On the Authentication Delegation page, 
select the option No delegation, but client 
may authenticate directly, and click Next.

11. On the User Set page, verify that the de-
fault option (All Users) is selected, click 
Next, and then click Finish, and apply it.

If you double-click in the rule and go to 
the Path tab, you’ll see that the only path 
we have is /rpc/*. This is due to the fact that 
we used the Exchange Server 2007 Outlook 
Anywhere Wizard.

Testing and monitoring client access
As mentioned before, you need the RDP 6.0 
or later client to connect to the TS Gateway. 
To configure the RDP client app, launch it 
and type the name of the terminal server 
you want to connect to in the Computer 
field. Click on the Options button, the Ad-
vanced Tab, and then Settings, then type the 
external name of the TS Gateway server, as 
in Figure 3. In our example, this is the name 
on the certificate bound to the Web Listener 
that is used by our web publishing rule to ac-
cept incoming requests. Note that Windows 
NT® LAN Manager authentication is used in 
this example. When finished, click OK and 
then Connect. You’ll get an authentication 
prompt. Type the credentials of a user with 
access to the terminal server and click OK.

Note that the RDP 6.0 client (for Windows 
XP and Windows Server 2003) will show the 
screen in Figure 3. You will be prompted for 
authentication twice – the first authentica-
tion is for the TS Gateway computer and 

Figure 4 The Windows Server 2008  
RDP client

Figure 5 Event logged into 
the TS Gateway service 
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the second one is for the terminal server you 
want to access. This is an important point 
because while you might think this is due to 
the ISA Server configuration, in fact the ISA 
Server is not handling authentication at all 
since the web publishing rule applies to “All 
Users,” which allows anonymous connec-
tions through the ISA firewall.

The RDP client that comes with Windows 
Server 2008 has a Use my TS Gateway cre-
dentials for the remote computer, as shown 
in Figure 4. With this option selected, you 
don’t need to type your credentials twice, re-
sulting in a better user experience. This single 
sign-on option is also available on Windows 
Vista after you apply SP1.

You can monitor the connection through 
the TS Gateway Manager, using the Moni-
toring option. The TS Gateway service also 
provides details when a non-authorised user 
tries to connect to the server. In Figure 5, the 
Event Viewer shows a connection attempt 
from a user who doesn’t have permission to 
connect through the TS Gateway.

For this event, the internal IP address of 
the ISA Server 2006 is logged because the op-
tion Requests appear to come from the ISA 
Server computer is enabled in the web pub-
lishing rule. If you want to register the origi-
nal client IP address, you will need to change 
the ISA Server 2006 web publishing rule and 
choose the option Requests appear to come 
from the original client on the To tab.

Monitoring from ISA Server
Using the new features of the ISA Server 
2006 Supportability Pack, it is possible to 

closely watch and understand each connec-
tion to the internal network. Figure 6 shows 
one connection highlighted and, on the Re-
quest: line, the RPC_IN_DATA verb indicat-
ing the URL for the RPC over HTTP Proxy.

If you continue to look at the logging, you 
should see the other RPC over HTTP verb, 
RPC_OUT_DATA. It is important to be aware 
of which HTTP methods are used, which are 
RPC_IN_DATA and RPC_OUT_DATA for 
RDP/HTTP, because if you have the HTTP 

Filtering configured to block these methods, 
the traffic will be blocked on ISA Server. If you 
would like to lock down your environment, 
you can configure the RDP/HTTP web pub-
lishing rule to allow only these two methods. 
For more information on the HTTP meth-
ods typically used for publishing, you should 
read the article “HTTP Filtering in ISA Serv-
er 2004” at http://technet.microsoft.com/ 
library/cc302627.

The second scenario
For this scenario, TS Gateway will use an 
NPS Central Policy located on another serv-
er. We will enforce a NAP policy for the  

Figure 6 ISA Server 
2006 logging using the 
Supportability update

Using the ISA Server 2006 
Supportability Pack, you can 
understand each connection 
to the internal network
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clients connecting remotely through the TS 
Gateway. The same components that were 
used in Scenario 1 are used again here, only 
the NPS server will be added. However, due 
to NAP enforcement, more components will 
be used on the client side, as Figure 7 shows. 

Here is the explanation of the individual 
components. On the Windows Vista client, 
a System Health Agent (SHA) consists of the 
client-side components responsible for mon-
itoring and reporting the client’s heath state. 
Windows Vista comes with the Windows 

SHA, but there are other vendors working to 
create their own SHAs.

The NAP Agent on the client is respon-
sible for establishing communications with 
the NAP Enforcement Server when the cli-
ent tries to access the network. The NAP 
Agent sends the client’s Statement of Health 
(SoH) to that server. 

On the TS Gateway, the TS Resource Au-
thorization Policy (TS RAP) is the component 
that allows you to determine which comput-
ers will be available to receive incoming RDP 
requests. The TS RAP also determines which 
users are allowed to establish RDP connec-
tions to specific servers.

The Central NPS is responsible for con-
trolling the conditions, constraints and set-
tings that regulate access to the internal 

computers. System Health Validators (SHVs) 
on the Central NPS are responsible for eval-
uating whether the SoH submitted by the 
client is compliant with the policy set by the 
administrator.

Now let’s change the TS Gateway to point 
to a NPS Central Server. Open the TS Gate-
way Manager Console, right-click on the 
server’s name, and choose the option Proper-
ties. On the server’s properties window, click 
on the TS CAP Store tab and select Central 
NPS server. Next, type the name or IP address 
of the NPS server and click on the Add but-
ton. You’ll see a Shared Secret window pop 
up. Type the secret and click OK, then click 
OK again to close the window. You must re-
member this secret because it will be used on 
the NPS server. 

Assuming that the NPS is already installed 
on another server, here are the steps you will 
need to follow:

1. Open the Network Policy Server console 
and, in the left pane, click on NPS (Local).

2. In the right pane, click on Configure NAP. 
The Select Network Connection Method 
for Use with NAP page will appear. 

3. Under Network Connection Method,  
select Terminal Services Gateway (TS 
Gateway) from the dropdown box and 
click Next.

4. On the Specify NAP Enforcement Servers 
Running TS Gateway page, click on the 
Add button.

5. In the New TS Gateway window, type the 
friendly name and the IP address of the TS 
Gateway server. And then at the bottom 
of the window, type the shared secret, us-
ing the same secret as on the TS Gateway 
server’s configuration. Then click OK.

6. You can specify which devices will be  

Figure 7 Main 
components of the 
Scenario 2 topology

In today’s world, to be connected 
from anywhere is a key element for 
any successful business, and it must 
be done in a secure manner
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redirected and the allowed authentica-
tion method (password or smart card) on 
the Configure Client Device Redirection 
and Authentication Methods page. For the 
purpose of this example, leave the default 
options and click Next.

7. On the Configure User Groups and Ma-
chine Groups page, add the user group 
that is allowed to establish the connection. 
For this example, click on the Add Users 
button under User Groups: (Required) and 
choose Domain Admins. Click OK and 
then Next.

8. On the Define NAP Health Policy page, 
you’ll notice that the default SHV is al-
ready selected. Notice also that on the 
bottom part of this page, access is denied 
for non-compliant computers. Leave the 
defaults selected and click Next.

9. On the Completing NAP Enforcement 
Policy and RADIUS Client Configura-
tion page, review the options that were 
previously selected. You can also click on 
the hyperlink Configuration Details and a 
HTML page will open up with a summary 
of your selections. When you’re finished, 
click Finish.

This wizard takes care of configuring the 
settings for a number of important policies 
(Connection Request Policies, Network Poli-
cies and Health Policies), significantly reduc-
ing the work needed to configure NAP for 
this scenario. 

What about the client?
So now that the server is all set up and  
configured, what do you have to do regard-
ing the client?

To take advantage of the NAP enforce-
ment policy, the client needs to be either 
Windows Server 2008 or Windows Vista. For 
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Windows XP, you need to have SP3 installed, 
which includes the NAP client. 

Besides the operating system requirement, 
there are some relevant services and settings 
that need to be enabled on the client side. 
These include the following:

• Adding the TS Gateway server name to the 
Trusted Server list on the client.

• Starting the NAP Agent service and setting 
the service startup type to Automatic.

• Enabling the TS Gateway Quarantine En-
forcement client.

To simplify the deployment of this solu-
tion, Microsoft has created the Terminal Ser-
vices NAP client configuration command 
(Tsgqecclientconfig.cmd), which can be 
downloaded from http://www.microsoft.
com/uk/tsclientconfig. After running the 
command, the client will be configured as 
a NAP enforcement client for TS Gateway. 
Note that the command must be run with  
elevated privileges.

Conclusion 
Throughout this article our principal goal 
has been not only to describe and explain the 
new TS Gateway feature that is available on 
Windows Server 2008 and to show how to 
publish it securely through ISA Server 2006, 
but also to provide you with an overall per-
spective on the security advantages that the 
combination of both products can provide 
for your company. 

In today’s world, to be connected from 
anywhere is a key requirement for just about 
any successful business. However, it is also 
necessary that this connectivity doesn’t come 
at the cost of providing an improved experi-
ence for the user. And, even more important-
ly, it is mandatory that all of this be done in a 
manner that ensures security.  ■


