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The Network Policy Server (NPS) service 
in Windows Server 2008 is the replacement 
for the Internet Authentication Service 
(IAS) in Windows Server 2003. NPS allows 
a computer running Windows Server 2008 
to act as a Remote Authentication Dial-In 
User Service (RADIUS) server and proxy. 
RADIUS is an Internet Engineering Task 

Force (IETF) protocol specified in 
RFCs 2865 and 2866 that provides cen-
tralised authentication, authorisation 
and accounting (AAA) for network 
access devices such as wireless access 
points. RADIUS servers perform AAA 
for network access devices. RADIUS 
proxies forward RADIUS messages be-
tween RADIUS clients (network ac-
cess devices) and RADIUS servers. 

NPS includes many enhancements 
to facilitate deployment of authenti-
cated network access, to provide ex-
tensibility for third-party components, 
and to support the latest networking 
technologies and platforms. The new 
NPS snap-in is shown in Figure 1.

Network Policy Server features
In this column, I will discuss NPS fea-
tures that were not included in previ-
ous versions of Windows. I’ll begin with  
how Network Access Protection (NAP) 
helps enforce health requirements for 
your network, then touch on manage-
ment, configuration, IPv6 support and 
other elements. I’ll also describe the 
features of the new NPS snap-in.
Network Access Protection NAP, 
which was introduced in Windows 
Server 2008, is a set of new tech-
nologies that can help you enforce 
compliance with computer health 
requirements, allowing you to bet-
ter protect your intranet. Your health  
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Figure 1 The new NPS snap-in

policies can specify, for example, that a 
firewall must be installed and enabled 
and that the latest operating system 
updates must be installed on all clients 
connecting to your network. With 
NAP, you can create customised poli-
cies to certify computer health before 
allowing network access or communi-
cation, automatically update comput-
ers to ensure ongoing compliance, and 
confine noncompliant computers to a 
restricted network until they do com-
ply. For more information on NAP, see 
microsoft.com/nap.

In a NAP deployment, the NPS serv-
er is a NAP health policy server that 
evaluates the health of NAP clients on 
behalf of NAP enforcement points – 
such as health registration authorities 
(HRAs), 802.1X access points, virtu-
al private network (VPN) servers and 
Dynamic Host Configuration Protocol 
(DHCP) servers. The NPS server also 
determines whether the clients should 
be granted full or limited access to the 
intranet. Network policies, health pol-
icies and NAP settings determine the 
health evaluation behaviour for NPS. 
EAPHost and EAP policy support 
NPS supports EAPHost, the new archi-
tecture for Extensible Authentication 
Protocol (EAP) authentication meth-
ods. This new architecture allows EAP 
method vendors to easily develop and 
install new EAP methods for 802.1X or 
point-to-point protocol (PPP)-based 
authentication on both client comput-
ers and NPS servers. 

EAPHost will support the installation 
and use of all the EAP methods listed 
on the EAP Registry at www.iana.org/ 
assignments/eap-numbers, as well as 
other popular authentication meth-
ods such as Cisco Systems Lightweight 
EAP (LEAP). EAPHost allows multiple 
implementations of an EAP method 
to coexist. For example, you can in-
stall and select both the Microsoft ver-
sion of Protected EAP (PEAP) and the 
Cisco Systems version.

For EAP method vendors, EAPHost 
supports EAP methods already devel-
oped for Windows XP and Windows 

Server 2003, plus an easier way of de-
veloping new EAP methods for Win-
dows Vista and Windows Server 2008. 
After installation, you can configure 
the required EAP methods for a given 
network access scenario in a network 
policy. A network policy for NPS is the 
same as a remote access policy for IAS.

For more information about EAP-
Host architecture, see technetmaga-
zine.com/issues/2007/05/CableGuy.
Configuration stored in XML IAS 
stored its configuration information 
in a Jet database. NPS now stores con-
figuration information in XML for-
mat, which makes it easier to export 
the configuration of one NPS server 
and import it on another. Exporting 
and importing configuration files is 
one way to synchronise the settings of 
multiple NPS servers in a fault-toler-

ant configuration. You can export the 
NPS configuration with the netsh nps 
export command and import it with 
the netsh nps import command.
Common Engineering Criteria com
pliance NPS has been updated to sup-
port deployment in environments that 
must meet Microsoft Common En-
gineering Criteria (CEC). For details, 
see microsoft.com/windowsserversys-
tem/cer/allcriteria.mspx.
Robust NPS extension DLLs The 
NPS service can be extended through 
extension and authorisation DLLs. In 
contrast with IAS, these third-party 
components are sandboxed in NPS so 
that any problems they encounter will 
not affect the operation or running of 
the NPS service.
IPv6 support NPS supports IPv6 and 
deployment in native or tunnelled 
IPv6 environments. You can configure 
IPv6 addresses for RADIUS clients or 
remote RADIUS servers and the NPS 
service can communicate over IPv6 for 
Active Directory® domain services ac-
count authentication and authorisa-
tion operations.
Automatic generation of strong RA
DIUS shared secrets RADIUS shared 
secrets are used to verify that RADIUS 
messages were sent by a RADIUS cli-
ent, server or proxy configured with 
the same shared secret. Shared secrets 
are also used to encrypt some sensitive 
RADIUS attributes, such as passwords 
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and encryption keys. Strong RADIUS 
shared secrets are a long (more than 22 
characters) sequence of random letters, 
numbers and punctuation.

With the NPS snap-in, you can au-
tomatically generate a strong RADIUS 
shared secret when you add or edit a 
RADIUS client. This strong shared se-
cret can be copied to a text editor, such 
as Notepad, so you have the ability to 
configure the network access device 
or NAP enforcement point with the 
same shared secret.
Integration with Server Manager 
You can install NPS through the Ini-
tial Configuration Tasks and Server 
Manager tools. In both cases, you in-
stall NPS with the Network Policy and 
Access Services role. To get started, in 
the Initial Configuration Tasks tool 
under Customize This Server, click the 
Add Roles option. In the Server Man-
ager tool, open Roles Summary and 
click Add Roles. 

After NPS is installed, you can click 
Network Policy and Access Services 
under the Roles node in the console 
tree of Server Manager to check the 
status of the NPS service and to view 

error events encountered in the last 24 
hours. When you expand the Network 
Policy and Access Services node in the 
console, you can configure NPS with 
the NPS snap-in.
Enhanced netsh support Windows 
Server 2003 had a limited set of com-

mands in the netsh aaaa context to 
configure IAS. In Windows Server 
2008, the new netsh nps context has 
an extensive set of commands for con-
figuring NPS at the command line or 
through a script. Now, with netsh nps 
commands, you can configure RADIUS 

clients and remote RADIUS serv-
ers, network policies, logging, and for 
NAP, health policies, system health val-
idators and remediation server groups. 
Scripts consisting of commands in the 
netsh nps context provide another way 
for you to synchronise the settings of 
multiple NPS servers in a fault toler-
ant configuration.
Source tags for network policy iso
lation Network policies can be con-
figured for a specific type of network 
access server or NAP enforcement 
point, such as a DHCP server or an 
HRA, which becomes a source tag that 
classifies the network policy. Windows 
Server 2008-based access servers and 
NAP enforcement points include this 
source tag in their RADIUS messages. 
When a RADIUS message requesting 
access is received, the NPS service at-
tempts to find a matching network pol-
icy that has the same source tag as the 
incoming message. If there is no policy 
match, NPS attempts to find a match-
ing network policy for those policies 
that have no source tag specified.

Using the source tag in network pol-
icy and incoming RADIUS messages 
isolates the different types of network 
policies from each other. For example, 
network policies for DHCP servers are 
not used for VPN connections. 
Integration with Cisco Network 
Access Control NPS supports features 
to better integrate into an environment 
that uses Cisco hardware and Network 
Access Control (NAC). The features in-
clude support for the Host Credential 
Authorization Protocol (HCAP) and 
HCAP conditions, the policy expira-
tion condition, and the extended state 
Network Access Protection setting in 
network policies.
New network policy conditions Net-
work policies in NPS have new con-
ditions that are intended to specify 
computer groups, user groups, allowed 
EAP types, and client and access serv-
er IPv6 addresses. For HCAP support, 
NPS has new conditions for location 
groups and user groups. For NAP sup-
port, NPS has new policy conditions 

If you are already familiar with the IAS snap-in for Windows Server 2003, you’ll 
appreciate the following changes in the NPS snap-in:

 Remote access policies have become network policies and have been moved 
under the Policies node.

 The RADIUS Clients node has been moved under the RADIUS Clients and 
Servers node.

 There is no longer a Connection Request Processing node. The Connection 
Request Policies node has been moved under Policies and the Remote 
RADIUS Server Groups node has been moved under RADIUS Clients  
and Servers.

 Remote access policy conditions and profile settings have been reorganised 
on the Overview, Conditions, Constraints and Settings tabs for the properties 
of a network policy.

 Connection request policy conditions and profile settings have been  
reorganised on the Overview, Conditions and Settings tabs for the properties 
of a connection request policy.

 The Remote Access Logging folder has been renamed the Accounting node 
and no longer has the Local File or SQL Server nodes.

IAS vs NPS
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for identity type, health policy, NAP-
capable computers, operating system 
and policy expiration.
The NPS snapin The new NPS snap-
in has been significantly enhanced so 
you can more easily create and manage 
RADIUS clients and remote RADIUS 
servers, network policies for common 
network access scenarios, health poli-
cies and NAP settings for NAP scenar-
ios, and logging settings. 

In the RADIUS Clients and Servers 
node, you can configure RADIUS cli-
ents (network access servers, NAP en-
forcement points or other RADIUS 
proxies when NPS is acting as a RADI-
US server) and remote RADIUS server 
groups (other RADIUS servers when 
NPS is acting as a RADIUS proxy). 

In the Policies node, you can con-
figure connection request policies 
(whether the NPS service will act as 
a RADIUS server or proxy), network 
policies (authorisation and connection 
settings and constraints when the NPS 
service acts as a RADIUS server) and 

health policies (system health compli-
ance for NAP clients). When you se-
lect a connection request policy or a 
network policy in the details pane, the 
NPS snap-in displays the policy’s con-
ditions and settings. Figure 2 shows an 
example of what this looks like.

In the Network Access Protection 
node, the System Health Validators 
node allows you to configure NAP 
health requirements. The Remediation 
Server Groups node lets you config-
ure the set of servers that restricted 

NAP clients can access for the VPN 
and DHCP NAP enforcement meth-
ods. Finally, in the Accounting node, 
you can configure how NPS stores ac-
counting information.

The NPS snap-in includes an exten-
sive set of wizards to automate the 
initial configuration of RADIUS cli-
ents and the policies needed for NAP 
enforcement methods, dial-up or 
VPN-based connections, and 802.1X-
authenticated wireless and wired 
connections. For NAP enforcement 
methods, the NAP wizard automati-
cally configures all of the connection 
request policies, network policies and 
health policies.

These new wizards are available 
when you click the NPS node in the 
NPS snap-in. To configure policies and 
settings for NAP enforcement meth-
ods, select Network Access Protection 
in the Standard Configuration drop-
down box, and then click Configure 
NAP. To configure policies and set-
tings for VPN or dial-up network ac-
cess, select RADIUS server for Dial-Up 
or VPN Connections in the Standard 
Configuration dropdown box, and 
then click Configure VPN or Dial-
Up. In order to configure policies 
and settings for 802.1X-authenticat-

ed wired or wireless access, select 
RADIUS server for 802.1X Wireless or 
Wired Connections in the Standard 
Configuration dropdown box, and 
then click Configure 802.1X.

Each of these wizards guides you 
through the most common configura-
tion elements for your chosen scenario. 
The wizards for the NAP enforcement 
methods are especially helpful: the 
NAP wizard for VPN enforcement 
creates a connection request policy, 
three network policies (for compli-
ant NAP clients, noncompliant NAP 
clients and non-NAP capable clients), 
and two health policies (for compliant 
and noncompliant NAP clients).

The new NAP wizards and other 
wizards for creating RADIUS clients, 
remote RADIUS server groups, con-
nection request policies and network 
policies make it much easier to config-
ure NPS for a variety of network ac-
cess scenarios. ■
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Figure 2 The NPS snap-in enhanced display
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