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Deploying EFS: Part 2
John Morello

Security watch

You can think of any Encrypting File 
System (EFS) deployment as having 
essentially two parts: the back-end 
design portion focusing on certificate 
management and recovery agents, and the 
user-facing EFS deployment portion. In the 
last issue I covered the back-end portion 
and discussed options for data and key 
recovery as well as options for provi-
sioning clients with certificates. Here, 
I’ll focus on the aspects of the deploy-
ment your end users will see, such as 
enhancements to Windows Explorer, 
choosing what file system locations to 
encrypt and how to manage encryp-
tion options with Group Policy. 

Determining if EFS is already in use
Once you’ve decided to deploy EFS, 
the first step is to determine the cur-
rent state of EFS usage within your or-
ganisation. Recall that EFS can be used 
in standalone mode, in which the end 
user is solely responsible for the cre-
ation and backup of his encryption 
keys. You may have advanced users in 
your organisation who have already 
used EFS in this fashion, so it’s impor-
tant to determine who these users are 
in order to ensure a smooth transition 
to a more managed deployment.

The first time EFS is employed by any 
given user on a computer, Windows 
creates the following registry entry in 
HKEY_CURRENT_USER:

HKCU\Software\Microsoft\Windows NT\
CurrentVersion\EFS\CurrentKeys\CertificateHash 

Microsoft Systems Management 
Server (SMS), Active Directory logon 
scripts, or other tools can be used to 
check for the presence of this entry on 
machines across your enterprise. If a 
user has this registry value present, he 
has used EFS at some point. However, 
this value does not necessarily indicate 
that someone is currently using EFS or 
that any of his data is encrypted. Thus, 
when a machine is found with this reg-
istry key, it should be more closely ex-
amined to determine if any files are 
currently encrypted. 

Using cipher.exe and passing the /U 
and /N switches will instruct cipher to 
report the encryption state of files and 
directories on a computer. For exam-
ple, if you wanted to determine if any 
data on a system was encrypted, you 
could run the following command:

cipher /U /N

The registry check and cipher report 
could be combined into a single script 

to check for the presence of the reg-
istry value and, if present, to generate 
a report of currently encrypted files 
on the computer. Once these reports 
are generated, you’ll know which us-
ers have which files encrypted and will 
be ready to migrate them to a centrally 
managed design.

To control the application of Group 
Policy during the deployment, it’s use-
ful to create two security groups in 
your domain to separate those com-
puters where EFS is in use from those 
where it is not. For example, “SG-Com-
putersUsingEFS” would contain the 
computer accounts of those comput-
ers where EFS is already in use, while 
“SG-ComputersNotUsingEFS” would 
contain all other machines where EFS 
is not currently in use.

Controlling EFS usage with  
Group Policy
Once you know who is and is not us-
ing EFS, the next step in your client de-
ployment is to disable standalone EFS 
usage for anyone not currently using 
it. This is an important step in the de-
ployment process because it’s easier to 
enable and configure EFS properly the 
first time than it is to migrate users who 
are using self-signed certificates. You 
should only perform this step after de-
termining which users are already using 
EFS because by disabling EFS through 
Group Policy, users will not be able to 
access any currently encrypted files.  
You can find this policy in the Group 
Policy Object Editor under Compu- 
ter Configuration\Windows Settings\
Security Settings\Public Key Policies\
Encrypting File System.

As mentioned earlier, this value 
should only be enabled on computers 
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where EFS is not currently in use, so as 
not to disrupt the work of anyone who 
is already using EFS. Thus, in my exam-
ple, the access control list (ACL) on the 
Group Policy Object (GPO) that dis-
ables EFS allows only the “SG-Compu-
tersNotUsingEFS” group to apply the 
Group Policy.

To encrypt or not to encrypt
Once you’ve determined what systems 
are currently using EFS and you’ve 
disabled EFS on all others until your 
managed deployment, the next step is 
to determine what will be encrypted in 
that managed deployment. Depending 
on how your client systems are man-
aged, this process can range from sim-
plistic to quite intricate.

The first thing to consider when 
thinking about what files to encrypt 
is whether or not your users are ad-
ministrators on their systems. If your 
users are local administrators, you’re 
really only able to educate and encour-
age them to encrypt sensitive data, but 
you’re not able to truly control it in 
a managed way. The reason for this is 
simple: a local administrator can cre-
ate files and directories anywhere on 
the file system. Thus, while you may 
encrypt the common locations, such 
as My Documents, if the user creates 
a new directory in another location 
and saves sensitive information there, 
it is quite difficult to ensure that this 
data is also protected. In addition to all 
of the other security benefits achieved 
when end users are not local adminis-

trators, this also makes EFS far more 
manageable and secure.

The next critical piece of informa-
tion to keep in mind about EFS is 
that it is per-user encryption. In oth-
er words, anything that is encrypted by 
a given user can only be decrypted by 

that same user and no other, including 
the SYSTEM account (the exception, 
of course, being the Data Recovery 
Agent or DRA). This means that if an 
executable or DLL is encrypted with 
a user’s key and another principal on 
the system tries to access it, the other 
principal will receive an access denied 
error. Thus, in general you should not 
encrypt files or directories that include 
executable code that might need to be 
accessed by multiple principals on a 
system. Windows will prevent encryp-
tion of files in %SystemRoot% or files 
bearing the SYSTEM attribute, but it’s 
not uncommon for software vendors 
to install binaries into %ProgramFiles% 
for services that may be run by the 
SYSTEM account. For example, this 
is a common approach for laptop ven-
dors to use when installing power and 

device management software that runs 
as a service.

With these two facts in mind, what 
are the best practices for EFS encryp-
tion targets? The answer goes back 
to how your users’ systems are nor-
mally configured. In a well-managed 
environment with a standardissed op-
erating system image, you can likely 
automate the encryption process for 
users based on the predetermined data 
storage locations from your image. For 
example, if users can only save data in 
%userprofile%\My Documents, you 
may only need to encrypt that directo-
ry. (Note: be careful when encrypting 
My Documents if you use folder redi-
rection. If My Documents is redirect-
ed to a server, the server will need to 
be Trusted for Delegation and have ac-
cess to the user’s profile. In such cases, 
it’s generally easier to just encrypt the 
Offline Files cache, which we’ll discuss 
later in this column.) 

In a less-managed environment 
(where users may write to many loca-
tions on the file system), you may want 
to take the approach of automating the 
encryption of a few common storage 
locations and then providing educa-
tion to users on how to encrypt other 
locations on their own. Regardless of 
your environment, you should always 
encrypt at the directory level rather 
than at the file level. Doing so ensures 
that all files created in that directory, 
including temporary ones, are always 
encrypted.

Recommended encryption locations
As a general rule, the locations you 
should normally encrypt are: %userpro-
file%\My Documents, %userprofile%\
Application Data\Microsoft\Outlook 
(assuming you’re using Microsoft 
Office Outlook as your messaging 
client), and %userprofile%\Desktop. 
Encrypting My Documents protects 
the default location for saved files in 
Windows XP. Protecting the Outlook 
directory ensures that sensitive e-mail 
that’s cached locally is also encrypted; 
this is particularly important for users 

For more information on the topics discussed in this column, see the following 
resources:

 The TechNet US edition, February 2007 Security Watch column
 microsoft.com/technet/technetmag/issues/2007/02/SecurityWatch

 Encrypting File System in Windows XP and Windows Server 2003 
 microsoft.com/technet/prodtechnol/winxppro/deploy/cryptfs.mspx

 How to Use the SysKey Utility to Secure the Windows Security 
Accounts Manager Database 

 support.microsoft.com/kb/310105

Where to go for more

A critical piece of 
information about 
EFS: it is per-user 
encryption
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running in the Outlook 2003 default 
of Cached Mode. Finally, the desktop 
is often used as a sort of temporary di-
rectory where users may place docu-
ments they’re currently working on 
or presentations they frequently de-
liver. Of course, in your organisation, 
you may have modified the default lo-
cations of some of these directories, so 
your EFS encryption choices should 
reflect whatever locations are normal-
ly used in your organisation.

In addition to these general best 
practices, you should also determine 
whether you have applications that 
may save sensitive information in al-
ternative locations. For example, some 
applications save user information 
in %ProgramFiles%\AppName rather 
than the user’s profile. It’s important 
to determine whether you have any 
such applications on your client sys-
tems so that you can properly protect 
whatever data they utilise. In the best-
case scenario, the application could 
be configured to save changes in an-
other user-profile-specific path (such 
as My Documents), in which no fur-
ther EFS changes would be required. 
In a worst-case scenario, if the applica-
tion requires that data be stored in its 
Program Files directory, EFS could be 
used to encrypt only that specific sub-
directory of Program Files. 

Finally, use caution if you plan to en-
crypt the temporary directory (%TMP% 
and %TEMP%). Many application in-
stallers use this directory for expan-
sion of installation package contents 
and then perform file move operations 
on the expanded files to place them in 
the proper path in %ProgramFiles%. 
Because a moved file on the same vol-
ume retains its original attributes, the 
file will continue to be encrypted after 
it’s been placed in %ProgramFiles%. If 
a user other than the one running the 
installer then attempts to use this file, 
he will be denied access to it. Often, 
such problems do not manifest them-
selves in clear application error mes-
sages that are indicative of the root 
cause. Because of this, I generally rec-

ommend that %TMP% be encrypted 
only in well-managed environments 
where end users do not install applica-
tions on their own.

Protecting Offline Files
Offline Files is a feature in Windows 
2000 and later that allows users to 
make a local copy of data stored on a 
file server. Offline Files then allows 
the user to work on this data while dis-
connected from the server and to syn-
chronise the changes back to the server 
when next connected. 

Offline Files, however, is not a sim-
ple directory containing copies of files 
from the server. Instead, it’s a database 
that is shared systemwide and runs in 
the context of the SYSTEM account. 
In Windows XP, this database can be 
protected with EFS. Consider what 
this means in light of the earlier discus-
sion about EFS being per-user. How 
could EFS, which is user specific, en-
crypt a database that is used by multi-
ple security principals?

When a user running Windows 
XP chooses the option in Windows 
Explorer to encrypt offline files, the 
encryption routine utilised is different 
from that used for the other encryp-
tion operations the user may initiate. 
Rather than utilise the user’s person-
al EFS keypair for the process (which 
would prevent SYSTEM from access-
ing the files), the SYSTEM account 
self-generates a keypair for use with 
EFS and uses that keypair to encrypt 
the client-side cache. This has a critical 
security implication in that if some-
one can subsequently get code to ex-
ecute as SYSTEM, he can decrypt the 
data in the cache. If a laptop is stolen, 
it’s trivial for an attacker to reset the 
administrator password and log on as 
administrator. Once running as admin-
istrator, it’s similarly simplistic to force 
code to run as SYSTEM and then ac-
cess the cache. (Note that this behav-
iour has changed in Windows Vista.  
Windows Vista now uses the individ-
ual user’s key to encrypt user-specific 
Offline Files.)

To protect against this type of attack, 
the laptop can be configured to store 
the encryption key for the Security 
Accounts Management (SAM) data-
base offline, either as a password input 
at boot time (mode 2) or on a floppy 
disk during the boot process (mode 
3). Both approaches can be cumber-
some since they require non-automat-
able interaction with the computer 
during the boot process, creating po-
tential problems with automated sys-
tems management. However, if EFS is 
to be used on a computer with Offline 
Files, it is critical that one of these op-
tions be used to secure the data in the 
cache. I normally recommend you use 
the boot-time password (see Figure 1). 
This is because a user who has a laptop 
bag stolen will most likely either have 
the disk in the laptop already or, if not, 
then almost certainly in the bag along 
with the laptop.

Figure 1 Automate EFS operations

Enabling EFS
Once you’ve determined what to en-
crypt on your client, the next step is 
to perform the actual encryption op-
eration. This process can be achieved 
through a logon script or other pro-
cess that will execute a script on the 
client that calls cipher.exe to perform 
the encryption operation. If you have 
existing standalone EFS users in your 
environment, as discussed in the ear-
lier example, I recommend migrating 
them first.
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To migrate these standalone us-
ers, the first step is to provision the 
client systems with managed certif-
icates, as discussed in this column 
in the February 2007 US edition of 
TechNet magazine (microsoft.com/
technet/technetmag/issues/2007/02/
SecurityWatch). Once all systems have 
enrolled for these managed certifi-
cates, cipher should be run with the /U 
switch to update all existing files with 
the new encryption and recovery agent 
keys. At this point, all systems in the 
SG-ComputersUsingEFS group would 
be utilising EFS in a managed fashion, 
including centrally issued (and poten-
tially archived) keys and centrally man-
aged recovery agents.

To deploy EFS for the users not cur-
rently using EFS, you must first re-
move the Group Policy preventing 
EFS usage. Once that is completed and 
users have enrolled for managed cer-
tificates, a logon script can be run to 
encrypt the key paths discussed earlier. 
Here is a simplistic script sample:

cipher /e /s /a “%userprofile%\My Documents”

cipher /e /s /a “%userprofile%\Application 
Data\Microsoft\Outlook”

cipher /e /s /a “%userprofile%\Desktop”

After you’ve enabled EFS on the de-
sired directories, you should consider 
setting two additional options to in-
crease the security of your EFS deploy-
ment, both related to data paged from 
memory to disk. Note that for each of 
these scenarios, the amount of data 
that could be potentially recovered 
by a malicious party is limited to that 
which was loaded in memory or paged 
to disk during legitimate use. In other 
words, if a user has sensitive EFS-pro-
tected data on the machine that they 
have not viewed (and, hence, not load-
ed into memory), this data is not at risk 
from these attack vectors.

The page file is used by Windows as 
virtual memory (often referred to as 
swap space in other operating systems) 
and contains raw pieces of in-memory 
data written in clear text to the hard 
drive. This can put sensitive data at risk 

on an EFS-protected system because if 
an attacker is able to recover the page 
file, they can potentially utilise foren-
sics tools to extract usable data from 
this file. Since the page file itself can-
not be encrypted in Windows XP (note 
that it can be encrypted in Windows 
Vista) the best option is to force 
Windows to clear it at shutdown. This 
can be accomplished via Group Policy, 
as illustrated in Figure 2.

The downside to this setting is the 
significant increase in time it takes to 
shut down a machine, particularly one 
with large amounts of memory. (By de-
fault, the size of the page file is direct-
ly related to the amount of physical 
memory in the computer.) This is be-
cause to clear the page file, Windows 
must physically write to every page on 
the disk prior to shutdown.

The hibernation file in Windows 
contains a dump of the machine’s 
physical memory when the power 
management mode is set to enable hi-
bernation. When hibernation occurs, 
Windows writes the complete con-
tents of physical memory to disk in the 
hibernation file, allowing the comput-
er to be restored to exactly the same 
state when the user is ready to con-
tinue working. Like the page file, the 
hibernation file cannot be encrypted 
in Windows XP.  However, unlike the 

page file, hibernation cannot be dis-
abled directly from a GPO. Rather, you 
should use a script to call powercfg.exe 
with the /HIBERNATE switch to dis-
able (or re-enable) hibernation.

After completing your initial en-
cryption and configuration tasks, you 
should consider wiping the slack space 
on disks in your deployment. This pro-
cess can be very time intensive and 
disruptive, but has a security benefit 
in high-security environments. Slack 
space is the area of a disk that does 
not hold data currently active on the 
system but which, because of the way 
hard disks operate, may contain piec-
es of sensitive information from pre-
viously used files. In other words, 
because a file delete operation doesn’t 
actually overwrite all the sectors a file 
occupies on a disk (it only removes 
the pointer from the file table), the 

Figure 2 Setting Group Policy

To securely wipe 
residual data, run 
cipher with the /W 
switch
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data that was deleted may continue to  
exist on the disk. In these cases, the 
data may be recoverable by forensics 
tools that can read this slack space and 
reassemble files from it. To securely 
wipe this residual data, run cipher with 
the /W switch. This forces cipher to re-
peatedly overwrite all sectors marked 
as available on the disk. As long as all 
future file operations on sensitive data 
occur in EFS-protected directories, it 
won’t be necessary to run this com-
mand on a regular basis.

Enhancing Windows Explorer  
for EFS
By default, encryption and decryp-
tion options for files and directories 
are somewhat buried in the advanced 
properties menus in Windows Ex-
plorer. You may choose to enhance the 
end-user experience with EFS by plac-
ing ‘Encrypt’ and ‘Decrypt’ on the Win-
dows Explorer context menu (exposed 
with a right-click). Additionally, Win-
dows Explorer can be configured to 
show EFS-protected files and directo-
ries in a different colour (green) than 
other files. This can help users know 
whether a file or directory is encrypt-
ed without having to drill down into 
the advanced properties menu. Finally, 
you may want to add an option to de-

fine which users have access to the file 
or directory. To enable these options, 
make the following changes in the reg-
istry via a script calling reg.exe:

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Explorer\Advanced]

“EncryptionContextMenu”=dword:00000001

“ShowCompColor”=dword:00000001

[HKEY_CLASSES_ROOT\*\Shell\Encrypt To User...\Command]  
@=”rundll32 efsadu.dll,AddUserToObject %1”

EFS in Windows Vista
EFS has received a number of impor-
tant enhancements in Windows Vista 
that make it easier to deploy and man-
age, as well as increase its security. 
Primary among these enhancements 
is full support for storing EFS keys on 
smart cards. This is a particularly valu-
able feature for organisations that are 
already utilising smart card logon, be-
cause that same card can also be used 
to store users’ EFS keys. This support 
for smart cards also extends to recov-
ery agent certificates, such that the 
sensitive DRA certificates can also be 
stored on cards.

Windows Vista also supports en-
cryption of items previously either 
impossible or not easily accomplished 
in Windows XP. Windows Vista can 
encrypt the page file, eliminating the 
need to set the ‘clear virtual memo-

Figure 3 EFS properties 
in Windows Vista
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ry pagefile’ option. The entire design 
of Offline Files has been reworked in 
Windows Vista. In addition to much 
better performance and stability (as 
well as a generally more user-friendly 
interface), client-side caching is now 
per user, meaning it is possible to se-
curely encrypt the cache without the 
use of SYSKEY mode 2 or 3. These two 
improvements eliminate major deploy-
ment hurdles for today’s Windows XP-
based environments.

Finally, Windows Vista allows ad-
ministrators to configure encryp-
tion of the Documents folder directly 
through Group Policy, without having 
to utilise a separate script. Figure 3 il-
lustrates the new EFS properties avail-
able via GPO in Windows Vista.

Wrap up
EFS provides Windows administrators 
with a highly secure option for pro-
tecting mobile data.  EFS is scalable, 
manageable and provides flexible data 
recovery mechanisms. In Windows 
Vista, EFS is further improved with 
enhanced capabilities for easier man-
agement and deployment, as well as 
support for smart card-based key stor-
age. For organisations that want to 
protect data, even when a machine has 
been physically lost, EFS provides a 
strong solution that’s already a part of 
your existing Windows platform. ■
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