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Microsoft is set to launch Windows Server 
2008, previously code named Windows Server 
Longhorn. When looking at any new operat-
ing system, you need to look for the core sets 
of functionality to see how they match your 
specific business needs. There are three core 
Windows Server 2008 pillars:
• More control Windows Server 2008 pro-

vides better control over systems, reducing 
the cost of management. It includes im-
proved scripting and task automation, im-
proved configuration and role management, 
web server management and policy-based 
networking via the Windows Firewall.

• Increased protection Windows Server 
2008 lets you set network access policies 
that are enforced, brings high availability 
solutions to the mid-market and provides 
data and identity access protection.

• Greater flexibility Windows Server 2008 
provides rich virtualisation features and 
enables centralised application access. The 
built-in .NET Framework provides a rich 
application platform.

Windows Server 2008 scenarios
These three pillars drive the core scenarios. 
The scenarios are important in that they drive 
the detailed functions delivered in Windows 

Server 2008 and drive both the training being 
developed and most of the presentations be-
ing given by Microsoft. 

The seven core scenarios for Windows 
Server 2008 are: 
• Centralised application access Providing 

easy access to applications.
• Security and policy enforcement 

Delivering Network Access Protection to 
help you secure your corporate networks.

• Web and applications platform 
Continuing to improve Windows Server 
as an outstanding platform for web and 
server applications.

• Server management Making Windows 
Server easier to manage and control.

• High availability Bringing the magic of 
high availability to the mid-market. 

• Branch office Functionality designed for 
branch offices of larger enterprises.

• Server virtualisation Building virtualisa-
tion into the core of the operating system.

Centralised application access
This scenario focuses on delivering cen-
tralised access to business applications 
through the use of Terminal Services. With 
Terminal Services, your users can access 
Windows-based applications from any net-

In this article, we’ll examine the core pillars of 
Windows Server 2008 and the seven core server 
scenarios – the functions and features that  
deliver on the core pillars.
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work-connected location using Windows-
based PCs, Windows-based thin clients or 
even Windows Mobile®-based devices. The 
two key features delivered by this scenario 
are Terminal Services Gateway (TSG) and 
the Terminal Services Remote Application 
(TS RemoteApp) technology.

TSG enables Internet users to access re-
mote computers, through firewalls and net-
work address translators. With TSG, your 
users log on to terminal servers on a cor-
porate network from anywhere over the 
Internet without requiring a VPN, in much 
the same way as Outlook’s RPC over HTTP 
feature. The TSG server is sited in your DMZ 
and your users connect to it using an updat-
ed Terminal Services client. This client sends 
RDP traffic to the gateway, encapsulated in 
SSL. The TSG box then strips off the SSL and 
transmits the RDP traffic into your corporate 
network. The updated Terminal Services cli-
ent is built into Vista and can be downloaded 
for Windows XP.

TS RemoteApp enables users to run 
programs that live remotely within their 
Windows desktop in a seamless manner. 
These remote programs are fully integrated 
with the local computer and have resizable 
windows as well as entries on the task bar. 
The remote program appears to the user as if 
it is running on their local computer. If the 
remote program uses a notification area icon, 
then the icon appears in the client’s notifica-
tion area. Pop-up windows are redirected to 
the local desktop and local drives and print-
ers can be redirected to appear in the remote 
program. With TS RemoteApp, users can run 
remote applications side by side with their 
local programs. 

Other Terminal Services improved/new 
features in Windows Server 2008 include:
• Terminal Services Web Access: Gives users 

access to RemoteApps from within a web 
browser. You set up a web site with a list 
of available RemoteApps – your users use 
this page to start a RemoteApp applica-
tion via a Terminal Services session to the  
computer hosting the application. TS  
Web Access also provides a Web Access 
Web Part, which displays the list of 
RemoteApps which you can add to a 
SharePoint server site. 

• Terminal Services Easy Print: Enables us-

ers to print from a RemoteApp or from a 
terminal server desktop session to a print-
er on their client computer. Users have a 
more consistent printing experience be-
tween local and remote sessions. 

• Terminal Services Session Broker: This al-
lows a user to reconnect to an existing 
session in a load-balanced terminal server 
farm in the event of a network disconnec-
tion. TS Session Broker stores session state 
information that includes session IDs and 
their associated user names, and the name 
of the server where each session resides. 
Windows Server 2008 also introduces  
TS Session Broker load balancing, which 
enables you to distribute the session load 
between servers in a load-balanced ter-
minal server farm. This solution is easier 
to deploy than Windows Network Load 
Balancing (NLB). 

Security and policy enforcement
This scenario focuses on improving both 
manageability and security compliance of 
your network based on the use of policy. 
The core feature provided by this scenario 
is Network Access Protection (NAP). NAP 
is a policy-based access control system that 
controls access to the network allowing only  
authorised and compliant devices. The ben-
efits of NAP are that all communications are 
authenticated, authorised and healthy. You 
also have defence-in-depth on your terms 
with DHCP, VPN, IPsec and 802.1X. Another Figure 1 IIS Manager
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benefit is policy-based access that adminis-
trators can define and control.

NAP has four core design points:
• Policy validation: Determines whether 

the computers are compliant with the 
company’s security policy. Compliant 
computers are deemed ‘healthy’ while 
others are not. 

• Network restriction: Restricts network 
access to computers based on their health.

• Remediation: Enables unhealthy com-
puters to obtain updates to make them 
healthy again.

• Ongoing compliance: Ensuring that all 
changes to the security policy or to the 
computer’s health result in network re-
strictions as appropriate.

While NAP can provide significant securi-
ty benefits, it can also drive a badly designed 
or implemented network into the ground 
very quickly! Before deploying NAP, you 
should carry out a number of deployment 
preparation tasks, including defining what 
constitutes healthy and unhealthy, what hap-
pens to an ‘unhealthy’ system and the degree 
of security needed, and provided currently, 
within your infrastructure. IAS/Radius and 
Certificate Services are requirements for 
NAP. If you do not have either of these de-
ployed in your organisation, then you should 
start now.

Other features in this scenario include:
• All-new TCP/IP stack: Natively handles 

both IPv4 and IPv6.

• Windows Firewall: While not an industri-
al grade firewall like ISA, it is a great addi-
tional line of defence.

• Certificate services: In Windows Server 
2008 they become almost mandatory go-
ing forward (eg for NAP).

• Active Directory
• Rights Management

Web and applications platform
This scenario is aimed at improving your abil-
ity to host and manage applications and ser-
vices running on the server and/or over the 
Web. With Windows Server 2008, Microsoft 
is enabling more efficient management of 
server and web applications and services, 
quicker deployment and configuration of 
web applications and a more secure, stream-
lined, customised web platform.

Internet Information Services (IIS) is 
Microsoft’s web application platform with 
IIS 7 the latest version. A stripped down ver-
sion of IIS 7 shipped with Windows Vista. 
Improvements in IIS 7 include: flexible ex-
tensibility model; new tools for both ad-
ministration and troubleshooting; delegated 
administration; enhanced security and re-
duced attack surface through customisation; 
and true Xcopy deployment.

With IIS 7, you store all configuration set-
tings in web.config files rather than making 
use of the Metabase. This makes it easier for 
IT professionals managing large web farms, 
to Xcopy applications across multiple front-
end web servers. 

IIS also comes with a new management 
MMC console (Figure 1), which makes man-
aging IIS and IIS applications much easier. It 
is compatible with the version of IIS in Vista, 
which makes it easy for developers to devel-
op and test using Vista.

IIS 7 includes some fundamental changes 
from IIS 6. IIS 7 provides a web server engine 
in which you can add or remove individual 
components, called modules. In earlier ver-
sions of IIS, there was no easy way to extend 
or replace any of the detailed functionality. 
The IIS 7 core is divided into more than 40 
separate feature modules, which you can add, 
remove or replace. This approach reduces the 
attack surface and improves extensibility. 

For more information about IIS, see  
www.iis.net. For more information about IIS 

Windows Server 2008

Figure 2 Server Core
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extensibility APIs, see Internet Information 
Services 7.0 SDK at: www.microsoft.com/uk/
technetmagazine/iis7sdk.

Server management
This scenario focuses on tools, technologies 
and installation options that improve your 
ability to manage and control the servers in 
your organisation.

Windows Server 2008 includes a new 
Server Manager MMC console. Server 
Manager provides IT professionals with 
great new tools for adding, removing and 
configuring server roles and features. It also 
acts as a portal for ongoing server manage-
ment and monitoring. 

As of Beta 3, Windows Server 2008 also 
includes Windows PowerShell, Microsoft’s 
new command-line shell and scripting lan-
guage. PowerShell provides the richness 
of the best UNIX shells, the programming 
power of Perl/Ruby, all based on top of the 
.NET Framework. (See: www.microsoft.com/
windowsserver2003/technologies/ 
management/powershell/default.mspx.)

One of Windows Server 2008’s coolest fea-
tures is the Server Core role (Figure 2). In ef-
fect, Server Core is Windows Server without 
a GUI. This means both a smaller server foot-
print and a reduced attack surface. Server 
Core is a server role selected at installation 
time (as opposed to a separate SKU). 

Server Core supports a limited set of roles, 
including file and print server, AD domain 
controller, and DHCP/DNS/WINS server. 
Server Core also supports failover cluster-
ing, NLB, Multipath IO and Bitlocker Drive 
Encryption. Since Server Core does not sup-
port PowerShell, you have to use a variety 
of tools to manage it (although you can use 
PowerShell remotely). For some great in-
formation on managing a Server Core sys-
tem, see Andrew Mason’s Server Core blog 
at: http://blogs.technet.com/server_core/ 
default.aspx.

Another feature IT professionals will find 
useful in Windows Server 2008 is the Initial 
Configuration Tasks window that opens  
automatically after rebooting following in-
stallation. This helps you complete the ini-
tial configuration of a new server including 
tasks like changing the machine name, set-
ting the Administrator password, joining the 

server to your Active Directory domain as 
well as enabling both Windows Update and 
Windows Firewall.

High availability
Windows Server 2008 includes improve-
ments to both the failover clustering capa-
bilities you know from Window 2000/2003, 
and NLB. Failover clustering has tradition-
ally been difficult to set up and configure. 
Windows Server 2008 has a new valida-
tion wizard that simplifies the initial con-
figuration. It includes node, network and 
storage tests. These tests analyse whether 
the cluster is set up correctly (ie, that all 
nodes are running the same version of the 
operating system, whether your disk stor-
age subsystem supports the necessary SCSI 
commands, and so on). 

Branch office
The goals of this scenario include making it 
easier to deploy and administer branch office 
servers, mitigating physical security risks in 
branch offices and improving the efficien-
cy of WAN communications. Branch offices 
typically have relatively few users, poten-
tial physical security issues, relatively poor 
network bandwidth to a hub site, and little 
knowledge of IT.

Server Core, discussed above, is one fea-
ture that helps here, along with a new read-
only domain controller (RODC) feature. 
With a RODC, user secrets (ie passwords) 
are not stored locally – thus a stolen DC is 
much less of a risk. For more information on 
planning, deploying and using an RODC, see:  
https://connect.microsoft.com/default.aspx.

Server virtualisation
With Windows Server 2008, virtualisa-
tion will move from being an application 
that runs on top of an operating system,  
to a core component of the operating  
system – the code name for this is Viridian 
(Figure 3). Windows Server 2008 imple-
ments a very small virtualisation layer, the 
hypervisor, on top of which you run virtual  
machines. The first virtual machine, the  
parent, controls the other guest virtual 
machines. The parent can be either a full 
Windows Server 2008 server or Server Core. 
Viridian is not shipping as part of the initial 

Figure 3 Virtualisation 
architecture in Windows 
Server 2008
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Windows Server 2008 product, but will be 
provided within six months of its release. In 
early May, Microsoft also announced some 
scaling back of the Viridian features, with 
some core features being dropped for the 
time being. 

Things to consider  
Windows Server 2008 represents a major up-
grade in terms of functionality. At the same 
time, it’s fair to say that computer architec-
ture has advanced in the time since Windows 
2003 was delivered.

Perhaps the first major issue facing all cor-
porate clients is the question of 64-bit. It has 
entered the house and is here to stay and the 
writing is on the wall for 32-bit. Microsoft 
first signalled the importance of X64 with 
the decision to make Exchange 64-bit only 
(in production). With Windows Server 2008, 
server virtualisation requires X64 while oth-
er features, such as Terminal Services that 
run on 32-bit systems, benefit from X64.

Windows Vista and Windows Server 2008 
were developed from the same code base and 
share technologies across networking, stor-
age, security and management with many 
of these enhancements being more effective 
when both operating systems are deployed. 

Training and certification
Microsoft is producing a number of training 
products for Windows Server 2008, as well 
as bringing out new certifications. Products 
include:
• First Look clinics: Seven three-hour events 

covering the core Windows Server 2008 
scenarios (course numbers 6000, 6002, 
6004, 6006, 6008, 6010, 6012). 

• Certification upgrade classes: Three in-
structor-led classes (6415, 6416, 6417) 
to upgrade MCSE and MCSA certifica-
tions. These classes are currently planned 
for July 2007, and are based on Windows 
Server 2008 Beta 3.

• Certification upgrade and ‘new to product’: 
Four ILT classes based on the Windows 
Server 2008 RTM product: upgraded ver-
sions of 6416 and 6417 are planned to be 
available from January 2008 and two new 
courses for those new to Windows Server 
(6420, 6424) are due in February 2008.

• Technology Specialist tracks: Five ILT 

classes (6421, 6422, 6425, 6426, 6428) – over 
18 days, planned for February 2008. 

• IT Professional job role classes: Aimed at 
helping delegates pass their IT Professional 
certification exams. There are three classes 
(6430, 6434, 6437) due in March 2008.

• Advanced Technology classes: Two new 
courses (6429, 6440) to be delivered in 
February 2008 and a further three in March 
2008 (6418, 6431, 6432).

Microsoft is replacing MCSE/MCSA/
MCDST certificates with Technical 
Specialist and IT Professional certification. 
For Windows Server 2008 there are three 
Technical Specialist and two IT Professional 
certificates. For existing MCSAs and MCSEs, 
Microsoft will offer a single exam to up-
grade to the Windows Server 2008 level of 
Technical Specialist. There is no upgrade 
path to the IT Professional certifications.  ■

Thomas Lee is a Microsoft MVP and 
has written several books on Windows and 
Windows networking.

Windows Server 2008

Some specific areas where Vista and Windows Server 2008 are better 
together include:

 Maintenance is greatly simplified by the use of a single model for 
updates and service packs across client and server.

 With event log forwarding, client computers can forward specific 
local events to a Windows Server 2008 server for centralised 
monitoring and reporting (without needing an additional management 
product such as System Center Operations Manager).

 Windows Deployment Services provides improved deployment of 
operating systems.

 Network Access Protection in Windows Server 2008 ensures that 
when Vista clients log on to your network they are compliant with 
your organisation’s security policy.

 Vista clients now render print jobs locally thus reducing the load on 
the print servers.

 Complex applications that run on both a client and the server can 
take advantage of the new file system transaction features built into 
the NTFS file system. These enable an application to roll back file and 
registry operations to a known good state in the event of an error.

 The Server Message Block Protocol (SMB) 2.0 provides improved 
performance when connecting to files across high latency links. It also 
improves security with mutual authentication and message signing.

Joining forces

14_18_Longhorn_desfin.indd   18 8/6/07   11:16:23


