
Government security program

Government Assurance Pack

United Kingdom “Our early collaboration with Microsoft® has made it possible for CESG

to endorse the rapid adoption of Windows Vista® by the UK Public Sector.

This means that the benefits of the product, which raises the bar in terms

of information security, can be realised some 15-24 months earlier than

would normally be expected.”

John Widdowson. Director, CESG

The Government Security Program aims to provide UK Government with the 

best information possible to help them make informed risk management decisions. 

This allows them to balance the risk of introducing new software with the business

benefits it brings, enabling the UK Government and public sector agencies to 

adopt the technology more rapidly than before.

Situation

Traditionally security has always been thought of as a barrier

to government business. Before any new operating system can

be introduced, it must undergo a lengthy evaluation process

(sometimes taking 24 months from the release of the software)

in order for government to manage and understand adequately

the risk that any new software might introduce.

To move to a ‘shared services’ model, UK Government must be able to adopt the latest

software, and at the same time maintain its rigorous security requirements. Security needs

to become an enabler for government.

Solution

The Government Security Program (GSP) is an ongoing joint initiative between Microsoft

and CESG to work closely with government and address their security issues. This allows

CESG, the UK Government's technical authority on Information Assurance, to both examine

Microsoft source code, and discuss design aspects of Microsoft products with the relevant

technical experts at Microsoft.

The GSP provides transparency through disclosure of Microsoft technical information at an

engineering level and a view of the architectural design of Microsoft Windows, allowing greater

insight into the platform's integrity. This enhances the UK Government's ability to design and

build more secure computing infrastructures using Microsoft products and enables them to

adopt the new technology in Windows Vista more rapidly than ever before. 

Customer profile
CESG is the UK Technical Authority for

Information Assurance. CESG supports

the 1.8m desktops and servers of central

government providing technical advice

and guidance. www.cesg.gov.uk

Situation
The current issue is how to enable government

customers to gain the benefits of new

technology without compromising security.

Solution
The Government Security Program enables

CESG, on behalf of the UK Government, to

engage with Microsoft product development

resources at the correct technical level tohelp

them understand and manage their 

technical risk.

Benefits
80% of UK Government can make use of

Windows Vista and BitLocker™ full disk

encryption without the need to wait for

Common Criteria approval.

Learn more about the Government Security Program here at www.microsoft.com/industry/government/governmentsecurityprogram.mspx
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Benefits

The proactive engagement between CESG and Microsoft means that the majority of 

UK Government is able to recognise the value of their existing software agreements 

three months after the release of Windows Vista, without needing to wait for Common

Criteria certification.

BitLocker benefits

BitLocker Drive Encryption is Microsoft’s full volume disk encryption component, supplied

with Windows Vista Ultimate and Enterprise editions. CESG, through its examination of

Microsoft's source code and development methods is in a position to deem BitLocker

Drive Encryption suitable for protecting the majority of UK Government data on a hard disk.

This assessment of BitLocker addresses the needs of approximately 80% of government

information security requirements.

Government Assurance Pack benefits

The general examination of Windows Vista has enabled the development of a UK

Government-specific configuration of Windows Vista, using tailored group policy and

Microsoft best-practices, known as the Government Assurance Pack (GAP).

Like most governments, the UK has in the past provided a ‘security clamp’ to lock down

operating system software. To facilitate the rapid adoption of Windows Vista and its security

benefits for Government, CESG and Microsoft have been using the GSP to collaborate on

the configuration of Windows Vista for use in UK Government departments and agencies.

The Vista GAP continues the work that CESG and Microsoft undertook in developing

security lockdown guidance for Windows XP Professional SP2 in 2005. It is based on both

the previous work for XP GAP, and the recently released Government Security Hardening

Program guidelines for Windows Vista, and complements the inbuilt security capabilities

of the operating system.

The GAP provides a common starting point for departments or their system integrators

to build a more secure workstation environment. Vista GAP is primarily aimed at central

government and is designed to counter the specific threats faced by UK Government

departments. As the GAP uses the configuration of existing capabilities within Windows

Vista, it is fully supported by Microsoft.

“I am delighted that CESG and Microsoft

continue to develop their relationship

through the Government Security

Program. It is an excellent example 

of partnering and collaboration that

enhances Information Assurance 

across the UK as a whole.”

Roger Styles, Deputy Director for Information

Assurance, Cabinet Office

For more information contact:

ukctlgov@microsoft.com

or visit 

www.microsoft.com/uk/publicsector/

default.mspx

Learn more about the Government Security Program here at www.microsoft.com/industry/government/governmentsecurityprogram.mspx
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