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How to safeguard your growing business: IT 
security essentials 

 
We dedicated our fifth small-
business mini summit to the 
internet and privacy threats 
small businesses face and the 
steps they can take to protect 
themselves. 

 

 
 
While there’s no such thing as 
‘perfect security’, there’s a lot 
businesses can do to reduce 
risk and minimise the impact 
of any security incident. 
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Tips from the experts 

As usual, we were in listening mode at our mini summit so we invited some guest experts to explain, illuminate 
and inform on how to keep your small business safe. 

Stuart Aston, Chief Security Advisor, Microsoft UK 

Stuart has been involved in computer security since the early 1980s and has been with 
Microsoft for 17 years. He has worked with a range of UK Government clients on a number 
of Government Security programs. 

 

Francesca Geens is Director at Digital Dragonfly, a company which helps small businesses 
be more productive with the technology they use. 

With a varied background including a stint at Goldman Sachs in New York and a PhD in Art 
History, Francesca set up Digital Dragonfly in 2010 and has rapidly become a respected 
authority on technology best practice for micro-businesses. 

 

Mark Deakin, Partner Technology Strategist at Microsoft 

Mark is an expert in all things Office 365 and Windows Azure, in particular how they can 
help small businesses. A self-confessed computer geek, Mark loves discovering little tips 
and tricks to get more from his gadgets. 

 

Our 17 attendees were a mixture of SMB owner-managers and IT 
partner specialists.  

All were looking to learn about the modern threat landscape and 
seek out and solve the most pressing security challenges small 
businesses face on a day-to-day basis.  

https://social.msdn.microsoft.com/profile/stuart%20%20aston/
https://www.linkedin.com/profile/view?id=102083756&authType=NAME_SEARCH&authToken=LJ96&locale=en_US&trk=tyah&trkInfo=clickedVertical%3Amynetwork%2Cidx%3A1-1-1%2CtarId%3A1435656771286%2Ctas%3Afrancesca%20geens
http://www.digitaldragonfly.co.uk/
https://www.linkedin.com/profile/view?id=8540195&authType=NAME_SEARCH&authToken=uYWe&locale=en_US&trk=tyah&trkInfo=clickedVertical%3Amynetwork%2Cidx%3A1-1-1%2CtarId%3A1435657207455%2Ctas%3Amark%20deakin
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Get educated: why security matters to small 
businesses 

‘IT security affects the operations and profitability of a company,’ says Stuart Aston, 
Chief Security Officer at Microsoft. 

It doesn’t matter how big or small you are, your business is a potential target for 
cybercriminals. And if they’re successful in an attack, the financial and reputational 
costs can be devastating. 

 

 

The risks you face 
The threats have evolved considerably over recent years as cyber criminals have become more organised and 
more sophisticated.  

You might think small businesses could slip under the radar of organised cyber crime, but it’s not so. Not only 
do small businesses have valuable data and bank accounts like any other target, they are also often seen as a 
back door into larger targets, since they often form part of a bigger supply chain. 

In one example of their vulnerability, the number of spear-phishing attacks – those which specifically target an 
individual to trick them into giving away login credentials or opening a malicious email - increased by eight 
percent in 2014. More than third were aimed at small businesses with fewer than 250 employees. 

http://www.symantec.com/security_response/publications/threatreport.jsp
http://www.symantec.com/security_response/publications/threatreport.jsp
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‘In view of the growing sophistication of these attacks, good IT security is essential and broad cyber security 
practices should be the norm,’ explains Symantec’s Internet Security Threat Report 2015. 

Small businesses are also at risk of the more random attacks that everyone else faces, such as drive-by 
downloads on infected websites and social media scams that harvest data or link to malicious sites. 

What is IT security? 
Despite the name, IT security is actually about a lot more than just technology. Stuart Aston likened it to 
protecting the jewels in a jewellery shop. You wouldn’t just rely on the locksmith alone to keep them safe – 
instead it’s everyone’s responsibility to be vigilant and reduce the risk of theft. 

IT security also affects much more than just technology. Good security practices can improve productivity and 
customer experiences and failures can lead to huge fines, for example from the Information Commissioner’s 
Office, and the loss of data crucial to the successful operation of your business.  

 

 

How a compromised site attacks your computer 

 

 

 

http://www.symantec.com/security_response/publications/threatreport.jsp
https://ico.org.uk/for-organisations/
https://ico.org.uk/for-organisations/
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The mobile security shift  
The ability for small businesses to spin up teams remotely and work from any location has created a huge 
competitive advantage in recent years, but it’s also significantly changed how small businesses need to think 
about IT security. 

It used to be that everything was contained in on-premise servers and shared via a company network. Build a 
big enough ‘fence’ and you could keep most bad guys out. But now data has been set free, as have employees 
and their devices. 

Considering that there will be 1.3 billion mobile workers 
by the end of 2015 and 70 percent of organisations are 
using or investigating cloud-computing solutions, 
continuing to focus solely on an old fashioned ‘fence’ is 
like closing the stable door after the horse has bolted.  

Security measures need to become location-agnostic 
and rely instead on access control, device management 
and user education.  

And these are the key areas this ebook will focus on to 
help you safeguard your business. 
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Keeping tabs on your data 

 

When we surveyed our attendees, we found that data sharing and data protection 
were big challenges for small businesses. 

Protecting client data in particular was seen as a priority, and attendees wanted to 
know how to implement strict access control. 

Attendees also raised concerns about the risk of data leakage that comes with having 
employees out on the road and with using freelancers around the world. 

 

 

Passwords 101 
First thing’s first: passwords. There’s no way around it, passwords are a pain, but they are also very important to 
maintaining data security. Give away your passwords and it’s like giving away your credit card details, so follow 
these top tips: 

• NEVER share your passwords with anyone. If you need to share access to a system, find another way. 
LastPass, for example, lets you share your login with someone without actually giving them the 
password itself. 

• Use a different password for every login you have. If you really can’t manage that, then use different 
passwords for your five most critical systems, then have a password for your mid-level accounts and 
another for the least important.  

• Set a diary reminder to change your passwords regularly. Dashlane has a new feature that will do this 
automatically for you – a big time-saver. 

• Don’t store your passwords in a folder on your computer or in a notebook next to it. Try using 
password management software like 1Password or PassLock. 

• Don’t use obvious passwords. Consider using a line from a song or poem that you’ve memorized. 

  

https://lastpass.com/
https://www.dashlane.com/passwordchanger
https://agilebits.com/onepassword
http://en.softonic.com/s/pass-lock-download
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Keeping control 
If it’s data and documents you need to share rather than access to whole systems, there are plenty of ways to 
control who sees it, who can edit it and who owns it. 

Tools in Office 365 
• Information Rights Management. With most Office 365 subscriptions you have the ability to take a 

document and ‘seal’ it so that only a certain person or department has access to it. 
• Share a document link. Rather than attaching a document to an email, you can send a document link 

that requires them to enter their username and password to access it. This means they can’t share the 
document unless they’re willing to give away their username and password too. 

• SharePoint. Sharing files using SharePoint allows you to track who accesses what files and keep tabs of 
version control and edits. 

Trusting the cloud 
Of course, Office 365 is a cloud-hosted service. This makes some small businesses nervous, especially when it 
comes to the privacy and ownership of their data.  

Certainly you should assess any cloud provider on their individual 
merits and terms and conditions. The Cloud Security Alliance STAR 
Program is a great way to assess the security credentials of any 
provider. 

Many cloud providers, however, do respect your data and can, in 
fact, provision much better security controls than any small 
business can, since IT is their business. Microsoft, for example, has 
tank traps, biometric controls and much more protecting its data 
centres. 

Data in transit 
Finally, for those documents that are truly sensitive, you should 
think carefully about how far you allow them to travel and via what routes. 

Using untrusted or poorly-secured public Wi-Fi is a big no-no, since people can easily eavesdrop on the data 
you send via the network. If people are out and about, considering using a VPN connection or mobile tethering 
to create your own secure Wi-Fi hotspot. 

And don’t forget to think about where your data is landing. If you are sharing information with a freelancer or a 
contractor, do you know how secure their IT setup is? Remember: check before sharing.  

  

Office 365: your data is yours 
 

Office 365 has ISO27001 and ISO 
27018, externally verifying that they do 
not access your data for any other 
reason than to provide you with the 
service you need. For more 
information check out our Trust 
Center. 

https://support.office.com/en-us/article/Set-up-Information-Rights-Management-IRM-in-SharePoint-admin-center-239ce6eb-4e81-42db-bf86-a01362fed65c
https://products.office.com/en-gb/sharepoint/sharepoint-online-collaboration-software
https://cloudsecurityalliance.org/star/
https://cloudsecurityalliance.org/star/
https://products.office.com/en-gb/business/compare-office-365-for-business-plans
https://products.office.com/en-us/business/office-365-trust-center-cloud-computing-security
https://products.office.com/en-us/business/office-365-trust-center-cloud-computing-security
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Develop disposable devices 

Lots of small businesses don’t have a central office. 
They work from coffee shops, client sites and wherever 
they can get internet access.  

Of course, this means it’s all too easy for a work device 
to go walkabouts – whether through forgetfulness or 
malice – and that’s a big security risk. 

Francesca Geens of Digital Dragonfly therefore advises 
you make your devices ‘disposable’, meaning if they 
are lost, no one can access any data and you can spin 
up a new device and be working again in no time. 

Locking it down 
Using cloud services to run your business, like Office 365 for email, or Basecamp for project management, 
means that getting work done isn’t reliant on a particular device – you can log in from anywhere.  

That’s the easy part of disposable devise. You also need to ensure the device you do use won’t leave you 
compromised should you let it out of your sight: 

• Device encryption. Windows devices have BitLocker and Macs have FileVault – both are preinstalled 
and ready to run device encryption programs that ensure your hard drive can’t be cracked. 

• Mobile device management (MDM). There are lots of ways to implement MDM. Simple controls are 
available in some Office 365 subscriptions, and they allow you to remotely wipe particular information 
and revoke access to sensitive systems. 

• Consider setting up individual document passwords for anything especially sensitive. 
• Don’t save anything directly to the device. Save it to the cloud (ensuring data is encrypted in transit of 

course). 
• Don’t work using an administrator login. If someone manages to swipe your device while you’re logged 

in and working, this will at least prevent them running code to try and crack accounts or data. This is 
good practice in case of malware infections for the same reason. 

  

https://products.office.com/en-gb/business/compare-office-365-for-business-plans
http://www.basecamp.com/
http://windows.microsoft.com/en-GB/windows7/products/features/bitlocker
https://blogs.office.com/2015/03/30/announcing-general-availability-of-built-in-mobile-device-management-for-office-365/
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Practice good device management 
Of course, just because your device is ‘disposable’ from a security perspective, it doesn’t mean you shouldn’t 
also take good care of it as well. The first step in preventing thieves accessing data on your phone or laptop is 
to stop thieves stealing it in the first place. 

Updates 
Updates are a necessary part of software engineering. It’s an ongoing process. Criminals find new weaknesses 
and vendors have to fix them. New types of vulnerabilities emerge and vendors respond before their software is 
exposed. Vendors are working to keep you safe, but they’re working in vain if you don’t keep devices and 
applications up to date.  

It’s also worth budgeting for regular device upgrades; the latest gadgets aren’t always about shinier buttons and 
whizzier gigabits. They are also built to meet the demands of the modern threat landscape.  

Anti-virus software 
Have anti-virus software on ANY device, no matter the make, and keep it turned on at all times. Windows 10 
(available from 29th July) comes with Windows Defender already installed and activated, and for people on older 
systems, Microsoft Security Essentials is free to download. 

Backup is only as good as the restore 
You can save to the cloud, back that up to hard disc and have CrashPlan protecting you, but none of that 
matters if, when you come to restore your data to a new device, you find you can’t get at it. 

Test your restore processes before you need them and make sure your business really is device-agnostic.  

https://www.microsoft.com/en-gb/windows/windows-10-upgrade
http://windows.microsoft.com/en-GB/windows/security-essentials-download
http://www.code42.com/crashplan/
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 The people problem 

As we said right at the start, IT security is as much about 
human behaviour as it is about technology. With the best 
data and device management, if employees don’t follow the 
rules, your business is still at risk. 

To mitigate the human risk you need an IT security policy, 
security training and a response plan for when (not if) you 
suffer an incident. 

But in a time-strapped small business, where do you start? 

Step one: think it through 
When it comes to implementing rules and processes, you want to keep it simple – both for your employees’ 
sake and your own. So start by working out what data or documents matter most to your business. 

They are the ones that need the most specific access and transit controls. But remember, the more security 
measures you impose, the harder that data becomes to use, so balance security with your business goals. 

Next you need to turn that thinking into a security plan. Explain which data matters, why and how you want that 
data to be handled. As Stuart Aston said, ‘If you don’t tell people how you want your data handled then you 
have no comeback.’ 

You also need to explain the consequences of someone breaching this policy, whether it’s re-education, a 
disciplinary procedure or immediate dismissal. 

Step two: educate 
Writing the policy is one thing, but you have to make sure your employees read and engage with it too. Train 
them formally, and if you have a slightly bigger setup, consider having security champions to push the message 
out. 

Combine this with some basic IT security education. For example, tell them the correct action to take when they 
receive an unsolicited email from someone they don’t know (never open attachments or click on links) and what 
different security warnings mean when they pop up (none of them should be ignored). 
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Some great sources of information for this include: 

• Get Safe Online 
• Action Fraud 
• Microsoft’s small business resources 
• The Centre for the Protection of National Infrastructure 

Step three: review and revise 
IT security management isn’t a one-and-done task. Technical processes can be automated, but to ensure 
continued security you have to consider the evolving threat landscape, changes to your business and the 
forgetfulness of employees. 

So remember: 

• Revise the value and security of your data at least annually. Have you started collecting card payment 
data? Are you subject to more stringent data protection regulations?  

• Look at your devices and software each year. Is your technology up-to-date enough for the threats 
your business faces? 

• Refresh everyone’s training at least once a year. 
• Test your backup and restore. 
• Every time an employee leaves ensure you revoke all access to all data and systems.  
• Do an annual audit of what systems you use. Can you unsubscribe and delete your data from any 

unnecessary locations? 

 

  

https://www.getsafeonline.org/
http://www.actionfraud.police.uk/
https://www.microsoft.com/en-gb/smb/modern-biz/protect-your-data/
http://www.cpni.gov.uk/
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Microsoft and your small businesses 

To get more small business tips and insights, look for 
our hashtag #ModernBiz on Twitter. 

Join our Talking Business Yammer group and be kept 
in the loop for future networking events. 

And take a look at our small business website for 
information, technology advice and more. 

https://www.yammer.com/talkingbusiness
http://www.microsoft.com/en-gb/smb/
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