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Reseni ochrany informaci Microsoft

Komplexni ochrana citlivych dat napric zarizenimi, cloud sluzbami a on-premise

prostredi

ZARIZENI

|l

PCs, tablets, mobile

OFFICE 365

= A

Exchange Online, SharePoint
Online & OneDrive for Business

Highly regulated

ICLOUD SLUZBY, SAAS APPS &

ON-PREMISE
Datacenters, file

Azure 3rd-Party SaaS
shares

Windows Information Protection
& BitLocker for Windows 10

Office 365 Data Loss Prevention

Office 365 Advanced Data Governance

Intune MDM & MAM for
Windows, iOS & Android

Azure Information Protection

Microsoft Cloud App Security




Proc je bezpecnost a detekce takové tema?

Protoze zabezpeceni koncové stanice je Casto stale jen pomoci antiviru
Protoze utocnici pouzivaji moderni techniky a ne ty, proti ktery se casto organizace brani
Protoze mnohem dulezitgjsi je detekce abnormalnich aktivit a moznost rychlé reakce

A k cemu je detekce bez reakce?

* 93% napadeni probéhne v radech minut
« 83% napadeni trva tydny nez jsou detekovany a napraveny

« Time, Intelligence, Detection & Response, automatization

A to je ten rozdil mezi EPP a EDR



CYBERCRIME PRICE LIST

e ATTACK —e

TooLS

N4

MALWARE T

RANSOMWARE —1—@
e

e

e

SOFTWARE t

PAYMENT &
LOG-IN INFO

—

e

$200
$50

REMOTE ACCESS TROJAN
PASSWORD STEALER

200
$50

SOPHISTICATED LICENSE FOR WIDESPREAD ATTACKS
UNSOPHISTICATED LICENSE FOR TARGETED ATTACKS

$1
$400
$100
$700
$5

PC MALWARE INSTALLATION

1 MILLION MALICIOUS SPAM

REMOTE DESKTOP CONTROL TOOL

DISTRIBUTED DENIAL OF SERVICE ATTACK SOFTWARE
CREDIT/DEBIT CARD FOR ONLINE USE

$10

$1

CREDIT/DEBIT CARD INFO THAT CAN BE CLONED
ON PLASTIC

BANK ACCOUNT LOG-IN [USERNAME AND PASSWORD]

BANK ACCOUNT LOG-IN WITH ACCESS TO EMAIL,
SECURITY ANSWERS, ETC.

EXISTING PAYPAL ACCOUNT

—e DATA
-
=

PERSONAL

INFORMATION

DATABASE ———@
RECORDS

$3
$150
$25

SOCIAL SECURITY AND DATE OF BIRTH VERIFICATION
CREDIT REPORT 750+ CREDIT SCORE
1 MILLION COMPROMISED EMAIL/PASSWORDS

—e SERVICES — @

/

FORTUNE MAGAZINE
SOURCE: RECORDED FUTURE

HACKING

USER
OBFUSCATION

e

MALWARE T

SPAM —®
e

e

FAKE
DOCUMENTS

$100
$100
$300
$150

$20
$1
$25
$20
$400
$20
$200
$25
$25

$15

EMAIL ACCOUNT
SOCIAL MEDIA ACCOUNT
CMS WEBSITE (WORDPRESS, ETC.)

BULLETPROOF HOSTING IN A LAX JURISDICTION
[CHINA, EASTERN EUROPE, ETC.]

VIRTUAL PRIVATE NETWORK [VPN]

PC MALWARE INSTALLATION

MALICIOUS FILE ENCRYPTION

500 SMS (FLOODING)

500 MALICIOUS EMAIL SPAM

500 PHONE CALLS [FLOODING)

1 MILLION EMAIL SPAM [LEGAL)

DIGITAL COPY OF FAKE CREDIT/DEBIT CARD

DIGITAL COPY OF FAKE DRIVER’S LICENSE
OR PASSPORT

DIGITAL COPY OF FAKE UTILITY BILL
OR SOCIAL SECURITY CARD
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IDNES.cz /| Ekonomika

iDNES.cz » Zpravy | Kraje | Sport | Kultura I ull ¢ Bydleni | Technet | Ona | Revue | Auto | = Dalsi Q

[l TSl Podniky Zahranicni Doprava EET Evropska unie Dilbert Test a spotiebitel Finance Kam na pivo

S e unikla data o mzdach, zrejmeé za tim
je rozvod manazerky

3. ledna 2014 5:41

Z unikly citlivé idaje o obchodnich planech banky véetné prijmu

nejvys$siho managementu v dcefinych spole¢nostech, jako je stavebni sporitelna a
penzijni spole€nost. Za unikem podle stoji rozvod jedné z manazZerek banky.

Reklama

Fashion delivered
free next day
with Collect+
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iDNES.cz | Zpravy

iDNES.cz Kraje | Sport | Kultura | Ekonomika | Bydleni | Technet | Ona | Revue | Auto | = Dalsi

LI ISl Zahraniéni Krimi Kultura Nazory Rozstiel Poslanecké nahrady Specialy Oc¢ima étenaiu Poéasi

Hackeri mesice stahovali data ze Zaoralkova
e-mailu, utok miril z ciziny

31.ledna 2017 12:01, aktualizovano 15:09

E-mailové Géty ministerstva zahraniéi napadli neznami hackefi. Utok trval nékolik

mésich, hackefi stahovali data také ze schranek ministra Lubomira Zaoralka (CSSD) i
jeho naméstkl. Podle $éfa diplomacie to pripominalo Utok na americkou Demokratickou

stranu pfed prezidentskymi volbami.

| Lide

Kazdy ma co fici iDNES.cz

Hackefi mésice stahovali data ze Zaoralkova e-mailu | (2:40) | video: CTK




9 Aktualné.cz Domaci Zahranici Ekonomika Sport Nazory Kultura Magazin Auto Bydleni (

Slevy jako vtip Triky sménaren VsSe o EET Pokuty za benzin Usetri penize Online obchodovani

T- e dostal pokutu za obri unik dat o klientech.
Utekly adresy nebo vyse plateb

AKTUALIZOVANO 16. 8. 2016

marhaba

Sménamna pro Cechy
o change

www.exchange.cz Vééudevizovy" partner

llustraéni snimek. | Foto: CTK

Operator podle uradu dostatecné nezabezpecil data svych
klientl a ma za to zaplatit pokutu ve vysi 3,6 milionu korun.
Byvaly zaméstnanec firmy nabizel na trhu data s udaji 1,2
milionu klientd
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Hackers hid malware in CCleaner, a free app
meant to clean out computers

Elizabeth Weise, USATODAY  Published 10:24
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Windows 10 Enterprise - bezpecnost

Windows Defender AV — Prevence proti malware (EPP)

Bezpecny start PC Bezpecna prace s PC Bezpecna prace s informacemi
Vypnuté nebo startujici PC Overeni uzivatele a spousteni programu Pfistup k souborlim a informacim
: Wind Hello f : . , :

Windows Defender ATP — detekce a reseni trvalych a sofistikovanych hrozeb (EDR)




Windows Bitlocker

BR Windows



Windows
Information Protection

BR Windows



ProC vas to ma zajimat

Na mobilu pouzivame fotky a pristupujeme k emailu, ze?
A na pocitaci? Tam taky
A kuprikladu ty fotky jsou soukromé a naopak email pracovni

Uzivatelé jsou jiz zvykli sdilet data, mnohdy neni pripravena organizace a data konci na
verejnych ulozistich

87% senior manazeru priznava, ze beézne nahravaji pracovni soubory do osobnich
emailovych uctl nebo soukromych cloud uctt (Dropbox, uschovna.cz...)

58% omylem poslalo citlivé informace spatné osobe



Ochrana dat organizace

Firemni
Prinasi snadno pouzitelné oddéleni aplikace a
firemnich dat od soukromych data ,

(spravovane)

Ochrana dat bez ohledu na to, kde se
nachazeji

Pouze duveryhodné aplikace mohou
pristupovat k datlim

Ochrana pro telefony i pocitace

Skype pro

firmy E-mail
OneDrive

for

Business Kontakty
LOB

aplikace Kalendar

PDF cCtecka Fotky

Ostatni Ostatni

< sz

Soukromeé
Facebook )
aplikace a data
(nespravovane)
WhatsApp
OneDrive
Angry Birds

Ostatni

0

Vymeéna dat je pod kontrolou




| E3 MENcom - Motmal Ouioe (5 Office 365 Demos - Do X | 4

6.

a2 Office :

P Search

Home
Notebook
Documents
Site Contents

Recycle bin

shareposrt com

SharePoint

Office 365 Demos

Shared with external users

*) New v t Upload v

Documents

Name
Contoso Electronics Sales Propos
Fabrikam Invoice copy.docx

Product Salesxisx

Modified By
ses May 20 Demo User
see June 10 Garth Fort

e Moy 20 Demo Uset

Drag files here to upicad

= All Documents v

-
DM INAr
recCGOack




Home

Comoso Dectioncs Sale Froposal - Savwed

— 1= = Heading 1

changes comes great oppectuntty. Together, Litware and Comtoso e idealy ponied to take & market
leadership postion and defiver qualtty, consistency, and INNovation 1o ther Customers,

ncreasingly, pecple bve Me with their devices in hand, They are always on and always connected, 3o
they require moce (rom thete devices — more power, mive speed, more seamiess mtegration. The
ndustry challenge remains clear: Understand your customers, anticipate thelr Rture reguirements, and
deliver above thew eapectation.

That's why a Litware-Conoso partaership makes sense. No one i the consumer electronis market has
2 better understanding than Contoso of ity long hatory of exciting mnovation, turbulent disruption, and
remariable growth. And no one in the market consistently navigates through these changes and
empowers its partners ke Contoso

Earning Summary

As vou can see in fleure § an wiprecedented increase in TV sales in April has load 10 a projected increase
200% above ingial estimates, This will have great impact on the market once this
1 1o the analysits and is expected Lo ncroase Contoso share price considerably.




u EDP Demo
Gartner ot ;

, M Gartner #Blog highlight by Avivah Litan, Insider threats escalate and ‘
thrive in the Dark Web. gtnrit/285g12e | at's happening

Howard Behar b
The world needs more women in STEM fields, that's why I'm
sponsonng a 1wk Girls in STEM program at @UW this

summer. ow.ly/CFlv301FAXD

Change this content to personal?

The cwmership of this content will be (harg S0 wark 10 personal. Your
Bill Gates . , e ~
OIGaniration may track Bhes acton

Good to mex
plans in the Change to personal Cancel
AFD France

DRouxRemy meets @8i0Gates to develop the
operational partnership between AFD and
@gatesfoundation #health

Microsoft Channel 9
h Interview with Aaron Bjork divrt/LgbCnl

a2 9.




Windows Defender
Advanced Threat Protection

BR Windows



Windows Defender

Advanced Threat Protection

Detekce pokrocilych Utokl a specialnich pranikd

Integrovano ve Windows 10 a podpora dalsich OS
Z4dny dal$i deployment a infrastruktura.
Pribézné aktualizované, nizsi naklady.

Zkouma chovani, detekce pohanéna cloudem
Korelovana upozornéni na znamé i neznamé soupere e~
Real-time a historicka data.

R (R

.

Bohata casova osa pro zkoumani
Jednoduse pochopitelny rozsah priniku. Data napfic
koncovymi zarizenimi. Hluboka souborova a URL
analyza.

Unikatni threat intelligence znalostni baze
.|I|I|‘| Optika na hrozby poskytovana diky vlastnim informacim i od tretich
stran

(-

Odpoved primo na Windows stacku
Bohaty SOC set nastrojd od zasahu proti konkrétni stanici tak
blacklisting napric zarizenimi i soubory




CO JE NOVEHO, NYNI V FALL CREATORS UPDATE

* Reakce * Integrace napric Microsoft
*  Izolovani napadené stanice Security StaCkem

* Sberforensnich dat » Zobrazuje Windows Defender Antivirus a Device

«  Zastaveni & vycisténi béZicich proces(i / soubort Guard udalosti v Windows Security Center

«  Blok souboru (vyzaduje WD-AV) « Office365 ATP integrace

«  Spusteni AV testu na dalku

Zabranéni spousténi aplikaci mimo MS o Vy|ep§eni VyéetFOVéni B Zmény dle
Automatické Setreni a reakce! (v preview) Oh|aSU u2ivate| Lo.l
« Rozsirena detekce * Uzivatelsky pohled

«  VylepsSeni senzoru — Gtoky na pamét a kernel * Vyrazne lepsi graf a strom popisujici Utok

«  Vlastni Tl "krmivo” — popis/anatomie Utoku * Virus-total integrace

« 3 party Tl "krmivo” — FireEye iSight Threat Intelligence .



Bohata vizualizace

Windows SECUFity Center Alert Analyst@WDATPContoso.onmicrosoft.com

> ericlaptop > A suspicious Powershell commandline was found on the machine

O A suspicious Powershell commandline was found on the machine

16 09:34:17 @ 72d Medium Suspicious Activity 8 ericlaptop | R northamerica/ersciple

Recommended actions New

be USed siringe 1 L H tha D, Shall dlinag ta sand Aot de sara avacutad Nata: tha corint saav noaod to

attacker| |ncident Graph 30 dovs

Alert process tree

B @ wmiprvse.exe

|
® E—@ mshta.exe
$

Alert context Alert evidence Evidence was also observed on these machines for the first time [3]

\
B- @ @powershell.exe

\
B-§03 regsvr32exe

© & @ b

ding” g L cont-allenmcgu A Requires attention

alaries.docx 04:05:12 | 07.26.2016

@
R B powershell command  12:35:34 | 07.21.2016

X cont-yolandawil © At risk

[3 365010.nk

—[3 3es011mk
E_@ abc.exe regsvr32.exe created file

yries.docx 03:21:01 | 07.26.2016

*®
B rowershell command  12:35:34|07.21.2016

Incident Graph

nstall exe £ cont-summerfros A Requires attention

aries docx 04:04:03 | 07.25.2016

comman 12:35:34 | 07.21.2016

4
g ericlaptop

‘70

powershell.exe
ran command




1ZOLOVAN| CHRANENE STANICE

Izolovani postizeného pocitace a zastaveni ,krvaceni”

“Isolate machine” odpoji stanici od sitée
Zachovava se komunikace do WD ATP sluzby

Po odpojeni je notifikace informujici o
presném case odpojeni

Akce izolace je zaznamenana v portalu (kdo
izoloval, datum, divod)

Status izolace je k dispozici na pri pohledu na
detail stanice v WD ATP portalu

o

02
WD ATP portal
Win Sec Ops
Firewall

AN

SENSE klient vyuziva Windows Firewall Isolation API k odpojeni stanice
s Windows

Bez problému pracuje s 3rd party instalovanym firewall




SBET FORENSNICH DAT

Sber detailnich dat k dalsi analyze - otisk stanice

. “Collect investigation package” spusti
proces sbéeru dat /

. SENSE klient provede sbér dat a kompresi

Va4 .
do balicku (Q,i\ : :n

ANy

. Balicek je ulozen v WD ATP sluzbé s Colects data WD ATP porta
veskerym zachovanim soukromi a Win 10 (Creators Updates) esigat Sec Ops
4 . package
bezpecnosti.

. Balik dat je ke stazeni z portalu, velikost je
~5 MB - 50 MB Collected data:

>, , , .. * Running processes
«  Z&dné UX na koncové stanici — 7 processs |
* Installed applications and services

transpa rentn pro uzivatele * Persistency — ASEP Windows registry, Scheduled tasks
* Security Event logs
* Users and groups
* Previous processes running (prefetch files)
* Network connections (DNS cache, ARP cache, browser history)




ZASTAVEN| & KARANTENA SOUBORU

Zamezeni spousténi a karanténa skodlivych soubort, které obsahuiji incident

« “Stop and Quarantine file" zaridi:
« Ukonceni beziciho procesu
« Karanténu souboru
» Odebere zavislosti (napr. ASEP)
« Akce se uplatni na vsech pocitacich s Creators - ;
Update, kde by tento soubor v poslednich 30 ‘H'L__lj
dnech videt.

Win 10 (Creators Updates)

“
WD ATP portal

Sec Ops

« Agregovany prehled vysledku v portalu WD

ATP . ) 5 Klient vyuziva WDAV k zastaveni a karanténé souboru (WDAV neni
e Guardrails = nenit moznost smazat vyzadovan jako primarni a jediny antivirus na pocitaci)
dﬁvéryhod ny soubor * Notifikace o karanténé je na stanici vidéet, vCetné logu ve Windows

« Upozorneéni na bézny soubor
« Moznost rollback a vyjmuti souboru z
karantény lokalne na daném stroji.



BLOKOVAN| SOUBORU

Definice AV pro konkrétni organizaci, ktera blokuje hash souboru proti dalsim
akcim, jako je stazeni a spousteni

Funkce je k dispozici pouze pokud WDAV je
aktivni a ,Block at First Sight” povolen

“Block file"” prida hash souboru do blokovanych

Jakékoliv budouci spusténi souboru bude
blokovano

Pri blokovani souboru se uzivateli zobrazi
standardni notifikace od Windows Defender AV

V Casové ose stroje je videt udaj o blokaci
souboru

Guardrails — neni mozné blokovat duveryhodny
soubor. Upozornuje pri pokusu blokovat zcela
bézny soubor.

Moznost odebrat soubor z blokovanych

WD ™

Active & .
WD ATP portal n

enabled
Sec Ops

Add hash
to blacklist

\ 4

Block
signature

& WDAV Cloud

Blokovani soiboru vytvori mikro-definici pro WDAV Block at First Sight

sluzbu

Jakmile soubor se snaZi spustit na stroji, je provérovan proti sluzbé
BaFS a ziska prikaz k blokovani.




Windows Defender Security Center | Investigation 2 o o | & | 2 | Analyst@WDATPContoso.onmi... .

v

Communication to a malicious network destination (#17386) @ 411m g% Actions (79) (1 Comments (2) <D Tags (0) Result

0’ Fully Remediated
Alert Received

Windows Defender ATP The malicious entities uncovered during the
Communication to a malicious network destination investigation have been successfully remediated.

e % O

+ 4 correlated alerts

@ 2 Files were quarantined

[ $rébqgic4.exe | c:\$recycle.bin\s-1-5-21-169718
5450-2076875350-1481720747-500\$r6bq1c4.e

xe
@ Data Sources (1) Threat Type
Hopont @ Endpoint 3 cont-denamarks
WDATP Graph-API @

© S @ @O

E:’ cont-denamarks

» . :
L contoso\dena.marks [{ View File details

5 cont-jacobgall

R contoso\jacob.gall [ pcanyweeer.exe | c:\users\bingo\desktop\pcany
weeer.exe
Threat Type
’ y Endpoint . cont-jacobgall
21 | ‘ Remediation Sources (2) ’ g

7 View File details
Windows Firewall E

Windows Defender Antivirus ==

x
* 2 Processes were terminated

53 $rébgicd.exe | c:\$recycle.bin\s-1-5-21-169718
5450-2076875350-1481720747-500\$r6bq1c4.e

Xe
Threat Type
Found Threat Types Endpoint L cont-denamarks

Entities Analyzed (3174) m _
7 View Process details

D 2257 Files

2 Remediated

éié? 84 Processes ¢: pcanyweeer.exe | c:\users\bingo\desktop\pcany
Ii Waited For User Approval weesnexe
2 Remediated al
Threat Type
€3, 281 Services @ Waited for 36 Seconds
X 542 Drivers Endpoint O cont-jacobgall
Q 10 1P Addresses X
G 7 View Process details
1 Remediate;
Result

Fully Remediated

. Q 1 Connection was blocked
W2 &2 W1

9 34.24.111.42

Threat Type



Our security platform

o Microsoft

Advanced Threat Analytics
Cloud App Security

Intune

Windows Server 2016

SQL Server 2016

am Windows10

Windows Trust Boot

Device Guard

Credential Guard

Windows Hello for Business
Windows Defender ATP

Windows Update for Business
Windows Information Protection

Microsoft Azure

Azure Active Directory

Azure Security Center

Azure Rights Management System
Azure Storage Service Encryption
Azure Key Vault

Azure Information Protection

] Office 365

Advanced Threat Protection
Anti-Spam / Anti-Malware
Message Encryption

Data Loss Prevention

Threat Intelligence

Advanced Data Governance
Advanced eDiscovery

Secure Score

Customer Lockbox

Advanced Security Management



BUT YOU CAN. AN
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Jan.pilar@microsoft.com




