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Microsoft information protection solutions

Comprehensive protection of sensitive data across devices, cloud services and

on-premises environments
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PCs, tablets, mobile

OFFICE 365 ICLOUD SERVICES, SAAS APPS
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Exchange Online, SharePoint Highly regulated Azure 3rd-Party SaaS
Online & OneDrive for Business

& ON-PREMISES

=

Datacenters, file
shares

Windows Information Protection
& BitLocker for Windows 10

Office 365 Data Loss Prevention

Office 365 Advanced Data Governance

Intune MDM & MAM for
iOS & Android

Azure Information Protection (scanner)

Microsoft Cloud App Security




Microsoft's approach to information protection

Comprehensive protection of sensitive data throughout the lifecycle — inside and
outside the organization
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Our security platform

e Microsoft

Advanced Threat Analytics
Cloud App Security

Intune

Windows Server 2016

SQL Server 2016

am Windows10

Windows Trust Boot

Device Guard

Credential Guard

Microsoft Passport

Windows Hello

Windows Defender ATP
Windows Update for Business
Windows Data Protection

Microsoft Azure

Azure Active Directory

Azure Security Center

Azure Rights Management System

Azure Storage Service Encryption
Azure Key Vault

Azure Information Protection

] Office 365

Advanced Threat Protection
Anti-Spam / Anti-Malware
Message Encryption

Data Loss Prevention

Threat Intelligence

Advanced Data Governance
Advanced eDiscovery

Secure Score

Customer Lockbox

Advanced Security Management

Compliance Manager



How does Office 365 help today?
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Identify Control

personal data access
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Set retention Classify

policies content

Safeguard Respond to
environment threats

Record- Transparency
keeping assurances

 Utilize eDiscovery templates to
identify types of personal data

* Easily find, classify, set policies
on and manage data with
Advanced Data Governance

* Assess and manage your
compliance risk with Compliance
Manager (preview)

Use Advanced eDiscovery to
export and/or delete personal
data from Exchange, SharePoint,
etc.

Archive and preserve content
across your Office 365 systems

Automatically protect against
accidental disclosure by
enforcing policy on sensitive
data

Protect email from today's
sophisticated malware attacks with
Advanced Threat Protection

Prevent sensitive records from
being used by unauthorized users
with Data Loss Protection or
Azure Information Protection

Proactively uncover and protect
against advanced threats and risks
with Threat Intelligence and
Advanced Security Management

* Conduct risk assessments using
built-in tools in the Service
Assurance Dashboard

» Track and report on user
activities with detailed Audit
Logs



Examples of what you
can do today

v
v

Apply governance labels for data retention and deletion

Sensitivity labels using Azure Information Protection
plug-in

View protected Word, Excel & PowerPoint documents on
Windows, Mac, iOS and Android

View protected Outlook emails on Windows, Mac, iOS and
Android

Protect Word, Excel & PowerPoint documents on Windows
and Mac

Protect Outlook emails on Windows and Mac
DLP triggers to protect documents, email and attachments

Shared developer platform for 3"-party solutions (e.g. DLP
vendors)

...and more




Data Loss Prevention in
Office 365

Detect, protect, and monitor your sensitive information

Discover

 Scan for sensitive information in Exchange, SharePoint,
and OneDrive for Business

 Find over 80 sensitive content types using inbox templates

* Build your own custom rules to fit your organization

Protect

* Educate and empower users with policy tips

* Restrict sharing when sensitive information is found
» Works across all Office 2016 desktop apps

Report

* Track policy violations though inbox reports

» Consume DLP information in third party tools
leveraging built-in APIs




Azure Information
Protection

Better secure your sensitive information—anytime, anywhere

Persistent classification and protection

* Policy driven classification and protection

+ Classification labels and protection travel with the data
 Data security regardless of where data is stored or shared

Secure sharing

 Secure sharing of data with customers and partners
* Authentication for all companies using Azure AD

» Enforcement of authorization policies

Visibility and control

 Powerful logging and reporting for IT

 Data use/abuse tracking for IT and users

* Document revocation in case of unexpected distribution

Simple, intuitive for users

* Intuitive interface for users

* Integrated into common apps and services

* In-product notifications help users make right decisions
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Office 365 Advanced
Threat Protection

Reduce the threat of malicious content

» Extends Exchange Online protection capabilities to better
safeguard users against common attack methods with
Safe Attachments and Safe Links

Increase understanding of threats

* Robust tracing and reporting help IT find patterns to
malicious content and adjust policies for greater
protection

Meet business and IT needs
« Easily manage policies for Safe Attachments and Safe
Links to meet specific needs from a single cloud console

for faster remediation for issues that are detected
including ZERO DAY attacks
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