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Agenda

Session Objectives:
Resiliency Architecture
Branch Office Resiliency
Data Center Resiliency
Lync Online resiliency

Takeaways:

Microsoft Lync™ Server 2010 provides
High Availability for Voice

Survivable Branch Appliances deliver
Voice High Availability for branch users

Voice Data Center Resiliency delivers
Voice High Availability across geo
locations (DCs)

Metropolitan Data Center Resiliency
delivers High Availability for all UC
modalities across datacenters separated
by high bandwidth & low latency

Backup and restore procedures allow for
expedient service restoration

Understand RTO/RPO numbers for
different resiliency scenarios



Agenda

High Availability & Resilience
Architecture

Branch Office Resiliency
Data Center Voice Resiliency

Metropolitan Data Center Resilience



Design changes to support
Voice high availability
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Registrar Component

= Registration and Routing g § ﬁng
= Each registrar has its SQLExpress DB - . NG
20 (g0 (go

User Services Component
= Presence & Conferencing

Registrar and User Services are

User Services Component
(Presence & Conferencing)

Registrar
Component
gistration &

collocated in same physical Front End in the DC
All user end points register with same registrar

Users are load balanced by Registrars
using a Distributed Hash Algorithm

Registrar can be installed in remote locations

\

) N
= | z8
croec

Lync Clients

K User’s Desktop /




Resiliency Architecture

Q)

Each user has a "Primary Registrar Pool”.

Discovers through DNS SRV. Directed to “Primary & Backup
Registrar Pool”

For Data Center User = Data Center

For Branch User = Survivable Branch Appliance (SBA)
Branch Users always register with the SBA
Registrar unless it is unavailable

Each Registrar Pool can have a “Backup Registrar

Pool”
Backup Registrar Pool = Data Center CS Pool

Backup Registrar heart-beats Primary Registrar.

If heart-beat not received within Backup starts accepting client
registrations

Configurable Failover Interval (default = 120 sec for branch offices)



Resiliency Architecture

Data Center - EE Pool 1

s Presence Q
Conferencing
AD & DNS

Registrar
(Registratio
& Routing)
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Resiliency Architecture

Data Center - EE Pool 1

4 Presence Q
Y _ |Conferencing
AD & DNS

N
Registrar
(Registratio
& Routing)
@ & &
/\\‘\

i

)

Bob's Primary
Registrar &
User Services:
EE Pool 1




Resiliency Architecture

Data Center - EE Pool 1

Presence Q
Conferencing A=
] AD & DNS

Bob's Primary

Registrar .
(Registratio Registrar &
Alice’s Primary li‘ li 2 el UsEeEr Iierv;cles:
oo

Registrar & User
Services: >
EE Pool 2 \ pUs—
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Data Center - EE Pool 2

Presence
Conferencing @
[ AD & DNS

Registrar
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Resiliency Architecture

Data Center - EE Pool 1

Presence Q
Conferencing A=
] AD & DNS

Bob's Primary

Registrar .
(Registratio Registrar &
Alice’s Primary li‘ li 2 el UsEeEr Iierv;cles:
oo

Registrar & User
Services: >
EE Pool 2 \ pUs—
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Data Center - EE Pool 2

Presence
Conferencing @
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Resiliency Architecture

Data Center - EE Pool 1

Presence Q
Conferencing A=
] AD & DNS

Bob's Primary

Registrar .
(Registratio Registrar &
Alice’s Primary li’ 2 2 el UsEeEr |S>erv||(§|_e5:
00

Registrar & User
Services:
EE Pool 2
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Data Center - EE Pool 2

Presence
Conferencing @
[ AD & DNS

Registrar
(Registration
& Routing)

Backup
Registrar
Pool

K Branch Office \

Registrar '
@G
&

Joe's Primary

Registrar: SBA

User Services:
EE Pool 1




Other Resiliency enhancements

® DNS Based Load Balancing for Internal Pools
All traffic can be DNS Load Balanced except Client —> Server HTTP

Still require Hardware Load Balancer (HLB) for this traffic —
Windows Network Load Balancing (NLB) not supported for
production

® Draining: Ability to drain a “server” before taking the
server down

® Session Dialog Resiliency for Conferencing
Even if the Front End goes down, User can still participate in a
conference

® C(lient caches successful connections to Lync Server 2010

FQDN and IP of SIP Registrar, Media Relay &
Media Relay Authentication Server

Reconnections are very fast



User Experiences — During Pool backend Failover

Definitions User Experiences

® Let A be the Pool where ® All affected users will re-

- - sign in in resiliency mode
the primary BE DB fails dgring LA Y

® Affected users —users who ® Ongoing A/V sessions (P2P

are homed on A an Conferencing# for
affected users will continue
® Unaffected users — users during failover

who are NOT homed on A @ |\ & P for affected users

will be disrupted during
failover

® All participants shall rejoin
conferences hosted on the
affected Pool after failover
completes



User Experiences — Pool Failover

Definitions
@ Let A be the failed Pool; B be

the backup Pool of A; and C be

any Pool other than A or B

® Affected users —users who are

homed on A

® Unaffected users — users who

are NOT homed on A

@

@

User Experiences

All affected users will be
rehomed to B — they will re-
sign into B as they are being
moved by failover steps

All P2P sessions with affected
users will need to be re-
established

All conference sessions hosted
on A will be terminated — all
participants will need to rejoin
the conferences hosted in B

All presence subscriptions to
affected users will not be
refreshed until they sign back
into B



Agenda

® High Availability & Resiliency Architecture
® Branch Office Resiliency
® Data Center Voice Resiliency
® Metropolitan Data Center Resiliency

® Lync Online resiliency



Branch Resiliency Options

Small Branch (<25 users)

Data Center

WAN

Circuit

Packet

No Local
Infrastructure
or gateway only

Medium Branch - (25-1000 users)

SBA Survivable
Branch

<3

‘.

Appliance(s
I PP (s)

>

Large Branch (>1000 users)

i

Survivable Branch Server
or Standard Edition Server

ﬁ\\

and Separate Media Gateway

/

Users

25

500

1000



Survivable Branch Appliance (SBA)

Purpose-built appliance optimized to provide resilient multi-
modal communication for maximizing branch office user

productivity

Lync
Server A
° @ % _ WAN
L
PSTN

Data Center Sy Branch Office




Survivable Branch Appliance (SBA)

Voice high availability for branch offices

Appliance form factor with Hardened Windows Server

2008 R2
Sold and supported by UC partners
Centrally Managed from the Datacenter

*  Windows Server® 2008 SIP Registrar

OEM (Embedded

R2 * Normal/Failover channel)
mode
« Maediation Server  SIP Proxy & Routing * Some partners:
engine * Audiocodes
* Registrar * PSTN connectivity « Dialogic
* Voicemalil routing * Ferrari
* PSTN Gateway « PSTN re-routing « HP

« Centrally provisioned
* Up to 1000 user support

NET



SBA - Partner Solutions

Audiocodes Mediant 1000 -1U, 4E1/T1,
redundant power supply, MSBG-
Firewall, Routing engine
Mediant 2000 - 1U, redundant
power supply

Dialogic DMG 4000, 1U, 4 E1/T1, Redundant

T

Ferrari 1U, 4 E1/T1, Redundant Power

supply
~=twii k=1 |} SBA Module running on Procurve

g o ofor M g R ::' 54xx switch Chassis. Redundant
e e — "B | Power supply, 8 E1/T1, Layer 2
Tl bl | Tl i L L functionality

UX Series. 1U, 8 E1/T1, Redundant
gl power supply. MSBG-Firewall,
"| Routing engine




SBA - Partner Solu

Dialogic:
Existing
DMG4000
Hybrid
can be
converted
to SBA

tions

HP:
Customer
s using
ProCurve
switches
can
convert it
into a
SBA by
buying
the
module

Audiocode
s: Existing
M1k and
Audiocodes Mediant 1000 -1U, 4E1/T1, M2k
redundant power supply, MSBG- gateways
: : : can be
Firewall, Routing engine converted
Mediant 2000 — 1U, redundant to SBA
power supply N
Dialogic DMG 4000, 1U, 4 E1/T1, Redundant
(PO PP
Existing R2
Hybrid
Ferrari 1U, 4 E1/T1, Redundant Power gateway can

supply

be converted

. into SBA

o il e ol f i L
o FEBEEE FEEEEE o 5= T F

o B R M e g

SBA Module running on Procurve
54xx switch Chassis. Redundant
Power supply, 8 E1/T1, Layer 2
functionality

UX Series. 1U, 8 E1/T1, Redundant

gl power supply. MSBG-Firewall,
"| Routing engine

NET: New HW
to support
SBA. Migration
plan for
customers
wanting to
move to UX
platform.




SBA - Deployment

Simple, Easy, Repeatable






SBA - Deployment

Simple, Easy, Repeatable

Lync Admin (Data Center)




SBA - Deployment

Simple, Easy, Repeatable

REL@

Directory
Lync Admin (Data Center) Computer




SBA - Deployment

Simple, Easy, Repeatable

ﬁ\\
AD §

Active
= Directory  Add SBA to

Lync Admin (Data Center) Computer the
: Topology.




SBA - Deployment

Simple, Easy, Repeatable

AN |

=

Active
| —— Directory Add SBA to Move Users
Lync Admin (Data Center) Computer the to the SBA.

Topology.




SBA - Deployment

Simple, Easy, Repeatable
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Active
Directory Add SBA to Move Users
Computer the to the SBA.

Topology.




SBA - Deployment

Simple, Easy, Repeatable

A o Ui
AD 2 E@ﬁ

NS ——
Active
Directory Add SBA to Move Users
Lync Admin (Data Center) Computer the to the SBA.

Topology.
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Lync Admin (Data Center)

SBA - Deployment

Simple, Easy, Repeatable

AR =
0 : 2

AD

/4

e e

Active
Directory Add SBA to Move Users
Computer the to the SBA.

Topology.

A

SBA Drop Shipped
to Branch with
Software installed




SBA - Deployment

Simple, Easy, Repeatable

AN i
Active
Directory Add SBA to Move Users
Lync Admin (Data Center) Computer the to the SBA.
‘ Topology.

SBA Drop Shipped Technician connects

to Branch with to WEB based GUI,
Software installed IP Configuration.
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SBA - Deployment

Simple, Easy, Repeatable

s &
S L=

Active
Directory Add SBA to Move Users
Lync Admin (Data Center) Computer the to the SBA.
Topology.
@
- Join to

SBA Drop Shipped Technician connects Domain &
o Bl ke to WEB based GUI, complete SW

Software installed

IP Configuration.

configuration.




SBA - Deployment

Simple, Easy, Repeatable

A s o

AD § K
Active
Directory Add SBA to Move Users
Lync Admin (Data Center) Computer the to the SBA.
\ Topology.
) Join to Enable CS Replication.
SBA Drop Shipped Technician connects Domain & SBA downloads
to Branch with to WEB based GUI, complete SW topology &
Software installed IP Configuration. configuration. configuration.

Request & Assign Certs.
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SBA - Deployment

Simple, Easy, Repeatable

A

AD
Active
D Directory
Lync Admin (Data Center) Computer

B
Q0
S

Add SBA to
the
Topology.

Move Users
to the SBA.

4

SBA Drop Shipped
to Branch with
Software installed

Technician connects
to WEB based GUI,
IP Configuration.

Join to
Domain &
complete SW

configuration.

@

Enable CS Replication.
SBA downloads
topology &
configuration.

Request & Assign Certs.

Start CS services.
Finish GW Config
and test PSTN
Connectivity with
temp user account.




SBA - Central Management
Centralizing Move, Add, Changes

A8y o

Change Normalization RulesLync Central Management

Change Routing Rules Server
Lync égrﬂg})@ata Change User Policies Store Configuration
- Replicate to SBA
Replicated
‘ to the SBA
/
Branch Office(s)

SBA receives & processes replication

-




SBA - Support and Service

SBA supported and serviced by the SBA partner

Windows Server Updates

SBA partner can act as the gatekeeper OR
Customers can deploy updates

Microsoft Lync Server 2010 updates

SBA partner will test and release product notice on
whether a particular update can be applied on the SBA

Partner
Original equipment notifies the
manufacturer (OEM) OEM Downloads Compatibility Kkl customer on
notufueg.abo&t B and tests the iccues ~  addresses the = update
Impending . .
Update / | update - B ey compatibilit
| | PR
X-5 Biz Date X
Days MSFT X+30 Days

__Update



SBA - User Experience

WAN Up

All Features Available

Communicator

=] E3

‘ Whiat's happening tacday™? F

-1
Mark
I > Available -

FLocaton

oW @ @

Groups Status Relztionship

4 Frequent Contacts

| | Alice - Available

Contacts (1/2)
A Alice - Available

4 Cther
¥ Maricos - Offline

4 My Team (1/2)

|ﬁ Miks - Available

¥ Mindy - Away 55 mins
\\ rF
.

@v

@ call -

_

Resilient Lync clients:

y

\

WAN Down
Basic Voice Features Available

=] B3

E Communicator

Mate iz termporarily unavailable.

17
Mark
\ Presence unknown -
| || Set Your Location

at i

Marcos - Presence unknown @ Call -
Mark - Presence unknown

-

y

_

PSTN Inbound and Outbound calls

Intra-Site calls, Inter site calls (PSTN
Rerouting)

Hold, Retrieve, Transfer
Authentication, Authorization

Voicemail Deposit (Redirect to EXUM in Data
Center)

Voicemail Retrieve (through PSTN)

Call Forwarding, SimulRing, Boss-Admin,
Team-call

Call Detail Records (CDR)
All 2 Party Intra Site communications
Audio Conferencing through PSTN

Contact Search

Inter-site Data (IM, App Sharing, etc.)
Conferencing (IM, Video and Web)
Presence & DND based routing

Modify Presence or Change Call
Forwarding Settings

Contact List
Response Group and Call Park

Lync, Lync Attendant Console, Lync Phone Edition



Branch Office

Data Center

A

e Drsciory

Active Directory Domain
Services
Domain Name Server

Lync Server
Director




Branch Office

Data Center

A

e Drsciory

Active Directory Domain
Services
Domain Name Server

Lync Server
Director




Branch Office

Data Center

A

e Drsciory

Active Directory Domain
Services
Domain Name Server

Lync Server
Director




Branch Office

Data Center

A

e Drsciory

Active Directory Domain
Services
Domain Name Server

Lync Server
Director




Branch Office

Data Center

A

e Drsciory

Active Directory Domain
Services
Domain Name Server

Lync Server
Director




Branch Office

Data Center

A

e Drsciory

Active Directory Domain
Services
Domain Name Server

Lync Server
Director




Branch Office Data Center

A

e Drsciory

Active Directory Domain
Services
Domain Name Server

Lync Server
Director

(Cert Auth)
Client caches SBA FQDN**
And IP Address




SBA — Lync Server 2010 Discovery

Data Center

nnnnnnnnn

Active Directory Domain

Services

Domain Name Server

Branch Office
1. DNS SRV Query
= >
Response: (Multiple) Director Pool FQDN
€
2. TLS to Director Pool. SIP Register >
Response: 401 Redirect to Cert Provisioning
<€
5. SIP Register
Bob : >
Response: 301 Redirect
<€ Primary: SBAFQDN, Backup: EE Pool
e FQDN
E 3. https://PoolFQDN/CertSvc
[IS - IWA Auth
6. SIP-TLS* Regist
Bl Get Certificate >
(Cert Auth) =

Client caches SBA FODN**[Eg
And IP Address

N

4. Certificate Replication

\

Lync Server
Director

N

Lync Server Enterprise

N\

Edition Pool

.




Branch Client Registration Scenarios

-

Normal Modh

User Registers with SBA

Lync

rver
Pool

Lync

rver
Pool



Branch Client Registration Scenarios
/ Normal Modh / WAN Dovvh

User Registers with SBA Branch user: No change
External: Register to pool

3

Lync
o

Lync

Server A

IPO o
‘x& @

Data Center

rver
Pool




Branch Client Registration Scenarios

-

Normal Modh

User Registers with SBA

-

WAN Dovvh

Branch user: No change

3

External: Register to pool

R

Data Center

PSTN

\‘
5, o

=

/ SBA Dovvh

Users register w/Backup
registrar in the

& datacenter
nc




Branch Office: Server Connectivity when
WAN dOWﬂ Data Center

nnnnnnnnnn

5 Active Directory Domain
Branch Office Services

Domain Name Server

@ SBA
Tl A
Bob Lync Server Director

Lync Server Enterprise
Edition Pool




Branch Office: Server Connectivity when

WAN down

Branch Office

TLS to cached FQDN and IP

SIP Register CY SBA
(Cert Auth) _
B

Bob 200 OK

Data Center

nnnnnnnnnn

Active Directory Domain
Services
Domain Name Server

Lync Server Director

;@5‘

NN

Lync Server Enterprise
Edition Pool




WAN Available

/ Intra—Brancm

Signaling/media don’t traverse
WAN
SBA routes the call betwee th

i<

Data Center

Branch Client Media and Signaling Paths

WAN PSTN




Branch Client Media and Signaling Paths

WAN Available

Media

Signaling
Intra—Brancm / Branch PSTN Calls
Signaling/media don’t traverse SBA sends call to the PSTN
WAN No WAN involved

SBA routes the call between the
users

Lync Server

Lync Server
Pool A Y

Pool A

Data Center Data Center

WAN PSTN WAN PSTN




Branch Client Media and Signaling Paths

WAN Available

/ Inter-Branch / HO Cah

Signaling/media traverse WAN
SBA routes the call to the other pool

Media

Signaling

WAN - PSTN

A

o
e




Branch Client Media and Signaling Paths

WAN Available

Media

/ Inter-Branch / HO Cah ﬂ%ranch User through Edge
Signaling/media traverse WAN Call Routing through SBA
SBA routes the call to the other pool WAN used for Signaling, not Media

Lync Server

Pool A Lync Server "
00 AT N N
y =\ Pool y =\
g
‘&

WAN - ) PSTN WAN\‘ } PSTN

B I,

/ /




| ; ' ' - Media
Branch Client Media and Signaling Paths -
Key Failure Scenarios: WAN Down

/ Intra-Branch Cah

Two-party voice/video/IM/App Sharing
Audio Conferencing through PSTN
No Presence or Video Conferencing

Lync Server

\M PSTN




Branch Client Media and Signaling Paths = Media

) _ —Signaling
Key Failure Scenarios: WAN Down

/ Intra-Branch Cah / Inter-Branch/HO Cah

Two-party voice/video/IM/App Sharing SBA Initiates PSTN Rerouting
Audio Conferencing through PSTN Media is over PSTN (Voice Only)
No Presence or Video Conferencing

Lync Server

T

V\x \| PSTN

SBA

ey ) (&N




Branch Client Media and Signaling Paths ————  Media
Key Failure Scenarios: Edge User & SBA Down —>Signaling

External Branch User
Remote user has full functionality

(excepting inbound PSTN)

through data center pool

Lync Server

e\ "
Al

S
\%

Data Center

x PSTN
VA




Branch Client Media and Signaling Paths ———  Media

Key Failure Scenarios: Edge User & SBA Down —>Signaling
External Branch US@N / SBA Dcm
Remote user has full functionality Clients register w/Backup Registrar in DC

Functionality driven by pool over WAN No
functionality loss

(excepting inbound PSTN)
through data center pool

x PSTN WAN ..~ PSTN
\
SB SBA

T 2 &
: I
e ) \ &= )




Agenda
= High Availability & Resiliency Architecture

= Branch Office Resiliency
= Data Center Voice Resiliency
= Metropolitan Data Center Resiliency

= Lync Online resiliency



Data Center Voice Resiliency

Failover to Backup Data Center

® Lync Server pools operate as separate systems.

® Client DNS SRV request discovers one or multiple Lync Server Pools.
That Lync Server Pool directs client to primary and backup SIP
registrar.
® Client connects to Backup if connecting to Primary Registrar Pool fails.
Limited feature set available on failover.
Enable/Disable automatic failover, configurable failover interval.
Automatic Failback, configurable failback interval.
® If Primary Data Center cannot be restored:
Restore Central Management Server in backup datacenter.

Restore other services including Presence, Conferencing
by “moving” users to other Pool.



Data Center Voice Resiliency

Failover to Backup Data Center (Discovery)

Berlin Data Center Backup
Lync Registrar
AD DS & LynF Server Server
DNS Director Pool One

WAN

Lync
Server A

Singapore Data Center




Data Center Voice Resiliency

Failover to Backup Data Center (Discovery)

. Lync
Berlin Data Center Backup Server A
e € SLync Registrar ’
ync erver erver
AR Director Pool One

DNS

WAN /
Singapore Data Center

1.Client DNS SRV request. Example: DNS SRV for _sipinternaltls._tcp.contoso.com
2.DNS SRV Response includes:
Lync Director Pool.contoso.com:5061, Priority=0, Weight=10,
LSPool2.contoso.com:5061, Priority=1 , Weight=10



Data Center Voice Resiliency

Failover to Backup Data Center (Discovery)

Lync
Server A

Berlin Data Center Backup
Lync Registrar
AD DS & Lync Server Server

DNS Director Pool One

WAN ,
Singapore Data Center

1.Client DNS SRV request. Example: DNS SRV for _sipinternaltls._tcp.contoso.com
2.DNS SRV Response includes:
Lync Director Pool.contoso.com:5061, Priority=0, Weight=10,
LSPool2.contoso.com:5061, Priority=1 , Weight=10
3.Client connects via TLS to Lync Server Director Pool. Sends SIP Register. Authenticates.
4.Lync Server Director Pool redirects client. SIP 301 includes Primary & Backup Registrar pool



Data Center Voice Resiliency

Failover to Backup Data Center (Discovery)

. Lync
Berlin Data Center Backup ik
Lync Registrar

AD DS & LynF Server Server
DNS Director Pool One

1.Client DNS SRV request. Example: DNS SRV for _sipinternaltls._tcp.contoso.com
2.DNS SRV Response includes:
Lync Director Pool.contoso.com:5061, Priority=0, Weight=10,
L SPool2.contoso.com:5061, Priority=1 , Weight=10
3.Client connects via TLS to Lync Server Director Pool. Sends SIP Register. Authenticates.
4. Lync Server Director Pool redirects client. SIP 301 includes Primary & Backup Registrar pool
5.If Primary Registrar Pool is available, client connects and registers with it
6.If unavailable, client connects and registers with Backup Registrar Pool (Lync Pool 2)



Data Center Voice Resiliency

Failover to Backup Data Center

Backup
A Registrar

nc /\
e 00 e erver \
Ny X NG
>
~ Berlin Data Center ‘Singapore Data Center

21 21




Data Center Voice Resiliency

Failover to Backup Data Center

Backup
A Registrar

nc /\
e 00 e erver \
Ny X NG
>
~ Berlin Data Center ‘Singapore Data Center

21 21




Data Center Voice Resiliency

Failover to Backup Data Center

s Backup
=\ Registrar
\
S WAN
~ Berlin Data Center \}/ ‘Singapore Data Center
Failover

21 21



Data Center Voice Resiliency

Failover to Backup Data Center

Lync Server A Ba(fkuP
Pool L\ Registrar
e

Berlin Data Center \}/ Singapore Data Center

PSTN Inbound calls (carrier provided)
PSTN Outbound calls
Intra-Site calls and Inter site calls

Hold, Retrieve, Transfer
Authentication, Authorization

2 Party Intra Site Instant Messaging
(IM) and Audio/Video (A/V)

Call Detail Records (CDR)

Call Forwarding, Simultaneous
Ringing, Delegation, Team-call

Failover

Join conferences scheduled by users
homed on other pool

Conferencing Auto Attendant (AA) (through PSTN)
Schedule IM, A/V & Web Conferences

Presence and Do Not Disturb (DND) based routing
Updating Call Forwarding settings

Response Group Service & Call Park

Voicemail Deposit (Redirect to Exchange UM in the
DQ)

Voicemail Retrieve (through PSTN)



Agenda

High Availability & Resiliency Architecture
Branch Office Resiliency

Data Center Voice Resiliency
Metropolitan Data Center Resiliency

Lync Online resiliency



Metro Data Center Resiliency
Lync 2010 Pool Extended Across Two Data Centers

NY Data Center NJ Data Center

___________________________

Edge

Ed
Server ge

Server

WAN

\
1
|
1
|
latency / ~ :
|
1
|
1
|

. Lync server pools operate as one logical system
. Split Front End pool across two datacenters (all FEs active)
. SQL Geo cluster for backend (Stretched Virtual Local Area Network
(VLAN))
. Data replication is done by storage arrays (Ex: EMC SRDF, HP CLX
EVA)
. Requires low latency WAN (20 milliseconds)
. In one site is down, clients are serviced by FEs in other site
. Nearly all features available
. PSTN termination may affect inbound calls

http://technet.microsoft.com/en-us/library/gg670905.aspx




Metro Data Center Resiliency
Lync 2010 Pool Extended Across Two Data Center

NY Data Center NJ Data Center

__________________________

7
/ Active
S | sqQL
& Q

I = 1
Edge : sQL - : Edge
Server I S | Server
| Low 1
; latency R !
I N WAN N
B F WA R
RAYig\ YONG
! |
\ -2

. Lync server pools operate as one logical system
. Split Front End pool across two datacenters (all FEs active)
. SQL Geo cluster for backend (Stretched Virtual Local Area Network
(VLAN))
. Data replication is done by storage arrays (Ex: EMC SRDF, HP CLX
EVA)
. Requires low latency WAN (20 milliseconds)
. In one site is down, clients are serviced by FEs in other site
. Nearly all features available
. PSTN termination may affect inbound calls

http://technet.microsoft.com/en-us/library/gg670905.aspx

PSTN Inbound calls

PSTN Outbound calls

Intra-Site calls and Inter site calls
Hold, Retrieve, Transfer
Authentication, Authorization

2 Party Intra Site IM and A/V
Call Detail Records (CDR)

Call Forwarding, SimulRing
Boss-Admin, Team-call

Voice Apps (CAA, Response Group,
Call Park)

Conferencing (IM, A/V and Web)
Presence and DND based routing

Updating Call Forwarding settings

Voicemail Deposit

Voicemail Retrieve



Backup and Restore

The Backup and Restore document covers the following:

Strategy and best practices to help in planning and prepping for backup and
restore — that fit individual customer needs.

Backing up all relevant Server Roles, Lync Databases and data stores (core
data and settings, Arch/Mon databases, File stores)

Restoring Lync servers based on server and failure types.

Restoring Lync Servers (standard and enterprise), Central Management
Store, Backend, RGS settings,

Procedures when backend fails, when entire pool fails

http://technet.microsoft.com/en-us/library/gg398616.aspx




User Data

Conferencing -
Specific Data .

Contacts
Preferences

e Scheduled

Conferences

Client Authentication
Certificate Keys

Conference Directory
(Dial-in Conferencing)

Conferencing Content




Backup — DBImpExp.exe

= Used to
Import/export user
and conference
directory information
from thé pool
database

= Contains

= Contacts

= Preferences

Scheduled
Conferences

= Authentication
Certificates

= Conference Directories
= Exports all

Information to a
single XML file

DeploymentLocator="SRV:" xmins="http:/ /schemas.microsoft.com/RtcServer/2002/1 lf;ﬂlimp exp>
VersionDelegate="1"
="htlp://schemas.micrusoﬁ..cum/thServer/?UU?/ 11/dbimpexp">

<homedResource UseratHost="Amst@contoso.local’ Enabled="1" VersionContact="g"
DeploymentLocator="8RV:" xmins
- <ContactGroups>

<ContactGroup Number="1" DisplayName="n" /=

<ContactGroup Number="2" Disp ayName="Pinned Contacts" ExternalUri="

p <groupExtension
groupType="pinne - i ion>"
<_:’£r_wr-fa'_'w3yr,ir),'oa>p dGroup »<email/>< /groupExtension > />
- <Contactsy
+ <Contact Buddy="gy@conto "8
ot E«'Jy‘ld‘l.':"kz@c su.loca|| f-ubﬁcnbeF‘razencE:”l‘ Groups="1 2",
<Contact Buddy="heg ontoso,local SubscribePrasence='qs Groups="1*s
ontact Buddy= Contoso.local' Subscribepre e el
B ye SU0SCrbePresence="1* Groineoiys
ur.}ijx Buddy= dt@cunluso.lucal" Subscribep Hj—m - "1 il o
b =tT0ePresence="q" I}ltup:‘.:"]_";

] LUl‘ﬂd:”?CSISKNB'E

</Con ferencesy
- <Cortificategs







User Data Restore Process

, ;ﬂ Microsoft Lync El@l
= Import Users’ contacts, = N
conferences and settings T

DB ImpEXp O eXe Find a contact or dial a numbe

-n
=
=] =
"

) INPE T
/hrxmlfile:C:\data.xml
/restype:user

Garrett Young - Available

[
e

pelbrelel

cts (0/3)

Daniel Taylor - Updating...

Hac Chen - Updating...

Kevin Cook - Updating...

/sglserver:sqgl\pool?2

E]
&

5
-
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