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Malware a ostatni 460
zranitelnosti nejsou % € 99.9% o,
jedinou veci, z ktere Kompromitovanych systému

je treba mit obavy nemély instalovany malware zneuzitych zranitelnosti mélo vice

jak rok vydanou opravu!

Rychlost a

efektivnost 2 30/ » 50% )

phishing utokd 2

velmi snizuje cas
na reakci

Tech kteri otevreli prilohu tak ucinili
v prvni hodiné od prijmu
podvodného e-mailu

prijemcu otevrelo phishing
zpravu (11% kliklo na prilohu)
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Bezpecnostni funkce Windows 7

BitLocker Admin and
Monitoring (MBAM)

BitLocker

Windows Update

Trusted Platform Module Windows Firewall

BitLocker to Go

Ochrana zafizeni Obrana proti Ochrana identit Ochrana Detekce naruseni a
utokum informaci reaktivni ochrana
Preventivni ochrana Reaktivni ochrana




Bezpecnostni funkce Windows 10 na starsich zarizenich
(Upgrade z Windows 7 nebo 32-bit Windows 8)

Windows Trusted Boot

Windows Update

Windows Information
Protection

Windows Hello BitLocker Admin and
Companion Devices Monitoring

Microsoft Edge

Windows Defender

Trusted Platform Module Windows Firewall

SmartScreen

MREOUSHEI Windows Defender
Advanqed Threat
BitLocker to Go Protection

(0,

Ochrana zarizeni Obrana proti Ochrana identit Ochrana Detekce naruseni a
utokum informaci reaktivni ochrana
Preventivni ochrana Reaktivni ochrana




Bezpecnostni funkce Windows 10 na novych zarizenich

(Cista instalace W10 nebo upgrade z 64-bit Windows 8)
Security

Device Encryption

Credential Guard Windows Information Security Management?
Protection

Windows Hello BitLocker Admin and Conditional Access
Companion Devices Monitoring

Device Guard

Windows Update

Microsoft Edge
Windows Defender
Trusted Platform Module Windows Firewall

SmartScreen

MIREOUSHEII Windows Defender
Advanqed Threat
BitLocker to Go Protection

@ 5

Ochrana zafizeni Obrana proti Ochrana identit Ochrana Detekce naruseni a
utokum informaci reaktivni ochrana
Preventivni ochrana Reaktivni ochrana




BEZPECNOST PREDEVSIM

PRE-BREACH

POST-BREACH

Ochrana zarizeni

Device Health
Attestation

Device Guard
Device Control

Security policies

Ochrana identity

Built-in 2FA

Account lockdown
Credential Guard

Windows Hello :)

Ochrana
informace

Device protection /
Drive encryption

Windows Information
Protection

Conditional access

Odolnost proti
hrozbam

SmartScreen
AppLocker
Device Guard
Windows Defender

Windows Defender
Application Guard

Detekce, investigace a
akce pfi naruseni

Windows Defender
Advanced Threat Protection
(ATP)
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ProC vas to ma zajimat

e Zadna opravdova antimalware strategie se neobejde bez nastroje na omezeni
spousteni software

* Protoze chcete zajistit, aby se v ramci organizace nespoustely programy, které
nejsou licencovany

» Protoze chcete zajistit, ze se budou spoustet pouze takové verze program, ktere
jsou otestované a schvalené IT
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ProC vas to ma zajimat

« Windows si pamatuji 20 prihlaseni zpétné — jméno i hash hesla
 Protoze tyto hash hesla se daji zneuzit pro dalsi prihlaseni
* Protoze nechcete byt obéti Pass-The-Hash utoku

* | ten nejmene vyznamny pocitac je vyznamny — ano i ten na vratnici



ident

: Ochrana

Oblast



ProC vas to ma zajimat

 Protoze jinak se vam do site neprihlasuje uzivatel Jana, ale Janou je kdokoliv, kdo
zna Jany heslo.

Protoze byste chteli dat uzivatelim mnohem pohodlngjsi zpusob prihlaseni nez je
15. mistné heslo, ktere je treba menit kazdych 90 dni.



Windows Hello

V cem je problem?
Prameérny uzivatel ma 6 hesel

Hesla se tezko pamatuji -> dochazi k
.bezpecnemu” zalohovani technologii Post It!

Heslo je snadne ukrast a pouzit -> Zeptejte se

Uzivatelé generuji hesla na zaklade sluzeb
* 4Deniska

« Banka4Deniska

* Letenka4Deniska

* skola4Deniska

Konec sdilenych
tajemstvi

Nikomu to
nefikej!  :
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ProC vas to ma zajimat

* Na mobilu pouzivame fotky a pristupujeme k emailu, ze?
* A na pocitaci? Tam taky

A kuprikladu ty fotky jsou soukromé a naopak email pracovni



Ochrana dat organizace

Firemni
Prinasi snadno pouzitelné oddeleni aplikace a
firemnich dat od soukromych data :

(spravovane)

Ochrana dat bez ohledu na to, kde se
nachazeji

Pouze duveryhodneé aplikace mohou
pristupovat k datum

Ochrana pro telefony i pocitace

Skype pro
firmy E-mail

OneDrive
for
Business Kontakty

LOB

aplikace Kalendar

PDF Ctecka Fotky

Ostatni Ostatni

Soukromé
Facebook .
aplikace a data
(nespravované)
WhatsApp
OneDrive
Angry Birds

Ostatni

0

Vymeéna dat je pod kontrolou
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UNIKATNI OPTIKA WINDOWS DEFENDER

Pokrocila
ochrana

« Windows Defender
Advanced Threat

Ochrana vasich

‘ sluzeb |

o Protection

Ochrana vasich » 0365 email, Skype, - Cyber Security
o OneDrive, Azure, Services, Digital
serveru : : . :
» Bing, Windows Store Crime Unit (DCU)
Ochrana vasich » Spravovatelné EPP + Threat Insights k
zarizeni vestavene do posileni Endpoint
Windows Server Protection

 Spravovatelné EPP 2016

vestavené do
Windows



VIDEO: HOW FAST CAN WINDOWS DEFENDER
LEARN ABOUT NEW MALWARE AND BLOCK IT?

How Fast Can Window
Learn About-New \alware?

Business proposal fiiac

Frederic Chopin 11:28 AM (4 hours ago|
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& cnior Program Manager
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Bezpecnost Microsoft Edge

« Anatomie utoku s Application Guard for Microsoft Edge

Uzivatel dostane podvrzeny Ci upraveny e-mail s odkazem

Uzivatel prejde na nebezpecnou stranku a spusti se skodlivy kod

Ten je uzavren v “kontejneru” browser bez pristupu k poverenim uzivatele,
mistnim ulozistim, siti

Ve chvili, kdy uzivatel zavre chranénou cast Edge, je kompletne smazana a

vytorena Cista. Data Utocnika tak nezustavaji na pocitaci



Bezpecnost internetovych prohlizecu




Bezpecnost Microsoft Edge

« Duveryhodnée webové stranky (napriklad interni)

 Pristup k mistnim ulozistim

 Uzivatel se muze overit proti strance s korporatnim prihlasovacimi udaji
 Standardni chovani cookies

« Moznost ukladat na lokalni uloziste




Bezpecnost Microsoft Edge

« Pokud webova stranka neni oznacena jako bezpecna nebo neni rozpoznana

« AppGuard vytvori izolovanou instanci Windows s oddelenou kopii kernelu a
minimem sluzeb nutnych pro provoz Edge

 Mikrovirtualizace zajistuje oddéleni potencialne nebezpecného prostredi od
standardniho prostredi uzivatele




Bezpecnost Microsoft Edge

 Application Guard for Microsoft Edge
 Blokuje pristup do pameti
 Blokuje pristup k mistnim diskum

 Blokuje pristup k instalovanym programum

 Blokuje pristup k ostatnim endpointum na siti organizace
e ...a dalsim potencialné zajimavym zdrojum pro utocnika
« Edge v mikrovirtualizaci nema pristup k zadnym ulozenym poveérenim na

pocitaci



Windows Defender
Advanced Threat Protection

BR Windows



Windows Defender

Advanced Threat Protection

Detekce pokrocilych dtokd a specialnich pranikd

Integrovano ve Windows 10
Z4dny dal3i deployment a infrastruktura.
Pribézné aktualizované, nizsi naklady.

Zkouma chovani, detekce pohanéna cloudem

Korelovana upozornéni na znamé i neznamé soupére ——
Real-time a historicka data. ~

RG]t

.....
——

Bohata ¢asova osa pro zkoumani
Jednoduse pochopitelny rozsah pruniku. Data napfric
koncovymi zarizenimi. Hluboka souborova a URL
analyza.

Unikatni threat intelligence znalostni baze
.|||||‘| Neparalelni optika na hrozby poskytovana diky vlastnim informacim
i od tretich stran

0

Odpovéd primo na Windows stacku
Bohaty SOC set nastroju od zasahu proti konkrétni stanici tak
Windows 10 Commercial Stobl@cklisttni\nigewaaptﬁhéaaFizenimi



[Tl B Seville - Cont-LizBean-x X =+

O E; windows.com

Windows Security Center | Cont-LizBean-X1 © Timezone: UTC | %  Analyst@SevilleContoso.onmicrosoft.com .

Queue > NeroBlaze attack detected > Cont-LizBean-X1

3 Machine Machine IP Addresses Machine Reporting
Cont-LizBean-X1

Domain: Contoso.org )) I
OS: windows10 g‘

Last external IP: 40.122.164.91 First seen: 6 days ago
Last internal IP: 10.0.0.13 Last seen: 6 minutes ago

Alerts related to this machine

02.23.2016 I NeroBlaze attack detected Command And Control
02.23.2016 A port scanning tool was detected Suspicious Activity
02.23.2016 I A potential reverse shell has been detected Command And Control
02.23.2016 I Anomaly detected in ASEP registry Software\Microsoft\Windows\CurrentVersion\Run Persistence

02.23.2016 I A suspicious Powershell commandline was executed on the machine Lateral Movement

02.23.2016 | QOutlook dropped and executed a PE file. Suspicious Activity

Machine in organization

Filter by: All Behaviors pel

02.22.2016

ﬁ |

Sep 2015 Oct 2015 Nov 2015 Dec 2015 Jan 2016 Feb 2016

02.21.2016

31



CO JE NOVEHO V CREATORS UPDATE

* Reakce * Integrace napric Microsoft
security stackem

Machine isolation

Machine snapshot collection * Exposing Windows Defender Anti-malware and
Device Guard events in the Windows Security Center

Kill & Clean running processes / files
Office365 ATP integration

Blacklist from my network (requires WD-AV)

. Rozéifena detekce  Vylepseni vysetrovani — zmeny dle
ohlasu uzivatelu

Sensor enhancements — memory and kernel attacks

e User view
Customer specific Tl feeds

Alert process tree and security graph
3™ party Tl feeds — FireEye iSight Threat Intelligence P y grap

Virus-total integration
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@ Fire Eye Customer Stories  Blogs Language >  Search FireEye.com >

Products Solutions Services Current Threats Partners Support Company

Home > Company > Press Releases > 2016 Press Releases > FireEye iSIGHT Threat Intelligence Now Available ...

FIREEYE ISIGHT THREAT INTELLIGENCE NOW AVAILABLE

-IREEYE ISIGHT THREAT INTELLIGENCE NOW AVAILABLE
N WINDOWS DEFENDER ADVANCED THREAT
PROTECTION

Helps Customers Identify More Attacks and Gain Valuable Information about Activity
Groups Targeting an Organization

L designed o deliver a LNPalralieled View O 2 J10Dg cd dNasCape, € =N av ) V DEeyondad e YpICa yDer-ditac 2CYCIe—prio d and co = Llc ’ DEeT0Te, au (] dlNd 4

attack.

WDATP customers have access to a set of FireEye iSIGHT Intelligence technical indicators, or l1oC’s (Indicators of Compromise) that enable WDATP to alert when these indicators are found on their
customers’ computers or networks and then display a profile of the involved attacker. This profile includes valuable information such as:

* The main motivation of the attacker

* Related tools

+ Target sectors and geographies

* A description of the actor and how they operate

For secunty teams that want more contextual intelligence, the full set of FireEye ISIGHT Intelligence loCs and all related reports and technical information, a direct link is available to subscnbe to FireEye
ISIGHT Intelligence. This subscription can also be consumed programmatically through the FireEye iSIGHT Intelligence API. WDATP customers can apply for a free trial of the broader FireEye iSIGHT
Intelligence, by clicking on the link at the bottom of the FireEye iSIGHT Intelligence Actor profile in WDATP or via www fireeye.com/microsoft

“FireEye has invested in nation-state grade intelligence and we are strategically partnering with industry leaders to operationalize this high-quality intel,” said Ken Gonzalez, senior vice president of corporate
development at FireEye. “By working with Microsoft we're able to offer differentiated intelligence within WDATP and together help make organizations more secure.”

“With the Windows 10 Anniversary Update, we added this new layer of defense with WDATP — a new built-in OS sensor combined with powerful cloud-powered behavioral detection analytics — in order to help
enterprises, detect, investigate and respond to targeted attacks and data breaches on their endpoints quicker and easier,” said Moti Gindi, general manager, Windows Cyber Defense. “As two security leaders
working together, the combined Microsoft and FireEye adversary-based security intelligence ensures WDATP detections can provide the right context needed to prepare for and simplify response to attacks.”



PROC JE REAKCE DULEZITA?

Moznost rychlé reakce snizuje naklady a financni dopady na organizaci zpusobené
utokem

1.
2.

Zastaveni béziciho procesu: Obsahuje specifické utoky na organizaci

Blokovani souboru: Zabezpeceni, ze specificky utok se jiz do organizace z
Internetu nevrati

Izolace zarizeni: Zastaveni ,krvaceni” — zastaveni exfiltrace a ,bocnich pohybu”

Sbér forenznich dat: Sber vice dat pro lepsi pochopeni akci utocnika




File Stop & Quarantine




WINDOWS SECURITY STACK INTEGRATION

== Windows Security Center Machine Analyst@WDATPContoso.onmicrosoft.com |
> Machines view > PoojaOtari
® 2 Machine Machine IP Addresses
PoojaOtari

Machine Reporting

i

Domain:
OS: windows10 64-bit

jaiy =
2
) this machine
< b
High Medium Low [1] Informational [1] )
Alert Severity Type Status Count of detections Detection source
27 Browser settings modifier Soctuseer Low Malware New 324 ¥ Windows Defender AV
s
12 Deviceguard prevented BitTorrent from running 4 Informational Policy New 22 £5 Device Guard
Machine timeline
Je, < Older
Filter by events: Detections ~ account: All
10.29.2016
May 2016 Jun 2016 Jul 2016 Aug 2016 Sep 2016 Oct 2016 Today
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