
Five best practices that help optimize your desktop environment

The Road to Desktop Optimization



Enterprises worldwide are embracing a digital work style to stay competitive in a dynamic and increasingly global business 
environment. This work style requires that teams collaborate seamlessly across boundaries and time zones to become 
more responsive and capable of leveraging advancements in mobility and connectivity. 

The ever - increasing need for desktop performance, connectivity, and mobility - and the management tools that enable 
these - add to system complexity at a relentless pace. These trends put unprecedented challenges on IT departments in 
providing the necessary desktop infrastructure to enable a People-Ready Business. 

The key challenges facing IT managers in this environment can be summarized as follows:

 

With complexity comes greater demands on resources - often outstripping the budget and people available to the IT 
organization. In addition to pushing up labor costs, system complexity impacts service levels and limits business agility. 

What are the stakes? The cost of hardware and software is only a small percent of the total expense to manage a PC -
typically 24-28%3. The real burden on the IT budget is the labor associated with provisioning and managing PCs across the 
organization. IDC estimates the annual IT labor cost for maintaining one PC at $1320 in a typical large organization. This 
same study estimates that an organization that adopts certain best practices that reduce complexity can move this figure 
down under $230 - a reduction of over 80%!4

Leading companies worldwide are not just coping with these challenges, but are stepping up and turning their desktop 
infrastructure from a cost center to a strategic asset. The MicrosoftTM Infrastructure Optimization model illustrates the 
varying levels of IT system maturity, and is useful for identifying improvement priorities for individual organizations:

• Inconsistent configurations
• Unpredictable downtime
• Decentralized PC management

Security

• Confidential data protection
• Security patching
• Malware and virus
• License compliance

Deployment

• Application compatibility
• Numerous software images
• Large-scale migration complexity

Management

	30-45% of IT budget in an average enterprise goes to desktop support1

	These pain points drive 20% of desktop TCO and 50% of end-user self-support2
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1Infrastructure Optimization/, William Barna/Microsoft, April 2006
2Saving money on PC deployment, /Gartner, Michael Silver, December 8, 2005
3Saving money on PC deployment, Gartner, Michael Silver, December 8, 2005
4Optimizing Infrastructure: The relationship between IT labor Costs and Best practices for Managing the Windows Desktop, IDC, #203482, October 2006

The financial impact of moving along the continuum from Basic to Dynamic infrastructure should not be underestimated 
- nor should the improvement on IT service levels and business agility. IDC conducted a study with over 200 IT departments 
in the fall of 2006, benchmarking 
IT costs, service levels and “agility” 
– defined as how long it takes 
to deploy a new application 
or capability. This study found 
that higher levels of IT maturity 
resulted in dramatic savings 
in IT labor, and with notable 
improvements in service levels and 
application deployment speed. 

Across top-performing companies, five fundamental practices emerge as essential to moving the IT infrastructure along 
the maturity continuum—driving down TCO, improving service levels and enabling business agility. 

These best practices are:

 

 

Combined with the right software tools, well-defined policies and documented processes, these best practices will help 
you achieve a well-managed, secure IT infrastructure and streamline the efforts to maintain it. A key enabler of these 
best practices is the use 
of a directory service 
- such as Microsoft’s Active 
Directory®. 

While each organization 
has unique attributes that 
will dictate the sequence 
of adoption of these best 
practices, the accompanying 
diagram illustrates a 
framework to facilitate 
prioritization.

1 Standardize desktop strategy & minimize images

2 implement comprehensive security & compliance tools

3 automate software distribution

4 Virtualize applications and deliver as an on-demand service

5 Centrally manage pC settings and configurations

Source: IDC Core Infrastructure Optimization Research, Summary of Findings Jan 2007

iT Labor Costs

Service levels
(#Svc desk calls)

Business agility
(# weeks/deploy app)

Basic Standardized Rationalized Dynamic

$1320

8.4

5.4

$580

8.5

5.2

$230

7.7

4.3

Not Available

Not Available

Not Available

5) Centrally manage PC settings and configurations

4) Virtualize Applications

3) Automate software distribution

2) Implement comprehensive security and compliance tools

1) Standardize desktop strategy and minimize image

DynamicRationalizedStandardizedBasic
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Minimizing the various combinations of hardware, 
operating systems, and applications reduces the number 
of desktop images and is a key first step in simplifying 
the desktop infrastructure. According to IDC, image 
management accounts for 20-25% of operating system 
deployment costs, and can cost organizations on average 
$25-35 per PC annually5. 

From a management perspective, the ideal scenario 
would be one model of PC, one operating system, and the 
same software loaded on every PC across the enterprise. 
Historically, this hasn’t been realistic given refresh cycles, 
departmental requirements, and legacy equipment. 
However, new architectures are available that deliver similar 
benefits by creating images that are language and PC form-
factor independent. Companies that are able to streamline 
the number of desktop images on their network realize on 
average savings of $110 per pC annually;6 bringing this 
to the point of a single image enterprise-wide would result 
in even greater savings and IT effectiveness.

Benefits resulting from reducing the number of  
images include:

Reduced time testing application compatibility prior to 
deployment

Fewer application conflicts, preventing downtime events 

Greater system predictability, resulting in more rapid 
problem resolution

Fewer OS environments in which to maintain expertise

Reduced effort monitoring potential security 
vulnerabilities

In addition to cost savings, these factors also lead to higher 
service levels, as factors that can cause downtime events 
are reduced, recovery is accelerated, and expedited testing 
and deployment frees IT resources to focus on value added 

●

●

●

●

●

activities. As a result, the organization becomes more agile 
as fewer desktop images - speeds deployment of new 
applications across the enterprise.

Microsoft offers a variety of options to help organizations 
drastically reduce the number of images they must 
manage. Here’s how these technologies address the issue 
of image management:

Windows Vista enterprise

Windows Vista Enterprise employs a new image-
management architecture that is hardware 
independent. Instead of maintaining a separate image 
for each PC form factor and each hardware design, 
Windows Vista Enterprise can allow a single image to 
be deployed across the entire PC spectrum.

Windows Vista Enterprise includes all the Windows user 
interface languages, allowing IT Professionals to deploy 
and manage a single, worldwide binary.

LOB applications that have not yet been updated to run 
on Windows Vista Enterprise can operate in a virtual PC 
environment on the client PC. Windows Vista Enterprise 
now provides up to four licenses for prior Windows 
editions at no additional cost. This eliminates the  
need to maintain separate images for legacy  
operating systems.







5 Optimizing Infrastructure: The relationship between IT labor Costs and Best practices for Managing the Windows Desktop, IDC, #203482, October 2006
6 Optimizing Infrastructure: The relationship between IT labor Costs and Best practices for Managing the Windows Desktop, IDC, #203482, October 2006

1. Standardize desktop strategy & minimize 
desktop images

	 Simplify	deployment	and	provide	a	more	uniform	environment

System
complexity

Specialized
OS skill

requirements

System
predictability

“Because both Windows Vista and Microsoft Office 
2007 are language agnostic, we only needed to create 
one image for use around the world; we simply add 
the language after the fact. To change from the default 
language, users simply respond to a question asking 
which language they want, and that language is 
deployed automatically through a small custom script.”

Mary Ann Scutelis, Desktop Design Team Software  
Manager, PPG

Application 
conflicts

Case Study: PPG Industries 

Customer Size: 30,000 employees

Organization Profile Today PPG is a U.S.$11 billion global busi-
ness that supplies paints, coatings, chemicals, optical products, 
specialty materials, glass, and fiber glass. The company employs 
more than 30,000 people and has 125 manufacturing facilities and 
equity affiliates in more than 20 countries. 

Business Situation To maintain profitable growth, PPG constantly 
looks for opportunities to reduce costs through innovation. In 2005, 
one of the key actions it identified to meet that challenge was to 
establish a global desktop computing environment that enhances 
security and facilitates seamless real-time collaboration and com-
munication among workers in time zones across the globe. The 
new desktop also needs to work with all sorts of manufacturing 
applications that have been built over time. PPG named this initia-
tive the “Desktop of the Future”.

Solution PPG selected the Windows Vista™ operating system as 
the cornerstone of its Desktop of the Future. The improved security 
and management features, ease and speed of deployment, and 
dramatically improved search capabilities met each of PPG’s 
requirements. PPG’s desktop image also includes Microsoft Office 

Professional 2007, which provides several improvements to the 
user interface, as well as tools that help boost user productivity. 
PPG will roll out the Desktop of the Future to its 20,000 worksta-
tions worldwide over two years.

Benefits 

•  PPG plans to take full advantage of the layered security 
features in Windows Vista including safeguards against mali-
cious code and intrusions and the Windows® User Account 
Control technologies. 

•  Because PPG has to create, deploy, and maintain only a single 
image for the entire enterprise, it requires less time to deploy 
Windows Vista and the 2007 Office system compared to pre-
vious desktop deployments. 

•  Built-in diagnostics in Windows Vista automatically detect 
and diagnose common support problems—such as failing 
disks, degraded performance, or lack of network  
connectivity. These diagnostics are expected to help PPG users 
resolve many problems themselves, thus helping to reduce 
help desk calls and user downtime.
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microsoft Desktop optimization pack for Software 
assurance

Microsoft SoftGrid Application Virtualization, available 
in the Desktop Optimization Pack, separates and 
isolates the application layer from the operating 
system. This separation stabilizes and reduces the 
number of images required.

Software inventory management and real-time 
application tracking usage provides a comprehensive 
view of the desktop environment, streamlining the 
migration to a single desktop image.

2007 microsoft® office System 

The 2007 Microsoft Office release includes all Office 
user interface languages, allowing IT Professionals to 
deploy and manage a single, worldwide binary.

Microsoft Office migration management technologies 
including the Office Setup Controller, Customization 
Tool, and Local Installation Service are all designed to 
facilitate easy deployment and image management.









microsoft Solution accelerator for Business  
Desktop Deployment

This solution provides end-to-end guidance for efficient 
planning, building, testing, and deployment of both 
Windows Vista Enterprise and 2007 Microsoft Office. 
Software Assurance customers can also take advantage 
of the Desktop Deployment Planning Services (DDPS), 
which expedites the deployment roadmap by offering a 
guided introduction to the Solution Accelerator. 

In migrating towards a single image across the enterprise, 
the IT organization enjoys greater simplicity throughout 
the ecosystem, a more robust and secure environment, and 
improved agility. Microsoft desktop optimization features 
such as those above make these benefits a reality.



New file-based image format (WIM) allows a single image 
to be managed across all PC form factors and languages

Case Study: PPG Industries 

Customer Size: 30,000 employees

Organization Profile Today PPG is a U.S.$11 billion global busi-
ness that supplies paints, coatings, chemicals, optical products, 
specialty materials, glass, and fiber glass. The company employs 
more than 30,000 people and has 125 manufacturing facilities and 
equity affiliates in more than 20 countries. 

Business Situation To maintain profitable growth, PPG constantly 
looks for opportunities to reduce costs through innovation. In 2005, 
one of the key actions it identified to meet that challenge was to 
establish a global desktop computing environment that enhances 
security and facilitates seamless real-time collaboration and com-
munication among workers in time zones across the globe. The 
new desktop also needs to work with all sorts of manufacturing 
applications that have been built over time. PPG named this initia-
tive the “Desktop of the Future”.

Solution PPG selected the Windows Vista™ operating system as 
the cornerstone of its Desktop of the Future. The improved security 
and management features, ease and speed of deployment, and 
dramatically improved search capabilities met each of PPG’s 
requirements. PPG’s desktop image also includes Microsoft Office 

Professional 2007, which provides several improvements to the 
user interface, as well as tools that help boost user productivity. 
PPG will roll out the Desktop of the Future to its 20,000 worksta-
tions worldwide over two years.

Benefits 
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cious code and intrusions and the Windows® User Account 
Control technologies. 

•  Because PPG has to create, deploy, and maintain only a single 
image for the entire enterprise, it requires less time to deploy 
Windows Vista and the 2007 Office system compared to pre-
vious desktop deployments. 
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resolve many problems themselves, thus helping to reduce 
help desk calls and user downtime.
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Security threats continue to increase, with commensurate 
growth in IT support and mitigation costs. The danger 
associated with these threats intensifies  
as attacks:

Are more advanced and profit motivated

Occur more frequently, with less time for mitigation

Have moved “up the stack” to include application-
focused attacks

Microsoft’s own research7 indicates that:

Backdoor trojans and bots are becoming the most active 
category of malware - a trend that demonstrates that 
hackers with financial gain 
in mind are focusing on this 
category

Social networks continue 
to be a popular means 
of spreading malware, 
especially when the malware 
is sent over e-mail and peer-
to-peer (P2P) networks

These trends underscore the 
need to provide robust desktop 
protection, compliance and 
auditing capability, along 
with ensuring that the data 
itself is protected. IDC reports that organizations with 
comprehensive security and IT governance tools realized 
a typical savings of $130 per pC8. Its analysis included 
equipping desktops and laptops with antivirus utilities and 
online updates, antispyware and malware utilities, and 
offering an automated patch distribution system. 

Additional savings and efficiencies may also be possible.
Many security offerings are narrowly focused on specific 
scenarios as opposed to addressing the breadth of 
potential threats and opportunities. These point-solutions 
often don’t interoperate, require the use of multiple 

●

●

●

●

●

management consoles, and confound event reporting and 
analysis. This increases IT complexity and consequently, costs. 

Beyond securing the network and infrastructure, IT needs 
to ensure that sensitive information is protected from 
unauthorized access – both while on the network grid and if 
a laptop is lost or stolen. This includes ensuring information 
privacy, verifying authenticity, proving content integrity, and 
authenticating access to important information.

With this in mind there are opportunities for organizations to 
move beyond the important steps addressed in IDC’s report 
– and improving service levels and becoming more agile in 
the process. These include:

Providing a unified solution to address current and 
emerging malware, viruses and other threats

Simplifying management and administration by using a 
single integrated console

Consolidating event reporting and analysis through a 
comprehensive dashboard that provides visibility and 
control over threats and vulnerabilities

By seeking a unified solution that integrates with existing 
infrastructure, organizations are better able to prevent 
disruptive occurrences that interrupt user productivity and 
require IT resources to handle cleanup activities. By offering 
an integrated console and single client agent they improve 
management capabilities by reducing complexity and 
enhancing reporting and analysis. Finally, utilizing a solution 
that integrates with existing infrastructure makes it easier to 
deploy signatures and software faster. 

By integrating security with IT operations management, 
organizations can more effectively protect the desktop 
environment while making the process more efficient. 
Microsoft technologies help provide a more unified 
management environment, and can streamline efforts to 
maintain robust security across the infrastructure.

●

●

●

Mal-ware
Vulnerability

Downtime
events & 
duration

IT labor
predictability

Sensitive 
data

breaches

2. Implement comprehensive security and compliance
	 Protect	desktop	infrastructure	and	maximize	uptime

 Changes to security or auditing 
processes are a major cost 
category.

  Customer notification, market 
and security response, and loss 
of business are significant cost 
concerns.

 Greatly concerned about brand 
damage or bad press.

   
   Key Security Concerns

39%
50%

43%
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8Optimizing Infrastructure: The relationship between IT labor Costs and Best practices for Managing the Windows Desktop, IDC, #203482, October 2006

microsoft Forefront Client Security

Unified protection from viruses, spyware and other 
current and emerging threats. 

Simplified administration through central management, 
providing greater efficiency. 

Critical visibility and control from insightful, prioritized 
security reports and a summary dashboard view, 
offering increased visibility and control over threats.

Windows Vista enterprise

Windows BitLocker™ Drive Encryption in Windows Vista 
Enterprise provides a robust and automatic method of 
protecting data in mobile PCs. Unauthorized users are 
completely locked out if a laptop is lost or stolen.

User Account Control allows common user tasks to 
be performed under a standard user, reducing the 
incidences where administrator log-in is required. The 
result is a lower attack surface and less opportunity for 
security breaches. Enhanced Windows Security Center 
increases the security categories monitored beyond 
internet firewall, Automatic Updates and anti-virus 
to include malware protection and internet security 
settings.

System Center

Operations Manager provides enterprise-scale 
vulnerability awareness, facilitating a proactive 
assessment of risk through client monitoring. IT 
management teams can identify and resolve issues 
before they cause a downtime event. In addition, 
Operations Manager efficiently supports compliance 
monitoring.

Configuration Manager sets configuration baselines 
that can then be enforced by policy at regular intervals 
and used to protect the infrastructure. 

Comprehensive patch management automates the 
delivery of security patches, reducing the duration of 
vulnerability and lowering implementation cost.

















The 2007 microsoft office System

The new Trust Center enables security to be controlled 
at a granular level specific to individual applications - 
protection can be tailored to need.

Support for digital signatures in email and documents 
increases security and control.

Publishing to PDF or the new XPS file formats makes it 
easy to publish great-looking documents to the widest 
possible audiences while preserving both content  
and design. 

Office OpenXML formats provide transparency and 
resiliency, as well as enabling support by auditing and 
retention policy tools to help meet compliance standards.

microsoft Desktop optimization pack (mDop)

Advanced Group Policy Management facilitates a more 
robust change-control process for group policy objects. 
Configuration settings for security parameters can be 
edited and tested offline, then transferred to the live 
environment without impacting operations.

The Microsoft Diagnostics and Recovery Toolset provides 
several options for PC recovery if a catastrophic event 
occurs, even when safe mode or normal boot will  
not function. 

Asset Inventory Service provides a complete view of the 
software environment across the enterprise, including 
more than 430,000 titles from Microsoft and third-party 
applications. 

Identifies applications and installations that are contrary 
to corporate policies, and tracks real-time application 
usage to determine how applications are being used or 
potentially misused.

Managing IT infrastructure security in a proactive manner 
delivers significant savings to the enterprise, both in IT labor 
savings and maintaining end-user productivity.

















“Due to the integration with Windows Server Update Services, the Forefront Client Security 
signature updates were deployed automatically and quickly. And the reporting tool provided 
within seconds the information that the technician handling the event needed” 

Kevin Hayden,  Manager of Desktop Engineering, Analog Devices
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Companies often find themselves employing cumbersome 
methods to deliver applications and updates to users. Such 
methods include distribution of CDs, custom logon scripts, 
or email messages pointing users to download sites. Each 
of these methods requires significant user participation, 
negatively impacts productivity and reduces effectiveness. 

Given issues surrounding today’s IT security environment, 
such inefficiencies pose even greater risks than before. 
Transitioning to an automated process for deploying new 
applications and delivering security patches is a direct path 
to IT savings. 

According to research by Gartner, in a non-automated 
environment 24% of the variable cost in provisioning a 
PC involves testing and installing software.9 The required 
resources increase dramatically for large scale deployments 
and upgrades to the operating environment. The cost 
to provision a single PC decreases $26 annually when 
software deployment automation is adopted, according to 
analysis by Gartner and Microsoft.10

Without an automated deployment process and toolset, 
the adoption of new IT capability is prolonged and security 
threats remain unchallenged. Conversely, the adoption of 
the right tools can allow the enterprise to decouple the 
deployment of a new operating system from the hardware 
refresh cycle, accelerating the benefits this migration will 
yield. In addition, security patches can be deployed quickly 
and universally, ensuring any vulnerabilities are closed.

With the optimal processes identified, an organization 
can begin to evaluate tools to best suit its needs. 
Microsoft provides a few options that relate directly to 
automated software delivery. A key component of these 
efforts is Microsoft System Center with Configuration 
Manager (formerly Systems Management Server - SMS), 
which allows an organization to streamline the delivery 
of applications and new operating systems across the 
enterprise, while providing a greater understanding of the 
hardware and software infrastructure. 

9Saving money on PC deployment, Gartner, Michael Silver, December 8, 2005
10Infrastructure Optimization, William Barna/Microsoft, April 2006

Time to 
deploy app 

or 
patch

IT 
resource 

requirements

Sequencing  
and load  
balancing

Security 
vulnerability

3.  Automate software distribution
	 Simplify	deployment	and	free	up	IT	resources	for	higher	value	work

A critical component of this best practice 
is that the processes adopted outweigh the use 
of specific tools in terms of delivering on the 
value of automated distribution. To capture the 
efficiencies and cost savings with automated 
deployment, an organization needs to develop 
robust processes for inventory management and 
group targeting, along with software packaging 
that drives the deployment process. That said, 
selecting software that is easily configured and 
deployed can add significant incremental value.

Benefits delivered include: 

Centralization of all deployment tasks from a single 
management console clarifies the process for network 
administrators, while the intuitive interface and drag-
and-drop capabilities facilitate increased efficiency and 
operational effectiveness.

Streamlined deployment planning and execution using 
Task Sequencer reduces both resources required and 
duration of the effort.

Support for client and server deployments in the same 
process.

Offline provisioning allows better control over 
scheduling, targeting and qualification in large-scale 
deployments, while also managing load balancing. 

Customization for specific groups is simplified and 
easily configured. The Driver Library decouples driver 
configuration from the PC image, reducing potential 
conflicts and problems.
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Holland & Knight plans to use Microsoft Business Desktop 

Deployment (BDD) Lite Touch methodology when it 

undertakes its corporate-wide deployment of Windows 

Vista. By incorporating BDD best practices, Windows Vista 

Lite Touch Installation has been significantly enhanced 

to gather information using zero-touch installation (ZTI) 

technologies. The Lite Touch script gathers entered data 

and the default configuration information to automate 

the Windows Vista deployment in bare-metal, machine-

replacement, refresh, and upgrade scenarios.

Other enabling technologies include: 

The Solution Accelerator for Business Desktop 
Deployment, which helps customers understand 
deployment best practices and employ a methodology 
for zero-touch or lite-touch deployment. 

The Office Resource Kit, which includes tools such 
as the Office Customization Tool, Office Migration 
Planning Manager, and the File Conversion Tool, which 
collectively make it easy to customize images, scan 
batches of documents for compatibility issues, and 
convert document file formats in large batches – all of 
which saves time and IT resources.

Managing software deployment with a set of integrated 
tools and well-defined processes yields significant resource 
savings, while accelerating the delivery of new capabilities 
to the business. In addition, the visibility into the hardware 
and software ecosystem allows the IT organization to more 
effectively manage permissions and compliance across the 
enterprise.





“Across EMEA, we’re gaining 180,000 hours a year in improved productivity 
because of software deployments that are automated by Microsoft technology”   
Michael Partsch, Chief Information Officer EMEA, Central Region EDS

Case Study: EDS Europe, Middle East & Africa (EMEA) Central Region 

http://www.eds.com

Customer Size: 30,000 employees

Organization Profile EDS is a technology solutions provider that of-
fers consultancy and technology support services to corporate and 
public sector customers worldwide.

Business Situation EDS required an automated deployment solu-
tion to help install business productivity applications and security 
software updates across its disperse network, including areas with 
bandwidth limitations. Software deployment costs were high, field 
penetration of security updates were low due to an end-user cen-
tric process, and field service requirements were significant.

Solution EDS chose a solution based on Microsoft® Systems Man-
agement Server 2003, which has dramatically reduced software 
support costs and improved security compliance throughout the 
company. This solution administers all security updates, hardware 
and software inventory, asset tracking, reporting, and software dis-

tribution. Results were seen immediately: Within the first 24 hours 
after ins, it was possible to install the Microsoft security update for 
December on 66 per cent of all remote office PCs automatically, 
and EDS can now deploy security updates to more than 90 per 
cent of workstations in just five days.

Benefits 

•  High-quality support for rollout 
• Central deployment cost reduction
 Improved productivity  

Enhanced systems security 
• Optimized bandwidth for deployment of security updates
Software and Services 
Microsoft Active Directory 
Microsoft Operations Manager (MOM) 2005 
Microsoft Systems Management Server 2003 
Microsoft Windows Server 2003 Standard Edition
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Avoiding conflicts between the numerous applications found 
across an organization and reducing exposure to potential 
security issues are key challenges in managing a desktop 
infrastructure. This is particularly the case when planning an 
enterprise-wide deployment of a new operating system. 

In a traditional model, each PC has an array of applications 
suited to the individual user. Because applications are only 
available where they are installed, the applications are tied 
to a specific computer, and typically a user is coupled with a 
specific computer. All of this makes migration planning and 
security management a complex, labor intensive practice.

Microsoft offers a number of complementary options that 
decouple application functionality from physical hardware. 
Two of the most relevant technologies are Microsoft 
SoftGrid Application Virtualization for the Desktop via the 
Microsoft Desktop Optimization Pack, and Microsoft Softgrid 
Application Virtualization for Terminal Services. 

microsoft Softgrid application Virtualization

Microsoft SoftGrid Application Virtualization provides a new 
way to deliver application capability to the end user desktop 
- as a virtualized, digital service. By delivering virtualized 
applications on-demand and separate from the desktop 
image, several benefits emerge:

The reduction of application-to-application conflicts 
simplifies application portfolio management across the 
enterprise. Previously conflicting applications can exist on 
a single PC without incident.

●

Application testing is reduced, because there is not a 
need to perform the intense application to application 
regression testing necessary in a traditional deployment. 
This lowers resource demands and accelerates OS 
migrations and application deployments.

Centralized policy-based management is more easily 
administered, and patching can be performed at a single 
location, not across every PC in the organization.

Desktops are decoupled from specific users, enabling 
higher levels of mobility and roaming within the 
organization.

Compliance is ensured, as permissions are centralized 
preventing unauthorized use.

Security is improved as applications can be locked down 
in read-only mode, and application isolation prevents a 
potential source for security breach. 

New applications can be deployed across the enterprise 
more rapidly, improving business agility. 

Microsoft SoftGrid virtualizes applications per user, per 
application incidence, without changing underlying 
source code. The result is a transformed environment with 
simplified, automated processes for deploying, patching, 
updating and terminating applications, requiring minimal 
resources and delivering superior results.

●

●

●

●

●

●

App 
conflict and 
regression 

testing

Downtime 
events & 
duration

Flexibility  
of PCs and 

users

4.  Virtualize applications and deliver as an  
on-demand service

	 Reduce	application	conflicts	and	increase	system	uptime

Compliance 
& optimized 

app use

iT management Scenario—application conflicts from multiple Java Vm

Frank is an IT administrator for a major insurance company.  His finance department is using several applications that are 
switching over to be web-based, and use different Java runtime environments.  Unfortunately, only a single version of Java can 
be installed on a client operating system.  Because the entire OS is essentially hard coded to a specific Java version, this can 
prevent other desktop and web applications from functioning correctly.  The result was numerous system crashes and a very 
frustrated finance group.

After learning about SoftGrid, Frank ran a pilot program in the finance department to see if virtualizing the applications and 
delivering them as an on-demand, streaming service was the solution.  SoftGrid worked superbly, since it isolated the web 
applications from the desktop OS—problem solved!
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Case Study: Alamance Regional Medical Center

Customer Size: 2,200 employees

Organization Profile Alamance Regional Medical Center, which 
serves central North Carolina, was named by Microsoft Healthcare 
User’s Group (MSHUG) as the 2005 Hospital of the Year for using 
Microsoft technology to improve patient care quality.

Business Situation: The IT group managed over 75 applications 
for 2,200 PC and thin client users. Deploying, updating and sup-
porting these applications were incredibly time-consuming and 
manual.

• IT was required to go computer-to-computer to load updates 
and security hot fixes

• 215 hours were spent every year on regression testing to 
ensure applications would not conflict once installed

• The mix of desktop and web applications created conflicts 
stemming from multiple versions of Java VM

Solution: Implemented Microsoft SoftGrid application virtualization 
and dynamic streaming solution to separate the applications from the 
OS. This eliminated the conflicts across applications and reduced both 
prelaunch regression testing and overall deployment time.

Results: 

• Saved more than $1.5 million in application management costs 
over 3-year period 

• Achieved time-to-payback in 5.4 months 

• Eliminated over 200 hours of regression testing 

• Deployed new applications in 1/10th the time; upgraded applica-
tions in 4 hours instead of 8 days 

• Eliminated 5,000 hours of annual end-user downtime, saving 
$100,000 in lost productivity 

• Decreased helpdesk call volume by 30%, while resolving issues in 
half the time

SoftGrid-SmS Connector

Organizations that choose not to stream applications 
to user desktops have the option of using Microsoft’s 
SoftGrid-SMS Connector. The combination of SoftGrid 
Application Virtualization with System Center 
Configuration Manager radically simplifies the deployment 
and management of the full portfolio of software OS, and 
applications in both a physical and virtual environment. 
With application virtualization, on-demand delivery 
and self-provisioning, IT administrators are able to push 
applications across the enterprise from one console -
allowing improved control, greater flexibility and ultimately 
a more optimal desktop infrastructure. 

SoftGrid application Virtualization for 
Terminal Services

While SoftGrid application virtualization enables  
conflicting applications to run side by side without 
conflicts, it is not designed to fix issues where an 
application requires an older operating system or to deliver 
applications in low bandwidth environments. In such 
scenarios users are able to run the latest operating system 
on the desktop and use Microsoft Terminal Services to 
provide access to these applications by running them on 
a compatible version of Windows Server. Terminal Services 

presentation virtualization decouples the presentation 
layer or user interface from the client. This decoupling 
reduces OS to OS conflicts and enables lower bandwidth 
application delivery.

Microsoft Softgrid Application Virtualization for Terminal 
Services separates and isolates the application layer from 
the operating system on a Terminal Server, the same way 
that Softgrid isolates applications on the client. This offers 
multiple benefits including: 

Greater opportunity to consolidate terminal servers
Improved user roaming and business continuity
Increased flexibility through transforming Terminal 
Services into a dynamic system

Windows Vista enterprise and Virtual pC 2007

Windows Vista Enterprise offers another economical way 
to address OS to application compatibility and other 
scenarios around virtualization: Customers can install up 
to 4 copies of the operating system in a virtual machine 
using a virtualization solution such as Virtual PC. This 
combination makes it easy to run legacy applications 
as virtual applications in virtual machines while running 
Windows Vista Enterprise.

●

●

●

SoftGrid can be used to deliver sequenced 

versions of web-based applications, so all 

dependencies (i.e. multiple Java versions, plug-

ins, etc.) are self-contained.
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One of the most effective drivers of IT labor productivity is 
the central management of the configurations and settings 
on the PCs across the network. IDC estimates that moving 
to central control will save an average of $190 per  
pC annually.11

Centralized management of the desktop environment 
directly leads to greater stability, faster problem resolution 
and fewer issues with software deployments and patches. 
This is because reducing the ability for end users to change 
settings and configurations can: 

Minimize overall system complexity

Avoid potential conflicts between settings and newly 
deployed applications

Reduce the downtime events often found in 
unmanaged IT environments 

As a result, businesses gain agility, and the IT organization 
gains confidence that deployment conflicts can be 
avoided.

Limiting user capabilities could have an impact of service 
level agreements as IT would need to support scenarios 
that users could previously fulfill themselves. Once 
such implications are fully evaluated, organizations can 
determine how best to implement desired policies. For 
instance, a policy could prohibit users from installing 
applications themselves, use a tool to monitor systems and 
uninstall unapproved applications, and employ other tools 
to ensure adherence to a specified machine configuration. 
In some instances IT groups have been known to raise 
awareness of the risks of unmanaged PCs by implementing 
a policy to specify that IT will only work on a corrupted 
PC for 15 minutes before the machine is formatted and 
reimaged.12 

●

●

●

In addition to developing internal policies to guide 
desktop settings, certain scenarios may necessitate 
centralization of the desktop itself to comply with 
regulation, improve disaster recovery, or to enable remote 
task workers. Alternative desktop configurations based 
on virtualization technologies centralize data processing 
and storage, providing a more controlled and compliant 
environment. Windows Enterprise Centralized Desktop 
provides the means to license Windows for deployment 
on server hardware and delivered to the desktop as a 
virtualized presentation. 

11 Optimizing Infrastructure: The relationship between IT labor Costs and Best practices for Managing the Windows Desktop, IDC, October 2006
12 Desktop Management Best Practices Focus on Policy, Process and People, Gartner, June 2005
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5.  Centrally manage PC configurations and settings
	 Drive	complexity	out	of	the	desktop	environment	and	maximize	user	uptime

“Systems Management Server gives help-desk technicians 
a single tool to access and troubleshoot any user system 
around the globe, regardless of whether that user is on the 
corporate network or accessing it remotely…In addition, 
the remote control capabilities provided by Systems 
Management Server allow the user to monitor what 
the help-desk technician does, making the user support 
experience a user education session as well.”

Takis Petropoulos, Senior IT Systems Engineer,  
Dell Computer

In such scenarios, Windows runs in the datacenter and the 
Windows experience is delivered to the rich or thin-client 
over remote desktop. Customers have the flexibility to 
enable their end users to receive their own static virtual 
machine image, or maintain a dynamic architecture where 
virtual machines are created or deleted on the fly. The 
Windows Enterprise Centralized Desktop the architectural 
flexibility that organizations need to deploy Windows 
virtual machines to either rich or thin clients, with each 
device accessing up to four virtual machines from an 
unlimited pool of virtual machines across any combination 
of server hardware.
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Determination of policies (and their evolution), are 
intimately tied to the capabilities of deployment and 
management tools. Microsoft software for the enterprise 
offers features that drive more consistent configurations, 
improved management capabilities, and reduced 
downtime. 

microsoft Desktop optimization pack

Advanced Group Policy Management (AGPM) 
increases administrators’ control of group policy 
objects, providing a more robust environment for 
managing GPO changes. Modifications can be made 
in an offline mode, with differences between live, 
archived and working versions available for analysis to 
identify conflicts prior to deployment.

SoftGrid Application Virtualization facilitates the 
centralization of all application permissions, aiding in 
governance and compliance.	

Desktop Error Monitoring provides awareness 
and insight into the application and operating 
system failures that cause PCs to hang or crash. 
IT professionals can collect aggregate, report and 
manage failures.

The 2007 microsoft office System

Comprehensive group policy ADM templates for 2007 
Microsoft Office enable granular control over security 
and other program features and behaviors.

Simplified management of security features in 2007 
Office is made possible by a single common location 
for all security settings.

The Office Customization Tool in the 2007 Microsoft 
Office suite reduces the complexity of customizing 
and installing Microsoft Office products.

By producing a predictable, uniform environment and 
eliminating potential problems before they occur, 
centrally managing PC settings and configurations is a 
major step towards reducing overall IT costs and freeing 
up talent to higher-value use.













“We are now in a position to increase our number of 
employees by up to 30 percent and still support the 
organization with the same infrastructure” 

Gabriel Pepe, Distributed Systems Director, HSBC Mexico

System Center

Configuration Manager enables group policy-based 
administration, simplifying operations and policy 
enforcement through an easy-to-use console. Drag 
and drop capabilities and an intuitive interface reduce 
the complexity of systems management.

Service Desk further automates problem resolution 
with a comprehensive diagnostic toolset while 
integrating routine monitoring and reporting tools.

Operations Manager provides a comprehensive view 
of health of the IT environment, delivering end-to-
end service monitoring while automating routine, 
redundant tasks.

Windows Vista enterprise

Over 500 new group policy objects address the most 
critical management scenarios. Centrally manage 
Power Settings, saving as much as $50 per PC a year 
in energy costs, and determine which types of devices 
users can and cannot install, including GP control 
over USB storage devices—important for maintaining 
security over confidential data.

User Account Control reduces the need for users to 
work in an administrator mode, so standard users are 
prevented from making potentially dangerous changes 
to their computers.

Event Viewer and logging makes the Windows Vista 
Enterprise desktop easier to manage and monitor, and 
provides better information for troubleshooting. Every 
desktop activity is captured as an event, providing 
a self-documenting environment for regulatory 
compliance reporting.













Improved Windows Vista core capabilities such as PC 

configuration, deployment and management, improved 

security, and better reliability are expected to reduce IT 

labor costs by $140 per PC per year, a 13-percent reduction 

from SAQ’s current PC environment at Société des alcools du 

Québec (SAQ)
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Achieving Desktop Optimization
Employing these best practices across your company will move your organization closer to turning software 
infrastructure into a strategic asset. To help you get there Microsoft’s desktop optimization technologies provide a 
cost-effective and scalable way to handle large-scale deployments, extensive tools to plan, manage, and monitor 
deployments, and integrated capabilities to protect corporate data and maintain system uptime and IT compliance - all 
key drivers of making that transformation. 

To summarize, adopting these best practices will lead to:

	Reduced complexity, with IT administrators encountering a more uniform, predictable environment

	 Increased stability as potential problems and security breaches are eliminated or controlled

	Greater flexibility increasing the ability of IT to quickly respond to needs of the business

	 Improved automation to increase the productivity of the IT staff, reducing routine tasks and freeing them up for 
higher-value activities

The table below provides a snapshot of the high-level benefits associated with the various Microsoft technologies 
covered in this paper. Adopting the best practices addressed here greatly enhances a company’s ability to overcome 
challenges around deployment, management, and security, and by minimizing these challenges a company is well on 
its way towards attaining an optimized desktop. Additional information can be found at the websites listed below.

Deploy Manage Secure

Multi-language user interfaceulti-language user interface 
(MUI) and hardware-
independent architecture 
enables a single image 
worldwide 

Over 500 new group policy 
objects address the most critical 
management scenarios, while 
User Account Control minimizes 
the need for users to work in 
administrator mode

Helps protect your data, secure 
your environment, and make 
it easier to achieve compliance 
with regulations and policies

Seamless deployment of agents 
and malware signatures using 
WSUS or 3rd party tools

Simplified Administration through 
central management; Critical 
visibility and control through 
insightful, prioritized security 
reports and a summary dashboard 
view

Unified protection acrossacross 
desktops, servers, and network 
edge from viruses, spyware andfrom viruses, spyware and 
other malware

Reduces application 
compatibility conflicts and 
minimizes images by enabling 
applications to run as network 
services

Provides management and control 
of the software environment 
with an enterprise-wide software 
inventory, with real-time application 
usage 

Includes troubleshooting tools 
to pinpoint problems, recover 
and repair PCs, and conduct 
post-crash analysis

Drives IT productivity by 
reducing manual tasks 
in software provisioning, 
configurations, patching and 
asset management

Intelligent monitoring and 
reporting with end-to-end service 
management offers greater control 
and efficiency

Optimizes and speeds disk-
based back-up and recovery, 
providing near continuous data 
protection

 Business Desktop Deployment 
tool provides guidance on 
efficient deployment, and 
multi-language user interface 
(MUI) enables a single image 
worldwide 

Comprehensive group policy 
templates enable granular control 
over program features and 
behaviors, and Rights Management 
controls access and usage of digital 
assets

Increased robustness through 
a unified binary combines 
defense in depth with the latest 
advances in security and privacy 
technologies



For more information on the Microsoft technologies discussed, contact your Microsoft Account Manager or please see the 
following websites:

Microsoft’s Infrastructure Optimization model 
www.microsoft.com/io

Windows Vista Enterprise  
www.windowsvista.com

Microsoft Forefront  
www.microsoft.com/clientsecurity

Microsoft Desktop Optimization Pack  
www.windowsvista.com/optimizeddesktop

Microsoft System Center 
www.microsoft.com/systemcenter

2007 Microsoft Office suites 
www.microsoft.com/office
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