
Securing the Network Perimeter Using 
ISA Server 2004 

Objectives At the end of this lab, you will be able to: 

 Implement secure access to Internet resources  
 Implement secure Internet client access to an organization’s internal servers   
 Implement secure virtual private network (VPN) access to an organization’s 

internal network 
 Monitor Microsoft® Internet Security and Acceleration (ISA) Server 2004 

 
Scenario You are the administrator for Northwind Traders. You are deploying ISA 

Server 2004 in order to enhance the security of the network perimeter. You will 
be using ISA Server 2004 to provide internal users with secure access to 
Internet resources. You will also be using ISA Server to publish internal servers 
so that they can be accessed from the Internet. In addition, you will be 
implementing ISA Server as a VPN remote access server. And finally, you will 
be monitoring ISA Server 2004.   

A portion of the Northwind Traders network infrastructure is illustrated below: 

 

Computers  This lab uses the following computers: LON-DC1, LON-ISA1, and 
LON-XNET1. For this lab, the Internet Protocol (IP) address for the 
LON-XNET1 network interface card will be configured with an address on the 
network representing the Internet. LON-XNET1 will operate as an Internet Web 
server and as an Internet client. 

Estimated time to 
complete this lab:  
75 minutes 

Before you begin the lab, you must start the computers, and you must log on to 
the computers. 
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Lab Setup  
To complete each lab module, you need to review the following: 

 Virtual PC 

This lab makes use of Microsoft Virtual PC 2004, an application that allows 
you to run multiple virtual computers on the same physical hardware. During 
the lab, you will switch among different windows, each of which contains a 
separate virtual machine running Microsoft Windows Server™ 2003. 

Before you start the lab, familiarize yourself with the following basics of 
Virtual PC: 

 To switch the focus for your mouse and keyboard to the virtual machine, 
click inside the virtual machine window. 

 To remove the focus from a virtual machine, move the mouse pointer 
outside the virtual machine window. 

 To issue the CTRL+ALT+DEL keyboard combination inside a virtual 
machine, use <RIGHT>ALT+DEL instead. 

 To enlarge or shrink the size of the virtual machine window,  
drag the lower-right corner of the window. 

 To switch to full-screen mode, and to return from full-screen  
mode, press <RIGHT>ALT+ENTER. 

 
To complete this lab, you need to start the virtual machines and then log on to 
the computers. In each exercise, you only have to start the virtual machines that 
are needed. 

 To log on to a computer in a virtual machine 

1. Press <RIGHT>ALT+DEL (instead of CTRL+ALT+DEL) to open the 
Logon dialog box. 

2. Type the following information, and then click OK. 

• User name: Administrator 

• Password: P@ssw0rd 

• Domain: NWTRADERS (On LON-XNET1, use 
NORTHWINDTRADER) 
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Exercise 1 
Implementing Internet Access with ISA Server 2004 
In this exercise, you will configure ISA Server to allow outbound Web access for client computers 
on the internal network. 

Scenario 
Northwind Traders is deploying ISA Server 2004. One of the reasons for deploying ISA Server is to 
provide a proxy server that can be used by internal clients when accessing resources on the Internet.  

In this exercise, you will configure ISA Server to support outbound Internet access.  
 

Tasks Detailed steps 

Note: This lab uses the following computers: LON-DC1, LON-ISA1, and LON-XNET1. Before you begin the 
lab, log on to the computers. 

Note: Perform the following step on the LON-XNET1 computer. 

1. Run the ExternalLON-
XNET1.bat file to 
reconfigure LON-XNET1 as 
an Internet server. 

a. Double-click the ExternalLON-XNET1.bat file located on the 
desktop. 

The ExternalLON-XNET1.bat file configures the IP address of 
LON-XNET1’s network interface card (NIC) so that LON-XNET1 
can function as an Internet Web server.  
In this lab exercise, LON-XNET1 is hosting the Web site 
www.contoso.com. 

 

Note: Perform the following step on the LON-DC1 computer. 

2. Test your connectivity by 
opening Microsoft 
Internet Explorer and 
attempting to connect to 
http://www.contoso.com. 

a. Open Internet Explorer. In the Address text box, type http:// 
www.contoso.com, and then press ENTER. 

Internet Explorer is unable to connect to the Web site. 

b. Look at the bottom of the Web page and view the reason why the Web 
page cannot be displayed. 

ISA Server denies the request. (502 Proxy Error - ISA Server 
denied the specified URL.) This is because you have not created 
any access rules yet. 

c. Close Internet Explorer. 

Note: Perform the following steps on the LON-ISA1 computer.   

http://www.contoso.com/
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(continued) 

 

Tasks Detailed steps 

a. On the Start menu, point to All Programs, point to 
Microsoft ISA Server, and then click ISA Server Management. 

3. Create a new access rule. 
 
Name: Allow outbound 
Web traffic 
 
Applies to: Hypertext 
Transfer Protocol (HTTP), 
Hypertext Transfer 
Protocol Secure (HTTPS), 
File Transfer Protocol 
(FTP) 
 
From network: Internal 
 
To network: External 
 

The ISA Server console opens. 

b. In the ISA Server console, expand LON-ISA1, and then select 
Firewall Policy. 

c. In the right pane, on the Firewall Policy tab, select Last Default rule. 

d. In the task pane, on the Tasks tab, click Create New Access Rule. 

Instead of using the task pane, you can also right-click 
Firewall Policy, click New, and then click Access Rule. 

e. In the New Access Rule Wizard dialog box, in the Access rule name 
text box, type Allow outbound Web traffic, and then click Next. 

f. On the Rule Action page, select Allow, and then click Next. 

g. On the Protocols page, in the This rule applies to list box, select 
Selected protocols, and then click Add. 

The Add Protocols dialog box appears. 

h. In the Add Protocols dialog box, click Common Protocols, click 
HTTP, and click Add. Click HTTPS, and click Add. Click Web, click 
FTP, and click Add. Finally, click Close to close the Add Protocols 
dialog box. 

Notice that the same protocols can be listed under multiple headings 
in the Add Protocols dialog box. 

i. On the Protocols page, click Next. 

j. On the Access Rule Sources page, click Add. 

The Add Network Entities dialog box appears. 

k. In the Add Network Entities dialog box, click Networks, click 
Internal, and click Add. Click Close to close the Add Network 
Entities dialog box. 

l. On the Access Rule Sources page, click Next. 

m. On the Access Rule Destinations page, click Add. 

n. In the Add Network Entities dialog box, click Networks, click 
External, and click Add. Click Close to close the Add Network 
Entities dialog box. 

o. On the Access Rule Destinations page, click Next. 

p. On the User Sets page, click Next. 

q. On the Completing the New Access Rule Wizard page, click Finish. 

A new firewall policy rule is created that allows the FTP, HTTP, and 
HTTPS protocols to operate from the Internal network to the 
External network for all users. 

The new rule has not been applied yet. 

r. Click Apply to apply the new rule, and then click OK. 
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(continued) 

 

Tasks Detailed steps 

a. In the left pane, expand Configuration, and then select Networks. 4. Examine the network rule 
for connectivity between the 
Internal network and the 
External network. 

b. In the right pane, on the Network Rules tab, select the rule that defines 
the connectivity between the Internal network and the External 
network. 

In the default configuration, the network rule named 
Internet Access (rule 3) indicates that network traffic between the 
Internal network and the External network will use Network 
Address Translation (NAT). 

a. On the Networks tab, right-click Internal, and then click Properties. 5. Examine the Web Proxy 
settings of the Internal 
network. 

b. In the Internal Properties dialog box, select the Web Proxy tab. 
The Enable Web Proxy Clients check box shows that ISA Server 
listens (on port 8080) for requests from Web Proxy clients on the 
Internal network. 

c. Click CANCEL to close the Internal Properties dialog box. 

Note: Perform the following step on the LON-DC1 computer. 

a. Open Internet Explorer. In the Address box, type  
http:// www.contoso.com, and then press ENTER. 

6. Test your connectivity again 
by opening Internet Explorer 
and connecting to http:// 
www.contoso.com. 

Internet Explorer displays the Contoso Web site. The access rule that 
you created in step 3 grants the LON-XNET1 Web server access to 
network traffic. 

b. In Internet Explorer, on the Tools menu, click Internet Options. 

c. In the Internet Options dialog box, on the Connections tab, click 
LAN Settings. 

Notice that LON-DC1 is indeed configured as the Web Proxy 
client. 

d. Click Cancel to close the Local Area Network (LAN) Settings dialog 
box. 

e. Click Cancel to close the Internet Options dialog box. 

f. Close Internet Explorer. 

Note: Perform the following steps on the LON-ISA1 computer. 
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(continued) 

 

Tasks Detailed steps 

a. In the ISA Server console, in the left pane, select Firewall Policy. 7. Create a new Computer Set 
rule element. 
 
Name: Restricted Internal 
Computers 
 
Included in the set: 
10.10.0.2-10.10.0.6 
(Domain Controllers) 

b. In the task pane, on the Toolbox tab, in the Network Objects section, 
right-click Computer Sets, and then click New Computer Set. 

c. In the New Computer Set Rule Element dialog box, in the Name text 
box, type Restricted Internal Computers. 

d. Click Add, and then click Address Range. 

e. In the New Address Range Rule Element dialog box, complete the 
following information: 
•  Name: Domain Controllers 
•  Start Address: 10.10.0.2 
•  End Address: 10.10.0.6 
•  Description: DCs on the internal network 

f. Click OK. 
The example suggests that there are five domain controllers on 
the Internal network. The lab only has a single domain controller, 
LON-DC1 (10.10.0.2). 

g. Click OK to close the New Computer Set Rule Element dialog box. 
A new Computer Set rule element is created. 

8. Create a new access rule. 
 
Name: Deny restricted 
computers 
 
Action: Deny 
 
Applies to: All outbound 
traffic 
 
From: Restricted Internal 
Computers 
 
To network: External 
 

a. In the Firewall Policy list, select the Allow outbound Web traffic rule. 
The new rule will be added before the selected rule. 

b. In the task pane, on the Tasks tab, click Create New Access Rule. 

c. In the New Access Rule Wizard dialog box, in the Access rule name 
text box, type Deny restricted computers, and then click Next. 

d. On the Rule Action page, select Deny, and then click Next. 

e. On the Protocols page, in the This rule applies to list box, select 
All outbound traffic, and then click Next. 

f. On the Access Rule Sources page, click Add. 

g. In the Add Network Entities dialog box, click Computer Sets, click 
Restricted Internal Computers, and click Add. Click Close to close 
the Add Network Entities dialog box. 

h. On the Access Rule Sources page, click Next. 

i. On the Access Rule Destinations page, click Add. 

j. In the Add Network Entities dialog box, click Networks, click 
External, and click Add. Click Close to close the Add Network 
Entities dialog box. 

k. On the Access Rule Destinations page, click Next. 

l. On the User Sets page, click Next. 
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(continued) 

 

Tasks Detailed steps 

8. (continued) m. On the Completing the New Access Rule Wizard page, click Finish. 

A new firewall policy rule is created that denies all network traffic 
going from the computers in the Restricted Internal Computers set 
to the External network. 

The new rule is listed first in the firewall policy rule list. 

n. Click Apply to apply the new rule, and then click OK. 

Note: Perform the following step on the LON-DC1 computer. 

a. Open Internet Explorer. In the Address box, type 
http://www.contoso.com, and then press ENTER. 

9. Test your connectivity again 
by opening Internet Explorer 
and attempting to connect to 
http://www.contoso.com. 

Internet Explorer is unable to connect to the Web site (502 Proxy 
Error). ISA Server denies access to the Contoso Web site because 
LON-DC1 (10.10.0.2) is in the Restricted Internal Computers set 
and is denied access by the new access rule. 

b. Close Internet Explorer. 

Note: Perform the following step on the LON-ISA1 computer. 

10. Move the Allow outbound 
Web traffic rule before the 
Deny restricted computers 
rule. 

a. In the ISA Server console, in the left pane, select Firewall Policy. 

b. In the right pane, right-click the Allow outbound Web traffic rule 
(order 2), and then click Move Up. 

The Allow outbound Web traffic rule (order 1) is now listed before 
the Deny restricted computers rule (order 2). 

c. Click Apply to save the changes, and then click OK. 

Note: Perform the following step on the LON-DC1 computer. 

a. Open Internet Explorer. In the Address box, type http:// 
www.contoso.com, and then press ENTER. 

11. Test your connectivity again 
by opening Internet Explorer 
and connecting to  
http://www.contoso.com. 

Internet Explorer displays the Contoso Web site, even though the 
Firewall Policy list contains a rule that denies access to the site from 
the LON-DC1 (10.10.0.2) computer. 

b. Close Internet Explorer. 

Note: Perform the following step on the LON-ISA1 computer. 

12. Delete the Deny restricted 
computers access rule. 

a. In the ISA Server console, in the left pane, select Firewall Policy. 

b. In the right pane, right-click the Deny restricted computers rule, and 
then click Delete. 

c. Click Yes to confirm that you want to delete the rule. 
The access rule is deleted. 

d. Click Apply to save the changes, and then click OK. 

e. Close all open windows. 
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Exercise 2 
Implementing Web Publishing with ISA Server 2004 
In this exercise, you will configure ISA Server to publish a Web server on the internal network to 
client computers on the Internet. 

Scenario 
Northwind Traders is also planning to use ISA Server to publish internal Web servers to the 
Internet so that Internet users can access the resources. In this exercise, you will configure ISA 
Server to publish the Northwind Traders Web site. You will also configure link translation on ISA 
Server for the Web publishing rule. 

 

Tasks Detailed steps 

Note: This lab uses the following computers: LON-DC1, LON-ISA1, and LON-XNET1. 
Before you begin the lab, log on to the computers. 

Note: Perform the following steps on the LON-ISA1 computer. 

a. On the Start menu, click All Programs, click Microsoft ISA Server, 
and then click ISA Server Management. 

1. Create a new Web listener. 
 
Name: External Web 80 
 
Port: 80 
 
Network: External 
 

The ISA Server console opens. 

b. In the ISA Server console, expand LON-ISA1, and then select 
Firewall Policy. 

c. In the task pane, on the Toolbox tab, in the Network Objects section, 
right-click Web Listeners, and then click New Web Listener. 

d. In the New Web Listener Definition Wizard dialog box, in the 
Web listener name text box, type External Web 80, and then click 
Next. 

e. On the IP Addresses page, select External, and then click Next. 

f. On the Port Specification page, ensure that the HTTP port text box 
contains the number 80, and then click Next. 

g. On the Completing the New Web Listener Wizard page, click 
Finish. 

A new Web listener (port 80 on the IP address on the adapter on 
the External network) with the name External Web 80 is created. 

h. Click Apply to save the changes, and then click OK. 
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(continued) 

 

Tasks Detailed steps 

2. Examine the effect of the 
Web listener definition on 
the listening ports. 

a. Open a Command Prompt window. 

b. At the command prompt, type netstat  -ano  |  find  ":80", and then 
press ENTER. 

The output of the command shows the listening ports that contain 
":80". Currently, the ISA Server does NOT listen on port 80. The 
creation of the Web listener definition did not change the listener 
configuration of the firewall yet. 
Note: The displayed line with port 8080 on the internal IP 
address 10.10.0.1 is the opened Web Proxy port for client 
computers on the Internal network. 
The last column lists the process ID of the process that listens on 
the port. 

c. Close the Command Prompt window. 

a. In the ISA Server console, in the left pane, select Firewall Policy. 3. Create a Web publishing 
rule. 
 
Name: Web Home Page 
(on LON-DC1) 
 
Web server: 
LON-DC1.nwtraders.msft 
 
Public name: 
www.nwtraders.msft 
 
Web listener: 
External Web 80 
 

b. In the right pane, select the first rule (or Last Default rule if no other 
rules are defined) to indicate where the new rule is added to the rule 
list. 

c. In the task pane, on the Tasks tab, click Publish a Web Server. 
Instead of using the task pane, you can also right-click 
Firewall Policy, click New, and then click 
Web Server Publishing Rule. 

d. In the New Web Publishing Rule Wizard dialog box, in the 
Web publishing rule name text box, type 
Web Home Page (on LON-DC1), and then click Next. 

e. On the Select Rule Action page, select Allow, and then click Next. 

f. On the Define Website to Publish page, complete the following 
information: 
•  Computer name or IP address: LON-DC1.nwtraders.msft 
•  Forward the original host header: disable (the default) 
•  Path: (leave empty) 

g. Click Next. 

h. On the Public Name Details page, complete the following 
information: 
•  Accept requests for: This domain name (type below): 
•  Public name: www.nwtraders.msft 
•  Path: (leave empty) 

i. Click Next. 

j. On the Select Web Listener page, in the Web Listener list box, select 
External Web 80, and then click Next. 

If you did not create the Web listener before starting the New 
Web Publishing Rule Wizard, you can click the New button and 
create a new Web listener definition from the Select Web Listener 
page. 

k. On the User Sets page, click Next. 
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(continued) 

 

Tasks Detailed steps 

3. (continued) l. On the Completing the New Web Publishing Rule Wizard page, 
click Finish. 

A new Web publishing rule is created that publishes the Web site 
at LON-DC1.nwtraders.msft (10.10.0.2) as www.nwtraders.msft 
on the External network. 

m. If you receive an error message, click Continue. 

n. Click Apply to apply the new rule, and then click OK. 

4. Examine the effect of the 
Web publishing rule on the 
listening ports. 

a. Open a Command Prompt window. 

b. At the command prompt, type netstat  -ano  |  find  ":80", and then 
press ENTER. 

The output of the command shows that the process with 
process ID nnnn (the last column) listens on the external 
IP address 131.107.0.1 on port 80. 

c. At the command prompt, type tasklist  /svc  |  find  "nnnn", and then 
press ENTER. (Replace nnnn with the actual process ID displayed in 
the output of the previous step.) 

The output of the command shows that the process with 
process ID nnnn has image name wspsrv.exe and hosts the 
Microsoft Firewall service (Fwsrv). 

d. Close the Command Prompt window. 

Note: Perform the following steps on the LON-XNET1 computer. 

5. Verify that 
www.nwtraders.msft 
resolves to 131.107.0.1. 

a. Open Windows Explorer and browse to the following location: 
C:\Windows\system32\drivers\etc. 

b. Delete the file named hosts. 

c. Rename the file named Internal to hosts. 
This new hosts file provides the ability to resolve 
www.nwtraders.msft to the proper address. 

d. Open a Command Prompt window. 

e. At the command prompt, type ping www.nwtraders.msft, and then 
press ENTER. 

ISA Server does not reply to the ping request but the output of the 
Ping command verifies that www.nwtraders.msft resolves to the 
external IP address of 131.107.0.1. 

f. Close the Command Prompt window. 

a. Open Internet Explorer. In the Address box, type 
http://www.nwtraders.msft, and then press ENTER. 

6. Connect to the published 
Web server on 
www.nwtraders.msft. Internet Explorer displays the home page of LON-DC1. 

ISA Server successfully published the LON-DC1 home page as 
www.nwtraders.msft on the Internet. 
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(continued) 

 

Tasks Detailed steps 

a. In the Address box, type http://www.nwtraders.msft/links.htm, and 
then press ENTER. 

7. Connect to the Web page 
www.nwtraders.msft 
/links.htm. Internet Explorer displays a demonstration Web page for the Link 

Translation Filter. The Web Home Page (on LON-DC1) Web 
publishing rule from an earlier exercise makes the Links.htm 
page available on the External network (LON-XNET1). 
Notice that only the first of the three images is displayed 
correctly. The first image uses a relative address. The second 
image uses the full name of the Web server computer itself 
(LON-DC1.nwtraders.msft), which cannot be resolved when the 
Web server is published on the Internet. The link to the third 
image still uses the internal name (mybox) of the Web server 
computer. 

b. Hold the mouse pointer over the Translated link for pic1.jpg URL. 
In the status bar, you can see that Internet Explorer translates the 
<a href="pic1.jpg"> HTLM code to include the entire address 
that is used in the Address box. 

c. Right-click on the displayed image (Pic1.jpg), and then click 
Properties. 

In the Properties dialog box, you can see that Internet Explorer 
also translates <img src="pic1.jpg"> HTML code to include the 
entire address. 

d. Click Cancel to close the Properties dialog box. 
The other two images are linked with an address that cannot be 
resolved from the LON-XNET1 computer. 

e. Leave Internet Explorer open. 

Note: Perform the following steps on the LON-ISA1 computer. 

a. In the ISA Server console, in the left pane, expand Configuration, 
and then click Add-ins. 

8. Examine the 
Link Translation Filter 
Web filter. b. In the right pane, select the Web Filters tab. 

One of the Web filters is the Link Translation Filter. It is enabled 
already. 
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(continued) 

 

Tasks Detailed steps 

9. Configure the Web Home 
Page (on LON-DC1) Web 
publishing rule to perform 
link translation. 

a. In the left pane, select Firewall Policy, and then in the right pane, 
select the Web Home Page (on LON-DC1) Web publishing rule. 

This Web publishing rule redirects requests for 
www.nwtraders.msft (and 131.107.0.1) to the Web server on 
LON-DC1.nwtraders.msft. 

b. In the task pane, on the Tasks tab, click Edit Selected Rule. 

c. In the Web Home Page (on LON-DC1) Properties dialog box, on the 
Link Translation tab, enable Replace absolute links in Web pages, 
and then click OK. 

ISA Server will use a default link translation entry (http://LON-
DC1.nwtraders.msft to http://www.nwtraders.msft), based on the 
rule definition, to perform link translation for this Web publishing 
rule. We will create additional link translation dictionary entries 
later. 

d. Click Apply to apply the changed rule, and then click OK. 

Note: Perform the following step on the LON-XNET1 computer. 

10. Refresh the content of the 
Web page at 
www.nwtraders.msft 
/links.htm by pressing 
CTRL+F5 or 
CTRL+Refresh. 

a. In Internet Explorer, ensure that the 
http://www.nwtraders.msft/links.htm Web page is opened. 

b. Hold the CTRL key, and then click the Refresh button on the toolbar 
to refresh the content of the Web page. 

The second image (Pic2.jpg) is displayed correctly. 
The Link Translation Filter on ISA Server has translated the 
http://LON-DC1.nwtraders.msft link that was returned by the 
LON-DC1 Web server for the URL of Pic2.jpg to the public name 
http://www.nwtraders.msft. This is a default link translation entry, 
which is created based on the address information in the Web 
publishing rule. 
The use of the CTRL key to refresh the Web page ensures that 
Internet Explorer does not use its caching mechanism. 

c. Leave Internet Explorer open. 

Note: Perform the following step on the LON-ISA1 computer. 

11. Configure the Web Home 
Page (on LON-DC1) Web 
publishing rule to perform 
link translation. 
 
Replace this text: 
http://mybox 
 
With this text: 
http://www.nwtraders.msft 
 

a. In the ISA Server console, ensure that the 
Web Home Page (on LON-DC1) Web publishing rule is selected. 

b. In the task pane, on the Tasks tab, click Edit Selected Rule. 

c. In the Web Home Page (on LON-DC1) Properties dialog box, on the 
Link Translation tab, click Add. 

d. In the Add/Edit Dictionary Item dialog box, complete the following 
information: 
•  Replace this text: http://mybox 
•  With this text: http://www.nwtraders.msft 

e. Click OK. 
In addition, it is a good practice to consider adding link 
translation entries for http://mybox:80, https://mybox and 
https://mybox:443, but that is not needed for this exercise. 
Note: Do not add the slash character "/" at the end of the entries. 
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(continued) 

 

Tasks Detailed steps 

11. (continued) f. Click OK to close the Web Home Page (on LON-DC1) Properties 
dialog box. 

g. Click Apply to apply the changed rule, and then click OK. 

Note: Perform the following step on the LON-XNET1 computer. 

12. Refresh the content of the 
Web page at 
www.nwtraders.msft 
/links.htm again, by 
pressing CTRL+F5 or 
CTRL+Refresh. 

a. In Internet Explorer, ensure that the 
http://www.nwtraders.msft/links.htm Web page is opened. 

b. Hold the CTRL key, and then click the Refresh button on the toolbar 
to refresh the content of the Web page. 

The third image (Pic3.jpg) is also displayed correctly. 
The Link Translation Filter on ISA Server has translated the 
http://mybox link that was returned by the LON-DC1 Web server 
for the URL of Pic3.jpg, to http://www.nwtraders.msft. 

c. Close Internet Explorer. 

Note: Perform the following step on the LON-ISA1 computer. 

13. Close the ISA Server 
console. 

a. Close the ISA Server console. 
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Exercise 3 
Implementing VPN Client Access on ISA Server 2004 
In this exercise, you will configure ISA Server to accept incoming VPN connections from client 
computers on the Internet. 

Scenario 
Northwind Traders is also planning to use ISA Server as a VPN remote access server that can be 
utilized by remote users to connect to the organization’s internal network. In this exercise, you will 
enable VPN access for remote users and then configure the network access rules so that the users 
can access resources on the internal network. 

 

Tasks Detailed steps 

Note: This lab uses the following computers: LON-DC1, LON-ISA1, and LON-XNET1. 
Before you begin the lab, log on to the computers. 

Note: Perform the following steps on the LON-ISA1 computer. 

a. On the Start menu, point to Administrative Tools, and then click 
Routing and Remote Access. 

1. Examine the status of the 
Routing and Remote Access 
service. b. In the Routing and Remote Access console, select LON-ISA1 (local). 

The Routing and Remote Access service is not started yet, and the 
service is not configured. ISA Server uses the Routing and Remote 
Access service to handle VPN connections after the VPN 
connection is approved. 
Note: All VPN configuration (except Remote Access dial-in 
permission for users and groups) is done through the ISA Server 
console. 

a. On the Start menu, point to All Programs, point to 
Microsoft ISA Server, and then click ISA Server Management. 

2. Enable and configure VPN 
client access. 
 
Maximum clients: 5 
 
Protocols: Point-to-Point 
Tunneling Protocol 
(PPTP) 
 

b. In the ISA Server console, expand LON-ISA1, and then select 
Virtual Private Networks (VPN). 

c. In the task pane, on the Tasks tab, click Enable VPN Client Access. 
This step enables VPN access to the ISA Server computer. 

d. On the Tasks tab, click Configure VPN Client Access. 

e. In the VPN Client Properties dialog box, on the General tab, in the 
Maximum number of VPN clients allowed text box, leave the default 
value 5. 

The maximum number of VPN clients that can connect at the same 
time depends on the capacity of the ISA Server computer and the 
number of available IP addresses. 

f. On the Protocols tab, ensure that only Enable PPTP is selected. 
For this exercise, we only enable the PPTP protocol. 

g. Click OK to close the VPN Clients Properties dialog box. 
Note that the VPN configuration is not applied yet. 
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3. Use the ISA Server console 
to configure VPN 
connection settings. 
 
Access Networks: External 
 
IP address range: 
10.11.1.1-10.11.1.255 
 
 

a. In the left pane, right-click Virtual Private Networks (VPN), and then 
click Properties. 

You can also access the four tabs of the Virtual Private Networks 
(VPN) Properties dialog box from the task pane. 

b. In the Virtual Private Networks (VPN) Properties dialog box, select the 
Access Networks tab. 

ISA Server is currently configured to accept only incoming VPN 
connections from the External network. 

c. On the Address Assignment tab, select Static address pool, and then 
click Add. 

d. In the IP Address Range Properties dialog box, complete the 
following information: 

• Starting address: 10.11.1.1 

• Ending address: 10.11.1.255 

e. Click OK. 
This IP address range allows for the following maximums: 
•  1 destination VPN IP address on the server (10.11.1.1) 
•  254 VPN client addresses (10.111.2-10.11.1.255). 

f. Select the Authentication tab. 
ISA Server is currently configured to allow only MS CHAPv2 
authentication for incoming VPN connections. 

g. Click OK to close the Virtual Private Networks (VPN) Properties 
dialog box. 

a. In the left pane, select Firewall Policy. 4. Examine the VPN access 
rule. 
 
System policy rule: 
Allow VPN client traffic to 
ISA Server (rule 12). 
 

b. In the task pane, on the Tasks tab, click Show System Policy Rules. 

c. In the right pane, select the Allow VPN client traffic to ISA Server 
system policy rule (rule 12). 

This system policy rule allows the PPTP protocol from the 
External network to the Local Host network (ISA Server). 
If the Layer Two Tunneling Protocol/Internet Protocol Security 
(L2TP/IPSec) VPN protocol is enabled as well for VPN client 
access, then this rule is extended with the required L2TP/IPSec 
protocols (Internet Key Exchange [IKE], IPSec, L2TP). 
If additional networks are enabled on the Access Networks tab of 
the Virtual Private Networks (VPN) Properties dialog box, then 
this rule is extended with those networks. 

d. In the task pane, on the Tasks tab, click Hide System Policy Rules. 

a. In the right pane, click Apply to apply the VPN configuration, and then 
click OK. 

5. Apply the VPN 
configuration. 

This will configure and enable VPN connections on ISA Server, 
and configure and start the Routing and Remote Access service on 
the ISA Server computer. 

Note: Wait 30 seconds for ISA Server to configure and start the Routing and Remote Access service before you 
do the next tasks. 
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a. In the Routing and Remote Access console, in the left pane, right-
click LON-ISA1 (local), and then click Refresh. 

6. Examine the configuration 
of the Routing and Remote 
Access console. 
 
IP address range: 
10.11.1.1 - 10.11.1.6 (6x) 

The user interface is updated to show that Routing and Remote 
Access is configured and started. 

b. Right-click LON-ISA1 (local), and then click Properties. 

c. In the LON-ISA1 (local) Properties dialog box, select the IP tab. 
ISA Server has configured the Routing and Remote Access service 
to use a static address pool of six IP addresses. The first IP 
address (10.11.1.1) is the address on the server to receive 
incoming VPN traffic; the other five are assigned to VPN clients 
that create a VPN connection to this computer. 

d. Click OK to close the LON-ISA1 (local) Properties dialog box. 

e. In the Routing and Remote Access console, expand LON-ISA1 (local), 
and then select Remote Access Policies. 

f. In the right pane, right-click the ISA Server Default Policy remote 
access policy, and then click Properties. 

ISA Server has added a new remote access policy. 
• The policy is first in the list, and applies to all incoming remote 
 access connections (Day-And-Time-Restrictions matches 
 7x "00:00-24:00"). 
• The associated profile specifies the authentication methods  
 allowed for the connections. 
• Unless individual access permissions are specified in the user  
 profile (which is accomplished in the next task), remote access 
 is denied. 

g. Click Cancel to close the ISA Server Default Policy Properties dialog 
box. 

h. Close the Routing and Remote Access console. 

7. Configure the user profile of 
the Administrator account 
so that it is allowed to dial 
in. 

a. On the Start menu, point to Administrative Tools, and then click 
Computer Management. 

b. In the Computer Management console, expand 
Local Users and Groups, and then in the left pane, select Users. 

c. In the right pane, right-click Administrator, and then click Properties. 

d. In the Administrator Properties dialog box, on the Dial-in tab, select 
Allow access, and then click OK. 

e. Close the Computer Management console. 
For demonstration purposes, in this exercise the local 
Administrator account is used to create the VPN connection. 
Normally, domain user accounts are used to create the VPN 
connection. 

Note: ISA Server will now accept incoming VPN connections from client computers on the External network. 
Those client computers then will be placed automatically in the VPN Clients network. 
In a later exercise, we will create access rules to allow the VPN Clients network access to the Internal network. 

Note: Perform the following steps on the LON-XNET1 computer. 
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8. Examine the current 
IP address configuration and 
use the Ping command to 
test connectivity to the 
Internal network (10.10.0.2). 

a. Open a Command Prompt window. 

b. At the command prompt, type ipconfig, and then press ENTER. 
The output of the Ipconfig command shows that LON-XNET1 
currently uses only the IP address 131.107.0.11. 

c. Type ping 131.107.0.1, and then press ENTER. 
The ping requests time out, because ISA Server (131.107.0.1) does 
not allow incoming ping requests from computers on the External 
network (Internet). 

d. Type ping 10.10.0.2, and then press ENTER. 
The ping requests time out, because LON-XNET1 cannot connect 
to computers on the Internal network yet. 

e. Close the Command Prompt window. 

a. On the Start menu, point to Control Panel, point to 
Network Connections, and then click New Connection Wizard. 

9. Create a new connection in 
the Network Connections 
window. 
 
Type: VPN connection 
Name: VPN to Northwind 
Traders 
VPN Server: 131.107.1.1 
 

The Network Connections window opens. 

b. In the New Connection Wizard dialog box, click Next. 

c. On the Network Connection Type page, select 
Connect to the network at my workplace, and then click Next. 

d. On the Network Connection page, select 
Virtual Private Network connection, and then click Next. 

e. On the Connection Name page, in the Company Name text box, type 
VPN to Northwind Traders, and then click Next. 

f. On the VPN Server Selection page, in the Host name or IP address text 
box, type 131.107.0.1, and then click Next. 

g. On the Connection Availability page, select My use only, and then 
click Next. 

h. On the Completing the New Connection Wizard page, click Finish. 
The wizard creates a new connection in the Network Connections 
window, and displays the Connect VPN to Northwind Traders 
dialog box, prompting you to establish the connection. 

a. In the Connect VPN to Northwind Traders dialog box, complete the 
following information: 
•  User name: LON-ISA1\Administrator 
•  Password: P@ssw0rd 

10. Establish the VPN 
connection named 
VPN to Northwind 
Traders. 
 
User name: LON-ISA1\ 
Administrator 
Password: P@ssw0rd 

b. Click Connect. 
After creating the VPN connection to the ISA Server computer, an 
icon appears in the System tray, which represents the established 
connection. 
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11. Examine the current 
IP address configuration, 
and use the Ping command 
to test the connection to the 
Internal network (10.10.0.2). 

a. Open a Command Prompt window. 

b. At the command prompt, type ipconfig, and then press ENTER. 
The output of the Ipconfig command shows that LON-XNET1 
currently uses the IP address 131.107.0.11 and has received a 
new IP address 10.11.1.2 (or higher) for its VPN connection to 
the ISA Server computer. Notice that both connections list a 
default gateway setting. 

c. Type route print, and then press ENTER. 
The output of the Route command shows that LON-XNET1 has 
two default routes (the two Netmask 0.0.0.0 lines). However, the 
default route for the VPN connection (10.11.1.2) has a lower 
metric (1) than the metric (21) for the default gateway on the 
network adapter connection (131.107.0.11). The active default 
gateway is using the VPN connection (10.11.1.2), as is shown by 
the Default Gateway line at the end of the output. 

d. Type ping 10.10.0.2, and then press ENTER. 
The ping requests (to LON-DC1) time out. Even though 
LON-XNET1 has created a VPN connection to the ISA Server 
computer, it cannot connect to computers on the Internal network 
yet. 

Note: Perform the following steps on the LON-ISA1 computer. 

a. In the ISA Server console, in the left pane, expand Configuration, and 
then select Networks. 

12. Examine the network rule 
for connectivity between the 
VPN Clients network and 
the Internal network. 
 

b. In the right pane, on the Network Rules tab, select the rule that defined 
the connectivity between the VPN Clients network and the Internal 
network. 

In the default configuration, the network rule named VPN Clients 
to Internal Network (rule 2) indicates that ISA Server will route 
network traffic between the VPN Clients network and the Internal 
network. 

a. In the ISA Server console, in the left pane, select Firewall Policy. 13. Create a new access rule: 
 
Name: Allow access from 
VPN clients to Internal 
 
Applies to: Ping, 
Microsoft CIFS (TCP) 
 
From network: VPN Clients 
To network: Internal 
 

b. In the right pane, select the first rule to indicate where the new rule is 
added to the rule list. 

c. In the task pane, on the Tasks tab, click Create New Access Rule. 

d. In the New Access Rule Wizard dialog box, in the Access rule name 
text box, type Allow access from VPN clients to Internal, and then 
click Next. 

e. On the Rule Action page, select Allow, and then click Next. 

f. On the Protocols page, in the This rule applies to list box, select 
Selected protocols, and then click Add. 

g. In the Add Protocols dialog box, 
•  click Common Protocols, click Ping, and click Add. 
•  click All protocols, click Microsoft CIFS (TCP), and click Add. 
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13. (continued) h. Click Close to close the Add Protocols dialog box. 
The Microsoft CIFS (TCP) protocol is also known as Server 
Message Blocks (SMB) - TCP port 445. It is used to access file 
shares and printer shares. 

i. On the Protocols page, click Next. 

j. On the Access Rule Sources page, click Add. 

k. In the Add Network Entities dialog box, click Networks, click VPN 
Clients, and click Add. 

l. Click Close to close the Add Network Entities dialog box. 

m. On the Access Rule Sources page, click Next. 

n. On the Access Rule Destinations page, click Add. 

o. In the Add Network Entities dialog box, click Networks, click 
Internal, and click Add. 

p. Click Close to close the Add Network Entities dialog box. 

q. On the Access Rule Destinations page, click Next. 

r. On the User Sets page, click Next. 

s. On the Completing the New Access Rule Wizard page, click Finish. 
A new firewall policy rule is created that allows the Ping and 
CIFS protocols from the VPN Clients network to the Internal 
network. 

t. Click Apply to apply the new rule, and then click OK. 

Note: Perform the following steps on the LON-XNET1 computer. 

14. Reconnect the 
VPN to Contoso 
connection, if it was 
disconnected. 

a. If the VPN to Contoso connection is disconnected, then in the 
Network Connections window, right-click VPN to Contoso, and then 
click Connect. In the Connect VPN to Contoso dialog box, complete 
the following information: 
•  User name: LON-ISA1\Administrator 
•  Password: P@ssw0rd 

b. Click Connect. 
The VPN connection to the ISA Server computer is established 
again. 

15. Use the Ping command to 
test connectivity to the 
Internal network (10.10.0.2), 
and use the Run dialog box 
to connect to \\10.10.0.2. 

a. Open a Command Prompt window. 

b. At the command prompt, type ping  10.10.0.2, and then press ENTER. 
Four ping replies are returned from the LON-DC1 computer 
(10.10.0.2). LON-XNET1 can now access the Internal network. 

c. Close the Command Prompt window. 

d. On the Start menu, click Run. 

e. In the Run dialog box, type \\10.10.0.2, and then click OK. 
A Microsoft Windows® Explorer window opens for \\10.10.0.2. 
This shows that ISA Server allows VPN client computers access to 
file shares on computers on the Internal network. 

f. Close the \\10.10.0.2 window. 
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16. Disconnect the 
VPN to Contoso connection 
and close the 
Network Connections 
window. 

a. In the System tray, right-click the connection icon, and click 
Disconnect. 

The VPN to Contoso connection is disconnected. 
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Exercise 4 
Monitoring ISA Server 2004 
In this exercise, you will explore the monitoring functions of ISA Server. 

Scenario 
As part of your role as the ISA Server administrator at Northwind Traders, you are responsible for 
ongoing monitoring of the ISA Server computers.  In this exercise, you will configure alerts and 
connectivity monitoring as well as log client access to Internet resources through the ISA Server 
computer. 

 

Tasks Detailed steps 

Note: This lab exercise uses the following computers: LON-ISA1, LON-DC1, and LON-XNET1.  
Before you begin the lab, log on to the computers. 

Note: Perform the following steps on the LON-ISA1 computer. 

a. On the Start menu, point to All Programs, point to 
Microsoft ISA Server, and then click ISA Server Management. 

1. Examine the alert definition 
for the Service shutdown 
event. b. In the ISA Server console, in the left pane, select Monitoring. 

c. In the right pane, select the Dashboard tab. 
The Monitoring node has seven tabs that allow you to monitor, 
control, investigate, troubleshoot, and plan firewall operations. 
The first tab (Dashboard) contains six boxes that provide a quick 
summary of the detailed information on the other tabs. Whenever 
you need to investigate a particular event or reported issue in more 
detail, you switch from the Dashboard tab to the other tabs. 

d. Select the Alerts tab. 
The Alerts tab lists events at the ISA Server computer that are 
significant enough to merit an alert. 

e. In the task pane, on the Tasks tab, click Configure Alert Definitions. 

f. In the Alert Properties dialog box, select the Service shutdown line 
(do not clear the check box for Service shutdown), and then click Edit.  

On the General tab, in the Severity drop-down list, notice that ISA 
Server considers a service shutdown an Information alert. 

g. In the Service shutdown Properties dialog box, select the Events tab. 
On the Events tab, you specify the threshold to trigger an alert 
when the event occurs. In this example, the event is a shutdown of 
any ISA Server service. 

h. Select the Actions tab. 
On the Actions tab, you specify the action that should happen when 
an alert for this event is triggered (besides listing it on the Alerts 
tab).In this example, the only action is to report the alert in the 
Windows event log (Application log). 
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1. (continued) i. Click Cancel to close the Service shutdown Properties dialog box. 

j. Click Cancel to close the Alerts Properties dialog box. 

k. Notice that the current status of the ISA Server services is considered so 
significant that there is also a special tab (Services) that will specifically 
display the status of the services. 

a. On the Start menu, click Administrative Tools, and then click 
Services. 

2. Simulate an unexpected 
shutdown of the service by 
using the Services console 
to stop the ISA Server Job 
Scheduler. 

b. In the Services console, in the right pane, right-click 
Microsoft ISA Server Job Scheduler, and then click Stop. 

The ISA Server Job Scheduler service is stopped. This simulates 
an unexpected shutdown of one of the ISA Server services. 

c. Close the Services console. 

a. In the ISA Server console, on the Alerts tab, wait 30 seconds for the 
new alert (Service shutdown) to show up, or in the task pane, on the 
Tasks tab, click Refresh Now. 

3. Examine how an alert 
shows up on the Alerts tab 
and the Dashboard tab. 

A new Information alert (Service shutdown) appears. 

b. Select the Dashboard tab. Wait 30 seconds, or in the task pane, on the 
Tasks tab, click Refresh Now. 

In the Alerts summary box, the Service shutdown Information alert 
is displayed as well. Notice the column that list the number of New 
(not acknowledged yet) alerts. 
The icon in the top left corner of each summary box indicates the 
highest severity or status of the information in that summary box. 
You may click the circle with the two up arrows to roll up the 
summary box. 

a. On the Dashboard tab, click the heading of the Alerts summary box to 
return to the Alerts tab. 

4. Investigate the 
Service shutdown alert and 
resolve the issue by starting 
the ISA Server Job 
Scheduler service on the 
Services tab. 

b. On the Alerts tab, select the Service shutdown alert, and then expand 
the Service shutdown alert. 

The Messages area shows a general description of the event. (The 
service was stopped gracefully.) 

c. Select the second Service shutdown alert line. 
The Messages area shows a more specific description of the event. 
(The ISA Server Job Scheduled service was stopped gracefully.) 
When multiple similar alerts occur, they are grouped with a 
common general description. 

d. In the task pane, on the Tasks tab, click Acknowledge Selected Alerts. 
The Status of the Service shutdown alert changes from New to 
Acknowledged to indicate that you have seen this alert. 
Acknowledged alerts are removed from the Alerts summary box on 
the Dashboard tab as well. 

e. Select the Services tab, and then in the task pane, on the Tasks tab, 
click Refresh Now. 
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4. (continued) f. In the right pane, select Microsoft ISA Server Job Scheduler, and then 
in the task pane, on the Tasks tab, click Start Selected Service. 

The ISA Server Job Scheduler service is started again. 

g. On the Alerts tab, select the second acknowledged Service shutdown 
alert line. 

h. In the task pane, on the Tasks tab, click Reset Selected Alerts. 

i. Click Yes to confirm that you want to reset Service shutdown. 
The Service shutdown alert is removed from the Alerts tab to 
indicate that you have resolved this alert. The alert will still be in 
the Windows event log (Application log). 
Note: This particular event (Service shutdown) is used as an 
example in this exercise. You would normally investigate a 
Service shutdown alert on the ISA Server computer more 
extensively, rather than just starting up the service again. 

a. In the ISA Server console, in the left pane, select Monitoring. 5. Create two new 
connectivity verifiers: 
 
Name: LON-XNET1 
(ping) 
Server: 131.107.0.11 
Method: Ping 
 
Name: LON-XNET1 
(http) 
Server: 131.107.0.11 
Method: HTTP "GET" 
 

b. In the right pane, select the Connectivity tab. 
The Connectivity tab allows you to define connectivity verifiers. A 
connectivity verifier periodically connects the ISA Server computer 
to other computers that you specify, to test current connectivity. 
This helps with troubleshooting client connectivity problems. 
ISA Server automatically defines the required System policy rules 
to allow the network traffic to check the connectivity to the other 
computers. The connectivity verifiers are not intended to check the 
ISA Server configuration or the Firewall policy rules, but instead 
are intended to check the network connectivity from the ISA Server 
computer to the specified computers. 

c. In the task pane, on the Tasks tab, click Create New Connectivity 
Verifier. 

d. In the New Connectivity Verifier Wizard, in the Connectivity Verifier 
name text box, type LON-XNET1 (ping), and then click Next. 

e. On the Connectivity Verification Details page, complete the following 
information: 
•  Monitor connectivity to this server or URL: 131.107.0.11 
•  Group type used to categorize: Web (Internet) 
•  Verification method: Send a Ping request 

f. Click Next. 

g. On the Completing the Connectivity Verifier Wizard page, click 
Finish. 

A new connectivity verifier is added. ISA Server will ping 
131.107.0.11 (LON-XNET1) every 30 seconds and compare the 
response time with the timeout response threshold of 5000 msec. 

h. In the task pane, on the Tasks tab, click Create New Connectivity 
Verifier. 
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5. (continued) i. In the New Connectivity Verifier Wizard, in the 
Connectivity Verifier name text box, type LON-XNET1 (http), and 
then click Next. 

j. On the Connectivity Verification Details page, complete the following 
information: 
•  Monitor connectivity to this server or URL: 131.107.0.11 
•  Group type used to categorize: Web (Internet) 
•  Verification method: Send an HTTP "GET" request 

k. Click Next. 

l. On the Completing the Connectivity Verifier Wizard page, click 
Finish. 

m. In the Enable HTTP Connectivity Verification message box, click 
Yes to confirm that a system policy rule is enabled. 

n. A new connectivity verifier is added. ISA Server will establish an 
HTTP GET request to 131.107.0.11 (LON-XNET1) every 30 seconds 
and compare the response time with the timeout response threshold of 
5000 msec. 

a. In the left pane, select Firewall Policy. 6. Examine the System policy 
rules used by the 
connectivity verifiers. 

b. In the task pane, on the Tasks tab, click Show System Policy Rules. 
In the right pane, System policy rule 11 allows Ping requests from 
the ISA Server computer (Local Host) to All Networks. 
Rule 18 allows HTTP requests from the ISA Server computer to 
All Networks. 
Note: Instead of allowing HTTP requests to All Networks, you may 
consider configuring rule 18 to use a custom Computer Set that 
only includes the computers for which you have defined a HTTP 
connectivity verifier. 

c. In the task pane, on the Tasks tab, click Hide System Policy Rules. 

a. In the left pane, select Monitoring. 7. Apply changes to save and 
activate the new 
connectivity verifiers. 

b. In the right pane, click Apply to save the new connectivity verifiers, and 
then click OK. 

The two connectivity verifiers are now active. 

a. On the Connectivity tab, wait 1 minute until in the Verifier Name 
column, two green check mark icons appear for the two connectivity 
verifiers for LON-XNET1. 

8. Wait for the successful 
check of the two 
connectivity verifiers for 
LON-XNET1. The green check mark icon indicates that the response time from 

LON-XNET1 is less than the timeout response threshold (5000 ms). 
The actual response time of the last check is shown in the Result 
column. (You may need to scroll the right pane to see the Results 
column.) 

Note: Perform the following step on the LON-XNET1 computer. 
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9. Stop the Default Web Site 
to simulate a failure of the 
Web server. 

a. On the Start menu, point to Administrative Tools, and then click 
Internet Information Services (IIS) Manager. 

b. In the IIS Manager console, expand LON-XNET1 (local computer), 
expand Web Sites, right-click Default Web Site, and then click Stop. 

The Web site is stopped. LON-XNET1 will no longer respond to 
HTTP requests. This simulates a failure of the Web server. 

Note: Perform the following step on the LON-ISA1 computer. 

a. On the Connectivity tab, wait 1 minute until in the Verifier Name 
column, a red error icon appears for the LON-XNET1 (http) 
connectivity verifier. 

10. Wait for the failure state of 
the LON-XNET1 (http) 
connectivity verifier. 

The red error icon indicates that the connectivity verifier did not 
receive a response from LON-XNET1 to its HTTP request. 
Notice that the LON-XNET1 (ping) connectivity verifier does not 
report an error. 

Note: Perform the following step on the LON-XNET1 computer. 

11. Start the Default Web Site 
again. 

a. In the IIS Manager console, right-click Default Web Site (Stopped), 
and then click Start. 

The Web server is started again. 

b. Close the IIS Manager console. 

Note: Perform the following steps on the LON-ISA1 computer. 

a. On the Connectivity tab, wait 1 minute until in the Verifier Name 
column, a green check mark icon appears for the LON-XNET1 (http) 
connectivity verifier. 

12. Wait for the success state of 
the LON-XNET1 (http) 
connectivity verifier. 

ISA Server has successfully received a response to its HTTP 
request to LON-XNET1. 

a. On the Connectivity tab, right-click the LON-XNET1 (http) 
connectivity verifier, and then click Delete. 

13. Delete the two connectivity 
verifiers for LON-XNET1. 

b. Click Yes to confirm that you want to delete the connectivity verifier. 

c. Right-click the LON-XNET1 (ping) connectivity verifier, and then 
click Delete. 

d. Click Yes to confirm that you want to delete the connectivity verifier. 
Both connectivity verifiers are removed. 

e. Click Apply to save the changes, and then click OK. 

Note: The connectivity verifiers in this exercise check connectivity to the LON-XNET1 computer on the Internet. 
Other examples for using connectivity verifiers are checking Domain Name System (DNS) connectivity (TCP port 
53) to DNS servers on the Internet, and checking service connectivity to published servers in the perimeter 
network. 

Note: In order to monitor logging, you need to configure an access rule allowing access to an Internet Web site. 
Perform step 14 only if you did not complete Exercise 1.  
Perform the following steps on the LON-ISA1 computer. 
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a. On the Start menu, point to All Programs, point to 
Microsoft ISA Server, and then click ISA Server Management. 

14. Create a new access rule. 
 
Name: Allow outbound 
Web traffic 
 
Applies to: Hypertext 
Transfer Protocol (HTTP), 
Hypertext Transfer Protocol 
Secure (HTTPS), File 
Transfer Protocol (FTP) 
 
From network: Internal 
To network: External 

The ISA Server console opens. 

b. In the ISA Server console, expand LON-ISA1, and then select 
Firewall Policy. 

c. In the right pane, on the Firewall Policy tab, select Last Default rule. 

d. In the task pane, on the Tasks tab, click Create New Access Rule. 
Instead of using the task pane, you can also right-click 
Firewall Policy, click New, and then click Access Rule. 

e. In the New Access Rule Wizard dialog box, in the Access rule name text 
box, type Allow outbound Web traffic, and then click Next. 

f. On the Rule Action page, select Allow, and then click Next. 

g. On the Protocols page, in the This rule applies to list box, select 
Selected protocols, and then click Add. 

The Add Protocols dialog box appears. 

h. In the Add Protocols dialog box, click Common Protocols, click 
HTTP, and click Add. Then click HTTPS, and click Add. Click Web, 
click FTP, and click Add. Then click Close to close the Add Protocols 
dialog box. 

Notice that the same protocols can be listed under multiple 
headings in the Add Protocols dialog box. 

i. On the Protocols page, click Next. 

j. On the Access Rule Sources page, click Add. 
The Add Network Entities dialog box appears. 

k. In the Add Network Entities dialog box, click Networks, click 
Internal, and click Add. Click Close to close the Add Network 
Entities dialog box. 

l. On the Access Rule Sources page, click Next. 

m. On the Access Rule Destinations page, click Add. 

n. In the Add Network Entities dialog box, click Networks, click 
External, and click Add. Click Close to close the Add Network 
Entities dialog box. 

o. On the Access Rule Destinations page, click Next. 

p. On the User Sets page, click Next. 

q. On the Completing the New Access Rule Wizard page, click Finish. 
A new firewall policy rule is created that allows the FTP, HTTP, 
and HTTPS protocols to operate from the Internal network to the 
External network for all users. 
The new rule has not been applied yet. 

r. Click Apply to apply the new rule, and then click OK. 
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(continued) 

 

Tasks Detailed steps 

a. In the ISA Server console, in the left pane, select Monitoring. 15. Start a new online mode log 
query. b. In the right pane, on the Logging tab, click Start Query. (You may 

have to close the task pane to see the logging tab.) 
Start Query starts a new online mode log query of the ISA Server 
log files. When a successful or failed connection is made through 
ISA Server, the records of the log file are displayed on the screen. 

Note: Perform the following step on the LON-DC1 computer. 

a. Use Internet Explorer to connect to http://www.contoso.com. 16. Use Internet Explorer to 
connect to http:// 
www.contoso.com. 

Note: Perform the following steps on the LON-ISA1 computer. 

a. In the ISA Server console, in the left pane, select Monitoring, and then 
select the Logging tab. 

17. Create a filter definition for 
online mode logging. 
 
Filter by: Destination IP 
Condition: Equals 
Value: 131.107.0.11 
 

ISA Server lists all Firewall service log file and Web Proxy log file 
records that have occurred since the since the Start Query 
command. This may include several of the same denied NetBIOS 
Name Service and NetBIOS Datagram requests. The HTTP request 
to www.contoso.com (131.107.0.11) is also in this list. You can 
filter the on-screen display by creating a filter definition. 

b. In the task pane, on the Tasks tab, click Edit Filter. 

c. In the Edit Filter dialog box, complete the following information: 
•  Filter by: Destination IP 
•  Condition: Equals 
•  Value: 131.107.0.11 

d. Click Add To List to add the filter definition. 

e. Click Start Query to close the Edit Filter dialog box. 

f. The on-screen display is cleared, and the new filter definition 
(Destination  IP equals 131.107.0.11) is in effect. 

Note: Perform the following steps on the LON-DC1 computer. 

18. Refresh the content of the 
Web page at http:// 
www.contoso.com twice. 

a. In Internet Explorer, ensure that the http://www.contoso.com Web page 
is opened. 

b. Hold the CTRL key, and click the Refresh button on the toolbar to 
refresh the content of the Web page, regardless of any changes. • First press CTRL+F5 

(CTRL+Refresh). c. Wait a few seconds, and then click the Refresh button on the toolbar 
(without the CTRL-key) to refresh the content of the Web page when it 
has changed. 

• then press F5 (Refresh) 

Internet Explorer displays the same LON-XNET1 Web page after 
each refresh. 

a. In Internet Explorer, in the Address box, type 
http://www.contoso.com/test.htm, and then press ENTER. 

19. Attempt to open the 
non-existing Web page at 
http://LON-XNET1. 
nortwindtraders.msft/ 
test.htm 

Internet Explorer cannot find the Test.htm page (HTTP Error 404). 

b. Close Internet Explorer. 

Note: Perform the following steps on the LON-ISA1 computer. 
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(continued) 

 

Tasks Detailed steps 

a. On the Logging tab, wait 1 minute for the log file entries for destination 
IP 131.107.0.11 to appear on the screen. 

20. View the online mode 
logging records for 
destination IP 131.107.0.11. 
 
Add column: 
HTTP Status Code 

A total of three or more log file records will appear for 
Destination IP 131.107.0.11 (LON-XNET1). 

b. Right-click the Log Time heading, and then click 
Add/Remove Columns. 

c. In the Add/Remove Columns dialog box, in the Available columns list 
box, select HTTP Status Code, and then click Add ->. 

HTTP Status Code is moved into the Displayed columns list. 

d. In the Displayed columns list, select HTTP Status Code, and then 
click Move Up eight times, until HTTP Status Code is just after 
Protocol. 

e. Click OK to close the Add/Remove Columns dialog box. 
The following log file records are on the screen: 
•  Protocol http - HTTP Method GET - HTTP Status Code 200 
•  Protocol http - HTTP Method GET - HTTP Status Code 304 
•  Protocol http - HTTP Method GET - HTTP Status Code 404 
Result code 200 means Success (is after CTRL+F5), 304 means 
Content not changed (is after F5), and 404 means File not found 
(is after attempt to get Test.htm). 

21. Shut down computers. a. Shut down all Virtual PC computers without saving the changes. 
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