
Lab 4: Implementing Application 
Security 

Objectives After completing this lab, you will be able to: 

 Lock down Internet Information Services (IIS) 5.0 Web servers. 
 Configure security for IIS 6.0 Web servers. 
 Use security templates to implement security for Microsoft® Exchange 

Server 2003 computers. 
 

For more information For more information, read the Exchange Server 2003 Security Hardening 
Guide. You can download this guide from the Microsoft Web site. 

Scenario  You are the network administrator for Contoso, Ltd. Contoso, Ltd.’s corporate 
network contains an Active Directory® directory service domain. All domain 
controllers run Microsoft Windows Server™ 2003. The network contains Web 
servers that run IIS 5.0, and Web servers that run IIS 6.0. You are charged with 
enhancing the security of the Web servers. Contoso, Ltd., uses Exchange Server 
2003 computers in different Exchange Server roles. You need to enhance 
security of the Exchange servers as well. 

Computers This lab uses the following computers: SEA-DC1, SEA-SRV1, and SEA-
WEB5. 
Before you begin the lab, you must start the computers, and then log on to 
them. 

Estimated time to 
complete this lab:  
75 minutes 
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Lab Setup  
To complete each lab module, review the following: 

 Virtual PC 

This lab makes use of Microsoft Virtual PC 2004, which is an application that 
allows you to run multiple virtual computers on one physical computer. During 
the lab, you will switch among different windows, each of which contains a 
separate virtual machine running Windows Server 2003. 

Before you start the lab, familiarize yourself with the following basics of 
Virtual PC: 

 To switch the focus for your mouse and keyboard to the virtual machine, 
click inside the virtual machine window. 

 To remove the focus from a virtual machine, move the mouse pointer 
outside the virtual machine window. 

 To issue the CTRL+ALT+DELETE key combination inside a virtual 
machine, use <RIGHT>ALT+DELETE instead. 

 To enlarge the size of the virtual machine window,  
drag the lower-right corner of the window. 

 To switch to full-screen mode, and to return from  
full-screen mode, press <RIGHT>ALT+ENTER. 

 
To complete this lab, you must start the virtual machines and then log on to 
them. In each exercise, you need only start the virtual machines that are 
required. 

 To log on to a computer in a virtual machine: 

1. Press <RIGHT>ALT+DELETE (instead of CTRL+ALT+DELETE) to open 
the logon dialog box. 

2. Type the following information, and then click OK. 

• User name: Administrator 

• Password: P@ssw0rd 

• Domain: CONTOSO (if applicable) 
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Exercise 1   
Implementing Security with IIS 5.0 
In this exercise, you will enhance the security of IIS 5.0 Web servers running on Windows 2000 
Server–based computers. 

Scenario 
Contoso, Ltd., has several IIS 5.0 Web servers running on Windows 2000 Server–based computers. 
You need to enhance security of the Web servers. You use the IIS Lockdown Wizard 2.1 to 
implement the security configuration settings and install URLScan 2.5 to protect the Web server 
from malformed Uniform Resource Locator (URL) requests. 

 

Tasks Detailed steps 

Note:  This lab uses the following computers: SEA-DC1, SEA-SRV1, and SEA-WEB5. 
Before you begin the lab, start the computers and log on to them. 

Note:  Perform the following steps on SEA-WEB5. 

1. Examine the (default) 
configuration of IIS 5.0. 

 Administration Web 
Site 

 SMTP service 

 Virtual directories 

 Extension mappings 

a. On the Start menu, point to Programs, point to Administrative 
Tools, and then click Internet Services Manager. 

The Internet Information Services (IIS) console opens. 

b. In the IIS console, expand * SEA-WEB5. 
By default, IIS 5.0 installs the Administration Web Site, which 
listens on a TCP port, which varies with each installation.  
The Default Simple Mail Transport Protocol (SMTP) Virtual 
Server is also installed, while SEA-WEB5 is not used as a mail 
server. 

c. In the left pane, expand Default Web Site. 
The Default Web Site contains several default virtual directories 
(Scripts, IISHelp, IISAdmin, IISSamples, Printers) that you may 
use for your Web site. 

d. Right-click Default Web Site, and then click Properties. 

e. In the Default Web Site Properties dialog box, on the Home 
Directory tab, click Configuration. 

IIS 5.0 defines several filename extensions (.idc, .htr, .printer) that 
your Web application may not use. When IIS receives Web 
requests involving these filename extensions, the mapped 
executable dynamic-link library (DLL) file is executed. 

f. Click Cancel to close the Application Configuration dialog box. 

g. Click Cancel to close the Default Web Site Properties dialog box. 

h. Close the IIS console. 
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Tasks Detailed steps 

2. Run the IIS Lockdown 
Wizard.  

 Folder: C:\Tools 

 Server Template: 
Dynamic Web server 

 

a. Use Windows Explorer (or My Computer) to open the C:\Tools folder. 
The Tools folder contains IIS Lockdown Wizard version 2.1. This 
tool is downloadable from the Microsoft Web site. 

b. In the Tools folder, right-click the IIS Lockdown Wizard 2.1 
(iislockd) application, and then click Open. 

Notice, on the Welcome page of the IIS Lockdown Wizard, the 
important note that the tool does not replace the need for timely 
installation of service packs and hotfixes.  
On the Welcome page of the IIS Lockdown Wizard, click Next. 

c. On the License Agreement page, select I agree, and then click Next. 
The IIS Lockdown Wizard comes with several templates that 
specify the role this server has. Each template causes the wizard 
to configure the settings that are most appropriate for that role. 
You can use the View template settings option to view or 
customize the settings per template. 

d. On the Select Server Template page, select Dynamic Web server 
(ASP enabled)—do not select View template settings—and then click 
Next. 

e. Click Back to return to the Select Server Template page. 

f. On the Select Server Template page, select View template settings, 
and then click Next. 

The Dynamic Web server template specifies that FTP, SMTP, and 
Network News Transport Protocol (NNTP) will be disabled (or 
even removed). Only the HTTP Internet service will be enabled.  
Note: FTP and NNTP are not installed on SEA-WEB5. 

g. On the Internet Services page, click Next. 

h. On the Scripts Maps page, click Next. 
The wizard will remove several virtual directories, change file 
permissions for anonymous IIS users, and disabled WebDAV. 

i. On the Additional Security page, click Next. 

j. On the URLScan page, disable Install URLScan filter on the server, 
and then click Next. 

k. On the Ready to Apply Settings page, click Next. 
The wizard applies the selected security settings. 

l. When the wizard has applied the settings, click View Report. 
Notepad opens the oblt-rep.log file from the 
C:\Winnt\system32\inetsrv folder.  
Note: The name of this log file comes from the original name of 
the IIS Lockdown Wizard: One Button Lockdown Tool (OBLT). 

m. Close Notepad. 

n. On the Applying Security Settings page, click Next. 

o. On the Completing the IIS Lockdown Wizard page, click Finish. 
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Tasks Detailed steps 

3. Examine how you can undo 
the IIS Lockdown Wizard 
changes. 

a. In the Tools folder, right-click the IIS Lockdown Wizard 2.1 
(iislockd) application, and then click Open. 

After running the IIS Lockdown Wizard to apply security settings, 
fully test your Web application on the server. If you need to undo 
the changes made by the wizard, you can start the wizard again to 
undo the changes. 

b. Click Cancel on the This Server Was Already Configured page. 

c. Close the Tools folder. 

4. Examine the locked down 
configuration of IIS 5.0. 

 Administration Web 
Site 

 SMTP service 

 Virtual directories 

 Extension mappings 

a. On the Start menu, point to Programs, point to Administrative 
Tools, and then click Internet Services Manager. 

The Internet Information Services (IIS) console opens. 

b. In the IIS console, expand * SEA-WEB5. 
The wizard has removed the Administration Web Site.  
The Default SMTP Virtual Server is stopped. You can uninstall 
the SMTP service to remove the SMTP Virtual Server completely 
from SEA-WEB5. 

c. In the left pane, expand Default Web Site. 
The wizard has removed several virtual directories. The Scripts, 
IISHelp, IISAdmin, IISSamples, and Printers virtual directories 
are no longer available in the Default Web Site.  
Note: The wizard has not removed the related folders from the 
hard disk. You can open the Oblt-log.log (not oblt-rep.log) file to 
see the names of the folders for each removed virtual directory, 
and then delete the actual files and folders from the hard disk. 

d. Right-click Default Web Site, and then click Properties. 

e. In the Default Web Site Properties dialog box, on the Home 
Directory tab, click Configuration. 

The wizard has mapped several file name extensions (such as .idc, 
.htr and .printer) to a file named 404.dll. When the 404.dll is 
executed, an HTTP 404 (File not found) error message is 
returned. You can open the Oblt-log.log file to see the original 
mapped DLL file name for each extension. 

f. Click Cancel to close the Application Configuration dialog box. 

g. Click Cancel to close the Default Web Site Properties dialog box. 

h. Close the IIS console. 

5. Examine the new Web user 
groups. 

a. On the desktop, right-click My Computer, and then click Manage. 
The Computer Management console opens. 

b. In the Computer Management console, in the left pane, expand Local 
Users and Groups, and then select Groups. 

The IIS Lockdown Wizard has created two new groups: Web 
Anonymous User, and Web Applications. The default anonymous 
Internet user account (IUSR_name) is added to the Web 
Anonymous Users group, the default Web application user 
account (IWAM_name) is added to the Web Applications group. 

c. Close the Computer Management console. 
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(continued) 

 

Tasks Detailed steps 

6. Examine the NTFS 
permissions for the Web 
user groups.  

 Folder: 
C:\Inetpub\wwwroot 

 File: 
C:\Winnt\regedit.exe 

a. Use Windows Explorer (or My Computer) to open the C:\Inetpub 
folder. 

b. In the Inetpub folder, right-click wwwroot, and then click Properties. 

c. In the wwwroot Properties dialog box, on the Security tab, select 
Web Anonymous Users. 

The wizard has explicitly denied the anonymous Web users write 
access to the default content folder (wwwroot). The same 
permission is applied to several other content folders. 

d. Click Cancel to close the wwwroot Properties dialog box. 

e. Close the Inetpub folder. 

f. Use Windows Explorer (or My Computer) to open the C:\WINNT 
folder. 

g. In the WINNT folder, right-click the Regedit application, and then 
click Properties. 

h. In the regedit Properties dialog box, on the Security tab, select Web 
Anonymous Users. 

The wizard has explicitly denied the anonymous Web users any 
access to the Registry Editor application. The same permission is 
applied to several hundred other executable files on the server. 

i. Click Cancel to close the regedit Properties dialog box. 

j. Close the WINNT folder. 

7. Install URLScan 2.5 from 
the C:\Tools folder. 

a. Use Windows Explorer (or My Computer) to open the C:\Tools folder. 
The Tools folder contains URLScan 2.5. This tool is 
downloadable from the Microsoft Web site at 
www.microsoft.com/technet/security/tools/urlscan.mspx 

b. In the Tools folder, right-click the URLScan 2.5 (Setup.EXE) 
application, and then click Open. 

c. On the UrlScan Installer Package dialog box, click Yes to accept the 
license agreement. 

URLScan 2.5 is installed in IIS. 

d. When the installation is complete, click OK to confirm that UrlScan 
has been successfully installed. 

e. Close the Tools folder. 
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Tasks Detailed steps 

8. Examine the registration of 
URLScan within IIS. 

a. On the Start menu, point to Programs, point to Administrative 
Tools, and then click Internet Services Manager. 

The Internet Information Services (IIS) console opens. 

b. In the IIS console, select * SEA-WEB5. 

c. In the left pane, right-click * SEA-WEB5, and then click Properties. 

d. In the * SEA-WEB5 Properties dialog box, on the Internet 
Information Services tab, in the Master Properties box, click Edit. 

e. In the WWW Service Master Properties for SEA-WEB5 dialog box, 
click the ISAPI Filters tab. 

URLScan is installed as ISAPI filter for all Web sites in IIS. 

f. Click Cancel to close the WWW Service Master Properties for 
SEA-WEB5 dialog box. 

g. Click Cancel to close the * SEA-WEB5 Properties dialog box. 

h. Close the IIS console. 

9. Examine the default 
URLScan configuration in 
urlscan.ini. 

a. Use Windows Explorer (or My Computer) to open the 
C:\WINNT\system32\inetsrv\urlscan folder. 

b. In the urlscan folder, on the View menu, click Details. 

c. Right-click the urlscan configuration settings file (urlscan.ini), and then 
click Open. 

Urlscan.ini contains the configuration settings for URLScan. 

d. Maximize Notepad, if it is not already maximized. 
In the [options] section, notice the VerifyNormalization=1 
settings. This indicates that URLScan will block double encoded 
hexadecimal representations, which an attacker can use to 
perform a directory traversal attack (escaping the virtual 
directory by accessing the parent folder) by using a 
canonicalization error (IIS failing to recognize the way the path is 
expressed).  
In the [RequestLimits] section, notice the defined maximum length 
values for a request URL (URLScan default 260) and a query 
string (URLScan default 2048). This prevents buffer overrun 
attacks that rely on long URLs.  
In the [DenyExtensions] section, notice that by default URLScan 
blocks access to several filename extensions, including .asp, .exe, 
and the extensions that the IIS Lockdown Wizard also disabled by 
mapping them to 404.dll. 

e. Close Notepad. 

f. Close the urlscan folder. 
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Tasks Detailed steps 

Note:  Perform the following steps on SEA-DC1. 

10. On SEA-DC1, connect to 
the Web server on SEA-
WEB5.Contoso.msft. Also 
attempt to access the 
following: 

 /abcde.htm 

 /%252e 

 /scripts/root.exe?/c+dir 

a. On SEA-DC1, open Microsoft Internet Explorer. In the Address box, 
type http://SEA-WEB5.Contoso.msft, and then press ENTER. 

Internet Explorer displays the default Web page of SEA-WEB5. 
URLScan allows the request. 

b. In the Address box, type http://SEA-
WEB5.Contoso.msft/abcde.htm, and then press ENTER. 

The Web page does not exist on SEA-WEB5. IIS returns an HTTP 
404 (File not found) error. 

c. In the Address box, type http://SEA-WEB5.Contoso.msft/%252e, 
and then press ENTER. 

The attacker attempts to read the contents of the current folder, 
but URLScan blocks double encoded hexadecimal 
representations, and Internet Explorer displays error HTTP 404.  
%nn is a way to include a specific character in URLs. %25 stands 
for the "%" character. The resulting combination (% and 2e) form 
the code for the "." (period) character. Earlier versions of IIS did 
not correctly recognize that the double encoded combination 
%252e should not be executed. 

d. In the Address box, type http://SEA-
WEB5.Contoso.msft/scripts/root.exe?/c+dir, and then press ENTER. 

URLScan blocks the request for an executable file. This is a 
command executed by the Nimda and Codered viruses to call an 
executable file (root.exe) that was uploaded earlier. 

e. Close Internet Explorer. 

Note:  Perform the following steps on SEA-WEB5. 

11. On SEA-WEB5, examine 
the IIS log results for the 
blocked Web requests from 
SEA-DC1. 

a. On SEA-WEB5, on the Start menu, point to Programs, point to 
Administrative Tools, and then click Internet Services Manager. 

The Internet Information Services (IIS) console opens. 

b. In the IIS console, expand * SEA-WEB5. 

c. In the left pane, right-click Default Web Site, and then click Stop. 

d. Right-click Default Web Site, and then click Start. 
Stopping and starting the Web site ensures that IIS writes all 
pending log operations to the log files. 

e. Close the IIS console. 

f. Open the C:\WINNT\system32\inetsrv\urlscan\logs folder. 

g. In the logs folder, right-click UrlScan.mmddyy.log (where mmddyy 
represents today’s date), and then click Open. 

At the end of the log file, notice the two lines that indicate that 
URLScan rejected requests from client 10.6.1.10 (SEA-DC1). At 
the end of each line, you can see the rejected URLs (/%252e and 
/scripts/root.exe). 
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Tasks Detailed steps 

12. (continued) h. Close Notepad. 

i. Close the logs folder. 

j. Open the C:\WINNT\system32\LogFiles\W3SVC1 folder. 

k. In the W3SVC1 folder, right-click exyymmdd.log (where yymmdd 
represents today’s date), and then click Open. 

At the end of the log file, notice the two lines that indicate that 
URLScan rejected requests from client 10.6.1.10 (SEA-DC1). The 
way URLScan rejects requests is by inserting 
"/<Rejected-by-UrlScan> ~" in the URL. IIS will always fail with 
an HTTP 404 (File not found) error on those URLs. 

l. Close Notepad. 

m. Close the W3SVC1 folder. 

Note:  After running the IIS Lockdown Wizard and installing the latest service pack and security updates, 
IIS is capable of responding correctly to many malformed URL attacks. However, the use of URLScan as 
an Internet Server Application Programming Interface (ISAPI) filter on the Web server, serves as an extra 
protection to ensure that only correctly formed URLs are processed by IIS 5.0. 
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Exercise 2   
Default Lockdown of IIS 6.0 
In this exercise, you will verify the default configuration of IIS 6.0 Web servers. 

Scenario 
Contoso, Ltd., wants to migrate its Web applications to IIS 6.0 running on Windows Server 2003–
based computers. You need to verify the security of the default configuration of IIS 6.0 Web 
servers. 

 

Tasks Detailed steps 

Note:  Perform the following steps on SEA-SRV1. 

1. On SEA-SRV1, use the IIS 
Manager console to 
examine the default IIS 6.0 
configuration. 

a. On SEA-SRV1, on the Start menu, point to Administrative Tools, 
and then click Internet Information Services (IIS) Manager. 

The IIS Manager console opens. 

b. In the IIS Manager console, ensure that SEA-SRV1 (local computer) 
is expanded, and then, in the left pane, select Web Service Extensions. 

By default, IIS is not installed on Windows Server 2003. And after 
it is installed, only static Web content will be available. All other 
functionality, such as Active Server Pages, Server Side Includes, 
and WebDAV, must be enabled explicitly before it can be used.  
In earlier versions of IIS, you had to install a tool named UrlScan 
on the Web server to block potentially harmful HTTP requests. IIS 
6.0 has built-in features that provide the same security 
functionality as UrlScan, such as limiting the size of requests, 
denying specific extensions and verifying URL normalizations to 
help protect against URL canonicalization attacks. However, you 
can install UrlScan 2.5 on IIS 6.0 if needed as part of your server 
management practices for IIS servers. 

c. In the left pane, right-click Web Sites, and then click Properties. 

d. In the Web Sites Properties dialog box, select the Service tab. 
IIS 6.0 has two distinct modes of operation, called isolation 
modes. The default for new installations of IIS 6.0 is worker 
process isolation mode. For compatibility reasons, upgrades from 
earlier version of IIS default to IIS 5.0 isolation mode.  
Worker process isolation mode (and application pools) is 
examined in more detail in a later exercise. 

e. Click Cancel to close the Web Sites Properties dialog box. 

2. Examine the virtual 
directory name for the 
Remote Desktop Web 
Connection Web page. 

a. In the IIS Manager console, in the left pane, expand Web Sites, 
expand Default Web Site, and then select tsweb. 

IIS 6.0 is not installed with any sample application, unlike earlier 
versions of IIS, which include sample applications in a virtual 
directory named IISSamples. In the lab, the Remote Desktop Web 
Connection Web page is installed so that it can be used as a 
sample Web application.  
The virtual directory name for the Remote Desktop Web 
Connection Web page is tsweb. 
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Tasks Detailed steps 

Note:  Perform the following steps on SEA-DC1. 

3. On SEA-DC1, connect to 
http://SEA-SRV1/tsweb to 
open the Remote Desktop 
Web Connection Web page. 

a. On SEA-DC1, open Internet Explorer. In the Address field, type 
http://SEA-SRV1/tsweb, and then press ENTER. 

The Remote Desktop Web Connection Web page appears. Please 
wait while the Remote Desktop ActiveX® Control is downloaded. 

b. In the Security Warning dialog box, click Install to install the 
Remote Desktop ActiveX Control. 

The Remote Desktop Web Connection Web site is only used as an 
example Web site. Do not click Connect. 

Note:  Perform the following steps on SEA-SRV1. 

4. On SEA-SRV1, examine the 
account name for the worker 
process w3wp.exe. 

a. On SEA-SRV1, right-click the current time in the notification area 
(system tray), and then click Task Manager. 

b. In the Windows Task Manager dialog box, on the Processes tab, 
select the w3wp.exe process. 

In worker process isolation mode, the IIS process that handles the 
Web requests (in this case for the Remote Desktop Web 
Connection Web page) is called w3wp.exe. In the default 
configuration, it runs as a low-privileged account, named 
Network Service. This is a built-in account that has much fewer 
privileges than Local System, which is the default account used in 
IIS 5.0 isolation mode. 

c. Close Task Manager. 

5. Create a new virtual 
directory under Default Web 
Site. 

 Name: sampleweb 

 Path: 
C:\Inetpub\sample 

a. In the IIS Manager console, right-click Default Web Site, point to 
New, and then click Virtual Directory. 

b. On the Welcome to the Virtual Directory Creation Wizard page, 
click Next. 

c. On the Virtual Directory Alias page of the wizard, type sampleweb, 
and then click Next. 

d. On the Web Site Content Directory page, click Browse. 

e. In the Browse For Folder dialog box, expand Local Disk (C:), select 
Inetpub, select wwwroot, and then click Make New Folder. 

f. Replace the New Folder name by typing sample, and then press 
ENTER.  

g. Click OK to close the Browse For Folder dialog box. 
The Path text box is now set to C:\Inetpub\wwwroot\sample. 

h. On the Web Site Content Directory page, click Next. 

i. On the Virtual Directory Access Permissions page, ensure that only 
Read and Run scripts (such as ASP) are enabled, and then click Next. 

j. On the You have successfully completed the Virtual Directory 
Creation Wizard page, click Finish. 

A new virtual directory named sampleweb is created. 
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(continued) 

 

Tasks Detailed steps 

6. Add a new Hypertext 
Markup Language (HTML) 
file to the sampleweb Web 
site. 

 Name: Pool.htm 

 Contents: 
<H1>Sample Web 
page 
</H1>The application 
pool is: <% = 
Request.ServerVariab
les 
("APP_POOL_ID") 
%> 
 

a. In the IIS Manager console, right-click sampleweb, and then click 
Open. 

The C:\Inetpub\sample folder opens in Windows Explorer. 

b. In the C:\Inetpub\sample folder, right-click the empty space, click 
New, and then click Text Document. 

c. In the New Text Document.txt box, replace the text by typing 
Pool.htm, and then press ENTER. 

d. Click Yes to confirm that you want to change the filename extension. 
The file name extension is changed from .txt (text document) to 
.htm (HTML document). 

e. Right-click Pool.htm, and then click Edit. 
Pool.htm is opened in Notepad. 

f. In Notepad, type the following three lines: 
<H1>Sample Web page</H1> 
The application pool is: 
<%  =  Request.ServerVariables("APP_POOL_ID")  %> 

The text between the <% and %> characters is Active Server 
Pages (ASP) code to display the current application pool name. 

g. On the File menu, click Save. 

h. Close Notepad. 

Note:  Perform the following steps on SEA-DC1. 

7. On SEA-DC1, connect to 
http://SEA-SRV1/ 
sampleweb/pool.htm. 
 

a. On SEA-DC1, in Internet Explorer, in the Address field, type 
http://SEA-SRV1/sampleweb/pool.htm, and then press ENTER. 

The sample Web page (Pool.htm) is displayed.  
Notice that the result of the ASP code (<% ... %>) in the file is 
not displayed, because the file does not have the .asp extension. 

Note:  Perform the following steps on the SEA-SRV1 computer. 

a. On SEA-SRV1, in the C:\Inetpub\sample folder, right-click 8. On SEA-SRV1, rename 
Pool.htm to Pool.asp. Pool.htm, and then click Rename. 

b. In the Pool.htm box, replace the text by typing Pool.asp, and then 
press ENTER.  

c. Click Yes to confirm that you want to change the file name extension. 
The file name extension is changed from .htm (HTML Document) 
to .asp (ASP File). 

d. Close the C:\Inetpub\sample folder. 

e. In the IIS Manager console, right-click sampleweb, and then click 
Explore. 

Pool.asp is displayed in the right pane. 
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Tasks Detailed steps 

Note:  Perform the following steps on SEA-DC1. 

a. On SEA-DC1, in Internet Explorer, click the Refresh button. 9. On SEA-DC1, attempt to 
connect to Internet Explorer reports that the page cannot be found (HTTP 
http://SEA- Error 404). The file Pool.htm is renamed. 
SRV1/sampleweb/ 

b. In Internet Explorer, in the Address field, type http://SEA-pool.htm  
SRV1/sampleweb/pool.asp, and then press ENTER.  and http://SEA-

Internet Explorer again reports that the page cannot be found SRV1/sampleweb/ 
(HTTP Error 404). The Pool.asp file is present on SEA-SRV1, but pool.asp 
for security reasons, by default IIS 6.0 does not allow access to  
Active Server Pages (.asp) files. 

Note:  Perform the following steps on the SEA-SRV1 computer. 

a. On SEA-SRV1, in the IIS Manager console, in the left pane, select 10. On SEA-SRV1, enable 
Web Service Extensions. Active Server Pages. 

b. In the right pane, select Active Server Pages, and then click Allow. 
The Active Server Pages status changes from Prohibited to 
Allowed. 

Note:  Perform the following steps on the SEA-DC1 computer. 

a. On SEA-DC1, in Internet Explorer, click Refresh. 11. On SEA-DC1,  
connect to http://SEA- The content of the Pool.asp file is displayed correctly. The result 
SRV1/ of the ASP code (<% ... %>) appears as DefaultAppPool. That is 
sampleweb/pool.asp the name of the default application pool. 
 

b. Close Internet Explorer. 
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Exercise 3   
Implementing IIS 6.0 Web Server Security 
In this exercise, you will enhance the security of IIS 6.0 Web servers running on Windows Server 
2003–based computers. 

Scenario 
Contoso, Ltd., has several Web servers running on IIS 6.0 on computers running Windows Server 
2003. You need to enhance security of the Web servers. You need to configure application pools, 
worker process identity and Web gardens. You also need to examine the IIS 6.0 log files. You use 
the Log Parser tool to analyze the log files. 

 

Tasks Detailed steps 

Note:  Perform the following steps on the SEA-SRV1 computer. 

a. On SEA-SRV1, in the IIS Manager console, in the left pane, right-1. On SEA-SRV1, on the IIS 
click Web Sites, and then click Properties. Isolation Modes page in the 

IIS 6.0 Administrator Guide, b. In the Web Sites Properties dialog box, click the Service tab. 
examine two diagrams 

By default new installations of IIS 6.0 use worker process explaining the differences 
isolation mode, and not IIS 5.0 isolation mode. between worker process 

c. In the Web Sites Properties dialog box, click Help. isolation mode and IIS 5.0 
isolation mode. d. In the Internet Information Services (IIS) 6.0 Help window, scroll to 

the Related Topics section at the end of the text, and then click 
Isolation Modes. 

The Internet Information Services 6.0 Administrator Guide opens 
on the IIS Isolation Modes page. 

e. Close the small Internet Information Services (IIS) 6.0 Help window 
that stayed on top. 
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Tasks Detailed steps 

1. (continued) f. In the Internet Information Services 6.0 Administrator Guide, click in 
the right pane, and then scroll down the IIS Isolation Modes text to 
see the two diagrams that show the fundamentally different 
architectures between worker process isolation mode (first diagram) 
and IIS 5.0 isolation mode (second diagram). 
Maximize the help window to see the entire diagram. 

In both modes, for performance reasons, the HTTP Protocol Stack 
(http.sys) runs in kernel mode, and stores responses in a kernel-
mode cache. This is the only component that needs to run as 
Local System.  
In worker process isolation mode (first diagram), IIS 6.0 runs 
multiple Web applications in isolated environments, called 
application pools. Worker processes (w3wp.exe) assigned to the 
application pool handle the Web requests for each application. 
The worker processes run in user mode, and by default run as a 
low-privileged account named Network Service. In a separate 
process (svchost.exe), the WWW Service only manages and 
monitors all the worker processes.  
In IIS 5.0 isolation mode (second diagram), the HTTP Protocol 
Stack sends Web requests to the WWW Service, which are then 
handled in-process (inetinfo.exe) or out-of-process (dllhost.exe). 

g. Close the Internet Information Services 6.0 Administrator Guide. 
Note: You can open the IIS 6.0 Administrator Guide on any 
Windows Server 2003 computer, by typing the command hh  
iismmc.chm in the Run dialog box. 

h. Click Cancel to close the dialog box. 

a. In the IIS Manager console, expand Application Pools. 2. Create an application pool 
named Sample Pool. b. Right-click Application Pools, point to New, and then click 

Application Pool. 

c. In the Add New Application Pool dialog box, in the Application pool 
ID box, type Sample Pool, and then click OK. 

An application pool named Sample Pool is created. 

a. Under Default Web Site, select sampleweb, right-click sampleweb, 3. Move the sampleweb 
application to the Sample and then click Properties. 
Pool application pool. b. In the sampleweb Properties dialog box, on the Virtual Directory 

tab, in the Application pool list box, select Sample Pool, and then 
click OK. 

c. In the left pane, expand Sample Pool. 
The sampleweb application is still part of the Default Web Site 
(and uses port 80 that is set for the Default Web Site). However, 
worker processes in the Sample Pool application pool now handle 
Web requests for sampleweb. 
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Note:  Perform the following steps on SEA-DC1. 

a. On SEA-DC1, open Internet Explorer. In the Address field, type 4. On SEA-DC1, use two 
http://SEA-SRV1/sampleweb/pool.asp, and then press ENTER.  Internet Explorer windows 

to connect to The contents of the Pool.asp file show that the application is in 
http://SEA- the Sample Pool application pool. 
SRV1/sampleweb/ 

b. Open a second Internet Explorer window. In the Address field, type pool.asp and to 
http://SEA-SRV1/tsweb, and then press ENTER. http://SEA-SRV1/tsweb 

Internet Explorer displays the Remote Desktop Web Connection  
Web page. This request is still handled by the default application 
pool. 

c. Leave both Internet Explorer windows open for use in the next tasks. 

Note:  Perform the following steps on SEA-SRV1. 

5. On SEA-SRV1, use the a. On SEA-SRV1, open a command prompt window. 
iisapp.vbs command to list b. At the command prompt, type cscript.exe  
the current worker c:\windows\system32\iisapp.vbs, and then press ENTER. 
processes. 

The iisapp.vbs script lists the process IDs (PIDs) for all the 
current worker processes (W3WP.exe), and the associated 
application pool name (AppPoolId). 
(The System32 folder contains several iis*.vbs scripts to 
administer IIS 6.0.)  
The output of Iisapp.vbs shows that two worker processes are 
started. One for sampleweb in Sample Pool, and one for tsweb in 
DefaultAppPool. The use of multiple processes ensures that an 
application from one application pool cannot access any 
resources from an application in another application pool. 

a. In the IIS Manager console, under Default Web Site, select tsweb, 6. Create an application named 
then right-click tsweb, and click Properties. TS Web for the tsweb 

virtual directory. b. In the tsweb Properties dialog box, on the Virtual Directory tab, 
 click Create. 
Move the TS Web 

c. In the Application settings sections, complete the following application to the Sample 
information: Pool application pool. 
 Application name: TS  Web 

 Execute permissions: None (default) 

 Application pool: Sample Pool 
and then click OK. 
An application named TS Web for the tsweb virtual directory is 
created and moved to the Sample Pool application pool. 
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a. Under Application Pools, right-click DefaultAppPool, and then click 7. Stop and start the 
Properties.  DefaultAppPool application 

pool to shut down the b. In the DefaultAppPool Properties dialog box, select the Performance 
current worker process in tab. 
this application pool. 

The idle timeout setting shows that worker processes are shut 
down after being idle for 20 minutes. That is the default setting for 
DefaultAppPool and other application pools.  
The idle timeout setting is not only for performance reasons. If an 
attacker succeeds in starting a process in the application pool (for 
example, to enumerate resources), that process will also be shut 
down if it is idle for 20 minutes. 

c. Click Cancel to close the DefaultAppPool Properties dialog box. 
Instead of waiting 20 minutes, we stop and start the 
DefaultAppPool to shut down the current worker process in this 
application pool. 

d. Right-click DefaultAppPool, and then click Stop. (Do not click 
Recycle.) 

The Recycle command restarts worker processes. It is not the 
combination of Stop and Start for the application pool. 

e. Right-click DefaultAppPool, and then click Start. 

8. Use the iisapp.vbs a. In a command prompt window, type cscript.exe  
c:\windows\system32\iisapp.vbs, and then press ENTER. command to list the current 

worker processes. The output of iisapp.vbs shows that only the worker process in 
Sample Pool is started. 

Note:  Perform the following steps on SEA-DC1. 

9. On SEA-DC1, refresh the a. On SEA-DC1, in the Internet Explorer window that displays the 
contents of http://SEA-SRV1/sampleweb/pool.asp, click Refresh.  Internet Explorer windows 

connected to b. In the Internet Explorer window that displays the contents of 
http://SEA- http://SEA-SRV1/tsweb, click Refresh. 
SRV1/sampleweb/ 

Internet Explorer connects to IIS on SEA-SRV1 to refresh the pool.asp and to 
contents of both Web pages. http://SEA-SRV1/tsweb 

Note:  Perform the following steps on SEA-SRV1. 

a. On SEA-SRV1, in a command prompt window, type cscript.exe  10. On SEA-SRV1, use the 
iisapp.vbs command to list c:\windows\system32\iisapp.vbs, and then press ENTER. 
the current worker The output of iisapp.vbs shows that a single worker process in 
processes. Sample Pool responded to the requests for sampleweb and for 

tsweb. 
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a. In the IIS Manager console, right-click the Sample Pool application 11. Configure the Sample Pool 
pool, and then click Properties. application pool to be a Web 

garden with two worker b. In the Sample Pool Properties dialog box, on the Performance tab, 
processes. set the Maximum number of worker processes to 2. 

By default a single worker process handles the request in an 
application pool. You can configure an application pool to have 
more than one worker process.  
An application pool that uses more than one worker process is 
called a Web garden. This is an analogy to a Web farm that uses 
more than one server for a Web site. 

c. Click OK to close the Sample Pool Properties dialog box. 

Note:  Perform the following steps on SEA-DC1. 

12. On SEA-DC1, refresh the a. On SEA-DC1, in the Internet Explorer window that displays the 
contents of http://SEA-SRV1/sampleweb/pool.asp, click Refresh. Internet Explorer windows 

connected to b. In the Internet Explorer window that displays the contents of 
http://SEA- http://SEA-SRV1/tsweb, click Refresh. 
SRV1/sampleweb/ 

Internet Explorer connects to IIS on SEA-SRV1 to refresh the pool.asp and to 
contents of both Web pages. http://SEA-SRV1/tsweb 

Note:  Perform the following steps on SEA-SRV1. 

a. On SEA-SRV1, in a command prompt window, type cscript.exe  13. On SEA-SRV1, use the 
iisapp.vbs command to list c:\windows\system32\iisapp.vbs, and then press ENTER. 
the current worker The output of iisapp.vbs shows that two worker processes in 
processes. Sample Pool responded to the requests. One for sampleweb and 

one for tsweb.  
Remember the two process IDs (PIDs) of the current worker 
processes as they are used in the next task. 

a. In the IIS Manager console, right-click the Sample Pool application 14. Recycle the worker 
pool, and then click Recycle. processes in the Sample 

Pool application pool. IIS starts two new worker processes in Sample Pool, and shuts 
down the existing two worker processes. The mechanism ensures 
that faulty Web applications will not use up all system resources. 
Note: Web requests continue to be serviced during the recycle 
period, because an overlapped recycle is done. The existing 
worker processes keep running, until after the new worker 
process is started. Also, TCP/IP connections from the Web 
browser on the client computers are not interrupted, because they 
are maintained by the WWW service, not by the individual worker 
processes. 

15. Use the iisapp.vbs a. In a command prompt window, type cscript.exe  
c:\windows\system32\iisapp.vbs, and then press ENTER. command to list the current 

worker processes. The output of Iisapp.vbs shows that Sample Pool now has two 
worker processes with other process IDs (PIDs). This indicates 
that these are two new processes. 
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a. In the IIS Manager console, right-click the Sample Pool application 16. Examine the automatic 
pool, and then click Properties. recycling options for an 

application pool. b. In the Sample Pool Properties dialog box, select the Recycling tab. 
Instead of manually starting the Recycle action, an application 
pool can be configured to recycle its worker processes 
automatically based on elapsed time, number of requests, time of 
day, and memory usage. 

c. Select the Health tab. 
By default, every 30 seconds IIS pings each worker process. If a 
worker process fails to respond to the ping request, IIS shuts 
down the worker process and starts a new one (recycle).  
If a security attack or other problem causes each worker process 
in the application pool to fail constantly, the rapid-fail protection 
settings, will cause the application pool to shut down completely 
when the specified number of failures occurs within a particular 
period. This eliminates possible resource problems for other 
application pools on the server. 

d. Click Cancel to close the Sample Pool Properties dialog box. 

Note:  In the following tasks, you will configure the process identity of the worker processes. 

a. In the IIS Manager console, right-click Application Pools, point to 17. Create an application pool 
New, and then click Application Pool. named TS Pool. 

 b. In the Add New Application Pool dialog box, in the Application pool 
Move the TS Web ID text box, type TS Pool, and then click OK. 
application to the TS Pool 

An application pool named TS Pool is created. application pool. 
c. Under Default Web Site, right-click tsweb, and then click Properties. 

d. In the tsweb Properties dialog box, on the Virtual Directory tab, in 
the Application pool list box, select TS Pool, and then click OK. 

The TS Web application is moved to the new TS Pool application 
pool. 

e. In the left pane, expand TS Pool. 

a. In the left pane, right-click TS Pool, and then click Properties. 18. Configure the application 
pool identity of TS Pool to b. In the TS Pool Properties dialog box, on the Identity tab, in the 
be the Local Service Predefined list box, select Local Service. 
account. 

The application pool identity is the user account under which the 
worker processes run. All actions taken by the worker process are 
done with the privileges of this user account.  
The default identity for application pools is Network Service. This 
is a built-in account in Windows Server 2003 that has the same 
privileges as a normal user account. Another new built-in 
account, Local Service, is similar to Network Service, but has no 
network access. These new accounts have much fewer privileges 
than the Local System account. 

c. Click OK to close the TS Pool Properties dialog box. 
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Note:  Perform the following steps on SEA-DC1. 

19. On SEA-DC1, refresh the a. On SEA-DC1, in the Internet Explorer window that displays the 
contents of http://SEA-SRV1/sampleweb/pool.asp, click Refresh. Internet Explorer windows 

connected to b. In the Internet Explorer window that displays the contents of 
http://SEA- http://SEA-SRV1/tsweb, click Refresh. 
SRV1/sampleweb/ 

Internet Explorer connects to IIS on SEA-SRV1 to refresh the pool.asp and to 
contents of both Web pages. http://SEA-SRV1/tsweb 

Note:  Perform the following steps on SEA-SRV1. 

a. On SEA-SRV1, in a command prompt window, type cscript.exe  20. On SEA-SRV1, use the 
iisapp.vbs command to c:\windows\system32\iisapp.vbs, and then press ENTER. 
determine the process ID Remember the process ID (PID) of the worker process in TS Pool 
(PID) of the worker process for use in the next task. 
in TS Pool. 

b. Close the command prompt window. 

21. Use Task Manager to verify a. Right-click the current time in the notification area (system tray), and 
then click Task Manager. the process identity of the 

worker process in the TS b. In the Windows Task Manager dialog box, on the Processes tab, 
Pool application pool. click the View menu, and then click Select Columns. 

c. In the Select Columns dialog box, select PID (Process Identifier), 
and then click OK. 

d. On the Processes tab, select the worker process (w3wp.exe) with the 
PID that the iisapp.vbs command displayed in the previous task. 

Task Manager shows that the worker process in the TS Pool 
application pool runs under the Local Service account.  
The other worker process (w3wp.exe) in the process list is from 
the Sample Pool application pool, and runs under the Network 
Service account. 

e. Close Task Manager. 
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22. Use the IIS Manager a. In the IIS Manager console, right-click TS Pool, and then click 
Properties. console to examine the 

default permission of the b. In the TS Pool Properties dialog box, select the Identity tab. 
IIS_WPG group on the 

Instead of using one of the three predefined accounts, you can wwwroot folder. 
configure the application pool identity to use a custom 
(configurable) user account. The drawback of using a 
configurable user account with low privileges, instead of one of 
the predefined accounts, is that you must manage a password for 
the user account. The three predefined accounts do not have a 
password that can be compromised. 
When you configure a custom user account, also add the account 
to the IIS_WPG group. The IIS_WPG group provides the 
minimum set of rights and permissions required to run as a 
worker process, and to run Web applications. An example of a 
custom user account that can be used as application pool identity 
is the IWAM_SEA-SRV1 user account. 

c. Click Cancel to close the TS Pool Properties dialog box. 

d. In the left pane, right-click Default Web Site, and then click 
Permissions. 

A dialog box appears, containing the Security tab for the NTFS 
permissions of the c:\inetpub\wwwroot folder. 

e. In the c:\inetpub\wwwroot dialog box, select the IIS_WPG group. 
Notice that, by default, the IIS_WPG group has Read and 
Execute, List Folder Contents, and Read permissions on the 
Default Web Site content folder. 

f. Click Advanced. 
When a worker process is processing a client request, it uses 
impersonation. It creates a thread that uses the authenticated 
user’s identity or that of the IUSR_SEA-SRV1 account if the client 
request is anonymous. 

g. In the Advanced Security Settings for wwwroot dialog box, select 
Internet Guest Account (SEA-SRV1\IUSR_SEA-SRV1), and then 
click Edit. 

In the Permission Entry for wwwroot dialog box, notice that 
anonymous Web requests (impersonated as IUSR_SEA-SRV1) are 
explicitly denied permissions to Write, Create, or Delete files or 
folders on the Default Web Site content folder.  
This is similar to the permissions set on the wwwroot folder by the 
IIS Lockdown Wizard on IIS 5.0. 

h. Click Cancel to close the Permission Entry for wwwroot dialog box. 

i. Click Cancel to close the Advanced Security Settings for wwwroot 
dialog box. 

j. Click Cancel to close the dialog box. 
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Note:  Perform the following steps on SEA-DC1. 

23. On SEA-DC1, close the a. On SEA-DC1, close the two open Internet Explorer windows. 
Internet Explorer windows. 

Note:  In the following tasks, you will analyze the IIS 6.0 log files. 
Perform the following tasks on SEA-SRV1. 

a. On SEA-SRV1, in the IIS Manager console, right-click Default Web 24. On SEA-SRV1, examine the 
Site, and then click Properties. properties of the IIS log file 

configuration. b. The default log format is W3C Extended Log File Format. 

c. In the Default Web Site Properties dialog box, on the Web Site tab, 
click Properties. 

This default log file directory is %windir%\system32\LogFiles. 
This is a folder on the Web server computer.  
IIS 6.0 allows you to specify a UNC network path as a log file 
directory to log data to a remote share on another computer. 
Remote logging enables you to set up centralized log file storage, 
plus protects the log files in case the Web server computer is 
compromised. 

d. In the Logging Properties dialog box, select the Advanced tab. 
By default IIS does not log all possible data fields. If disk space 
permits, you may choose to select more fields to save in the log 
files. For example, to analyze Web request performance, you can 
log the Time Taken field. To determine if attackers use search 
engines to find vulnerable sites, you can log the Referer field. 

e. Click Cancel to close the Logging Properties dialog box. 

f. Click Cancel to close the Default Web Site Properties dialog box. 

25. Examine the NTFS a. Use Windows Explorer (or My Computer) to open the 
permission on the log file C:\Windows\system32\LogFiles folder. 
folder C:\Windows\ b. In the LogFiles folder, right-click the W3SVC1 folder, and then click 
system32\LogFiles\ Properties. 
W3SVC1. 

c. In the W3SVC1 Properties dialog box, select the Security tab.  
Only the local Administrators group (and the System account) has 
access to the folder that contains the IIS log files. 

d. On the Security tab, click Advanced. 
Notice that the option to allow inheritable permissions to 
propagate to this folder is NOT selected. In earlier versions of IIS, 
inheritance of permissions allowed all users read access to the 
log files. 

e. Click Cancel to close the Advanced Security Settings for W3SVC1 
dialog box. 

f. Click Cancel to close the W3SVC1 Properties dialog box. 
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a. In the LogFiles folder, open the W3SVC1 folder. 26. Examine the HTTP reply 
status fields (sc-status and The W3SVC1 folder contains the IIS log files. For daily log files 
sc-substatus) in the IIS log in W3C Extended log file format, the log file name is 
file exyymmdd.log for today. exyymmdd.log, where yymmdd represents the current day (in the 

GMT time zone). 

b. Right-click the exyymmdd.log file for today, and then click Open. 
Each line in the log file that does not start with a # symbol, 
represents a requests to the Web server. 

c. Scroll the contents of the file, so that you can see the end of the lines. 
The last three numbers on each line indicate reply status 
(sc-status, sc-substatus, sc-win32-status) for each request.  
The HTTP reply status for (approximately) the 10th request, is 
404 (File not found) with substatus 2. This status 404.2 is 
returned when a request (for example for the file pool.asp) is 
denied, because the corresponding Web service extension (Active 
Server Pages) is prohibited. The presence of this particular reply 
status (404.2) is an indication that a request for a prohibited 
service extension is attempted. 

d. Close Notepad. 

e. Close the W3SVC1 folder. 

a. In the IIS Manager console, right-click Default Web Site, and then 27. Examine the custom error 
click Properties. messages for HTTP errors 

404, 404.2 and 404.3. b. In the Default Web Site Properties dialog box, on the Custom Errors 
tab, scroll the list of error messages until the HTTP Error 404.2 is 
visible. 

Notice that for HTTP errors 404, 404.2 and 404.3 the same error 
Web page is returned (404b.htm). To reduce the possibility of an 
attack as a result of disclosing too much information about why a 
particular request failed, this substatus code is not revealed in the 
HTTP 404 error message to client computers. 

c. Click Cancel to close the Default Web Site Properties dialog box. 

d. Close the IIS Manager console. 

28. Examine the built-in help a. Open a command prompt window. 
information of the Log b. At the command prompt, type cd  c:\tools, and then press ENTER.  
Parser tool from the 

c. Type logparser.exe, and then press ENTER. C:\Tools folder. 
The usage information of Log Parser version 2.1 is displayed.  
Log Parser is a tool that uses SQL queries to display information 
from files in various input formats, including the IIS log file 
formats. Version 2.1 is included in the IIS 6.0 Resource Kit Tools, 
which are downloadable from the Microsoft Web site. 
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d. Type logparser  -h  -i:IISW3C, and then press ENTER. 28. (continued) 
The command displays possible fields for use with IIS WC3 
Extended Log Format (IISW3C) log files. 

e. Type logparser  -h  3, and then press ENTER. 
The command displays example queries. 

a. At the command prompt, type cd c:\windows\system32\logfiles\ 29. Use the Log Parser tool to 
w3svc1, and then press ENTER. analyze the IIS log files, and 

list the file requests that At each of the steps below, press ENTER after the command. You 
returned HTTP error status can use the UP ARROW  key to edit the previous command, if 
404.2. applicable. 

b. Type (on one line) \tools\logparser  
"SELECT  sc-status,  COUNT(*)  AS  Total  
FROM  ex*.log  GROUP BY sc-status" 

The command displays how often each HTTP reply status 
(sc-status) was returned to the client computers. 
The following codes are listed: 200 (OK), 301 (Moved 
permanently) and 404 (File not found). 

c. Type (on one line) \tools\logparser  
"SELECT  sc-status,  sc-substatus,  COUNT(*)  AS  Total  
FROM  ex*.log  GROUP BY sc-status,  sc-substatus" 

The command displays how often each HTTP reply status and 
substatus (sc-status, sc-substatus) was returned to the client 
computers. 
The list includes status 404.2. 

d. Type (on one line) \tools\logparser  
"SELECT  cs-uri-stem,  cs-method  
FROM  ex*.log  WHERE  sc-status=404  AND  sc-substatus=2" 

The command displays which file (/sampleweb/pool.asp) was 
requested, while the corresponding Web service extension was 
prohibited (status 404.2). 
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a. At the command prompt, type \tools\logparser  -h  -i:FS 30. Use the Log Parser tool to 
list the 10 most recently The command displays possible fields for use with the file system. 
created files in the You can use Log Parser to analyze properties of files and folder. 
C:\Inetpub folder, and all Note: The spelling of field names (such as Path and 
the files that were requested CreationTime) in the SQL queries is case-sensitive.  
successfully (HTTP reply If an attacker was able to create files on the Web server, you may 
status 200). detect them by listing recently created files.  

b. Type (on one line) \tools\logparser.exe  -i:FS  
"SELECT  TOP  10  Path,  CreationTime  
FROM  c:\inetpub\*.*  ORDER  BY  CreationTime  DESC" 

Or if the attacker deleted the files again after use, you may detect 
those by listing the log entries for all the files that were requested 
successfully (HTTP reply status 200). 

c. Type (on one line) \tools\logparser.exe  
"SELECT  cs-uri-stem  AS  URL,  Count(*)  AS Hits  
FROM  ex*.log  WHERE  sc-status=200  GROUP  BY  URL" 

You can further examine this by limiting the results of the queries 
to particular days or even hours of a day. 

d. Close the command prompt window. 
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Exercise 4   
Implementing Security with Exchange Server 2003 
In this exercise, you will enhance the security of Exchange Server 2003 running on Windows 
Server 2003–based computers. 

Scenario 
You need to enhance security of the Contoso, Ltd., Exchange servers running on Windows Server 
2003. The Exchange servers are in the Contoso, Ltd., Active Directory domain, and have different 
Exchange Server roles. You will use Group Policy objects and security templates to configure the 
security settings of the Windows Server 2003–based computers and the Exchange servers. You will 
also use the Microsoft Office Outlook® 2003 Web Access (OWA) Administration tool to modify 
the OWA settings on an Exchange server. 

 

Tasks Detailed steps 

Note:  Perform the following steps on SEA-DC1. 

a. On SEA-DC1, on the Start menu, point to Administrative Tools, and 1. On SEA-DC1, examine the 
then click Active Directory Users and Computers. Exchange Server 2003 

organizational unit (OU) The Active Directory Users and Computers console opens. 
hierarchy. 

b. In the Active Directory Users and Computers console, in the left 
pane, expand Contoso.msft, expand Member Servers, expand 
Exchange Front-end, and then select Exchange Front-end. 

When you create separate OUs for the Exchange Server 2003 
roles, you can configure security of the servers that are running 
Exchange Server 2003, according to that specific role. At each 
OU you can apply a Group Policy object (GPO) that imports a 
security template for the specific Exchange role, plus you can 
define an IP Security (IPSec) policy that blocks all network ports, 
except the ports for the network protocols needed for the specific 
role. 

c. Close the Active Directory Users and Computers console. 

2. Create a new Security a. On the Start menu, click Run. 
Templates console. b. In the Run dialog box, type mmc.exe, and then click OK. 

An empty Microsoft Management Console (MMC) opens. 

c. Maximize the Console1 window, and then maximize the Console Root 
window. 

d. In the new console, on the File menu, click Add/Remove Snap-in. 

e. In the Add/Remove Snap-in dialog box, click Add. 

f. In the Add Standalone Snap-in dialog box, scroll the list of available 
stand-alone snap-ins, so that you can select Security Templates, and 
then click Add. 

g. Click Close to close the Add Standalone Snap-in dialog box. 

h. Click OK to close the Add/Remove Snap-in dialog box. 
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3. Use the Security Templates a. In the Security Templates console, in the left pane, expand Security 
Templates, and then right-click Security Templates, and click New console to examine the 
Template Search Path. security templates of the 

Exchange Server 2003 b. In the Browse For Folder dialog box, select C:\Tools\Exchange 2003 
Security Hardening Guide. Security Guide, and then click OK. 
 Folder: The folder is added in the Security Templates console. 

C:\Tools\ 
c. In the left pane, expand the added folder. Exchange 2003 

The Exchange Server 2003 Security Hardening Guide is a Security Guide. 
prescriptive guide that helps you create and maintain a secure  Examine: environment for Exchange Server 2003 computers. It includes  eight security templates that you can use to configure security Exchange DC template: settings for the servers running Exchange Server 2003 in different - Security Options roles.  
You can download the guide from the Microsoft Web site.  Backend template: 
The guide is a companion to the Windows Server 2003 Security - System Services 
Guide. The Exchange Server security templates are designed to - File System 
augment the Windows Server 2003 Security Guide security  
templates. HTTP (OWA) 

template: d. In the left pane, expand Exchange 2003 DC Incremental_V1_1, 
- User Rights expand Local Policies, and then select Security Options. 
Assignment The Exchange 2003 DC security template defines a few security 

options different from the Windows Server 2003 Security Guide 
recommendations. You should add the settings from this template 
to the configuration of domain controllers. 

e. Collapse Exchange 2003 DC Incremental. 

f. In the left pane, expand Exchange 2003 Backend_V1_1, and then 
select System Services. 

A main difference among the various Exchange Server 2003 
security templates is the selection of Exchange Server services 
that are enabled or disabled in each security template. 

g. In the left pane, select File System. 
The Backend (and Frontend) security template specify NTFS 
permission for a few essential Exchange-related folders. 
In the next steps, you compare the current (default) NTFS 
permissions on the SEA-DC1 Exchange server, with the 
configured permissions in the security template. 

h. Use Windows Explorer (or My Computer) to open the C:\Program 
Files folder. 

i. In the Program Files folder, right-click Exchsrvr, and then click 
Properties. 

j. In the Exchsrvr Properties dialog box, on the Security tab, click 
Advanced. 

Notice that, by default, on the SEA-DC1 Exchange server, the 
Authenticated Users group has permissions to Read and Execute 
files and folders in the Exchsrvr folder. 
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(continued) 

 

Tasks Detailed steps 

k. Click Cancel to close the Advanced Security Settings for Exchsrvr 3. (continued) 
dialog box. 

l. Click Cancel to close the Exchsrvr Properties dialog box. 

m. Close the Program Files folder. 

n. In the right pane, right-click %ProgramFiles%\exchsrvr, and then 
click Properties. 

o. In the %ProgramFiles%\exchsrvr Properties dialog box, click Edit 
Security. 

The security template only grants Administrators and Server 
Operators permissions on the folder. Authenticated Users is 
removed from the permission list.  
The Exchange Server 2003 Security Hardening Guide contains a 
full list of all the default permissions, and the permissions in the 
security templates. 

p. Click Cancel to close the Security for %ProgramFiles%\exchsrvr 
dialog box. 

q. Click Cancel to close the %ProgramFiles%\exchsrvr dialog box. 

r. Collapse Exchange 2003 Backend. 

s. In the left pane, expand Exchange 2003 HTTP_V1_1, expand Local 
Policies, and then select User Rights Assignment. 

The Member Servers security template from the Windows 
Server 2003 Security Guide applies the Deny network logon right 
to the Guests group and the Anonymous Logon group. However, 
Outlook Web Access (OWA) requires guest access. The 
Exchange 2003 HTTP security template, applies Deny network 
logon, to only the Anonymous Logon group. Effectively, members 
of the Guests group can access OWA. 

t. Collapse Exchange 2003 HTTP. 
In this exercise, you will not further use the Exchange 
Server 2003 security templates. 

u. Close the Security Templates console. 

v. Click No to confirm that you do not want to save console settings to 
Console1. 

a. Click Start, point to All Programs, Microsoft Exchange, and then 4. Connect to the Outlook Web 
click Outlook Web Access Administration. Access Administration tool 

on SEA-DC1.  The Outlook Web Access Administration tool is a free, Web-based 
tool that can be downloaded from the Microsoft Web site. Once  
the tool has been installed, it can be accessed by clicking the 
shortcut found in the Microsoft Exchange folder. 

b. In the Connect to sea-dc1 logon prompt, type Contoso\administrator 
with the password of P@ssw0rd and click OK. 

The Server Settings Web page opens.  

a. In the Administration section of the Web page, click Attachment 5. Examine the options the 
handling. OWA Administration tool 
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provides for managing 
attachments. 

b. Browse through the various options related to attachment access using 
Outlook Web Access.  

Notice that the administration tool provides a graphical user 
interface (GUI) to control attachment handling in OWA. Simple 
options such as enabling or disabling attachments and modifying 
the level 1 or level 2 attachment types can easily be configured on 
this page. 

c. Click OK to return to the main administration page. 

6. Examine the options the 
OWA Administration tool 
provides for configuring 
Forms-based authentication. 

a. In the Administration section of the Web page, click Forms-based 
authentication. 

b. Browse through the various options related to Forms-based 
authentication.  

The Forms-based authentication section lets you configure 
timeout settings for the logon form. You are able to control the 
settings for both the public- and private-based clients. Note that 
changing any of the settings here requires you to restart your 
Exchange server before changes take effect. 

c. Click Cancel to return to the main administration page. 

7. Examine the options the 
OWA Administration tool 
provides for configuring 
security settings. 

a. In the Administration section of the Web page, click Security. 

b. Browse through the various options related to Security. 
The security section lets you specify whether to allow users to 
change passwords from within OWA. Also you can configure a 
logoff warning that reminds users that they will be logged out of 
their Exchange Server account if they browse away from Outlook 
Web Access. 

c. Click OK to return to the main administration page. 

8. Examine the options the 
OWA Administration tool 
provides for configuring 
security settings. 

a. In the Customization section of the Web page, click Server-wide 
feature support. 

The Server-wide feature support section found under 
Customization provides the ability to enable or disable the 
various features within the Outlook Web Access client. For 
example, if you do not want to provide Journal access to OWA 
clients, this feature can be disabled. 

b. Turn off the Journal option. 

c. Click OK to return to the main administration page. 

d. Close Internet Explorer. 

9. Shut down all virtual 
machines. 

a. Shut down all virtual machines used in the lab without saving changes. 
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