
Lab 3: Implementing Security for 
Windows XP and Windows 2000 
Clients 

Objectives After completing this lab, you will be able to: 

 Use Software Restriction Policies to prevent certain applications from 
running. 

 Troubleshoot Software Restriction Policies. 
 Use Windows Firewall to protect Microsoft® Windows® XP clients.  
 Use Encrypting File System (EFS) to protect data. 
 Use Data Recovery Agent to recover encrypted data. 

Prerequisites  Before working on this lab, you must have: 

 Experience with Active Directory® directory service. 
 Experience with using Group Policy objects. 

 
For more information For more information, read the Windows XP Security Guide, which you can 

download from: 
http://go.microsoft.com/fwlink/?LinkId=14839. 

Scenario  You are the network administrator for Contoso, Ltd. The company network 
contains an Active Directory domain. All domain controllers run Microsoft 
Windows Server™ 2003. The client computers run Windows XP Professional or 
Windows 2000 Professional. The client computers are in the domain. You must 
implement security for the client computers. 

Computers  This lab uses two computers: SEA-DC1 and SEA-CL1. 
Before you begin the lab, you must start both computers and log on to both 
computers. 

Estimated time to 
complete this lab:  
75 minutes 
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Lab Setup  
To complete each lab module, review the following: 

 Virtual PC 

This lab uses Microsoft Virtual PC 2004 which is an application that allows you 
to run multiple virtual computers on one physical computer. During the lab you 
will switch among different windows, each of which contains a separate virtual 
machine running Windows Server 2003. 

Before you start the lab, familiarize yourself with the following basics of 
Virtual PC: 

 To switch the focus for your mouse and keyboard to the virtual machine, 
click inside the virtual machine window. 

 To remove the focus from a virtual machine, move the mouse pointer 
outside the virtual machine window. 

 To issue the CTRL+ALT+DELETE key combination inside a virtual 
machine, use <RIGHT>ALT+DELETE instead. 

 To enlarge the size of the virtual machine window,  
drag the lower right corner of the window. 

 To switch to full-screen mode, and to return from  
full screen mode, press <RIGHT>ALT+ENTER. 

 
To complete this lab, you must start the virtual machines and then log on to the 
computers. In each exercise, you need only start the virtual machines that are 
required. 

 To log on to a virtual machine: 

1. Press <RIGHT>ALT+DELETE (instead of CTRL+ALT+DELETE) to open 
the logon dialog box. 

2. Type the following information, and then click OK. 

• User name: Administrator 

• Password: P@ssw0rd 

• Domain: CONTOSO (if applicable) 
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Exercise 1   
Using Software Restriction Policies to Implement Security 
In this exercise, you will use Software Restriction Policies to implement security on client 
computers. 

Scenario 
Contoso, Ltd., wants to restrict which applications can run on the Windows XP computers. As 
administrator, you will use Software Restriction Policies to implement the restriction. 

 

Tasks Detailed steps 

Note:  This lab uses computers SEA-DC1 and SEA-CL1. 
Before you begin the lab, you must start both computers and log on to both computers. 

Note:  Perform the following steps on SEA-DC1.  

a. On SEA-DC1, on the Start menu, point to Administrative Tools, and 1. On SEA-DC1, create a 
then click Group Policy Management. Group Policy object (GPO) 

named Software The Group Policy Management console for domain Contoso.msft 
Restrictions, and link the opens. 
GPO to the 

b. In the Group Policy Management console, in the left pane, expand Desktop organizational unit 
Forest:Contoso.msft, expand Domains, expand Contoso.msft, (OU). 
expand Sales, expand Sales Windows XP, and then select Desktop.  

c. Right-click the Desktop OU, and then click Create and Link a GPO Also, add a software 
Here. restriction policies rule: 

d. In the New GPO dialog box, type Software Restrictions, and then • Path: %windir%\ 
click OK. System32\calc.exe 

e. Right-click Software Restrictions and then click Edit. • Security level: 
Disallowed The new Group Policy object named Software Restrictions opens 
 in the Group Policy Object Editor. 

It is considered a good practice always to use dedicated GPOs to 
configure software restrictions, instead of including the software 
restrictions with other security settings in a GPO. This allows you 
to disable the GPO temporarily, without affecting any other 
security setting. 

f. In the Group Policy Object Editor console, in the left pane, under 
Computer Configuration, expand Windows Settings, expand 
Security Settings, and then select Software Restriction Policies. 

Currently, software restriction policies are not defined in this 
Group Policy object. 

g. Right-click Software Restriction Policies, and then click New 
Software Restriction Policies. 

A default software restriction policy is created. 
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Tasks Detailed steps 

h. In the left pane, expand Software Restriction Policies, and then click 1. (continued) 
Security Levels. 

A software restriction policy consists of a “default rule” 
(specified under Security Levels), and additional exception rules 
(specified under Additional Rules). 
When you create a software restriction policy, the default rule is 
set to Unrestricted. (Notice the white-in-black check mark.). This 
means that all applications are allowed to run, and that the 
Additional Rules section defines applications that you are not 
allowed to run. If you change the default rule to Disallowed, then 
no application is allowed to run, and the Additional Rules section 
must list all allowable applications. 

i. Under Software Restriction Policies, select Additional Rules. 

j. Right-click Additional Rules, and then click New Path Rule. 

k. In the New Path Rule dialog box, complete the following information: 

• Path: %windir%\System32\calc.exe 

• Security level: Disallowed 

l. Click OK. 
A new path rule is added. Users on computers to which this 
Group Policy object applies are not allowed to run the calc.exe 
application in the System32 folder. (Similar to %systemroot%, 
%windir%, represents the Windows folder on the client 
computer.) 
Note: In this exercise, you will switch between changing this 
Group Policy object, and testing the software restriction policies 
on SEA-CL1. The Group Policy Object Editor immediately saves 
changes that you make, so you can leave the console opened. 

Note:  Perform the following steps on SEA-CL1.  

2. On SEA-CL1, run a. On the SEA-CL1 computer, open a command prompt window. 
gpupdate.exe to refresh b. At the command prompt, type gpupdate.exe, and then press ENTER. 
group policies, and then 

Software restriction policies (like most Group Policy settings) are attempt to run calc.exe. 
automatically refreshed periodically on client computers. By  
default, this refresh occurs every 90 minutes. To avoid having to 
wait for the automatic refresh of the Group Policy settings, you 
can use the gpupdate.exe command to manually refresh the 
settings now. 

c. Type gpresult.exe  /scope  computer, and then press ENTER. 
The gpresult.exe command displays the results of the most recent 
group policy refresh. 
In the output of the gpresult.exe command notice that the new 
Software Restrictions GPO is applied to the computer. 

d. At the command prompt, type calc.exe, and then press ENTER. 
You cannot run calc.exe from the command prompt window. 
(“The system cannot execute the specified program.”)  



 Lab 3: Implementing Security for Windows XP and Windows 2000 Clients  5 
 

 
(continued) 

 

Tasks Detailed steps 

e. On the Start menu, point to All Programs, point to Accessories, and 2. (continued) 
then click Calculator. 

Explorer.exe enforces the software restriction policies rules. You 
cannot run C:\Windows\system32\calc.exe. 

f. Click OK to confirm that you cannot run calc.exe. 

3. Copy calc.exe from the a. On SEA-DC1, open a command prompt window. 
System32 folder to C:\, and b. Type copy c:\windows\system32\calc.exe  c:\, and then press ENTER. 
then attempt to run calc.exe. 

Calc.exe is copied to the C:\ folder. 

c. Type c:\calc.exe, and then press ENTER. 
The current software restriction rule only disallows running 
calc.exe from the %windir%\system32 folder. If you copy the 
application to another folder, you can still run it.  

d. Close Calculator. Close the command prompt window. 

Note:  Perform the following steps on SEA-DC1.  

a. On SEA-DC1, in the Software Restrictions Group Policy object, in 4. On SEA-DC1, change the 
the left pane, under Software Restriction Policies, select Additional software restriction policies 
Rules. rule. 

• Path: calc.exe b. In the right pane, right-click the %windir%\System32\calc.exe path 
rule, and then click Properties. • Security level: 

c. In the %windir%\System32\calc.exe Properties dialog box, complete Disallowed 
 the following information: 

• Path: calc.exe 

• Security level: Disallowed 

e. Click OK. 
The software restriction path rule now applies to any calc.exe 
application on the client computer. 

Note:  Perform the following steps on SEA-CL1.  

5. On SEA-CL1, run a. On SEA-CL1, open a command prompt window. 
gpupdate.exe to refresh b. At the command prompt, type gpupdate.exe, and then press ENTER. 
group policies, and then 

The updated software restriction policy is applied. attempt to run calc.exe. 
c. Type c:\calc.exe, and then press ENTER. 

You cannot run calc.exe. The current software restriction policy 
does not allow you to run calc.exe, regardless of its location. 
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Tasks Detailed steps 

a. At the command prompt, type copy  c:\calc.exe  c:\calc2.exe, and then 6. Copy C:\calc.exe to 
C:\calc2.exe, and attempt to press ENTER. 
run calc2.exe. Calc.exe is copied to the C:\ folder as calc2.exe. 
 

b. Type c:\calc2.exe, and then press ENTER. 
The current software restriction rule only disallows running 
calc.exe from any folder. If the application has a different name, 
then you can still run it. 
Note: Path rules work best if they are explicitly used to allow a 
particular application to run. When a path rule is used to disallow 
a particular application, the user on the client computer may 
attempt to copy or rename the application, so that the disallow 
path rule no longer matches. 

c. Close Calculator. 

d. Close the command prompt window. 

a. Click Start, then click Control Panel. 7. To enable the following 
step, configure Windows b. Click Security Center, then double-click Windows Firewall. 
Firewall on SEA-CL1 to 

c. On the Exceptions tab, click File and Printer Sharing. allow File and Printer 
d. Click OK and then close Security Center and Control Panel. Sharing.  

Note:  Perform the following steps on SEA-DC1.  

a. On SEA-DC1, in the Software Restrictions group policy, in the left 8. On SEA-DC1, change the 
pane, under Software Restriction Policies, select Additional Rules. software restriction policies 

rule. b. In the right pane, right-click the calc.exe path rule, and then click 
• Hash rule for \\SEA- Delete. 

CL1\c$\windows\ c. Click Yes to confirm that you will permanently delete the selected rule. 
system32\calc.exe 

d. Right-click Additional Rules, and then click New Hash Rule. 
• Security level: 

e. In the New Hash Rule dialog box, click Browse. Disallowed 
f. In the Open dialog box, in the File name text box, type \\SEA-

CL1\c$\windows\system32\calc.exe, and then click Open. 
The Message Digest 5 (MD5) hash (cryptographic fingerprint) of 
the calc.exe application of Windows XP appears in the File hash 
text box, followed by the file size (114,688 bytes), and followed by 
an identifier for the hash algorithm used (32771 denotes MD5). 
Note: The MD5 hash value of a file is based on the file’s contents. 
The value does not change if the file is moved to another location, 
or is renamed. 

g. In the New Hash Rule dialog box, in the Security level drop-down 
box, ensure that Disallowed is selected, and then click OK. 

A new hash rule is added. 
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Tasks Detailed steps 

Note:  Perform the following steps on SEA-CL1.  

9. On SEA-CL1, run a. On SEA-CL1, open a command prompt window. 
gpupdate.exe to refresh b. At the command prompt, type gpupdate.exe, and then press ENTER. 
group policies, and then 

The updated software restriction policy is applied. attempt to run calc.exe or 
c. Type cmd.exe, and then press ENTER. calc2.exe. 

A new cmd.exe process starts, which obtains and enforces the 
updated software restriction policy. 

d. Type calc.exe, and then press ENTER. 
You cannot run calc.exe from the normal location 
(C:\Windows\System32 folder). 

e. Type c:\calc.exe, and then press ENTER. 
You cannot run calc.exe from any other location. 

f. Type c:\calc2.exe, and then press ENTER. 
You cannot run a copy of calc.exe using another file name. The 
MD5 hash of the contents of the file still matches the software 
restriction policy rule. 
Note: Conceivably, a user could change the contents of a copy of 
the calc.exe file, or run another version of the application, which 
would no longer match the disallow hash rule. You always have to 
keep that in mind when you create explicit disallow rules. 

g. Close the command prompt window. 

Note:  Perform the following steps on SEA-DC1.  

a. On SEA-DC1, in the Software Restrictions group policy, in the left 10. On SEA-DC1, add the 
pane, under Software Restriction Policies, select Additional Rules. following two software 

restriction policies rules. b. Right-click Additional Rules, and then click New Path Rule. 
• Path: *.vbs c. In the New Path Rule dialog box, specify the following information: 
• Security level: • Path: *.vbs 

Disallowed 
• Security level: Disallowed 

• Hash rule for \\SEA-
d. Click OK. CL1\c$\windows\ 

A new path rule is added. The rule disallows any Microsoft Visual system32\ 
Basic® Scripting Edition file to run. eventquery.vbs 
Notice that you can use the "?" and "*" wildcards in path rules. • Security level: 

e. Right-click Additional Rules, and then click New Hash Rule. Unrestricted 
 f. In the New Hash Rule dialog box, click Browse. 
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Tasks Detailed steps 

g. In the Open dialog box, in the File name text box, type \\SEA-9. (continued) 
CL1\c$\windows\system32\eventquery.vbs, and then click Open. 

The MD5 hash of the Eventquery.vbs file appears in the File hash 
text box. 

h. In the New Hash Rule dialog box, in the Security level list, select 
Unrestricted, and then click OK. 

A new hash rule is added. The rule allows the user to run the 
Eventquery.vbs script file. 
Note: When multiple rules apply to the same file (disallow *.vbs, 
yet allow Eventquery.vbs), the following order of precedence is 
used: hash rule - certificate rule - path rule - Internet zone rule - 
(default rule). 
When multiple path rules apply to the same file, the most specific 
path rule takes precedence. 

Note:  Perform the following steps on SEA-CL1.  

11. On SEA-CL1, run a. On SEA-CL1, open a command prompt window. 
gpupdate.exe to refresh the b. At the command prompt, type gpupdate.exe, and then press ENTER. 
Group Policy object, and 

The updated software restriction policy is applied. then attempt to run 
c. Type cmd.exe, and then press ENTER. Pagefileconfig.vbs, 

Eventquery.vbs and an A new cmd.exe process starts, which obtains and enforces the 
edited copy of updated software restriction policy. 
Eventquery.vbs. 

d. Type cscript.exe  c:\windows\system32\pagefileconfig.vbs, and then 
press ENTER. 

You cannot run this Visual Basic Scripting Edition file. The *.vbs 
path rule does not allow it to run. 

e. Type cscript.exe  c:\windows\system32\eventquery.vbs, and then 
press ENTER. 

You can run the Eventquery.vbs script file. The hash rule for this 
file explicitly allows it to run. 
(This particular script queries the event logs and displays the 
events.) 

f. Type copy c:\windows\system32\eventquery.vbs  c:\listevents.vbs, 
and then press ENTER. 

The Eventquery.vbs files are copied to c:\listevents.vbs. 

g. Type cscript.exe  c:\listevents.vbs, and then press ENTER. 
The hash rule allows the script to run.  
Although the script file is renamed, the contents have not 
changed. The same MD5 hash matches both Eventquery.vbs and 
the literal copy Listevents.vbs.  

h. Type notepad.exe c:\listevents.vbs, and then press ENTER. 

i. In Notepad, replace any of the asterisk (*) characters by a space, so 
that the content of Listevents.vbs is changed. 
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Tasks Detailed steps 

j. On the File menu, click Save. 10. (continued) 
The script file still has the same length (97,965 bytes), but the 
MD5 hash of the file contents will no longer match the hash rule. 

k. Close Notepad. 

l. Type cscript.exe  c:\listevents.vbs, and then press ENTER. 
You cannot run the changed Listevents.vbs anymore. The hash 
rule no longer matches and therefore the lower precedence *.vbs 
path rule prevents you from running the script file. 
Note: Unlike rules that explicitly disallow particular applications, 
there is no way the user can circumvent (devise another script file 
with a matching MD5 hash) the explicit allow hash rule. 
Eventquery.vbs (or a renamed copy) is the only script file that the 
user can run. 

m. Close the command prompt window. 

Note:  Perform the following steps on SEA-DC1. 

a. On SEA-DC1, in the Software Restrictions group policy, in the left 12. On SEA-DC1, examine 
pane, under Software Restriction Policies, select Additional Rules. additional software 

restrictions options. Notice that, by default, the software restriction policy already 
contains four Unrestricted path rules that start with %HKEY_. 

b. Change the width of the Name column to the entire path used in the 
four %HKEY_ rules. 

The %HKEY_ rules are registry path rules. They have the form 
%[Registry Key Name]\[Value Name]%[Path]. This type of rule 
allows you to refer to the installation or application folder of 
applications that can be installed anywhere on the client 
computer, so long as the setup program stored the folder path in 
the registry. 
Notice that the four default %HKEY_ rules refer to the Windows 
folder and the Program Files folder, without using the more 
readable %windir%, %SystemRoot% or %ProgramFiles% 
environment variables. 
Strictly speaking, a user can redefine those environment 
variables, but cannot redefine the paths in the registry. 

c. In the left pane, select Software Restriction Policies, and then, in the 
right pane, right-click Enforcement, and click Properties. 

The Enforcement Properties dialog box allows you to specify 
whether dynamic-link library (DLL) files must be checked as well 
(at the cost of performance), and whether the policy must exempt 
local administrators. 
This last setting should only be used for Local Group Policy, 
because the Apply Group Policy permission on Active Directory–
based GPOs is a more efficient method for exempting certain 
groups. 

d. Click Cancel to close the Enforcement Properties dialog box. 
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Tasks Detailed steps 

13. Close the Group Policy a. Close the Group Policy Object Editor console. 
Editor console and the b. Close the Group Policy Management console. 
Group Policy Management 
console. 
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Exercise 2   
Troubleshooting Software Restriction Policies 
In this exercise, you will troubleshoot the implementation of Software Restriction Policies. 

Scenario 
Contoso uses Software Restriction Policies to restrict which applications users can run. Users report 
that they are not allowed to run an application that they must use. You use the Resultant Set of 
Policy (RSoP) tool to troubleshoot the deployment of Software Restriction Policies. 

 

Tasks Detailed steps 

Note:  Perform the following steps on SEA-CL1.  

a. On the SEA-CL1 computer, on the Start menu, point to All Programs, 1. On SEA-CL1, attempt to 
run the synchronize point to Accessories, and then click Synchronize. 
(mobsync.exe) command on Software restriction policy does not allow you to run 
the Start menu. C:\Windows\System32\mobsync.exe.  

This is an unexpected result, given the software restriction rules 
that you created in the previous exercise. Let’s troubleshoot this 
case. 

b. Click OK to confirm that you cannot run mobsync.exe. 

2. Use Event Viewer to find a. On the Start menu, click Control Panel. 
the globally unique b. In the Control Panel window (in Category View), click Performance 
identifier (GUID) of the and Maintenance. 
software restriction rule that 

c. On the Performance and Maintenance page, click Administrative blocked mobsync.exe. 
Tools. 

d. In the Administrative Tools window, right-click Event Viewer, and 
then click Open. 

You can also start Event Viewer by running Eventvwr.msc. 

e. Maximize the Event Viewer console, if it is not already maximized. 

f. In the Event Viewer console, in the left pane, select Application. 
Software restriction policy generates an Application event log 
Warning entry when an application is blocked. The event IDs are 
865 (default rule), 866 (path rule), 867 (certificate rule) and 868 
(hash or Internet zone rule). 

g. Right-click the most recent Software Restriction Policy event, and 
then click Properties. 

The event description explains that mobsync.exe is restricted by 
location (path rule) with policy rule {nnnn}, where nnnn 
represents a GUID value. 
Each rule is identified with a specific GUID value. 
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Tasks Detailed steps 

h. In the Warning Properties dialog box, use the mouse to select the first 2. (continued) 
six hexadecimal numbers of the GUID after the opening curly bracket, 
and then press CTRL+C. (Do not click Copy in the dialog box.) 

The beginning numbers of the GUID are copied to the clipboard 
for use in the next task. 

i. Click Cancel to close the Warning Properties dialog box. 

j. Close the Event Viewer console. 

k. Close the Administrative Tools window. 

3. Use the gpresult.exe /v a. Open a command prompt window. 
command to find the GPO b. At the command prompt, type gpresult.exe  /v  >  gpresult.txt, and 
that defines the software then press ENTER. 
restriction rule with the 

This command saves the verbose results (/v) of the most recent found GUID. 
Group Policy refresh in a file named gpresult.txt. 

c. Type notepad.exe  gpresult.txt, and then press ENTER. 

d. In Notepad, on the Edit menu, click Find. 

e. In the Find dialog box, right-click the Find what box, and then click 
Paste. 

The first six numbers of the GUID are copied in the Find what 
box. 

f. In the Find dialog box, click Find Next. 
Notepad finds the first occurrence of the GUID in the file. 

g. Click Cancel to close the Find dialog box. 

h. Scroll to the beginning of the line containing the found GUID to see 
the name of the GPO that defines the software restriction rule with this 
GUID. 

The lines related to the rule with this GUID are: 
GPO: SRP Disallow Games 
Setting: Software\Policies\...\Paths\{nnnn} 
State: Enabled 

i. Scroll up to find out whether this software restriction rule is part of the 
Computer Configuration or User Configuration of the SRP 
Disallow Games GPO. 

The restriction rule is found under the Computer Settings sections 
of the gpresult.exe command’s output. 

j. Close Notepad. 

k. Close the command prompt window. 



 Lab 3: Implementing Security for Windows XP and Windows 2000 Clients  13 
 

 
(continued) 

 

Tasks Detailed steps 

Note:  Perform the following steps on SEA-DC1. 

a. On SEA-DC1, on the Start menu, point to Administrative Tools, and 4. On SEA-DC1, use the 
Group Policy Management then click Group Policy Management. 
console to find to which site, The Group Policy Management console opens. 
domain, or organizational 

b. In the Group Policy Management console, in the left pane, expand unit the SRP Disallow 
Group Policy Objects. Games GPO is linked. 

c. Click the SRP Disallow Games GPO. On the Scope tab, under Links, 
select [Entire Forest] from the drop-down list. 

The links information shows that the GPO is linked to the 
Default-First-Site-Name site. 

a. Right-click SRP Disallow Games, and then click Edit. 5. Open the SRP Disallow 
Games GPO to find the rule b. In the Group Policy Object Editor console, in the left pane, under 
that prevents the user from Computer Configuration, expand Windows Settings, expand 
running Synchronize Security Settings, expand Software Restriction Policies, and then 
(mobsync.exe). select Additional Rules. 

Notice that the SRP Disallow Games GPO (linked to the default 
site), prevents the user from running three applications: 
freecell.exe, mobsync.exe, and sol.exe. 
Note: When multiple GPOs define Software Restriction Policies, 
all the rules (both from the Computer Configuration part and the 
User Configuration part) are combined into one effective software 
restriction policy. This is unlike most other sections of GPOs, 
such as Administrative Templates and IP Security Policies,for 
which the last applicable GPO defines the effective setting. 

a. In the right pane, right-click the mobsync.exe path rule, and then click 6. Edit the SRP Disallow 
Properties. Games GPO to remove the 

rule that prevents the user Based on the name of the GPO (“disallow games”), and the 
from running mobsync.exe. description of the mobsync.exe path rule, it appears that 

mobsync.exe should not have been included in this software 
restriction policy. 

b. Click Cancel to close the mobsync.exe Properties dialog box. 

c. Right-click the mobsync.exe path rule, and then click Delete. 

d. Click Yes to confirm that you permanently deleted the selected rule. 

e. Close the Group Policy Object Editor console. 

f. Close the Group Policy Management console. 
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Tasks Detailed steps 

Note:  Perform the following steps on SEA-CL1.  

7. On SEA-CL1, run a. On SEA-CL1, open a command prompt window. 
gpupdate.exe to refresh b. At the command prompt, type gpupdate.exe, and then press ENTER. 
Group Policy objects. 

c. Close the Command Prompt window.  
d. On the Start menu, point to All Programs, point to Accessories, and Attempt to run 

Synchronize. then click Synchronize. 
The Items to Synchronize dialog box appears. This indicates that 
you are currently allowed to run mobsync.exe. You successfully 
removed the unintended mobsync.exe software restriction rule. 

e. Click Close to close the Items to Synchronize dialog box. 

8. Use the Resultant Set of a. On the Start menu, click Run. 
Policy (RSoP) console to b. In the Run dialog box, type rsop.msc, and then click OK. 
examine the effective 

The Resultant Set of Policy console for the user Administrator on software restriction policy. 
SEA-CL1 opens. This is the graphical version of the gpresult.exe 
command. 

c. In the left pane, right-click Computer Configuration, and then click 
Properties. 

d. In the Computer Configuration Properties dialog box, on the 
General tab, enable Display all GPOs and filtering status. 

The General tab lists all GPOs that apply to SEA-CL1. They are 
processed from the bottom to the top. The list includes the SRP 
Disallow Games GPO and the Software Restrictions GPO. 

e. On the General tab, enable Display scope of management. 
The Scope of Management column shows that the SRP Disallow 
Games GPO is linked to the Default-First-Site-Name site. 

f. Click Cancel to close the Computer Configuration Properties dialog 
box. 

g. In the left pane, under Computer Configuration, expand Windows 
Settings, expand Security Settings, expand Software Restriction 
Policies, and then select Additional Rules. 

Notice that the currently active software restriction policy rules 
are a combination of the rules from multiple GPOs (the SRP 
Disallow Games GPO and the Software Restrictions GPO). 

h. Right-click the sol.exe path rule, and then click Properties. 

i. In the sol.exe Properties dialog box, select the Precedence tab. 
The Precedence tab lists which GPO defines the selected software 
restriction rule.  
To troubleshoot the software restriction on mobsync.exe, the 
Resultant Set of Policy console would also have allowed you to 
find out that the mobsync.exe path rule was defined by the SRP 
Disallow Games GPO, and is linked to the default site. 

j. Click Cancel to close the Sol.exe Properties dialog box. 

k. Close the Resultant Set of Policy console. 
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Tasks Detailed steps 

Note:  The following tasks are only needed to avoid possible conflicts between this exercise and later 
exercises in the lab. 
Perform the following steps on SEA-DC1. 

a. On SEA-DC1, on the Start menu, point to Administrative Tools, and 9. On SEA-DC1, disable the 
then click Active Directory Users and Computers. link of the Software 

Restrictions GPO to the b. In the Active Directory Users and Computers console, in the left 
Desktop OU. pane, expand Contoso.msft, expand Sales, expand Sales 

Windows XP, and then select Desktop. 

c. Right-click the Desktop OU, and then click Properties. 

d. In the Desktop Properties dialog box, on the Group Policy tab, click 
Open. The Group Policy Management console opens. 

e. Click the Desktop OU, in the details pane, right-click Software 
Restrictions, and then remove the check mark next to Link Enabled. 

f. Click OK to confirm that you want to change the Link Enabled setting 
for the Group Policy object. 

The link of the Software Restrictions GPO to the Desktop OU is 
disabled. 

g. Close the Group Management Policy console. 

h. In the Desktop Properties dialog box, click OK. 

i. Close the Active Directory Users and Computer console. 

Note:  Perform the following steps on SEA-CL1. 

10. On SEA-CL1, run the a. On SEA-CL1, open a command prompt window. 
Gpupdate.exe command to b. At the command prompt, type gpupdate.exe, and then press ENTER. 
refresh Group Policy 

The updated software restriction policy is applied. objects. 
c. Close the command prompt window. 

Note: For the later exercises, it is unnecessary to start a new 
Explorer.exe process by logging off and logging on again now. 
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Exercise 3   
Using Windows Firewall to Protect Client Computers 
In this exercise, you will use Windows Firewall to protect client computers. 

Scenario 
Contoso wants to limit the spread of viruses and worms on its network, and has already 
implemented an antivirus solution. You need to implement Windows Firewall on the client 
computers to further protect the computers. 

 

Tasks Detailed steps 

Note:  Perform the following steps on SEA-DC1.  

a. On SEA-DC1, open Windows Explorer and browse to C:\Tools. 1. On SEA-DC1, use the 
PortQueryUI tool to b. Double-click portqueryui.exe. 
examine the status of the 

PortQueryUI is a tool that you can use to test on which ports following TCP ports on 
another computer is listening. This tool is available for download SEA-CL1: 
from the Microsoft Web site. 

• 3389 (RDP) 
c. In the Port Query dialog box, type SEA-CL1.contoso.msft in the 

• 135 (RPC/Blaster Enter destination IP or FQDN to query box. 
worm) 

d. Under Query Type, click Manually input query ports. In the Ports 
• 139 (Microsoft File and to query box, type 3389, 135, 139, 3127 and then click Query. 

Printer Sharing) Examine the results in the Query Result display. 
• 3127 (Mydoom virus) If you cannot view the entire results, click File, and then 

 click Save result. Type a file name with a .txt extension, 
and click Save. Then browse to My Documents and open 
the file. 

SEA-CL1 is not currently listening on TCP port 3389 (RDP). This 
is the port used to establish a Remote Desktop connection. 
TCP port 135 is the RPC EndPoint Mapper port. SEA-CL1 is not 
currently listening on TCP port 135. One of RPC connections is 
used by the well-known Blaster worm, which exploits an RPC 
security vulnerability described in Microsoft Security Bulletins 
MS03-026 and MS03-039. 
TCP port 139 is one of the ports used for File and Print Sharing. 
You enabled the port in the first exercise. 
When a computer is infected by the well-known Mydoom virus, the 
virus listens on TCP port 3127 to receive further instructions, 
presumably from the virus creator. Not surprisingly, SEA-CL1 is 
not listening on TCP port 3127. 
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(continued) 

 

Tasks Detailed steps 

Note:  Perform the following steps on SEA-CL1.  

a. On SEA-CL1, on the Start menu, right-click My Computer, and then 2. On SEA-CL1, enable 
Remote Desktop, and click Properties. 
disable File and Printer b. In the System Properties dialog box, on the Remote tab, in the 
Sharing. Remote Desktop box, click Allow users to connect remotely to this 

computer. 

c. Click OK to close the System Properties dialog box. 

d. From the Start menu, click Control Panel, and then click Security 
Center.  

e. Double-click Windows Firewall. 

f. On the Exceptions tab, clear the File and Printer Sharing check box. 

g. Click OK to close Window Firewall. 

h. Close the Windows Security Center and the Control Panel. 

Note:  Perform the following step on SEA-DC1.  

a. On SEA-DC1, in the Port Query dialog box, click Query. 3. On SEA-DC1, use the Port 
Query tool to test the ports After Remote Desktop is enabled on SEA-CL1, the Port Query 
again. tool detects that SEA-CL1 is listening on TCP port 3389, but is 

not listening on port 139. 

Note:  Perform the following steps on SEA-CL1.  

a. On SEA-CL1, from the Start menu, click Control Panel. 4. On SEA-CL1, enable 
Windows Firewall logging b. Click Security Center and then double-click Windows Firewall. 
of both dropped packets and 

c. On the Advanced tab, under Security Logging, click Settings. successful connections. Also 
d. In the Log Settings dialog box, complete the following information: confirm the Internet Control 

Message Protocol (ICMP) • Log dropped packets: enable 
configuration for Windows 

• Log successful connections: enable Firewall. 
• Name: C:\WINDOWS\pfirewall.log (default) 

• Size limit: 4096 KB (default) 

e. Click OK. 

f. Under ICMP, click Settings. 
By default, Windows Firewall will not allow incoming echo 
requests. 

g. Click OK and then click OK again to close the Windows Firewall 
dialog box. 

h. Close the Windows Security Center and Control Panel. 
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 (continued) 

 

Tasks Detailed steps 

5. Use the ping command, and a. Open a command prompt window. 
display the list of shared b. At the command prompt, type ping SEA-DC1, and then press ENTER. 
folders, to test connectivity 

Four replies are returned from 10.6.1.10 (SEA-DC1). This result from SEA-CL1 to SEA-
indicates that you can still connect from SEA-CL1 to SEA-DC1. DC1. 

c. Close the command prompt window. 

d. On the Start menu, click Run. 

e. In the Run dialog box, type \\SEA-DC1, and then click OK. 
A window containing the shared folders on SEA-DC1 appears.  
When Windows Firewall is enabled, all network traffic that is 
initiated by the client computer (such as ping, connecting to file 
shares, log on network traffic) is still allowed. Only network 
traffic to the client computer that is initiated by another computer 
on the network or on the Internet, is blocked. 

Note:  Perform the following step on SEA-DC1.  

a. On SEA-DC1, in the Port Query dialog box, click Query. 6. On SEA-DC1, use the Port 
Query tool to test the same The results of the test have not changed, but you can now view the 
ports on SEA-CL1.  information collected in the Windows Firewall log file located on 

SEA-CL1. 

Note:  Perform the following steps on SEA-CL1.  

a. On SEA-CL1, on the Start menu, click Run. 7. On SEA-CL1, examine the 
contents of the ICF log file b. In the Run dialog box, type c:\windows\pfirewall.log, and then click 
C:\Windows\Pfirewall.log. OK. 

Notepad opens the pfirewall.log file. 

c. Maximize Notepad. 
Review the logged information. In this exercise, Windows 
Firewall is configured to log all dropped packets (lines with 
action DROP), and all successful connections (lines with action 
OPEN or CLOSE). 

d. Close Notepad. 

e. Close all open windows. 
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(continued) 

 

Tasks Detailed steps 

Note:  Perform the following steps on SEA-DC1.  

8. On SEA-DC1, examine how a. Close the Port Query application and then close Windows Explorer. 
you can use Group Policy to b. Open Group Policy Management from the Administrative Tools 
configure Windows folder. 
Firewall. 

c. In the Group Policy Management console tree, expand 
Forest:Contoso.msft, then expand Domains, and then expand 
Contoso.msft.  

d. Expand Sales, right-click Sales Windows XP, and then click Create 
and Link a GPO here. 

e. In the New GPO dialog box, type Windows Firewall Settings and 
then click OK.  

f. Right-click Windows Firewall Settings and click Edit. 

g. In the Group Policy dialog box, expand Administrative Templates 
under Computer Configuration. Then expand Network, Network 
Connections, Windows Firewall, Domain Profile. 

Review the Windows Firewall configuration settings. You can 
configure all the Windows Firewall settings by using Group 
Policy.  

h. Double-click Windows Firewall: Protect all network connections, 
click Enabled, and then click OK. 

i. Double-click Windows Firewall: Allow file and printer sharing 
exception, click Enabled. In Allow unsolicited incoming messages 
from, type LocalSubnet and then click OK. 

You can use the LocalSubnet option to ensure that only computers 
on the same subnet can connect to the client computers.  

j. Double-click Windows Firewall: Allow Remote Desktop exception, 
click Enabled. In Allow unsolicited incoming messages from, type 
LocalSubnet and then click OK. 

k. Close Group Policy Object Editor. Close the Group Policy 
Management console. 

Note:  Perform the following steps on SEA-CL1. 

11. On SEA-CL1, run the a. On SEA-CL1, open a command prompt. 
gpupdate.exe command to b. At the command prompt, type gpupdate.exe, and then press ENTER. 
refresh group policies and 

The updated group policy is applied. then check the Windows 
c. Close the command prompt. Firewall configuration. 
d. From the Start menu, click Control Panel, and click Security Center. 

Click Windows Firewall. 
On the General tab, notice that Windows Firewall is turned on 
and you do not have the option of turning it off.  

e. Click the Exceptions tab.  
Notice that you cannot modify the configuration for File and 
Printer Sharing and for Remote Desktop. 
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f. Close Windows Firewall  

g. Close Windows Security Center and the Control Panel. 
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Exercise 4   
Using Encrypting File System to Protect Data 
In this exercise, you will use Encrypting File System (EFS) to protect data. 

Scenario 
Users in the Contoso Active Directory domain often use their notebooks to work at home. You 
want to protect the data on these mobile computers by implementing EFS on the client computers. 

 

Tasks Detailed steps 

Note:  Perform the following steps on SEA-CL1.  

a. On SEA-CL1, on the Start menu, click Log Off. 1. On SEA-CL1, log off as 
Administrator, and log on b. In the Log Off Windows message box, click Log Off to confirm that 
with the following you want to log off. 
credentials: 

The Administrator account is logged off. 
• User name: Eric 

c. At the Welcome to Windows message box, press 
• Password: P@ssw0rd <RIGHT>ALT+DELETE (instead of CTRL+ALT+DELELE). 
• Domain: CONTOSO d. In the Log On to Windows dialog box, complete the following 

 information: 

• User name: Eric 

• Password: P@ssw0rd 

• Log on to: CONTOSO 

e. Click OK. 
Eric is a domain user. He does not have administrative privileges 
on SEA-CL1. 

a. On the Start menu, click My Computer. 2. Examine the setting to 
display encrypted or b. In the My Computer window, on the Tools menu, click Folder 
compressed files in color. Options. 

c. In the Folder Options dialog box, on the View tab, scroll down the 
Advanced settings list so that you can see the third setting from the 
bottom. 

By default, Windows XP displays encrypted (green) or 
compressed (blue) NTFS files in color. 

d. Click Cancel to close the Folder Options dialog box. 

e. Close the My Computer window. 
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(continued) 

 

Tasks Detailed steps 

a. On the Start menu, click My Documents. 3. In the My 
Documents\Planning folder, The My Documents folder for Eric opens.  
create a text document (This is C:\Documents and Settings\Eric\My Documents.) 
named Budget2005. 

b. In the My Documents folder, right-click the empty space, point to  
New, and then click Folder. Add the text Only 3% 

c. In the New Folder box, replace the text by typing Planning, and then increase to the document. 
press ENTER. 

A new folder named Planning is created. 

d. Right-click Planning, and then click Open. 

e. In the Planning folder, right-click the empty space, point to New, and 
then click Text Document. 

f. In the New Text Document box, replace the text by typing 
Budget2005, and then press ENTER. 

A new empty text document named Budget2005 is created. 

g. Right-click Budget2005, and then click Open. 

h. In Notepad, type Only 3% increase. 

i. On the File menu, click Save. 

j. Close Notepad. 
Currently, the content of the Budget2005 document is not 
encrypted. Anyone that has physical access to the computer, or 
otherwise is able to access the contents of Eric’s My Documents 
folder on the hard disk of SEA-CL1, can read the document. This 
is especially a concern for notebook computers. 

a. In the Planning folder, right-click Budget2005, and then click 4. Encrypt Budget2005 and the 
Properties. Planning folder. 

b. In the Budget2005 Properties dialog box, on the General tab, click 
Advanced. 

c. In the Advanced Attributes dialog box, enable the Encrypt contents 
to secure data option, and then click OK. 

d. Click OK to close the Budget2005 Properties dialog box. 

e. In the Encryption Warning dialog box, select Encrypt the file and 
the parent folder, and then click OK. 

The content of Budget2005 is encrypted. 
It is important to select the option to encrypt the parent folder 
(Planning) as well. Encrypting a folder does not actually encrypt 
any data in the folder, but it means that files added to the folder 
will be encrypted.  
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(continued) 

 

Tasks Detailed steps 

a. In the Planning folder, right-click the empty space, point to New, and 5. Create a text document 
then click Text Document. named Plan2005. 

 b. In the New Text Document text box, replace the text by typing 
Add the text 4% salary Plan2005, and then press ENTER. 
raise to the document. 

c. In the Planning folder, click the empty space to deselect the Plan2005 
document. 

The green color indicates that the new (still empty) document in 
the Planning folder is already encrypted. 

d. Right-click Plan2005, and then click Open. 

e. In Notepad, type 4% salary raise. 

f. On the File menu, click Save. 

g. Close Notepad. 

a. In the Planning folder, right-click Plan2005, and then click Properties. 6. Examine the encryption 
details of the Plan2005 b. In the Plan2005 Properties dialog box, on the General tab, click 
document. Advanced. 

c. In the Advanced Attributes dialog box, click Details. 
The Encryption Details dialog box shows that Eric can access the 
file, and that the Administrator is the data recovery agent for this 
file. 
The numbers in the Certificate Thumbprint columns uniquely 
identify the certificates that were used for encrypting the file. 

d. Click Cancel to close the Encryption Details dialog box. 

e. Click Cancel to close the Advanced Attributes dialog box. 

f. Click Cancel to close the Plan2005 Properties dialog box. 

a. In the Planning folder, right-click Plan2005, and then click Open. 7. Attempt to open the 
Plan2005 document. Notepad opens the encrypted document and displays the contents.  

b. Close Notepad. 

c. Close the Planning folder. 
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(continued) 

 

Tasks Detailed steps 

a. On the Start menu, click Log Off. 8. Log off as Eric, and log on 
with the following b. In the Log Off Windows message box, click Log Off to confirm that 
credentials: you want to log off. 
• User name: Kim The Eric account is logged off. 
• Password: P@ssw0rd c. At the Welcome to Windows message box, press 

<RIGHT>ALT+DELETE (instead of CTRL+ALT+DELETE). • Domain: CONTOSO 
 d. In the Log On to Windows dialog box, complete the following 

information: 

• User name: Kim 

• Password: P@ssw0rd 

• Log on to: CONTOSO 

e. Click OK. 
Kim is a domain administrator. 

a. Use Windows Explorer (or My Computer) to open the C:\Documents 9. Attempt to open the 
and Settings\Eric\Eric's Documents\Planning folder. Plan2005 document. 

 Note: To avoid confusion, Explorer displays the My Documents 
Attempt to delete the folder of Eric as Eric's Documents. 
Plan2005 document. 

b. In the Planning folder, right-click Plan2005, and then click Open.  
Notepad displays an Access is denied message. Kim cannot see Undo the deletion again. 
the contents of the Plan2005 document. 
Note: For compatibility reasons with older applications, the 
operating system does not report “The user cannot decrypt the 
file” to the application (Notepad), but instead just reports 
“Access denied.” 

c. Click OK to confirm that access is denied. 

d. Close Notepad. 

e. Right-click Plan2005, and then click Delete. 

f. Click Yes to confirm that you want to send Plan2005 to the Recycle 
Bin. 

Although Kim cannot access the contents of the Plan2005 
document, she can delete the document. 

g. In the Planning folder, right-click the empty space, and then click 
Undo Delete. 

The Plan2005 is restored from the Recycle Bin. 

h. Close the Planning folder. 
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Tasks Detailed steps 

a. On the Start menu, click Log Off. 10. Log off as Kim, and log on 
with the following b. In the Log Off Windows message box, click Log Off to confirm that 
credentials: you want to log off. 
• User name: Eric The Kim account is logged off. 
• Password: P@ssw0rd c. At the Welcome to Windows message box, press 

<RIGHT>ALT+DELETE (instead of CTRL+ALT+DELETE). • Domain: CONTOSO 
 d. In the Log On to Windows dialog box, complete the following 

information: 

• User name: Eric 

• Password: P@ssw0rd 

• Log on to: CONTOSO 

e. Click OK. 

a. On the Start menu, click My Documents. 11. Add Kim to the encryption 
details of Plan2005. b. In the My Documents folder, right-click Planning, and then click 

Open. 

c. In the Planning folder, right-click Plan2005, and then click Properties. 

d. In the Plan2005 Properties dialog box, click Advanced. 

e. In the Advanced Attributes dialog box, click Details. 

f. In the Encryption Details dialog box, click Add. 
The Select User dialog box lists certificates for Eric and Kim. 
The Find User option can be used to list certificates for 
additional domain users. 

g. In the Select User dialog box, select Kim, and then click OK. 
The Encryption Details dialog box shows that Kim can now 
access the file as well. 

h. Click OK to close the Encryption Details dialog box. 

i. Click OK to close the Advanced Attributes dialog box. 

j. Click OK to close the Plan2005 Properties dialog box. 

k. Close the Planning folder. 
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(continued) 

 

Tasks Detailed steps 

a. On the Start menu, click Log Off. 12. Log off as Eric, and log on 
with the following b. In the Log Off Windows message box, click Log Off to confirm that 
credentials: you want to log off. 
• User name: Kim The Eric account is logged off. 
• Password: P@ssw0rd c. At the Welcome to Windows message box, press 

<RIGHT>ALT+DELETE (instead of CTRL+ALT+DELETE). • Domain: CONTOSO 
 d. In the Log On to Windows dialog box, complete the following 

information: 

• User name: Kim 

• Password: P@ssw0rd 

• Log on to: CONTOSO  

e. Click OK. 

a. Use Windows Explorer (or My Computer) to open the C:\Documents 13. Open the Plan2005 
and Settings\Eric\Eric's Documents\Planning folder. document. 

 b. In the Planning folder, right-click Plan2005, and then click Open. 
Add the following text to the 

Kim can now decrypt (and view) the contents of the Plan2005 document: 
document. 

is there enough budget? 
c. In Notepad, on the second line, type - is there enough budget? 

. 
d. On the File menu, click Save. 

Kim can change the document. The content is encrypted again 
when saved. Only Eric and Kim (and the data recovery agent) can 
open the changed document. 

e. Close Notepad. 

a. In the Planning folder, right-click Budget2005, and then click Open. 14. Attempt to open the 
Budget2005 document. Kim can not see the encrypted contents of the Budget2005 

document. Eric added Kim to the Plan2005 document only. 
Note: EFS uses different (random) encryption keys per file. If you 
can access one file, it does not mean that you can access another 
file. 

b. Click OK to confirm that access is denied. 

c. Close Notepad. 

d. Close the Planning folder. 
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(continued) 

 

Tasks Detailed steps 

a. On the Start menu, click Log Off. 15. Log off as Kim, and log on 
with the following b. In the Log Off Windows message box, click Log Off to confirm that 
credentials: you want to log off. 
• User name: Eric The Kim account is logged off. 
• Password: P@ssw0rd c. At the Welcome to Windows message box, 

press<RIGHT>ALT+DELETE (instead of CTRL+ALT+DELETE). • Domain: CONTOSO 
 d. In the Log On to Windows dialog box, complete the following 

information: 

• User name: Eric 

• Password: P@ssw0rd 

• Log on to: CONTOSO 

e. Click OK. 

16. Use the Certificates console a. On the Start menu, click Run. 
to examine the EFS b. In the Run dialog box, type certmgr.msc, and then click OK. 
certificate of Eric and Kim. 

Certmgr.msc is a predefined Microsoft Management Console 
(MMC) file for the Certificates snap-in for the current user. 

c. In the Certificates console, in the left pane, expand Personal, and then 
select Certificates. 

d. In the right pane, right-click the Eric certificate, and then click Open. 
This is the certificate (containing a public key) used to protect the 
File Encryption Key (FEK) of encrypted files. 
On the General tab, notice the message notifying you that you 
have a private key that corresponds to this certificate. The private 
key is used to obtain the FEK so that an encrypted file can be 
opened. 

e. Click OK to close the Certificate dialog box. 

f. In the Certificates console, in the left pane, expand Trusted People, 
and then select Certificates. 

g. In the right pane, right-click the Kim certificate, and then click Open. 
The Trusted People (and Other People) sections contain copies of 
the certificates of users that you have added to the encryption 
details of files. You use the public key in the certificate of Kim to 
protect the FEK of Plan2005. Only Kim has access to her private 
key, which she uses to obtain the FEK again, and open Plan2005. 

h. Click OK to close the Certificate dialog box. 

a. In the Certificates console, in the left pane, under Personal, select 17. Export the EFS certificate 
Certificates. and the private key to Eric-

EFS-key.pfx. b. In the right pane, right-click the Eric certificate, point to All Tasks, 
 and then click Export. 
Use the password 

c. In the Certificate Export Wizard dialog box, click Next. Password2 
d. On the Export Private Key page of the wizard, select Yes, export the 

private key, and then click Next. 
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(continued) 

 

Tasks Detailed steps 

e. On the Export File Format page, ensure that only Enable strong 17. (continued) 
protection is enabled, and then click Next. 

f. On the Password page, complete the following information: 

• Password: Password2 

• Confirm password: Password2 

g. Click Next. 

h. On the File to Export page, in the File name text box, type Eric-EFS-
key.pfx, and then click Next. 

i. On the Completing the Certificate Export Wizard page, click 
Finish. 

The EFS certificate and the private key is exported to 
C:\Documents and Settings\Eric\Eric-EFS-key.pfx.  
Note: It is a good practice to store the pfx-file in a safe place, and 
not in the profile of the user, as done in this exercise. 

j. Click OK to confirm that the export was successful. 

18. Use the Certificates a. In the Certificates console, right-click the Eric certificate, and then 
click Delete. console, to delete the EFS 

private key of Eric. b. Click Yes to confirm that you want to delete this certificate. 
The EFS certificate and the private key are no longer available.  
If Eric has used the EFS certificate and the private key in this 
logon session, then they are cached and still available to access 
the encrypted files. After Eric logs off and logs on again, the 
cached certificate and private key are no longer available. 

c. Close the Certificates console. 

a. On the Start menu, click Log Off. 19. Log off and log on again 
with the following b. In the Log Off Windows message box, click Log Off to confirm that 
credentials: you want to log off. 
• User name: Eric c. At the Welcome to Windows message box, press 
• Password: P@ssw0rd <RIGHT>ALT+DELETE (instead of CTRL+ALT+DELETE).  

• Domain: CONTOSO d. In the Log On to Windows dialog box, complete the following 
 information: 

• User name: Eric 

• Password: P@ssw0rd 

• Log on to: CONTOSO 

e. Click OK. 
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Tasks Detailed steps 

a. On the Start menu, click My Documents. 20. Attempt to open the 
Plan2005 document. b. In the My Documents folder, right-click Planning and then click 

Open. 

c. In the Planning folder, right-click Plan2005, and then click Open. 
Eric can no longer access the private key needed to obtain the 
FEK for the encrypted Plan2005 document. He cannot access the 
document. 

d. Click OK to confirm that access is denied. 

e. Close Notepad. 

21. Use the Certificates console a. On the Start menu, click Run. 
to import the saved EFS b. In the Run dialog box, type certmgr.msc, and then click OK. 
certificate and private key 

c. In the Certificates console, in the left pane, select Personal. from Eric-EFS-key.pfx. 
At the bottom of the Certificates window, in the status bar, you  
can see that the Personal store contains no certificates. Use the password 

Password2 Eric currently does not have a EFS certificate. 

d. Right-click Personal, point to All Tasks, and then click Import. 

e. In the Certificate Import Wizard dialog box, click Next. 

f. On the File to Import page, in the File name text box, type (or 
Browse to) C:\Documents and Settings\Eric\Eric-EFS-key.pfx, and 
then click Next. 

g. On the Password page, complete the following information: 

• Password: Password2 

• Enable strong key protection: disable (default) 

• Mark key as exportable: enable 

h. Click Next. 

i. On the Certificate Store page, in the Certificate store text box, ensure 
that Personal is selected, and then click Next. 

j. On the Completing the Certificate Import Wizard page, click 
Finish. 

The exported EFS certificate and private key is imported again. 

k. Click OK to confirm that the import was successful. 
Note: Instead of importing the pfx-file from the Certificates 
console, you can also start the Certificate Import Wizard by right-
clicking the pfx-file and then click Install PFX. 

l. Close the Certificates console. 

a. In the Planning folder, right-click Plan2005, and then click Open. 22. Attempt to open the 
Plan2005 document. Notepad successfully opens Plan2005. The imported EFS 

certificate and private key are used to decrypt the contents of the 
document. 

b. Close Notepad. 

c. Close the Planning folder. 
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Exercise 5  (If Time Permits) 
Using a Data-Recovery Agent to Recover Encrypted Data 
In this exercise, you will use a data-recovery agent to recover encrypted files. 

Scenario 
Contoso, Ltd., implements Encrypting File System (EFS) on the client computers to protect data. 
When a user loses the key to access the encrypted files, you need to use the data-recovery agent to 
recover the data. 

 

Tasks Detailed steps 

Note:  Perform the following steps on SEA-DC1.  

a. On SEA-DC1, on the Start menu, click Log Off. 1. On SEA-DC1, log off as 
Administrator, and log on b. In the Log Off Windows message box, click Log Off to confirm that 
with the following you want to log off. 
credentials: 

The Administrator account is logged off. 
• User name: Dan 

c. At the Welcome to Windows message box, press 
• Password: P@ssw0rd <RIGHT>ALT+DELETE (instead of CTRL+ALT+DELETE). 

 
d. In the Log On to Windows dialog box, complete the following 

information: 

• User name: Dan 

• Password: P@ssw0rd 

e. Click OK. 
Dan is a domain administrator. 

f. Close the Manage Your Server window. 

a. On the Start menu, point to Administrative Tools, and then click 2. Examine the current domain 
Group Policy Management. EFS data-recovery agent 

certificate. The Group Policy Management console opens. 

b. In the Group Policy Management console tree, expand 
Forest:Contoso.msft, then expand Domains, and then expand 
Contoso.msft.  

c. Under Contoso.msft, right-click Default Domain Policy, and then 
click Edit. 

d. In the Group Policy Object Editor console, under Computer 
Configuration, expand Windows Settings, expand Security Settings, 
expand Public Key Policies, and then select Encrypting File System. 

The Default Domain Policy configures the certificate that is used 
as data-recovery agent in the domain. By default a certificate of 
the Administrator account of the domain is set as the initial data-
recovery agent. 

e. In the right pane, right-click the Administrator certificate, and then 
click Open. 

This certificate was requested after the first time the 
Administrator logged on to the first domain controller in the 
domain. There was no certificate authority (CA) available in the 
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domain at that moment, so a self-signed certificate is used. 
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f. In the Certificates dialog box, on the Details page, scroll the Field list, 2. (continued) 
and then select the Thumbprint field. 

The certificate thumbprint is the same as the data-recovery agent 
certificate that you saw on encryption details of the Plan2005 
document. 

g. Click OK to close the Certificates dialog box. 

a. In the right pane, right-click the Administrator certificate, and then 3. Delete the current domain 
click Delete. EFS date recovery agent 

certificate. b. Click Yes to confirm that you will permanently delete the selected 
certificate. 

On computers running Windows 2000, a data-recovery agent 
certificate is required to use EFS. If you remove the data-recovery 
agent certificate, then EFS is disabled on computers running 
Windows 2000. 

c. In the left pane, right-click Encrypting File System, and then click 
Properties. 

On computers running Windows XP and Windows Server 2003, a 
data-recovery agent certificate is no longer required to use EFS. 
The setting in the Encrypting File System Properties dialog box 
allows you to disable EFS on computers running Windows XP 
and Windows Server 2003. 

d. Click Cancel to close the Encrypting File System Properties dialog 
box. 

a. In the left pane, right-click Encrypting File System, and then click 4. Create and configure a new 
Create Data Recovery Agent. domain EFS data-recovery 

agent certificate for Dan. Dan requests a new File Recovery certificate. The certificate 
(containing the public key) is configured in the Group Policy 
object. The private key is stored with Dan’s user profile. 

b. Close the Group Policy Object Editor console. 

c. Close the Group Policy Management console. 

Note:  Perform the following steps on SEA-CL1.  

a. On SEA-CL1, ensure that Eric is logged on, and then, on the Start 5. On SEA-CL1, ensure that 
menu, click My Documents. Eric is logged on, and then 

examine the current b. In the My Documents folder, right-click Planning, and then click 
encryption details of the Open. 
Plan2005 document. 

c. In the Planning folder, right-click Plan2005, and then click 
Properties. 

d. In the Plan2005 Properties dialog box, click Advanced. 

e. In the Advanced Attributes dialog box, click Details. 
Notice that currently the Administrator certificate is still used for 
data recovery on the Plan2005 document. 
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f. Click Cancel to close the Encryption Details dialog box. 5. (continued) 

g. Click Cancel to close the Advanced Attributes dialog box. 

h. Click Cancel to close the Plan2005 Properties dialog box. 

6. Run the gpupdate.exe a. Open a command prompt window. 
command to refresh group b. At the command prompt, type gpupdate.exe, and then press ENTER. 
policies. 

The updated Default Domain Policy (including the new data-
recovery agent) is applied. Group policies are normally refreshed 
every 90 minutes. 

c. Close the command prompt window. 

a. In the Planning folder, right-click Plan2005, and then click Properties. 7. Examine the encryption 
details of the Plan2005 b. In the Plan2005 Properties dialog box, click Advanced. 
document again. 

c. In the Advanced Attributes dialog box, click Details. 
The Dan certificate is now used for data recovery on the 
Plan2005 document. 
EFS automatically updates the data-recovery agent certificate 
when you open or examine an encrypted document. Technically, 
after EFS detected that there is a new data-recovery agent 
certificate configured, Eric’s private key was used to obtain the 
File Encryption Key (FEK) for this document. The public key in 
the new data-recovery agent certificate for Dan was then used to 
encrypt the FEK, and store it with the document again. 

d. Click Cancel to close the Encryption Details dialog box. 

e. Click Cancel to close the Advanced Attributes dialog box. 

f. Click Cancel to close the Plan2005 Properties dialog box. 

8. Use the Certificates console a. On the Start menu, click Run. 
to delete the EFS private key b. In the Run dialog box, type certmgr.msc, and then click OK. 
of Eric. 

The Certificates console for the current user (Eric) opens. 

c. In the Certificates console, in the left pane, expand Personal, and then 
select Certificates. 

d. In the right pane, right-click the Eric certificate, and then click Delete. 

e. Click Yes to confirm that you wish to delete this certificate. 
The EFS certificate and the private key are no longer available. 

f. Close the Certificates console. 
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a. On the Start menu, click Log Off. 9. Log off and log on again 
with the following b. In the Log Off Windows message box, click Log Off to confirm that 
credentials: you want to log off. 
• User name: Eric c. At the Welcome to Windows message box, press 
• Password: P@ssw0rd <RIGHT>ALT+DELETE (instead of CTRL+ALT+DELETE). 

• Domain: CONTOSO d. In the Log On to Windows dialog box, complete the following 
 information: 

• User name: Eric 

• Password: P@ssw0rd 

• Log on to: CONTOSO 

e. Click OK. 

a. On the Start menu, click My Documents. 10. Attempt to open the 
Plan2005 document. b. In the My Documents folder, right-click Planning and then click 

Open. 

c. In the Planning folder, right-click Plan2005, and then click Open. 
Eric can no longer access the private key needed to obtain the 
FEK for the encrypted Plan2005 document. He cannot access the 
document. 

d. Click OK to confirm that access is denied. 

e. Close Notepad. 

f. In the Planning folder, right-click Budget2005, and then click 
Properties. 

g. In the Budget2005 Properties dialog box, click Advanced. 

h. In the Advanced Attributes dialog box, click Details. 
Notice that, on the Budget2005 document, the Administrator 
certificate is still used for data recovery. Because Eric’s private 
key is no longer available, EFS cannot obtain the FEK and 
update the data recovery to use the Dan certificate.  
It is always a good practice to save (export) copies of older data-
recovery agent certificates and private keys, even if a new data-
recovery agent certificate is configured. 

i. Click Cancel to close the Encryption Details dialog box. 

j. Click Cancel to close the Advanced Attributes dialog box. 

k. Click Cancel to close the Budget2005 Properties dialog box. 
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a. In the Planning folder, right-click the empty space, click New, and then 11. Create a folder named 
click Folder. Restored Files. Disable 

encryption on the folder. b. In the New Folder text box, replace the text by typing Restored Files, 
and then press ENTER.  

c. Right-click Restored Files, and then click Properties. 

d. In the Restored Files Properties dialog box, click Advanced. 

e. In the Advanced Attributes dialog box, disable Encrypt contents to 
secure data, and then click OK. 

f. Click OK to close the Restored Files Properties dialog box. 
Later in the exercise, the data-recovery agent (Dan) needs access 
to a folder that does not have encryption enabled, to provide Eric 
with the decrypted version of the Plan2005 document. 

a. In the Planning folder, right-click Plan2005, and then click Copy. 12. Attempt to copy the 
Plan2005 document to the b. Right-click Restored Files, and then click Paste. 
Restored Files folder. 

Eric cannot copy (or move) the Plan2005 document to another 
folder. Just as Notepad receives an “Access denied” response 
from EFS when it attempts to open a file that the user cannot 
decrypt, the Windows Explorer process also receives an “Access 
denied” response from EFS when it attempts to copy or move the 
file to another folder. 

c. Click OK to confirm that you cannot copy Plan2005. 

Note:  Perform the following steps on SEA-DC1. 

a. On SEA-DC1, on the Start menu, click Run. 13. On SEA-DC1, attempt to 
open the Plan2005 b. In the Run dialog box, type \\SEA-CL1\C$, and then click OK. 
document through the 

A folder with the contents of the C drive on SEA-CL1 opens. \\SEA-CL1\C$ shared 
c. In the \\SEA-CL1\C$ folder, open the Documents and folder. 

Settings\Eric\Eric’s Documents\Planning folder. 

d. In the Planning folder, right-click Plan2005.txt, and then click Open. 
Dan cannot open the Plan2005 document over the network.  
By default, you cannot access encrypted files remotely through 
shared folders. This is to avoid sending your private key to 
another computer. 
There are two ways to use encrypted files remotely: 
•  Use WebDAV shared folders, instead of normal shared folders. 
    This causes the files to be encrypted locally on your computer, 
    and then sent, encrypted, to the remote computer. 
•  In Active Directory, configure the remote computer account to 
    be “trusted for delegation.” This causes your private key to be 
    sent to the remote computer. 

e. Click OK to confirm that access is denied. 

f. Close Notepad. 

g. Minimize the Planning folder. 
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a. On the Start menu, right-click My Computer, and then click Map 14. Create a temporary drive 
Network Drive. mapping R: to \\SEA-

CL1\C$. b. In the Map Network Drive dialog box, complete the following 
information: 

• Drive: R: 

• Folder: \\SEA-CL1\C$ 

• Reconnect at logon: disable 

c. Click Finish. 
A new drive mapping R: for \\SEA-CL1\C$ is created. The drive 
mapping is used with the Backup application. 

15. Use the backup command a. On the Start menu, point to All Programs, point to Accessories, point 
to System Tools, and then click Backup. to create a backup of the 

Plan2005 document on The Backup application can be used to copy an encrypted file to 
SEA-CL1 to the Eric- another location, without decrypting the file. (And even without 
Files.bkf backup file on receiving an “Access denied” response from EFS if you are 
SEA-DC1. unable to decrypt the file. This is called “raw file access.”). This 

is done so that encrypted files remain encrypted when copied to 
backup medium. 
Note: Nonadministrative users (such as Eric) can use Backup as 
well, to copy the encrypted file to another location, especially 
when they have lost the private key. 

b. In the Backup or Restore Wizard dialog box, click Advanced Mode. 
(Do not click Next to continue in wizard mode.) 

c. In the Backup Utility window, click the Backup tab. 

d. On the Backup tab, in the folder list, expand C$ on 'SEA-CL1' (R:), 
expand Documents and Settings, expand Eric, expand My 
Documents, and then select the word Planning (do not enable the 
check box). 

e. In the right pane, select the Plan2005.txt check box. 

f. Click Browse. 

g. If the Insert disk message box appears, click Cancel. 

h. In the Save As dialog box, in the places bar (on the left), click My 
Documents, and in the File name text box, type Eric-Files.bkf, and 
then click Save. 

The Backup media or file name text box is now set to 
C:\Documents and Settings\Dan\My Documents\Eric-Files.bkf 

i. Click Start Backup. 

j. In the Backup Job Information dialog box, click Start Backup. 
Backup reads the Plan2005 document from SEA-CL1 (without 
decrypting the file), and stores it in the Eric-Files.bkf backup file 
on SEA-DC1. 

k. After the backup is complete, in the Backup Progress dialog box, 
click Close. 

l. Close the Backup Utility window. 
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a. On the Start menu, point to All Programs, point to Accessories, point 16. Restore the Plan2005 
to System Tools, and then click Backup. document from the Eric-

Files.bkf backup file. b. In the Backup or Restore Wizard dialog box, click Advanced Mode. 
Use wizard mode, if you need to browse to the location of the .bkf 
file. 

c. In the Backup Utility window, select the Restore and Manage Media 
tab. 

d. On the Restore and Manage Media tab, in the left pane, expand File, 
expand Eric-Files.bkf, and then select the check box for R:. 

e. In the Restore files to drop-down list box, select Single folder. 
Single folder means that the folder path from SEA-CL1 is not 
restored. 

f. Click Browse. 

g. In the Restore Path dialog box, click My Documents, and then click 
OK. 

The Alternate location text box is now set to C:\Documents and 
Settings\Dan\My Documents 

h. Click Start Restore. 

i. In the Confirm Restore message box, click OK to start restoring the 
data. 

Backup restores the (encrypted) Plan2005 document to the My 
Documents folder on SEA-DC1. 

j. After the restore is complete, in the Restore Progress dialog box, click 
Close. 

k. Close the Backup Utility window. 

a. On the Start menu, right-click My Computer, and then click 17. Remove drive mapping R:. 
Disconnect Network Drive. 

b. In the Disconnect Network Drive dialog box, select the R: (\\SEA-
CL1\C$) network drive, and then click OK. 

c. If the Disconnect Network Drive message box appears, click Yes to 
confirm that you want to disconnect this network drive. 

Drive mapping R: is removed. 
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a. Use Windows Explorer (or My Computer) to open the C:\Documents 18. Examine the current 
and Settings\Dan\My Documents folder. encryption details of the 

Plan2005.txt document, and The My Documents folder contains the encrypted Plan2005.txt 
decrypt the document. document (and the Eric-Files.bkf backup file). 

b. Right-click Plan2005.txt, and then click Properties. 

c. In the Plan2005.txt Properties dialog box, click Advanced. 

d. In the Advanced Attributes dialog box, click Details. 
The encryption details of the document have not changed. 

e. Click Cancel to close the Encryption Details dialog box. 

f. In the Advanced Attributes dialog box, disable Encrypt contents to 
secure data, and then click OK. 

g. Click OK to close the Plan2005.txt Properties dialog box. 
Dan used the private key associated with the data-recovery agent 
certificate to obtain the FEK. The FEK was used to decrypt the 
document. 
Note: Instead of decrypting the document, Dan can also add a 
new EFS certificate for Eric to the encryption details, and then 
back up and restore the document back to SEA-CL1. In that way, 
the document never was decrypted. 

a. In the My Documents folder, right-click Plan2005.txt, and then click 19. Move the unencrypted 
Cut. Plan2005.txt document to 

the Restored Files folder on b. Restore the minimized Planning folder from SEA-CL1. 
SEA-CL1. 

c. In the Planning folder, right-click the Restored Files folder, and then 
click Paste. 

The decrypted Plan2005.txt document is moved to the Restored 
Files folder on SEA-CL1. Dan would not be able to write to the 
Planning folder, which requires encryption (and therefore the 
private key of Dan on SEA-CL1).  
Note: The document is currently not encrypted while transmitted 
on the network, and not encrypted on the hard disk on SEA-CL1. 

d. Close the Planning folder. 

e. Close the My Documents folder. 

a. On the Start menu, click Log Off. 20. Log off as Dan, and log on 
with the following b. In the Log Off Windows message box, click Log Off to confirm that 
credentials: you want to log off. 
• User name: The Dan account is logged off. 

Administrator 
c. At the Welcome to Windows message box, 

• Password: P@ssw0rd press<RIGHT>ALT+DELETE (instead of CTRL+ALT+DELETE). 
 

d. In the Log On to Windows dialog box, complete the following 
information: 

• User name: Administrator 

• Password: P@ssw0rd 
 



 Lab 3: Implementing Security for Windows XP and Windows 2000 Clients  39 
 

 
e. Click OK. 

 

Note:  Perform the following steps on SEA-CL1. 

a. On SEA-CL1, in the Planning folder, right-click Plan2005, and then 21. On SEA-CL1, delete the 
click Delete. previous Plan2005 

document. Move the b. Click Yes to confirm that you want to send Plan2005 to the Recycle 
restored Plan2005 document Bin. 
to the Planning folder. 

The previously encrypted Plan2005 document is deleted.  
c. Right-click the Restored Files folder, and then click Open. 

d. In the Restored Files folder, right-click Plan2005, and then click Cut. 

e. On the toolbar, click Back. 

f. In the Planning folder, right-click the empty space, and then click 
Paste. 

The restored Plan2005 document is directly encrypted when it is 
moved in the Planning folder. 

g. Right-click Plan2005, and then click Open. 
Notepad opens the Plan2005 document. The file is encrypted by 
using a new EFS certificate of Eric. 

h. Close Notepad. 

i. Close the Planning folder. 

22. Shut down all virtual a. Shut down all virtual machines used in the lab without saving changes. 
machines. 
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