
Exchange Server Security 

Objectives After completing this lab, you will be able to: 

 Analyze an Exchange server using MBSA and Exchange Best Practices 
Analyzer and update the security configuration based on the analysis. 

 Configure Exchange to secure SMTP messages using SSL/TLS. 
 Configure Exchange Server 2003 to reduce the amount of unwanted e-mail 

by using Real-Time Block List. 
 Implement Exchange Intelligent Message Filter. 

 
Scenario  You are a network administrator for Northwind Traders. The company’s 

internal network contains an Active Directory® directory service domain called 
NWtraders.msft. All domain controllers run Microsoft® Windows 
Server™ 2003. The network also contains client computers running Microsoft 
Windows® XP and servers running Windows Server 2003. Northwind Traders 
has deployed Exchange Server 2003 as its messaging server.  

A portion of the Northwind Traders network infrastructure is illustrated below: 

 

Computers  This lab uses the following computers: LON-DC1, LON-CL1, and 
LON-XNET1. 

Estimated time to 
complete this lab:  
75 minutes 

The first exercise uses only the LON-DC1 computer. For best performance, 
start only this computer at this point.  
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Lab Setup  
To complete each lab module, you need to review the following: 

 Virtual PC 

This lab makes use of Microsoft Virtual PC 2004, an application that allows 
you to run multiple virtual computers on the same physical hardware. During 
the lab, you will switch among different windows, each of which contains a 
separate virtual machine running Windows Server 2003. 

Before you start the lab, familiarize yourself with the following basics of 
Virtual PC: 

 To switch the focus for your mouse and keyboard to the virtual machine, 
click inside the virtual machine window. 

 To remove the focus from a virtual machine, move the mouse pointer 
outside the virtual machine window. 

 To issue the CTRL+ALT+DEL keyboard combination  
inside a virtual machine, use <RIGHT>ALT+DEL instead. 

 To enlarge or shrink the virtual machine window,  
drag the right bottom corner of the window. 

 To switch to full-screen mode, and to return from full-screen mode, press 
<RIGHT>ALT+ENTER. 

 
To complete this lab, you need to start the virtual machines and then log on to 
the computers. In each exercise, you have to start only the virtual machines that 
are needed. 

 To log on to a computer in a virtual machine 

1. Press <RIGHT>ALT+DEL (instead of CTRL+ALT+DEL) to open the 
logon dialog box. 

2. Type the following information, and then click OK: 

• User name: Administrator 

• Password: P@ssw0rd 

• Domain: NWTRADERS (on LON-XNET1, log on to the 
NORTHWINDTRADER domain) 
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Exercise 1  
Analyzing and Configuring Exchange Server Security 
In this exercise, you will use two Microsoft tools to analyze the configuration of Exchange 
Server 2003. You will use Microsoft Baseline Security Analyzer (MBSA) to scan the security 
updates as well as the security configuration of the Windows Server 2003 server running Exchange. 
You will also use Microsoft Exchange Best Practices Analyzer (EXBPA) to scan the Exchange 
organization and Exchange server configuration. 

Scenario 
Northwind Traders needs to ensure that its Exchange servers are as secure as possible. You need to 
regularly scan the Exchange servers to monitor the security patch level as well as other security 
related settings on the Exchange servers. You also need to regularly scan your Exchange 
organization to ensure that it and the Exchange servers in the organization are optimally configured. 
You decide to use Microsoft Baseline Security Analyzer and Microsoft Exchange Best Practices 
Analyzer to achieve these goals. 

 

Tasks Detailed steps 

Note: This lab uses the following computer: LON-DC1. Before you begin the lab, log on to the NWTRADERS 
domain using a user account of Administrator and a password of P@ssw0rd. 

Note: MBSA will detect numerous security updates that are missing on LON-DC1. This is because the virtual 
machine base image was built several months prior to downloading the MBSA scan file. Complete the following 
steps on the LON-DC1 computer. 

a. Double-click Microsoft Baseline Security Analyzer 1.2.1 on the 1. Use Microsoft Baseline 
Security Analyzer to scan desktop.  
LON-DC1 for missing b. On the Welcome to Microsoft Baseline Security Analyzer page, click 
security updates and for Scan a computer. 
other security configuration 

c. On the Pick a computer to scan page ensure that issues.    
NWTRADERS\LON-DC1 is listed as the Computer name, and then 
click Start scan. 

d. When the scan finishes, under Windows Security Updates, click 
Result Details. 

MBSA detected 14 critical security updates that were missing on 
LON-DC1. Normally, you should investigate each security update 
and install the updates as soon as possible.  

e. Close the Result Details window. 

f. Under IIS Security Updates, click Result Details. 
In addition to Windows updates, MBSA also detects missing 
updates for IIS and other Microsoft applications running on the 
computer. 

g. Close the Result Details window. 
Notice no critical security updates were detected for Exchange 
Server. The computer has Exchange Service Pack 1 installed 
which includes all Exchange updates current when the virtual 
machine was built. 
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(continued) 

 

Tasks Detailed steps 

1. (continued) h. Under Windows Scan Results, under Password Expiration, click 
Result Details.  

Notice that 4 accounts have non-expiring passwords. Because 
LON-DC1 is a domain controller, these accounts are domain 
accounts. In addition to scanning for missing security updates, 
MBSA also performs some basic security checks. 

i. Close the Result Details window. 
Because the virtual machine is not connected to the Internet, you 
cannot update any of the security patches that are missing on this 
server.  

j. Close Microsoft Baseline Security Analyzer. 

a. Click Start, point to All Programs, point to Microsoft Exchange and 2. Use Microsoft Exchange 
click Best Practices Analyzer Tool. Best Practices Analyzer to 

scan LON-DC1.    EXBPA attempts to connect to the Microsoft Web site to check for 
updates. You will need to wait for a few minutes while the 
download attempt times out.  

b. Click Connect to Active Directory. 
Exchange Server 2003 stores most of its configuration 
information in Active Directory, so the server must be able to 
connect to Active Directory to download the configuration. 

c. Ensure that LON-DC1 is listed as the Active Directory Server, and 
click Connect to the Active Directory server. 

d. On the Start a New Exchange Scan page, in the Select the type of 
scan to perform drop-down list, click Baseline. 

e. On the next line, click Baseline. 
The baseline scan is used to compare one Exchange server’s 
configuration against one or more other servers. Because the lab 
environment only has one Exchange server, you cannot run a 
baseline scan. 
The EXBPA also provides a connectivity check which checks 
connectivity between Exchange servers in the organization. 

f. In the Select the type of scan to perform drop-down list, click Health 
Check. 

g. Click Start Scanning. 
The scan can take several minutes to complete. 

Note: The default configuration of the LON-DC1 was modified for this lab to create several best practice 
violations. Complete the following steps on the LON-DC1 computer. 
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(continued) 

 

Tasks Detailed steps 

a. On the Scanning Completed and Report Created page, click View 3. Review the results of the 
this Best Practices report. Microsoft Exchange Best 

Practices Analyzer scan. The Best Practice Report opens and displays the Critical Issues 
List. Three critical issues are reported.  

b. Click Open relay test failed.  

c. Notice (but do not click) the Tell me more about this issue and how 
to resolve it option.  

If you click the Tell me more about this issue and how to resolve 
it option, the associated Help topic will take several minutes to 
load. By default, the EXBPA checks for updated content on the 
Internet every time you click on a link that provides more 
information. When the Internet request times out, the content is 
retrieved from the local Help file.  

d. To review the Help content for the open relay issue, click Exchange 
Server Best Practices Analyzer Help. On the Contents tab, expand 
Exchange Server Best Practices Analyzer – Articles. 

e. Expand Network, and then click SMTP server failed open relay test. 
Review the information and then close Exchange Server Best 
Practices Analyzer Help. 

EXBPA online help provides detailed information on how the 
issue was discovered, the implications of an incorrectly 
configured setting and how to resolve the issue. 

f. Click Virtual PC detected.  
Notice that the EXBPA also detected that the Exchange server is 
installed in a Virtual PC virtual machine. 

g. Under Virtual PC detected, click Do not show me this issue again 
for all instances. 

If the EXBPA displays an issue that you are not going to address, 
you can use this option ensure that the issue is not displayed 
again. 

h. Click MTA service disabled.  
Notice that the disabling the MTA is not supported on servers that 
route mail. 

i. In the Select a Report drop-down list, click Full Issues List.  

j. Click Exchange resident on a domain controller. Click Do not show 
me this issue again for all instances. 

k. Click NNTP service enabled. 
Running the NNTP service on an Exchange server is not a 
security best practice so if you do not require this service, it 
should be disabled. 
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(continued) 

 

Tasks Detailed steps 

3. (continued) l. Click SMTP performance warning. 
The performance warning states that the SMTP queue folder is on 
the same drive as the system partition. For better performance, 
the queue should be moved to a different drive. 

m. In the Select a Report drop-down list, click Detailed View-Full Issues 
list. Expand Organization, and then expand Northwind Traders. 

Notice that the BPA Tool provides detailed information on the 
Exchange organization configuration. 

a. Click Start, point to All Programs, point to Microsoft Exchange, and 4. Use Exchange System 
click System Manager. Manager to disable SMTP 

relaying for the default The Exchange System Manager console opens. 
SMTP server.  

b. In the Exchange System Manager console, in the left pane, expand 
Administrative Groups, expand First Administrative Group, 
expand Servers, expand LON-DC1, expand Protocols, and then 
expand SMTP. 

c. Right-click Default SMTP Virtual Server, and click Properties. 

d. The Default SMTP Virtual Server Properties dialog box opens. 

e. On the Access tab, click Relay. 

f. On the Relay Restrictions tab, click Only the list below. Click OK. 
By default, Exchange Server 2003 allows relaying only for 
authenticated users. This setting was changed for the sake of this 
lab. 

g. Click OK to close the Default SMTP Virtual Server Properties 
dialog box. 

h. Right-click Default SMTP Virtual Server, and click Stop. 

i. After the SMTP virtual server stops, right-click Default SMTP 
Virtual Server, and click Start. 

a. Click Start, point to Administrative Tools, and then click Services.  5. Use the Services console to 
disable the Network News The Services Console opens. By default, Microsoft Exchange MTA 
Transport Protocol service Stacks service is set for Automatic start on Exchange Server 2003 
and enable the Microsoft servers, and the Network News Transport Protocol (NNTP) 
Exchange MTA Stacks service is disabled. These settings were changed for the sake of 
service. this lab. 

b. Double-click Microsoft Exchange MTA Stacks.  

c. In the Startup type drop-down list, click Automatic. Click Apply. 

d. Under Service Status, click Start. 

e. After the service starts, click OK. 

f. Double-click Network News Transfer Protocol (NNTP).  

g. Under Service Status, click Stop. Click OK. 

h. Close the Services console. 
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(continued) 

 

Tasks Detailed steps 

a. In Best Practices Analyzer Tool, click Start a new Exchange scan.  6. Use Microsoft Exchange 
Best Practices Analyzer to b. On the Start a New Exchange Scan page, click Start Scanning. 
scan the LON-DC1 again. 

c. On the Scanning Completed and Report Created page, click View 
this Best Practices report. 

The Best Practice Report opens and displays the Critical Issues 
List. No critical issues are reported.  

d. In the Select a Report drop-down list, click Full Issues List. 

e. Scroll down to the Server LON-DC1 section of the report. 

f. Notice that the NNTP service enabled warning is no longer listed. 

g. Close the Microsoft Exchange Best Practices Analyzer console. 

h. Close Exchange System Manager. 

 
 

The next exercise requires the LON-XNET1 and LON-CL1 computers. 
Start those computers now. 
Note 
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Exercise 2  
Securing SMTP Messages with SSL/TLS 
In this exercise, you will capture the network traffic created by sending SMTP messages and 
reading SMTP messages using a POP3 client. Then you will configure Exchange Server 2003 to 
encrypt all SMTP messages and authentication traffic using SSL and TLS. You will also configure 
the SMTP virtual server included with IIS 6.0 to require SSL for SMTP messages. 

Scenario 
Northwind Traders is concerned about the security of SMTP messages sent across the Internet. 
Some users are using POP3 clients to retrieve their e-mail from the Exchange servers, and 
Northwind Traders is concerned about the security of both the authentication information and the 
messages sent to these clients. In order to provide additional security for messages sent between the 
Northwind Traders Exchange server and the SMTP server located on the Extranet, you need to 
ensure that all the SMTP messages sent between the servers are secured using SSL. As well, you 
need to ensure that all POP3 authentication traffic and messages are encrypted. 

 

Tasks Detailed steps 

Note: This exercise uses the LON-DC1, LON-CL1, and LON-XNET1 virtual machines. On LON-CL1, log on to 
the NWTRADERS domain using a user account of Don and a password of P@ssw0rd. On LON-XNET1, log on 
to the NORTHWINDTRADER domain using a user account of Administrator and a password of P@ssw0rd. 
Complete the following steps on the LON-DC1 computer. 

a. Click Start, point to Administrative Tools, and click Network 1. Prepare Network Monitor to 
Monitor. capture network traffic on 

LON-DC1. b. In the Microsoft Network Monitor dialog box, click OK. 

c. In the Select a network dialog box, expand Local Computer, and then 
click Local Area Connection, and click OK. 

d. On the Capture menu, click Start. 

Note: Complete the following step on the LON-XNET1 computer. 

a. Click Start, and then click Outlook Express.  2. Send a message from 
administrator@ b. Click Create Mail. 
northwindtraders.msft to 

c. In the To address box, type Don@nwtraders.msft. don@nwtraders.msft. 
d. In Subject, type Test Message. 

e. In the message body, type This is a Test Message. 

f. Click Send. 

mailto:Don@nwtraders.msft


 Exchange Server Security  9 
 

 
(continued) 

 

Tasks Detailed steps 

Note: Complete the following step on the LON-CL1 computer. 

a. Double-click the InternalClient.bat file on the desktop. 3. Use Microsoft Outlook® 
Express to read the message The InternalClient.bat file changes the network configuration for 
sent by the Administrator to the LON-CL1 computer so that it will operate as a client on the 
Don Hall. internal network. 

b. Click Start, and then click Outlook Express.  

c. Click Inbox, and then double-click the message that Don received 
from Administrator. 

d. Close the message. 

e. Close Outlook Express. 

Note:  Complete the following steps on the LON-DC1 computer.  

a. In Network Monitor, on the Capture menu, click Stop and View. 4. Use Network Monitor to 
view the network packets b. On the Display menu, click Filter. 
sent when the e-mail 

c. In the Display Filter dialog box, click Protocol==Any, and then click message was sent from 
Edit Expression. LON-XNET1 to LON-DC1.  

d. In the Expression dialog box, click the Property tab. 

e. In the Protocol Property list, expand TCP.  

f. Click Destination Port. Select Decimal, and then type 25 in the Value 
(Word) text box. 

g. Click OK twice. 

h. Double-click the first packet in the list. 
To view the packet contents, look at the information displayed in 
the bottom pane. 

i. Use the down arrow on the menu bar to scroll through the next several 
packets until you see a packet that begins with Received from 
LONXNET1. Scroll through the packet.  

Notice the message sender, recipient, subject and the message 
content are all sent in clear text. 

a. On the Display menu, click Filter.  5. View the network packets 
captured on LON-DC1  b. In the Display Filter dialog box, click TCP:Destination Port==25 
when LON-CL1 retrieved and then click Edit Expression. 
the message.   

c. Type 110 in the Value (Word) text box. 

d. Click OK twice. 

e. Click the first packet in the list. 

f. In the middle window, notice the source port. 
The source port is listed after src in the TCP header information. 
This port identifies the port that the server will use to send 
information to the client. You will need this port number later in 
this exercise. 

g. Use the down arrow to scroll through the next several packets until you 
see a packet that includes the value USER Don@nwtraders.msft. 
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(continued) 

 

Tasks Detailed steps 

5. (continued) h. Use the down arrow to view the next packet.  
Notice that Don’s password was sent in clear text. By default, the 
POP3 virtual server uses Basic Authentication so the user name 
and password are sent in clear text. 

i. On the Display menu, click Filter. 

j. In the Display Filter dialog box, click TCP:Destination Port==110, 
and then click Edit Expression. 

k. Type the number for the source port identified earlier in the Value 
(Word) text box. 

l.  Click OK twice. 

m. Click the first packet in the list. 

n. Use the down arrow to scroll through the next several packets until you 
see a packet that begins with OK Received from 
LON-XNET1.nwtraders.msft. Scroll through the packet.  

Notice the message sender, recipient, subject and the message 
content are all sent in clear text. 

o. Close Network Monitor. Click No at any prompts. 

Note: In the following steps you will reconfigure the default SMTP server on LON-DC1 to use an alternate port 
number and then create a new SMTP virtual server to require SSL and use port 25. Normally, you would 
configure the Exchange Server with multiple network cards and multiple IP addresses, and then assign one of the 
IP addresses to the secure SMTP server. You are changing the default SMTP server to use a different port number 
because you will be using Outlook Express to test the SSL connection for SMTP, and Outlook Express only 
supports the use of port 25 for SSL connections. Complete the following steps on the LON-DC1 computer. 

a. On the Start menu, point to All Programs, point to Microsoft 6. Use Exchange System 
Exchange, and then click System Manager. Manager to modify the 

configuration of the default b. The Exchange System Manager console opens. 
SMTP virtual server to use 

c. In the Exchange System Manager console, in the left pane, expand port 2525. 
Administrative Groups, expand First Administrative Group, 

 expand Servers, expand LON-DC1, expand Protocols, and then 
expand SMTP. 

d. Right-click Default SMTP Virtual Server, and click Properties. 

e. On the General tab, click Advanced. 

f. In the Advanced dialog box, click Edit. 

g. In the Identification dialog box, in the TCP port text box, type 2525. 

h. Click OK twice. 

i. Click OK to close the Default SMTP Virtual Server Properties 
dialog box. 

j. Right-click Default SMTP Virtual Server, and click Stop. 

k. After the virtual server stops, right-click Default SMTP Virtual 
Server, and click Start. 
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(continued) 

 

Tasks Detailed steps 

a. Right-click SMTP, point to New, and then click SMTP Virtual 7. Use Exchange System 
Server. Manager to configure a 

second SMTP virtual server b. On the Welcome to the New SMTP Virtual Server Wizard page, in 
with the following the Name text box, type Secure SMTP Server. Click Next. 
characteristics: 

c. On the Select IP Address page, click Finish. 
• Virtual Server Name: 

d. Right-click Secure SMTP Server and click Properties. Secure SMTP Server 
e. Click the Access tab.  • Virtual Server Port: 25 
f. Under Secure Communication, click Certificate. • Require SSL for SMTP 
g. On the Welcome to the Web Server Certificate Wizard, click Next. messages 

h. On the Server Certificate page, click Assign an existing certificate. • Use TLS for 
Click Next. authentication. 

i. On the Available Certificates page, click the certificate assigned to 
LON-DC1 with the intended purpose of Server Authentication. Click 
Next. 

j. On the Certificate Summary page, click Next. 

k. On the Completing to the Web Server Certificate Wizard page, 
click Finish. 

l. Under Secure Communication, click Communication. 

m. In the Security dialog box, click Require secure channel. Click OK. 

n. Under Access Control, click Authentication.  

o. Under Basic authentication, click Requires TLS encryption. Click 
OK. 

p. On the Delivery tab, click Outbound Security.  

q. On the Outbound Security page, click TLS encryption. 

r. Click OK twice. 

s. Right-click Secure SMTP Server, and click Stop. 

t. After the virtual server stops, right-click Secure SMTP Server, and 
click Start. 

a. In the Exchange System Manager console, expand POP3. 8. Configure the default POP3 
Virtual Server on LON-DC1 b. Right-click Default POP3 Virtual Server, and click Properties. 
to require SSL.    

c. In the Default POP3 Virtual Server Properties dialog box, click the 
Access tab. 

d. Under Secure Communication, click Certificate. 

e. On the Welcome to the Web Server Certificate Wizard, click Next. 

f. On the Server Certificate page, click Assign an existing certificate. 
Click Next. 

g. On the Available Certificates page, click the certificate assigned to 
LON-DC1 with the intended purpose of Server Authentication. Click 
Next. 

h. On the Certificate Summary page, click Next. 
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(continued) 

 

Tasks Detailed steps 

8. (continued) i. On the Completing to the Web Server Certificate Wizard page, 
click Finish. 

j. Under Secure Communication, click Communication. 

k. In the Security dialog box, click Require secure channel. Click OK. 

l. Under Access Control, click Authentication.  

m. Under Basic authentication, click Requires SSL/TLS encryption. 
Click OK. 

n. In the Default POP3 Virtual Server Properties dialog box, click OK. 

o. Right-click Default POP3 Virtual Server, and click Stop. 

p. After the virtual server stops, right-click Default POP3 Virtual 
Server, and click Start. 

a. Expand Routing Groups, expand First Routing Group, and then 9. Configure an SMTP 
expand Connectors. Connector so that all 

messages intended for b. Right-click Connectors, point to New, and then click SMTP 
Northwindtraders.msft are Connector. 
sent using the Secure SMTP 

c. In the Properties dialog box, in the Name text box, type Server.   
Northwindtraders Connector. 

d. Under Local bridgeheads, click Add. Click LON-DC1 Secure SMTP 
server, and then click OK.  

e. On the Address Space tab, click Add. Click SMTP, and then click 
OK. 

f. In the Internet Address Space Properties dialog box, in the E-mail 
domain text box, type northwindtraders.msft. Click OK. 

g. Click OK to close the SMTP Connector Properties dialog box. 

Note: In the following steps, you will modify the Default SMTP Server on LON-XNET1 to use SSL. Normally, 
you would configure the Windows Server with multiple network cards and multiple IP addresses, and then create 
an additional SMTP Virtual Server and assign one of the IP addresses to the secure SMTP server. Complete the 
following step on the LON-XNET1 computer. 

a. On the Start menu, point to Administrative Tools, and then click 10. Use Internet Information 
Internet Information Services (IIS) Manager. Services (IIS) Manager to 

configure the default SMTP The Internet Information Services (IIS) Manager console opens. 
virtual server to require SSL 

b. In the Internet Information Services (IIS) Manager console, in the connections. 
left pane, expand LON-XNET1. 

 
c. Right-click Default SMTP Virtual Server, and click Properties. 

d. In the Default SMTP Virtual Server Properties dialog box, click the 
Access tab.  

e. Under Secure Communication, click Certificate. 

f. On the Welcome to the Web Server Certificate Wizard, click Next. 

g. On the Server Certificate page, click Assign an existing certificate. 
Click Next. 
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(continued) 

 

Tasks Detailed steps 

10. (continued) h. On the Available Certificates page, click the certificate assigned to 
lon-xnet1.northwindtraders.msft and issued by the Northwindtraders 
CA with the intended purpose of Server Authentication. Click Next. 

i. On the Certificate Summary page, click Next. 

j. On the Completing to the Web Server Certificate Wizard page, 
click Finish. 

k. Under Secure Communication, click Communication. 

l. In the Security dialog box, click Require secure channel. Click OK. 

m. On the Delivery tab, click Outbound Security.  

n. On the Outbound Security page, click TLS encryption. 

o. Click OK twice.  

p. Right-click Default SMTP Virtual Server, and click Stop. 

q. After the virtual server stops, right-click Default SMTP Virtual 
Server, and click Start. 

Note:  Complete the following step on the LON-DC1 computer. 

a. Click Start, point to Administrative Tools, and click Network 11. Prepare Network Monitor to 
Monitor. capture network traffic on 

LON-DC1. b. On the Capture menu, click Start. 

Note:  Complete the following steps on the LON-XNET1 computer. 

r. Click Start, and then click Outlook Express.  12. Send a message from 
administrator@ s. Click Tools, and then click Accounts. 
northwindtraders.msft to 

t. Click Lon-xnet1, and click Properties. don@nwtraders.msft. 
u. On the Advanced tab, under Outgoing mail (SMTP), click This 

server requires a secure connection (SSL). Click OK, and then click 
Close. 

v. Click Create Mail. 

w. In To, type Don@nwtraders.msft. 

x. In Subject, type Test Message. 

y. In the message body, type This is a Test Message. 

z. Click Send. 

mailto:Don@nwtraders.msft
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(continued) 

 

Tasks Detailed steps 

Note:  Complete the following step on the LON-CL1 computer. 

a. Click Start, and then click Outlook Express. Close the Outlook 13. Use Outlook Express to read 
the message sent by the Express error message.  
Administrator to Don Hall. This error message appears because of the security change on the 

POP3 virtual server. 

b. Click Tools, and then click Accounts. 

c. Click Lon-dc1, and click Properties. 

d. On the Servers tab, under Outgoing Mail Server, make sure that My 
server requires authentication is not selected. 

Because you disabled relaying in the previous exercise, the client 
must not authenticate in order to send SMTP messages. 

e. On the Advanced tab, under Outgoing mail (SMTP), click This 
server requires a secure connection (SSL).  

f. Under Incoming mail (POP3), click This server requires a secure 
connection (SSL). Click OK, and then click Close. 

g. Click Send/Recv. 

h. Click Inbox, and then double-click the message that Don received 
from Administrator. 

i. Close the message. 

Note:  Complete the following steps on the LON-DC1 computer. 

a. In Network Monitor, on the Capture menu, click Stop and View. 14. View the network packets 
captured on LON-DC1  b. On the Display menu, click Filter. 
when LON-XNET1 sent the 

c. In the Display Filter dialog box, click Protocol==Any, and then click message. 
Edit Expression.  

d. In the Expression dialog box, click the Property tab.  
e. In the Protocol Property list, expand TCP.  

 
f. Click Destination Port. Select Decimal, and then type 25 in the Value 

(Word) text box. 

g. Click OK twice. 

h. Double-click the first packet in the list. 

i. Use the down arrow on the menu bar to scroll through the next several 
packets until you see a packet that begins with STARTTLS. Scroll 
through subsequent packets. 

Notice that all subsequent packets are encrypted and unreadable. 
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(continued) 

 

Tasks Detailed steps 

a. On the Display menu, click Filter.  15. View the network packets 
captured on LON-DC1  b. In the Display Filter dialog box, click TCP:Destination Port==25 
when LON-CL1 retrieved and then click Edit Expression. 
the message.   

c. Type 110 in the Value (Word) text box. 

d.  Click OK twice. 

e. Click the first packet in the list. 
In the middle window, notice the source port. The source port is 
listed as the after src in the TCP header information. This port 
identifies the port that the server will use to send information to 
the client. 

f. Use the down arrow to scroll through the next several packets. 

g. Notice that all packets are encrypted. 

h. On the Display menu, click Filter. 

i. In the Display Filter dialog box, click TCP:Destination Port==110 
and then click Edit Expression. 

j. Type the number for the source port identified earlier in the Value 
(Word) text box. 

k.  Click OK twice. 

l. Click the first packet in the list. 

m. Use the down arrow to scroll through the next several packets. 
Notice that all packets are encrypted. 

n. Close Network Monitor. Click No when asked if you want to save the 
capture. 

a. In Exchange System Manager, expand Routing Groups, expand 16. Return the Exchange 
First Routing Group, and then expand Connectors. configuration to the original 

state in preparation for the b. Right-click NorthwindTraders Connector, and click Delete. In the 
next exercise. warning box, click Yes. 

c. Expand Protocols and then expand SMTP and right-click Secure 
SMTP Server and click Delete. In the warning box, click Yes. 

d. Right-click Default SMTP Virtual Server, and click Properties. 

e. On the General tab, click Advanced. 

f. In the Advanced dialog box, click Edit. 

g. In the Identification dialog box, in the TCP port text box, type 25. 

h. Click OK twice. 

i. Click OK to close the Default SMTP Virtual Server Properties 
dialog box. 

j. Right-click Default SMTP Virtual Server, and click Stop. 

k. After the virtual server stops, right-click Default SMTP Virtual 
Server, and click Start. 

l. Expand POP3. 
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(continued) 

 

Tasks Detailed steps 

16. (continued) m. Right-click Default POP3 Virtual Server, and click Properties. 

n. In the Default POP3 Virtual Server Properties dialog box, click the 
Access tab. 

o. Under Secure Communication, click Communication. 

p. In the Security dialog box, clear the check box for Require secure 
channel. Click OK. 

q. Under Access Control, click Authentication.  

r. Under Basic authentication, clear Requires SSL/TLS encryption. 
Click OK. 

s. In the Default POP3 Virtual Server Properties dialog box, click OK. 

t. Right-click Default POP3 Virtual Server, and click Stop. 

u. After the virtual server stops, right-click Default POP3 Virtual 
Server, and click Start. 

Note:  Complete the following step on the LON-XNET1 computer. 

a. In the Internet Information Services (IIS) Manager console, in the 17. Return the SMTP virtual 
left pane, expand LON-XNET1 if necessary. server on LON-XNET1 to 

the original state in b. Right-click Default SMTP Virtual Server, and click Properties. 
preparation for the next 

c. In the Default SMTP Virtual Server Properties dialog box, click the exercise. 
Access tab.  

d. Under Secure Communication, click Communication. 

e. In the Security dialog box, clear the check box for Require secure 
channel. Click OK. 

f. On the Delivery tab, click Outbound Security.  

g. On the Outbound Security page, clear the check box for TLS 
encryption. 

h. Click OK twice.  

i. Right-click Default SMTP Virtual Server, and click Stop. 

j. After the virtual server stops, right-click Default SMTP Virtual 
Server, and click Start 
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Exercise 3 
Implementing Real-Time Block List Support 
In this exercise, you will configure Exchange Server 2003 to use a Real-Time Block List (RBL) 
that will block messages from an SMTP server. The lab uses the DNS server on LON-DC1 as the 
RBL provider. 

Scenario 
Like most organizations, Northwind Traders receives a large number of unsolicited commercial e-
mails (UCE, also known as spam) every day. In an effort to block some of that e-mail, you need to 
configure your Exchange server to use a RBL provider to block messages from SMTP servers that 
are known as the source of UCE.  

 

Tasks Detailed steps 

Note: Complete the following steps on the LON-DC1 computer. 

a. Click Start, point to Programs, point to Administrative Tools, and 1. Confirm that the 
then click Active Directory Users and Computers. postmaster@nwtraders.msft 

alias is assigned the b. In Active Directory Users and Computers, expand nwtraders.msft, 
Administrator account.    and then click the Users container. 

c. In the right pane, double-click Administrator. The Administrator 
Properties dialog box opens. 

d. Click the E-mail Addresses tab. 

e. Confirm that postmaster@nwtraders.msft is listed as an SMTP 
address. 

f. Click OK to close the Administrator Properties page. 

g. Close Active Directory Users and Computers. 

a. Click Start, point to All Programs, point to Administrative Tools, 2. Configure DNS to simulate 
and then click DNS. The DNS management console opens. an RBL provider.  

b. Right-click Forward Lookup Zones and click New Zone. • Create a DNS zone for 
RBL.msft. c. On the Welcome to the New Zone Wizard page, click Next. 

• Configure a host record d. On the Zone Type page, ensure that Primary Zone is selected. Clear 
for the host 20.0.10.10 the check box for Store the zone in Active Directory (available only if 
with an IP address of DNS server is a domain controller). Click Next. 
127.0.0.1. 

e. On the Zone Name page, type rbl.msft. Click Next.  
 

f. On the Zone File page, click Next. 

g. On the Dynamic Update page, click Next. 

h. On the Completing the New Zone Wizard page, click Finish. 

i. Expand Forward Lookup Zones, and expand rbl.msft. Right-click 
rbl.msft, and click New Host(A).  
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(continued) 

 

Tasks Detailed steps 

2. (continued) j. In the New Host dialog box, type 20.0.10.10 as the host name, and 
127.0.0.1 as the IP address.  

In this example, you will be using LON-XNET1 (IP address 
10.10.0.20) as the UCE SMTP server. When the Exchange server 
receives a connection attempt from this IP address, it will look up 
the IP address in DNS. The DNS server will return 127.0.0.1 as 
the IP address for this host.  

k. Click Add Host. 

l. Click OK, and then click Done. 

m. Close the DNS management console. 

a. Click Start, point to All Programs, point to Microsoft Exchange, and 3. Add a RBL provider. 
then click System Manager. Configure the following 

settings:  b. In Exchange System Manager, expand Global Settings, right-click 
Message Delivery, and then click Properties. • DNS name for RBL 

provider – RBL.msft. c. Click the Connection Filtering tab, and then click Add. 
• Block all SMTP servers d. In the Connection Filter Rule window, in the Display Name box, 

when the RBL provider type Real-Time Block List Provider – 1. 
returns a value of 

e. In the DNS Suffix of Provider box, type rbl.msft. 127.0.0.1. 
This is the name of the DNS zone that you configured on the • Allow mail to be sent to 
LON-DC1 computer. Normally, this would be the name of the the 
RPL provider. Postmaster@nwtraders.

f. In the Custom Error Message to Return box, type You are denied msft account. 
permission to submit SMTP messages. Send mail to  
postmaster@nwtraders.msft for more information. 

g. In Return Status Code from Provider Service, click Return Status 
Code. 

h. In the Return Status Code window, click Match Filter Rule to the 
Following Mask, type 127.0.0.1, and then click OK. 

When the Exchange server receives a response of 127.0.0.1, it will 
interpret the result to mean that the server attempting an SMTP 
connection is a UCE server and it will not accept any messages. 

i. Verify that Disable this rule is not selected, and then click OK. 

j. Click Exception. 

k. In the Block List Service Configuration Settings window, click Add. 

l. In the Recipient field, type postmaster@nwtraders.msft, and then 
click OK. 

Messages sent to the postmaster account will be accepted, but all 
other messages from the UCE server will be blocked. 

m. Click OK, and then click OK again to close the Message Delivery 
Properties window. 

n. Click OK to the Exchange System Manager warning. 
The warning states that Connection, Recipient, and Sender 
filtering must be manually enabled on specific SMTP virtual 
server IP address assignments before the filter will take effect. 
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(continued) 

 

Tasks Detailed steps 

a. In Exchange System Manager, expand Administrative Groups, 4. Enable the connection filter 
expand First Administration Group, expand Servers, expand on the SMTP virtual server. 
LON-DC1, expand Protocols, and then expand SMTP. 

b. Right-click Default SMTP Virtual Server, and then click Properties. 

c. In the Default SMTP Virtual Server Properties dialog box, on the 
General tab, click Advanced. 

d. In the Advanced dialog box, click Edit, select the Apply Connection 
Filter check box, and then click OK. 

e. Click OK to close the Advanced dialog box. 

f. Click OK to close the Default SMTP Virtual Server Properties 
dialog box. 

Note: Complete the following step on the LON-XNET1 computer. 

a. Click Start, and then click Run. 5. Test the RBL configuration. 
Use Telnet from LON- b. In the Open box, type CMD, and then click OK. 
XNET1 (IP address 

c. At the command prompt, type telnet, and then press ENTER. 10.10.0.20) to simulate a 
d. Type set localecho, and then press ENTER. remote SMTP server. 

e. Type open LON-DC1 25, and then press ENTER. 

f. After an SMTP session is opened with LON-DC1, type helo, and then 
press ENTER. 

g. Type mail from:<adminstrator@northwindtraders.msft> 
(including the carets), and then press ENTER. 

You cannot type a backspace during this session. If you make an 
error, press ENTER, and type the command again. 

h. Type rcpt to:<user1@nwtraders.msft> and then press ENTER. 
Notice that the message is rejected and the protocol error is 
specified in the Connection Filter. 

i. Type rcpt to:<postmaster@nwtraders.msft> and then press ENTER. 
Notice that the message is allowed to continue to this recipient 
based on the exceptions in the Connection Filter. 

j. Type data, and then press ENTER. 

k. Type a short message, and then press ENTER. 

l. Type a period (.) on a line, and then press ENTER. 

m. Type quit, and then press ENTER. 

n. Press any key to continue. 

o. Type quit, and then press ENTER. 

p. Close the Command Prompt window. 
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(continued) 

 

Tasks Detailed steps 

Note: Complete the following steps on the LON-DC1 computer. 

6. Confirm that the postmaster a. Open Outlook Express. 
received the message from b. Confirm that the postmaster received the message, and then close 
the blocked company. Outlook Express. 

a. In Exchange System Manager, expand Administrative Groups, 7. Disable the RBL provider 
expand First Administration Group, expand Servers, expand connection filter 
LON-DC1, expand Protocols, and then expand SMTP. 

b. Right-click Default SMTP Virtual Server, and then click Properties. 

c. On the General tab, click Advanced. 

d. To modify the default identity, click Edit. 

e. Click to clear the Apply Connection Filter check box, and then click 
OK. 

f. Click OK to close the Advanced box. 

g. Click OK to close the Default SMTP Virtual Server Properties box. 

h. Close Exchange System Manager. 
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Exercise 4 
Implementing Exchange Server Intelligent Message Filter 
In this exercise, you will enable Exchange Server to use Intelligent Message Filter (IMF) to filter all 
e-mail messages sent to the Exchange server. You will configure IMF and then test various 
configuration options. 

Scenario 
In addition to using RBL providers, Northwind Traders also wants to implement the IMF to filter 
messages coming from SMTP servers that are not on the RBL. You need to configure IMF so that 
some messages are blocked on the Exchange server, and some messages are sent to the user’s Junk 
E-Mail folder so that the user can examine the messages.  

 

Tasks Detailed steps 

Note: Exchange Server IMF has already been installed on the LON-DC1 computer. Complete these steps on the 
LON-DC1 computer. 

a. On the LON-DC1 computer, click Start, point to All Programs, point 
to Microsoft Exchange, and then click System Manager. 

1. Review the default settings 
for IMF and set minimum 
blocking standards.    b. In Exchange System Manager, expand Global Settings, right-click 

Message Delivery, and then click Properties. • Configure the SCL level 
for the gateway at 9. c. Click the Intelligent Message Filtering tab. 

• Configure the SCL level 
for the Junk E-mail 
folder at 9. 

d. In the Gateway Blocking Configuration pane, in the Block messages 
with an SCL rating greater than or equal to: drop-down list box, 
click 9.  

• Configure all blocked 
messages to be archived. 

SCL is the spam confidence level. The higher the SCL value, the 
less spam will be blocked. Notice that 9 is the highest SCL option 
available, so with this setting most spam will be accepted by the 
gateway and sent to the user’s mailbox server. 

 

e. In the Gateway Blocking Configuration pane, in the When Blocking 
messages drop-down list box, click Archive. 

f. In the Store Junk E-mail Configuration pane, in the Move message 
with an SCL rating greater than or equal to list, click 9. 

A SCL level of 9 for this option means that most messages will be 
delivered to the user Inbox, with few messages being sent to the 
Junk E-Mail folder.  

g. Click OK.  

a. In Exchange System Manager, expand Administrative Groups, 
expand First Administrative Group, expand Servers, expand 
LON-DC1, expand Protocols, expand SMTP, right-click Intelligent 
Message Filtering, and then click Properties. 

2. Enable the IMF. 

b. On the General tab, verify that the Default SMTP Virtual Server 
check box is selected. 

c. Click OK. 
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(continued) 

 

Tasks Detailed steps 

a. Click Start, and then click Run. Type CMD, and then click OK. 3. Restart the Exchange 
Information Store service. b. Type net stop msexchangeis, and then press ENTER. 

c. After the service has stopped, type net start msexchangeis, and then 
press ENTER. 

Note: Complete the following steps on the LON-XNET1 computer. 

a. Click Start, point to All Programs, and then click Outlook Express. 4. Test the IMF with minimum 
blocking standards. b. Click Create Mail. 

c. In the To box, type administrator@nwtraders.msft. 

d. In the Subject box, type the subject This is not a hoax – inbox. 

e. Click Send. 

f. Open Internet Explorer. In the Address box, type https://LON-
DC1.nwtraders.msft/exchange, and then press ENTER. Click OK at 
the security alert. 

The Exchange Server 2003 OWA authentication appears. 

g. In the Connect to lon-dc1.nwtraders.msft page, complete the 
following information: 

• Domain\user name: nwtraders\administrator 

• Password: P@ssw0rd 

h. Click OK. 

i. Verify that the message from administrator@northwindtraders.msft is 
delivered to the Inbox. 

Note: Complete the following steps on the LON-DC1 computer. 

a. Click Start, and then click Run. 5. Configure Performance 
Monitor to identify SCL 
ratings of messages. 

b. In the Open box, type perfmon, and then click OK. 

c. In the right pane, click the X (delete) button three times to delete all the 
current counters. 

d. Right-click the right pane, and then click Add Counters. 

e. In the Performance object list, click MSExchange Intelligent 
Message Filter. 

f. Click All counters, and then click Add. 

g. Click Close to close the Add Counters dialog box. 

h. In the right pane, click the View Report button or press CTRL+R.  
This will give you a dynamic report of the number of messages for 
each SCL rating. Notice the current values for each SCL rating. 
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(continued) 

 

Tasks Detailed steps 

a. In Exchange System Manager, expand Global Settings, right-click 
Message Delivery, and then click Properties. 

6. Configure the IMF SCL 
threshold to move more 
messages to the Junk E-mail 
folder. 

b. Click the Intelligent Message Filtering tab. 

c. In the Store Junk E-mail configuration pane, in the Move messages 
with an SCL rating greater than or equal to list, click 1. • Configure the SCL level 

for the Junk E-mail 
folder at 1. A SCL level of 1 for this option means that most messages will be 

delivered to the user Junk E-Mail folder, with few messages being 
sent to the Inbox.  

d. Click OK.  

Note: Complete the following step on the LON-XNET1 computer. 

a. In Outlook Express, click Create Mail. 7. Test the IMF with increased 
Junk E-mail Configuration 
threshold. 

b. In the To box, type administrator@nwtraders.msft. 

c. In the Subject box, type the subject This is not a hoax – Junk E-mail. 

d. Click Send.   

e. In Outlook Web Access, click the Check for New messages button to 
verify that the message from administrator@northwindtraders.msft is 
delivered to the Junk E-mail folder. Click the Junk E-mail folder to see 
the message. 

Note: Complete the following steps on the LON-DC1 computer. 

a. In Performance Monitor, notice the SCL rating of the message that 
was just received. 

8. Configure the IMF SCL 
threshold to block more 
messages and move 
messages to the Archive 
folder. 

b. In Exchange System Manager, expand Global Settings, right-click 
Message Delivery, and then click Properties. 

c. Click the Intelligent Message Filtering tab. 

d. In the Gateway Blocking Configuration pane, in the Block messages 
with an SCL rating greater than or equal to list, click 1.  

e. Click OK. 

a. Click Start, and then click Run. 9. Log the SCL rating with 
archived messages. b. In the Open box, type regedit, and then click OK. 

c. In the Registry Editor, navigate to HKEY_LOCAL_MACHINE\ 
Software\Microsoft\Exchange\ContentFilter. 

d. Right-click ContentFilter, click New, and then click DWORD Value. 

e. Type ArchiveSCL for the registry key value. 

f. Right-click ArchiveSCL, and then click Modify. 

g. In the Edit DWORD Value dialog box, in the Value Data field, type 
1, and then click OK. 

h. Close Registry Editor. 
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Tasks Detailed steps 

Note: Complete the following step on the LON-XNET1 computer. 

a. In Outlook Express, click Create Mail. 10. Test the IMF with increased 
Gateway Blocking  
Configuration threshold. 

b. In the To box, type Administrator@nwtraders.msft. 

c. In the Subject box, type the subject This is not a hoax - Archive. 

d. Click Send.   

e. Click the Send/Receive button and confirm that the Outbox is empty. 

f. In Outlook Web Access, verify that the message from 
administrator@northwindtraders.msft was not delivered to the Junk 
E-mail folder or Inbox. 

g. Close Internet Explorer. 

Note: Complete the following step on the LON-DC1 computer. 

a. Open Windows Explorer and navigate to c:\program files\exchsrvr\ 
mailroot\vsi 1\UceArchive. 

11. Verify that the message is in 
the Archive folder. 

b. Right-click the latest EML file, and then click Open with. 

c. In the Open With dialog box, click Notepad, and then click OK. 

d. Verify that the message is the one you sent, and notice that the SCL 
rating on the third line is greater than the Gateway Blocking 
Configuration threshold. 

e. Close Notepad. 

f. Close Windows Explorer. 

g. In Performance Monitor, notice the SCL ratings of the messages that 
have been received. 

h. Close Performance Monitor. 

Note: Complete the following step on all computers. 

12. Shut down computers. a. Shut down all virtual machines without saving the changes. 
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