
 

 
 

HOL127: Troubleshooting Exchange 
Server 2003 Mail Flow 

Objectives After completing this lab, you will be able to: 

 Configure message tracking for Microsoft® Exchange Server 2003.  
 Troubleshoot problems with sending Internet e-mail. 
 Troubleshoot Outlook Web Access (OWA). 
 Troubleshoot problems with receiving Internet e-mail. 

 
 

Because this lab focuses on concepts, it may not comply with Microsoft 
security recommendations. 
Note 

 

 
Scenario   

EXBE01 EXFE01 Client01

NWTRADERS01

AD01

CONTOSO
(Internet Host)

Logical VPCs
 

 

Estimated time to complete this lab: 60 minutes 
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HOL127 Lab Overview 
In this lab troubleshooting tools and techniques will be used to investigate 
common problems with SMTP mail flow in a Microsoft Exchange Server 2003 
environment.  Message tracking will be configured as a troubleshooting tool.  
Problems with sending and receiving internet e-mail and problems with 
accessing OWA will be investigated. 

 

Exercise 1 
Troubleshooting Problems with Sending Internet E-mail 

In this exercise, you will use Message Tracking in Exchange Server 2003 to 
troubleshoot a problem with a message that is not delivered. 

 Enable message tracking in Exchange Server 2003 

1. Switch to EXFE01. 
2. Log on as Administrator with a password of MSEvent.123 
3. Click Start, point to Programs, point to Microsoft Exchange, and then 

click System Manager. 
4. In Exchange System Manager, expand Administrative Groups, expand 

Redmond, and then expand Servers. 
5. Right-click EXBE01, and then click Properties. 
6. On the General tab, click to select the Enable message tracking check 

box. 
7. Click OK to acknowledge the message about granting read access to the 

share. 
8. Click OK to close the EXBE01 Properties page. 
9. In Exchange System Manager, in the left-pane, right-click EXFE01 and 

then click Properties. 
10. On the General tab, click to select the Enable message tracking check 

box. 
11. Click OK to acknowledge the message about granting read access to the 

share. 
12. Click OK to close the EXFE01 Properties page. 

 

 Send a message to an Internet e-mail address 

1. Switch to Client01. 
2. Log on as User1 with a password of MSEvent.123 
3. Click Start, and then click E-Mail to launch Microsoft Office 

Outlook 2003. 
4. Click New to create a new mail message. 
5. In the To field, type iuser1@contoso.msft 
6. Type a subject and a brief message and then click Send. 
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7. Switch to Contoso. 
8. Log on as Administrator with a password of MSEvent.123 
9. Click Start, point to Programs, and then click Outlook Express. 
10. In the logon window, type MSEvent.123 in the password field and then 

click OK. 
11. Confirm that you received the message from user1 in the Inbox. 

 

 Review message tracking for the message that you sent from user1 to 
iuser1 

1. Switch to EXFE01. 
2. In Exchange System Manager, expand Tools, and then click Message 

Tracking Center. 
3. In the right pane under Message Tracking Center, in the Sender field, type 

user1 
4. In the Logged Between date box, verify that the date is the current date. 
5. In the Logged Between time spin box, set the first time to 12:00 a.m. and 

the second time to your current time.  Note: The current time is displayed in 
the right corner. 

6. Click Find Now. 
7. In the Check Names box, click User1, and then click OK. 
8. Right-click the message and then click Track Message. 
9. Review the message flow for the message as it traveled through EXBE01. 

Notice that the last event in the right pane is the message being transferred 
to exfe01.nwtraders01.msft. 

10. In the left pane, click exfe01.nwtraders01.msft, and then in the right pane, 
review the message as it traveled through EXFE01.  Notice that the last 
event in the right pane is the message being transferred to Contoso. 

11. In the left pane, click Contoso and review the message.  Note: There are no 
details for Contoso because the message has left the Exchange system. 

12. Close the Message History window. 
 

 Prepare an Exchange configuration problem 

1. Switch to AD01. 
2. Log on as Administrator with a password of MSEvent.123 
3. Click Start, and then click Run. 
4. In the Open box, type C:\TSLab\BreakTSLabA.bat and then click OK. 
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 Send a message to an Internet e-mail address 

1. Switch to Client01. 
2. Switch to Outlook. 
3. Click New to create a new mail message. 
4. In the To field, type iuser1@contoso.msft 
5. Type a subject and a brief message and then click Send.   

Note the time the message is sent. The time is displayed in the right corner. 
6. Switch to Contoso. 
7. Switch to Outlook Express. 
8. Click Send/Recv. 
9. Confirm that you did not receive the message from user1. 

 

 Review message tracking for the message that you sent from user1 to 
iuser1 

1. Switch to EXBE01. 
2. Log on as Administrator with a password of MSEvent.123 
3. Click Start, point to Programs, point to Microsoft Exchange, and then 

click System Manager. 
4. In Exchange System Manager, expand Tools and then click Message 

Tracking Center. 
5. In the right pane under Message Tracking Center, in the Sender field, type 

user1. 
6. In the Logged Between date box, verify that the date is the current date. 
7. In the Logged Between time spin box, set the first time to 12:00 a.m. and 

the second time to your current time.  Note: The current time is displayed in 
the right corner. 

8. Click Find Now. 
9. In the Check Names box, select User1 and then click OK. 
10. Right-click the latest message that is found and then click Track Message. 
11. Review the message flow for the message as it traveled through EXBE01. 

Notice that the last event in the right pane is the message being transferred 
to exfe01.nwtraders01.msft. 

12. In the left pane, click exfe01.nwtraders01.msft, and then in the right pane, 
review the message as it traveled through EXFE01. 

 

The message is queued for remote delivery, but has not been delivered to 
Contoso. To investigate this further, we will take a look at the message queues 
on EXFE01. 

Note 

 

13. Close the Message History window. 
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 Review the message queues to identify the problem 

1. Switch to EXFE01. 
2. Switch to Exchange System Manager. 
3. Expand Administrator Groups, expand Redmond, expand Servers, 

expand EXFE01, and then click Queues. 
4. In the right pane, in the lower right corner, click Settings. 
5. In the settings window, in the Refresh queue rate drop-down list box, click 

1 minute and then click OK. 
6. In the right pane, slide the window’s control bar until you see the Number 

of messages column. 
7. Look for a queue that has messages in it.   
 

For this lab, the message queue is Internet Mail SMTP Connector 
(EXFE01) – contoso.msft (SMTP Connector). 
Note 

 

8. Double-click the queue with the message. 
9. Click Find Now. 
10. Double-click the message and confirm that it is the message you sent earlier 

by looking at the Sender and time of submission. 
11. Click OK to close the window. 
12. Close the Find Messages window. 
13. Right-click the message queue and then click Force Connection. 
14. Wait one minute and look for an update to the Additional queue 

information section below the right pane. The message should change from 
No additional information available to The remote server did not respond 
to a connection attempt. 

15. Close Exchange System Manager. 
 

 Investigate the failed connection attempt 
 

First we will try to see if we can get a Port 25 connection to the remote 
domain – contoso.msft. 
Note 

 

1. Click Start, and then click Run. 
2. In the Open box, type cmd and then click OK. 
3. Type Telnet and then press ENTER. 
4. Type set localecho and then press ENTER. 
5. Type open contoso.msft 25 and then press ENTER. Notice that the message 

that is returned is Connecting to contoso.msft…Could not open connection 
to the host, on port 25: Connect failed. 

6. Type quit and then press ENTER. 
 

Because the connection to port 25 failed, we will now try to determine if 
there is a name resolution problem with the destination domain name. 
Note 
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7. In the command prompt window, type nslookup 
8. Type set type=mx and then press ENTER. 
9. Type contoso.msft and then press ENTER. 

Note the name of the mail exchanger (contoso.contoso.msft) and the 
Internet address, 10.10.6.133. 

10. Type exit and then press ENTER. 
 

Note Now we will try to connect directly to the IP address of the host. 
 

11. In the command prompt window, type Telnet 
12. Type set localecho 
13. Type open 10.10.6.133 25 and notice that the message that is returned is 

Connecting to 10.10.6.133… Could not open connection to the host, on port 
25: Connect failed. 
This message implies that there is a connection or address problem between 
your host and the remote system.  

14. Type quit 
15. Switch to Contoso. 
16. Click Start, and then click Run. 
17. In the Open box, type cmd and then click OK. 
18. In the command prompt window, type ipconfig and then press ENTER. 

Notice that the IP address is 10.10.6.103, rather than the 10.10.6.133 that is 
returned to DNS. 

19. Type exit and then press ENTER. 
 

 

The root cause for this failure was determined to be incorrect IP Address 
to Hostname resolution in DNS. 
Note 

 

 Resolve the problem and start the message flow 

1. Switch to AD01. 
2. Click Start and then click Run. 
3. In the Open box, type C:\TSLab\FixTSLabA.bat and then click OK. 

 



 HOL127: Troubleshooting Exchange Server 2003 Mail Flow  7 
 

 
 Test message flow 

1. Switch to Client01. 
2. In Outlook, click New to create a new mail message. 
3. In the To field, type iuser1@contoso.msft 
4. Type a subject and a brief message and then click Send. 
5. Close Outlook. 
6. Click Start, click Log Off, and then click Log Off again. 
7. Switch to Contoso. 
8. Switch to Outlook Express and then click Send/Recv. 
9. Confirm that you received both messages from user1 in the Inbox. Note: 

one message is the one you tracked that was queued up, and the other is the 
message you just sent.  

10. Close Outlook Express. 
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Exercise 2 
Troubleshooting Outlook Web Access 

In this exercise, you will troubleshoot a problem with accessing OWA from the 
Internet. 

 Connect to OWA from the Internet 

1. Switch to Contoso. 
2. Log on as Administrator with a password of MSEvent.123 if not already 

logged on. 
3. Start Internet Explorer. 
4. In the Address bar, type https://exfe01.nwtraders01.msft/exchange and 

then click Go. 
5. In the Security Alert window, click OK. 
6. Click Yes to acknowledge the certificate revocation notice, and then click 

Yes to acknowledge the security alert. 
7. Type a username of User1 with a password of MSEvent.123 and then click 

OK. 
8. Click New to create a new message. 
9. In the To field, type User2@nwtraders.msft 
10. Click Options, click to select the Request a delivery receipt for this 

message check box, and then click Close. 
11. Type a subject and a brief message, and then click Send. 
12. Click the Check for New Messages button and confirm that the delivery 

receipt was received. 
13. Close Internet Explorer. 

 

 Introduce a problem with OWA 

1. Switch to EXFE01. 
2. Click Start, and then click Run. 
3. In the Open box, type C:\TSLab\BreakTSLabB.bat and then click OK. 

 

 Attempt to connect to OWA from the Internet 

1. Switch to Contoso. 
2. Start Internet Explorer. 
3. In the Address bar, type https://exfe01.nwtraders01.msft/exchange and 

then click Go.  
4. In the Security Alert window, click OK. 

Notice the The page cannot be displayed message at the top of the page. 
Also notice the Cannot find server or DNS error message at the bottom of 
the page. 

5. Close Internet Explorer. 
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 Verify that DNS is working by pinging the server host name 

• To attempt to ping the server by its host name, open a command prompt, 
type ping exfe01.nwtraders01.msft and then press ENTER. 
Notice that the ping is successful. This confirms that the host DNS address 
is pointing to a valid and active host. 

 

 Attempt to connect to OWA from the front-end server 

To determine if there is a problem in the communication path between Internet 
Explorer and the Exchange front-end server, you will test communication from 
the front-end server.  This test would typically eliminate any router or firewall 
problems. 
1. Switch to EXFE01. 
2. Start Internet Explorer. 
3. In the Address bar, type https://exfe01.nwtraders01.msft/exchange and 

then click Go. 
4. In the Security Alert window, click OK. 

Notice the The page cannot be displayed message at the top of the page. 
Also notice the Cannot find server or DNS error message at the bottom of 
the page. 

5. Close Internet Explorer.  
Notice that you get the same result.  This indicates a possible problem on 
the Exchange back-end server.

 

 Attempt to connect to OWA from the back-end server 

1. Switch to EXBE01. 
2. Start Internet Explorer. 
3. In the Address bar, type http://exbe01.nwtraders01.msft/exchange and 

then click Go. Notice that https has been changed to http because the secure 
communication is to the front-end server. 

4. If prompted with a Security Alert window, click OK. 
5. In the User name box, type nwtraders01\user1 and in the password box, 

type MSEvent.123 and then click OK. 
Notice that you are able to get into the mailbox. This suggests a problem on 
the front-end server EXFE01. 

 

 Check Exchange Virtual Server settings 

1. Switch to EXFE01. 
2. Click Start, point to Programs, point to Microsoft Exchange, and then 

click System Manager. 
3. In Exchange System Manager, expand Administrative Groups, expand 

Redmond, expand Servers, expand EXFE01, and then expand Protocols. 
4. Expand HTTP and notice that the Exchange Virtual Server has a red X. 
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 Check default Web site configuration 

1. Click Start, point to Programs, point to Administrative Tools, and then 
click Internet Information Services (IIS) Manager. 

2. In IIS Manager, expand EXFE01 (local computer). Notice that the Web 
Sites folder has a red X. 

3. Expand Web Sites and notice that the Default Web Site is Stopped. 
 

 Check services on the front-end server 

1. Click Start, point to Programs, point to Administrative Tools, and then 
click Services. 

2. Click the Standard tab at the bottom of the right pane, and then click 
Startup Type to sort the list of Services. 

3. Review all services that have a Startup Type of Automatic. 
4. Right-click the World Wide Web Publishing Service, and then click 

Start. After the service has started, close Services. 
5. Switch to IIS Manager.   
6. Right-click the Web Sites folder and then click Refresh. Notice that the red 

X is removed from the Web Sites Folder. Close IIS Manager. 
7. Switch to Exchange System Manager. 
8. Click the Refresh button. 
9. Expand Administrative Groups, expand Redmond, expand Servers, 

expand EXFE01, and then expand Protocols. 
10. Expand HTTP. Notice that the red X is removed from the Exchange Virtual 

Server. Close Exchange System Manager. 
 

 Testing a connection to OWA from the Internet 

1. Switch to Contoso. 
2. Start Internet Explorer. 
3. In the Address bar, type https://exfe01.nwtraders01.msft/exchange and 

then click Go. 
4. In the Security Alert window, click OK. 
5. Click Yes to acknowledge the certificate revocation notice, and then click 

Yes to acknowledge the security alert. 
6. Enter a username of User1 with a password of MSEvent.123. 
7. Confirm that you successfully connect to OWA. 
8. Close Internet Explorer. 

 
 

The root cause of this failure was determined to be that the World Wide 
Web Publishing Service was stopped. Starting the service has resolved the 
problem. 

Note 
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Exercise 3 
Troubleshooting Problems with Receiving Internet E-mail 

In this exercise, you will troubleshoot a problem with a user that cannot receive 
Internet e-mail. 

Scenario A user in the sales department reports that he can send but not receive Internet 
e-mail. When an Internet user tries to send or reply to an e-mail message from 
this user, the Internet user receives a failed Delivery Status Notification. 
However, internal e-mail seems to work fine. 

 Create the problem 

1. Switch to EXFE01. 
2. Click Start, and then click Run. 
3. In the Open box, type C:\TSLab\BreakTSLabC.bat and then click OK.  

 

 Send an e-mail message 

1. Switch to Client01. 
2. Log on to Client01 as User3 with a password of MSEvent.123 
3. Start Outlook 2003 by clicking Start and then clicking E-mail. 
4. Click New to create a new e-mail message. 
5. On the To line, type iuser1@contoso.msft 
6. On the Cc line, type user1@nwtraders.msft 
7. Type a subject and a brief message, and then click Send. 

 

 Test internal e-mail 

1. Start Internet Explorer by clicking Start and then clicking Internet 
Explorer. 

2. To access User1’s mailbox by using OWA, in the Address bar, type 
https://exfe01.nwtraders01.msft/exchange/user1 

3. Click OK or Yes to acknowledge any Security Alerts. 
4. In the User name box, type User1 
5. Type a password of MSEvent.123 
6. Confirm receipt of the message from User3. 
7. Click Reply All, type a brief message, and then click Send to send a 

message to both an internal user and an Internet user. 
8. On Client01, switch to Outlook 2003. 
9. Confirm receipt of the message from User1. 
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 Test the reply from an Internet e-mail user 

1. Switch to Contoso. 
2. Log on as Administrator with a password of MSEvent.123 if not already 

logged on. 
3. To start Outlook Express, click Start, point to Programs, and then click 

Outlook Express. 
4. Logon as iuser1 with a password of MSEvent.123. 
5. Confirm receipt of the message from User3 and the message from User1. 
6. Open the message from User3, and then click Reply. 
7. Type a brief message, and then click Send. 
8. Click Send/Recv. 
9. Confirm receipt of an automatically generated Delivery Status Notification.  
10. Open the message and notice that delivery of the message to User3 failed. 
11. On Client01 switch to Outlook 2003. 
12. Confirm that the Internet e-mail message was not received. 

 
 

You have demonstrated the problem reported by the Internet user. An 
Internet user will receive a failed Delivery Status Notification when replying to 
a message sent by User3, an Exchange user. 

Note 

 

 Test a message sent by an Internet e-mail user 

1. Switch to Contoso. 
2. In Outlook Express, click Create Mail. 
3. On the To line, type user3@nwtraders.msft 
4. Type a subject and a brief message, and then click Send. 
5. Click Send/Recv. 
6. Confirm receipt of a failed Delivery Status Notification. 
7. Switch to Client01. 
8. Switch to Outlook 2003. 
9. Confirm that the Internet e-mail message was not received. 

 
 

You have demonstrated the problem reported by the Internet user. An 
Internet user will receive a failed Delivery Status Notification when sending a 
message directly to User3, an Exchange user. 

Note 
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 Test a message sent from the Internet to another user 

1. Switch to Contoso. 
2. In Outlook Express, open a message from User1. 
3. Click Reply, type a brief message, and then click Send. 
4. Click Send/Recv. 
5. Confirm that the message was sent with no errors, and that a failed Delivery 

Status Notification was not received. 
6. On Client01.switch to OWA. 
7. Confirm that the Internet e-mail message was received by User1. 

 
 

You have confirmed that the Internet user can send to other users and 
that those other users can send and receive Internet e-mail. 
Note 

 

 Check recipient filtering settings 

Recipient filter settings can block messages sent to specific recipients. You will 
determine whether recipient filtering settings are not being blocked to User3. 
1. Switch to EXBE01. 
2. Log on as Administrator with a password of MSEvent.123 if not already 

logged on. 
3. To start Exchange System Manager, click Start, point to Programs, point 

to Microsoft Exchange, and then click System Manager. 
4. Expand Global Settings. 
5. Right-click Message Delivery and then click Properties. 
6. Click the Recipient Filtering tab. 
7. Confirm that no recipients are listed, and then click Cancel. 
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 Check Internet Mail SMTP Connector settings 

The Internet Mail SMTP Connector can be configured to restrict messages 
based on content size (content restrictions) and whether they are from specific 
users or domains (delivery restrictions). You will review the Internet Mail 
SMTP Connector settings to confirm that users or messages are not being 
blocked. 
1. Switch to EXFE01. 
2. Log on as Administrator with a password of MSEvent.123 
3. To start Exchange System Administrator, click Start, point to Programs, 

point to Microsoft Exchange, and then click System Manager. 
4. Expand Administrative Groups, expand Redmond, and then expand 

Connectors. 
5. Right-click Internet Mail SMTP Connector (EXFE01) and then click 

Properties. 
6. Click the Content Restrictions tab and review the Allowed sizes setting.  

Confirm that no size limit is established. 
7. Click the Delivery Restrictions tab and review the settings. Confirm that 

By default, messages from everyone are accepted. Confirm that no users 
are listed in the Reject messages from box. 

8. Click Cancel. 
 

 Check mailbox limits 

1. Switch to EXBE01. 
2. Switch to Exchange System Manager. 
3. Expand Administrative Groups, expand Redmond, expand Servers, 

expand EXBE01, and then expand First Storage Group. 
4. Right-click Mailbox Store (EXBE01) and then click Properties. 
5. Click the Limits tab and review the settings. Confirm that no storage limits 

are established, and then click Cancel. 
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 Track an inbound Internet e-mail message using Message Tracking 
Center 

1. On EXBE01 in Exchange System Manager, expand Tools, and then click 
Message Tracking Center. 

2. In the right pane, type iuser1@contoso.msft in the Sender field. 
3. In the right pane, type exfe01.nwtraders01.msft in the Server field. 
4. In the right pane, type user3@nwtraders.msft in the Recipients field. 
5. In the Logged Between field, set appropriate dates and time to bracket the 

date and time that the message was sent. 
6. Click Find Now. 
 

If no messages were found, review the information entered into the 
search parameters and search again. 
Note 

 

7. In the lower pane, double-click the message from iuser1@contoso.msft. 
8. Review the Message History.  

Notice that the message was categorized and queued for routing. The 
categorizer queries Microsoft Active Directory® to determine where a 
message should be routed. A Non-Delivered Report (NDR) was generated 
after the message was queued for routing, which implies a problem with the 
results of the query to Active Directory. The next step is to check the 
directory entry for the user. 

9. Close the Message History. 
 

 Review the SMTP e-mail address 

1. Switch to EXFE01. 
2. Click Start, point to Programs, point to Microsoft Exchange, and then 

click Active Directory Users and Computers. 
3. Expand nwtraders01.msft, expand Managed Objects, and then click 

Users. 
4. In the right-pane, right-click User3, and then click Properties. 
5. On the General tab, review the address listed in the E-mail field. 
6. Click the E-mail Addresses tab. 
7. Review the E-mail addresses listed. 

Notice that the SMTP address is User3@sales.nwtraders.msft. Also notice 
that the Automatically update e-mail addresses based on recipient policy 
box is cleared. 

 
 

You have determined that the root cause for not receiving Internet e-mail 
is that the SMTP address for this user is incorrect. Also, any updates from 
recipient policies will not be applied automatically. 

Note 
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 Fix the SMTP e-mail address for User3 

1. Click to select the Automatically update e-mail addresses based on 
recipient policy check box. 

2. In the E-mail addresses box, click the SMTP e-mail address, and then click 
Edit. 

3. In the E-mail address box, type User3@nwtraders.msft then click OK 
and then click OK. 

 

 Verify the fix 

1. Switch to Contoso. 
2. In Microsoft Outlook® Express, click Create Mail. 
3. On the To line, type user3@nwtraders.msft 
4. Type a subject and a brief message, and then click Send. 
5. Click Send/Recv. 
6. Switch to Client01. 
7. Switch to Outlook 2003. 
8. Confirm that the Internet e-mail message was received. 
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