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1.0 Overview 

In the past three decades, information and communication technologies (ICT) have helped to 

transform both the global and Australian economies and enable private enterprises and 

governments to achieve unprecedented results.  Greater productivity, more efficient internal 

processes and new ways of collaborating within organisations, with partners and customers 

are helping companies of all sizes to compete more effectively in fast-paced global markets. 

Governments are also taking advantage of these advances to operate more efficiently and 

deliver services more effectively to citizens. 

 

The promise of the Internet has only begun to be realised as a catalyst of innovation, 

education, and expanding global economic growth.  Left free to realise that promise, there 

are few areas of our lives that cannot be dramatically benefited from this new interconnected 

world. 

 

As a sector, the economic and social footprint of the ICT industry in Australia is considerable 

and recent Australian Bureau of Statistics (ABS) data places total employment at close to 

300,000 and more than $44 billion in industry added value1, representing more than 4% of 

GDP (compared to a worldwide average of 2.5%)2  This means that ICT contributes more to 

GDP than the agricultural, forestry and fishing sector and is roughly the same size as the 

mining and transport sectors.3  Moreover, a 2007 industry analysis by IDC predicted that 

more than 1,200 new IT companies would be generated over the next four years in Australia 

and an additional 40,000 new jobs would be created, a significant number of which will be in 

the software sector.4  

 

But, as significant as the ICT sector is to the Australian economy, it is not surprising that it is 

often underplayed as a distinct contributor to national prosperity.  This is perhaps because 

ICT is very much the enabler of innovation and success in other sectors and industries and 

can mask the very real contribution of the component parts of the ICT ecosystem.   Ironically, 

this might be a signal of success for the sector, as increasingly the digital economy is 

becoming indistinct from the mainstream economy. 

 

Therefore, in building the policy and regulatory frameworks, incentive models, education and 

training programmes and finally the security and safeguards for the digital age, Microsoft 

strongly believes that the Australian economy and the community as a whole will greatly 

benefit both in the short-term and long-term from greater emphasis on the role of ICT in the 

broader economy.  With the world economy facing one of the most challenging periods in 

over a century, it is a fitting time to canvass how ITC can help be a fulcrum for positioning 

Australia as a more sustainable and efficient economy, not only by leveraging the impact 

that this sector itself can play in employment and wealth creation, but, by allowing ICT to 

amplify those areas of natural and comparative advantage and reducing the barriers and 

impediments that also confront Australia and its citizens.    

 

                                                           
1
 Australian Bureau of Statistics.  Information and Communication Technology, Australia, 2006-07  

2
 IDC Economic Impact Report.  October 2007 

3
 Australian Bureau of Statistics. Year Book Australia 2008.   

4
 Ibid 

http://www.abs.gov.au/AUSSTATS/abs@.nsf/mf/8126.0
http://www.abs.gov.au/AUSSTATS/ABS@.NSF/7d12b0f6763c78caca257061001cc588/375b5f6e9fa69d6aca2573d20010a31c!OpenDocument
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Perhaps there has been no better time to look at our current ICT investments as a nation, the 

government policy that guides those investments and finally how we can encourage open 

innovation to increase national productivity, transform our economy and better position 

Australia competitively for when the global economy performance improves.  

 

Microsoft is therefore pleased to provide comment on the Australian Government‘s Digital 

Economy Future Directions Consultation Paper, as we share in the vision for Australia to be a 

leader in building a modern, connected and dynamic economy, underpinned by the 

adoption of ICT, incentives to use them strategically and finally the skills and knowledge to 

ensure that they are used effectively and safely.  

 

As the world‘s leading technology company, Microsoft has a key role to play in deploying 

leading edge solutions at almost every level in the economy - government, commercial and 

citizen.  In responding to the Consultation Paper we hope to be able to provide not only 

comment and advice, but share best practice from our experience from Australia and around 

the world. 

 

 



4 | P a g e  
 

2.0 Access to Public Sector Information 

The public sector at all levels of government – local, state and federal – is a repository of 

information of contemporary, historic and dynamic nature.  This information can be as 

extensive as census and geospatial data, through to discrete such as the location of public 

utilities and bus stops.  In addition, the cultural and archival information that the public 

sector retains is an important resource for the community with ICT providing a scalable 

option for making PSI both accessible and meaningful in a variety of contexts. Microsoft 

believes that there are compelling community and commercial drivers for leveraging ICT to 

enable citizens to derive greater value from the considerable collection of PSI. 

 

The Consultation paper opens by asking what categories of PSI require fast-tracking for the 

digital economy. That is a difficult task as the data that is available might not be the data 

that is reliable, useful or applicable to ICT applications.  To that end, we suggest a starting 

point might not necessarily be what information is available, but what information gaps are 

in the community and what are the most effective means to fill those gaps with the PSI 

currently available, or, what additional data needs to be collected.   

 

Some areas of need that immediately spring to mind are healthcare, education, transport 

and public safety, as these have the greatest interest to the broad community.  Moreover, 

any efficiencies realised from the release of PSI in these areas could be returned to the public 

sector in the form of social dividends such as reduced healthcare costs, improved education 

standards, lower crime and so forth.  Naturally, the private sector will look for ways to take 

existing technologies and apply them to the provision of PSI for commercial gain.  This 

should be encouraged as it provides not only an alternative market for the information that 

government collects and holds, but also acts as a catalyst for innovation.   

 

In addressing innovation and the 

use of PSI, perhaps the best 

example of this is the use of 

geospatial information.  In recent 

years the application of tools such 

as Microsoft‘s Virtual Earth 

platform, amongst others, have 

demonstrated what additional 

value can be created not only for 

the commercial providers, but 

consumers, citizens and even 

government agencies in providing 

rich information localised for 

discrete audiences and user needs.   

 

One example of this is the partnership between Microsoft, Diabetes Australia to launch the 

first national map monitoring the spread of diabetes in Australia.5  The Australian Diabetes 

Map uses groundbreaking information technology to present population data about 

Australians diagnosed with diabetes.  

                                                           
5
 www.diabetesmap.com.au   

http://www.diabetesmap.com.au/
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This map is an online service launched by Diabetes Australia and will be available to 

everyone including healthcare professionals, politicians, communities and researchers to help 

bring a better understanding of the disease.   It can be searched by location, electorate, 

state, postcode and suburb and also provides breakdowns by gender, age and type of 

diabetes.   

 

The Australian Diabetes Map data is sourced from the National Diabetes Services Scheme 

(NDSS) Registrant database and has been developed in partnership with Hands-on Systems 

using Microsoft virtual Earth technology.  This type of information is also available for each 

state, postcode, suburb and electorate in Australia, with a comparison to the national 

average.   The Map is helping to deliver valuable tools to healthcare providers and policy 

makers to offer improvements and change for people with diabetes. By providing better 

visual communications of Australians diagnosed with diabetes, it not only helps raise 

awareness, but also provides an opportunity to share best practice solutions as well as 

identifying trends and patterns that fall outside the national average. 

 

Clearly, this technology platform can be used to help track and trace other diseases and help 

delivered and monitor public health programmes.  In this case the data gathered was from a 

non-government source, but other applications of the same technology would benefit from 

information sourced from the public sector.   

 

Addressing the preferred formats to enable the most effective use of PSI, we believe that 

open standards should be used or developed to guide innovators and developers of PSI-

based solutions and encourage open innovation in the ITC ecosystem through a neutral 

stance on open-source and proprietary software applications using PSI.  Indeed, today 

computing environments utilise both of these development, business and licensing models, 

and there is a trend toward proprietary software and Open Source Software developers 

embracing each other‘s principles and moving toward more neutral, often hybrid software.  

In the case of solutions using PSI, the guiding principle for government should not be the 

nature of the software solution, but the efficacy, openness and interoperability of the 

software. 

 

In terms of licensing, Microsoft believes that governments should select a licensing 

framework for the PSI that advance an underlying public policy objective and should, in 

general, promote the public interest overall.  In our opinion, this should be done while 

acknowledging, protecting and respecting any personal rights of individuals.  In this context, 

a general preference for maximising the availability of PSI with a presumption for openness 

and non-discriminatory access is an appropriate starting point. 

 

In respect of software developed with or through the investment of public funds, Microsoft is 

conscious of the potential for such software to be further developed and potentially 

commercialised by, or in collaboration with, the private sector. To enable such 

commercialisation to occur and potentially generate a return to taxpayers, it is necessary to 

look to permissive licensing terms that will potentially attract further private investment. 

Government should determine on a case by case basis the best way for the community to 

get the greatest return possible on its investments in software. 
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3.0 Digital Confidence 

 

The connected world and economy we live in has provided a fertile ground for innovation, 

education and expanding economic growth.  Yet, this miracle of positive change is 

threatened by a new kind of vandalism, harassment, and outright criminality.   

 

Concerns about the collection and use of personal data have the potential to erode public 

confidence in digital commerce.  Spam, once just an annoyance, has become a very real 

threat to computer security and even endangers the viability of e-mail communications.  

Criminals impersonate legitimate companies to perpetrate identity theft.  Child predators 

prey upon unsuspecting minors and, computer viruses, worms, and other malicious software 

have become increasingly sophisticated in penetrating the ever new defences arrayed 

against them. 

 

Public policy development, law enforcement, technology innovation and collaboration 

between the public and private sector play a vital joint role in helping deliver a trustworthy 

computing experience and enhancing digital confidence.  But as strong as this partnership 

may already be in Australia, as a society and as an economy, if we want online activity to 

provide all its potential benefits to government, business and individuals, security in the 

digital environment cannot remain at current levels.  

 

The primary goal of digital security is to protect the confidentiality, integrity, and availability 

of data and systems—the attributes that criminals attack.  To the extent security protects the 

confidentiality of data, it serves to protect privacy.  This initial focus on security is appropriate 

because the Internet has proven to be a great medium for committing crime. Not only was it 

designed without concern for security, but it has four key attributes that are attractive to the 

criminal elements:  

 

1. Global connectivity;  

2. Anonymity;  

3. Lack of traceability; and 

4. Valuable targets.  

 

In addition, it is difficult for computer users to know, or find out, what programs are running 

on their machines, what machines they are connecting to, and with whom they are dealing.   

As a result, those prone to prey electronically on others have considerable opportunity for 

success, with little risk of being identified and being held accountable for their actions.  

 

 It is correct to both assume and hope that the use of the Internet and the digitally 

connected economy will continue to grow, expanding its reach and resulting in even more 

online activity.  Indeed, new connection models, such as ―Anywhere Access‖ (where peer-to-

peer connections enable new business models and allow people to access their data from 

anywhere on any device), mean that global connectivity and the number of valuable targets 

will increase, thus attracting even more criminal activity.  It is therefore critically important 

that we find a way to both improve the security of computer networks and put people back 

in control of their computer environment. 
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Although Microsoft, and many other organisations, have taken significant steps to improve 

the security and privacy of their products and services, these activities alone will not make 

the Internet secure enough and privacy-enhanced enough for many of its potential uses. 

Thus, Microsoft welcomes the opportunity to respond to the Consultation Paper and, 

through our response, wants to spark a discussion how policy makers and related 

stakeholders might fundamentally ―change the game‖ on digital security.  In doing so, 

Microsoft aims to provide a framework for discussing the myriad of social, political, 

economic and technological issues that must be addressed if we want to create a 

meaningfully more secure and privacy-enhanced Internet and digital economy. 

 

In short, in our view, changing the game requires two things: first, building a ―trusted stack,‖ 

with suitably strong authentication of hardware, software, people, and data; and second, 

improving the ability to audit events to provide accountability.  In addition to these, given 

the exponential growth of personal identifiable data that is being collected and harvested 

through consumers and citizens‘ interaction through the Internet and the digital economy, 

we must also grant people better control over their digital personas to enhance privacy.  

 

This trusted stack, combined with better mechanisms to protect privacy, will enable what 

Microsoft has labelled ―End to End Trust‖ - giving people, devices, and software the ability to 

make and implement good decisions about who and what to trust throughout the 

ecosystem.  It is our belief that this will help protect security and privacy as well as help bring 

criminals to justice, protect information, and provide a trusted on-line experience for 

businesses and consumers alike.  Without this level of confidence, not only the digital 

economy, but the economy as a whole will suffer and occlude the development and 

expansion of on-line services and commerce. 

 

3.1 Preserving Privacy and Validating Identity: 

 

The massive and rapid flow of personal information over the Internet has played a key role in 

this transformation by supporting intelligent data analysis, expanded sales and service 

channels, and more innovative approaches to addressing organisational challenges.  Yet as 

organisations handle growing volumes of personal data, and use it in an increasing variety of 

ways, they also face more compliance requirements and a greater responsibility to 

adequately protect the privacy and integrity of this data. 

 

Many consumers, business leaders, government policymakers and privacy advocates are 

calling for more effective policies, processes and technologies to protect and manage the 

personal information entrusted to organisations.  These organisations must balance the 

desire to optimise the flow, utility and value of this information with the responsibility to 

safeguard it from loss, theft and misuse. 

 

Meanwhile, protecting users‘ privacy and keeping their information secure have become 

more difficult.  Widely publicised security and data breaches both here in Australia and 

overseas, combined with rising consumer anxiety about identity theft and the privacy of 

personal information, are eroding public trust in the Internet and threatening to dampen 

online services and the digital economy.  
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Microsoft asserts that the lack of sufficiently workable identity and access capabilities across 

the Internet and connected devices is one of the single most significant factors threatening 

the development of Internet-based activity and, by extension, the future of Australia‘s digital 

economy.   

 

As a result of this belief, Microsoft and others in the ICT industry have been collaborating for 

several years in an effort to address a number of the technical underpinnings required to 

deliver a workable solution.  Most of the technical enablement is now actually available – and 

in a standards compliant, technology agnostic form.  However, the role of government is so 

significant in the realisation of a workable solution to this issue that without participation 

government will fail to see practical improvement.  Just as government has played a role in 

establishing mechanisms for local, regional and global travel, government must now step up 

to a new role in facilitating global connectedness for our economy through the Internet. 

 

In the physical (or offline) world, identity verification, for example, is commonplace and 

operates effectively enough to ensure support for various personal and commercial activities 

– driving, overseas travel, banking etc.  Many of the well recognised examples of identity 

claims are provided through government agencies and often underpinned by ―in-person 

proofing‖ augmenting assurance in the trust chain.  Most of these well established examples 

work because workable levels of trust are generated through mechanism that provide 

mutual  authentication; namely, the person or entity asking you for proof of identity can also 

provide you with proof of their identity.   When a police officer asks for your driver‘s licence, 

the officer‘s uniform, badge and other readily identifiable elements (along with the context 

of the interaction) help to validate that request.   

 

This is not the case in the online world.  There is currently no practical way to verify the 

identity of the website (let alone person) you are connected with across the Internet.  The 

present model allows a bank to verify the user through a shared secret (i.e password), but 

the user has no proof that it is indeed their bank‘s website to which they are providing their 

password.  This is why social engineering exploits such as phishing have developed so easily.  

It is often even worse with people connecting through social networking sites where parties 

cannot authenticate each other except via the high level rules governing the networking site 

itself.  The simple fact is that the Internet is a wonderful medium for connecting people, 

devices and systems to propel our economy but must be supplemented with workable 

chains of trust underpinned by recognised providers such as governments. 

 

Microsoft has been a long term and active leader in this area and we would like to call out 

four specific papers which have either been made public or shared freely with organisations 

such as the EU.  Together, the four papers provide a very clear articulation of the issues 

relating to identity and access control on the Internet and a suggested way forward for 

governments.  They are: 

 

1. A Principle driven approach: ―Laws of Identity‖; 

2. The issue of Trust: ―End to End Trust‖; 

3. Context for Policy makers: ―Microsoft Letter to Attorney’s General‖; and 

4. Implementing this new approach: ―Proposal for Common Identity Framework‖. 
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Establishing a new Identity Model for Internet based activity is not fundamentally a technical 

task, but a significant body of work that has developed over the last four years driven by the 

broader ICT industry.  This has culminated in a set of Laws of Identity6 that frame those 

aspects that are at least necessary for workable trust within the digital medium.  These laws 

have developed with three groups revolving around issues of privacy protection, technology 

agnosticism and putting the user at the centre of design concerns.  The following table 

provides a brief summary and a full copy is provided in Appendix A: 
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User control and 

consent 

Technical identity systems must only reveal information 

identifying a user with the user‘s consent.   

Minimal disclosure 

for a defined use 

The solution which discloses the least amount 

of identifying information and best limits its use is the 

most stable long term solution 

Justifiable parties 

 

Digital identity systems must be designed so the 

disclosure of identifying information is limited to parties 

having a necessary and justifiable place in a given 

identity relationship. 

Directed identity 

 

A universal identity system must support both ―omni-

directional‖ identifiers for use by public entities and 

―unidirectional‖ identifiers for use by private 

entities, thus facilitating discovery while preventing 

unnecessary release of correlatable information.    
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Pluralism of 

operators and 

technologies 

A universal identity system must channel and enable the 

inter-working of multiple identity technologies run by 

multiple identity providers 
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 Human integration The universal identity metasystem must define the 

human user to be a component of the distributed 

system integrated through unambiguous human-

machine communication mechanisms offering 

protection against identity attacks 

Consistent 

experience across 

contexts 

The unifying identity metasystem must guarantee its 

users a simple, consistent experience while enabling 

separation of contexts through multiple operators and 

technologies. 

 

Dealing with the issue of trust on the Internet is extremely complex as the user is often 

required to arrive at a single decision- such as pressing a button - but required to assess the 

trustworthiness of multiple links in what represents a chain of trust from the device they are 

using, the software that runs on it, the person with whom they are connecting, data they are 

exchanging and so on.   

  

                                                           
6
 http://www.identityblog.com/stories/2004/12/09/thelaws.html.  

http://www.identityblog.com/stories/2004/12/09/thelaws.html
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There are four dimensions of trust that are relevant here: 

 

1. Trust is not binary; some things may be trusted completely, trusted not at all, or 

trusted only for limited purpose or time frame. 

2. Trust decisions may be static or dynamic. For example, in the physical world, once 

trust is established, we often maintain that trust for long periods of time until some 

event shakes our faith. By contrast, on the Internet, trust may be incredibly dynamic: 

my computer may be fully patched one minute, missing an update the next,  

3. Trust decisions may be influenced by how easy it may be to reverse a decision if 

things go wrong. 

4. It may be hard to make reliable trust decisions because of the opaqueness of the 

Internet and its components. In the physical world, people get visual clues from 

others that we instinctually recognize and assess correctly (a warm smile). Applying 

these physical world concepts to electronic transactions is difficult.  

 

If we are to see the Internet grow in our digital economy, we must also create an 

environment where accountability—and therefore deterrence—can be achieved.  To do this, 

we must have access to a trusted stack: (1) security rooted in the hardware; (2) a trusted 

operating system; (3) trusted applications; (4) trusted people; and (5) trusted data. The entire 

stack must be trustworthy because these layers can be interdependent, and a failure in any 

can undermine the security provided by the other layers.  And when trust is misplaced, it 

must be possible to identify the improvidently relied-upon party and have the right social 

and political mechanisms in place so that proactive and reactive steps can be taken.  An 

appropriate audit capability can provide the evidence needed to inform response and drive 

an accountability framework. 

 

Microsoft has developed a white paper called ―Establishing End to End Trust‖ that 

comprehensively articulates what this ―end to end trust‖ equation looks like and how 

Microsoft and others are pursuing it.  The paper also calls out the role of both industry and 

government.  The full paper has been appended in Appendix B. 

 

It is not surprising, therefore, that a company like Microsoft has invested so much time and 

resources into looking at build confidence in the online world.  Our business relies on a 

confident environment and we have a responsibility to help build technologies that deliver a 

trustworthy computing experience.  Accordingly, most of the development of Identity and 

Access (ID&A) capability in the digital realm has occurred within the aegis of technologists 

such as Microsoft.  In fact, ID&A fundamentally developed to support access to ICT systems 

within organisations and has only relatively recently moved out beyond organisational 

boundaries to embrace access by consumers and between consumers. 

 

We understand the considerable challenges to those that are charged with creating and 

implementing strategy and policy in support of this.   Consequently, when the US Internet 

Safety Technical Task Force released their paper ―Final Report of the Internet Safety Technical 

Task Force to the Multi-State Working Group on Social Networking of State Attorneys General 
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of the United States‖7 Microsoft, took the opportunity to craft a response in the form of an 

open letter directed specifically at policy makers and implementers.  A copy of which is in 

Appendix C.   

 

In this letter, Scott Charney, Microsoft‘s Chief Security Adviser sets out the major challenges 

for policy makers as well as some suggestions of a way forward.  Although the Taskforce‘s 

paper deals with social networking and cyber bullying in particular, the principles of the 

response are applicable across the broader digital economy, namely, that the online identity 

challenge is one of the major hurdles our society faces as we become increasing digital in 

our interaction.  In this letter, Microsoft calls on policy makers to help change the game 

through: catalysing the availability and use of more secure digital identities; building on 

open, interoperable technologies; and, by government helping create ways to prove 

identities on-line and use these technologies in the delivery of government services.  Below 

is a more detailed breakdown of the ways in which the games can be changed. 

 

3.2 Changing the Game: Protecting Personal Information on the Internet 

 

It is important to educate consumers and help them make informed judgments about 

disclosing private information, to promote responsible data governance practices among 

organisations and to punish those who commit identity theft crimes.  Australia has been a 

leader in this area through consumer awareness campaigns such as National e-Security 

Awareness Week, the Australasian Consumer Fraud Taskforce‘s Scams Target You campaign, 

law enforcement initiatives such as the establishment of the Australian Federal Police‘s High 

Tech Crime Centre and membership of the international Virtual Global Taskforce and the 

Australian Law Reform Commission‘s comprehensive review into the federal Privacy Act. 

 

While public education, policy development and law enforcement are critical, an even better 

approach to enhancing security and privacy is to reduce reliance on ―shared secrets‖ such as 

usernames, passwords, birthdates and government ID numbers to establish the right to do 

something online.  In addition to being relatively easy to steal, these shared secrets can be 

difficult to remember, update and manage.  We need to employ new identity practices 

online that are just as reliable, but better protect against fraud and abuse – identities that 

leverage technology to give end users more direct control over their digital identities. 

Instead of requiring users to produce personal information to establish their identity, we 

should think of personal information as too valuable to be shared directly.  

 

Microsoft has analysed this problem in depth, at both a policy level and a technical level.  

The aforementioned Laws of Identity help define ground rules for designing services of all 

types to allow individuals to access those services while disclosing a limited amount of 

Personally Identifiable Information (PII). To put it in technical terms, we should enable a 

system whereby users—or electronic systems—can present not PII itself, but digital identities 

containing only the minimum claims necessary to enable interactions and trust 

establishment online.  This type of system defines new identity practices for the Internet. 

 

                                                           
7
 http://cyber.law.harvard.edu/pubrelease/isttf/ 

http://cyber.law.harvard.edu/pubrelease/isttf/


12 | P a g e  
 

In the offline world, it is worth considering how a cheque represents a right to claim certain 

assets of an individual or organisation that are held at a bank or other financial institution. 

Similarly, we can use technology to create a token that represents certain rights and 

therefore serves as a medium of trade and exchange.  As long as personal information is 

used for authentication on the Internet, the incentive to steal it is high. But if better practices 

provide no personal information and reveal no information of value to anyone other than the 

holder, the incentives and opportunities for identity theft will be drastically reduced. 

 

To open a bank account on which cheques can be written, or to cash a cheque, one needs to 

provide some form of identification.  Commerce and other online activities also require a 

form of identification.  You have to show both that you have the right to claim certain assets 

and that you are the person entitled to that right.  To better secure this aspect of online 

activity, Microsoft has worked with a variety of other organisations to create a system based 

on Information Cards.  Information Cards are intended to work within an interoperable, 

neutral framework.  Microsoft‘s Information Card client software is called Windows 

CardSpace8, but users of other software can also create Information Cards.  Information 

Cards complement other Internet identity architectures and are built on a commonly 

accepted set of Web protocols.  Interoperable Information Card technology is being 

deployed in, and works between, a wide variety of systems supplied by different vendors.9 

 

3.3 Information Cards 

 

Information Cards are not physical cards; rather, they are sets of data pointers that sit on a 

PC or a mobile phone. They are analogous to tangible cards in a person‘s wallet.  In much 

the same way that a person might use a student ID card to get free admission to a museum 

or a frequent-shopper card to get a discount on groceries, a digital Information Card issued 

by one entity can be used to verify the card owner‘s identity with another entity, as long as 

the card includes the necessary data. 

 

How does this work?  The creation and use of Information Cards involves three parties.  The 

first party is the entity that issues the card.  In the case of a card for use in sensitive 

interactions, the issuer might be a government, business or non-profit organisation.  For less 

sensitive uses, individuals might issue themselves a card.  The second party, or relying party, 

is whoever needs to accept the card during a transaction.  The third party is the cardholder, 

who decides which card to present in a given transaction. 

 

How does the use of Information Cards reduce the risk of identity theft?  For starters, the 

person‘s username and password aren‘t transmitted when an Information Card is presented 

to a Web site, so they can‘t be stolen.  Information Card technology also supports a range of 

robust encryption methods that help prevent tampering with the data on the card or 

snooping to intercept it in transit.   

 

 

 

                                                           
8
 http://www.microsoft.com/windows/products/winfamily/cardspace/default.mspx  

9
 For a further description, see http://research.microsoft.com/~mbj/papers/CardSpace_One-Pager.pdf. 

http://research.microsoft.com/~mbj/papers/CardSpace_One-Pager.pdf
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Information Cards also allow relying parties to request the minimum amount of personal 

information needed to authenticate an identity in a given transaction.  For example, a 

particular card might have 10 fields—for name, address, birth date, credit card number, 

frequent flyer number and so on—but depending on the situation, a relying party might 

need only two fields of information to complete the transaction (such as name and birth 

date). 

 

Information Cards are designed to prevent data that is shared in one context from being 

reused in a different context.  This is accomplished through creating a unique set of keys for 

each combination of Information Card and relying party.  Through the use of this security 

technique, the information used for transactions on one Web site is not available to other 

Web sites.  Finally, because Information Cards allow the user to supply additional 

authoritative information (such as name and e-mail address) on demand to Web sites for 

authentication or other purposes, there is less need for organisations to store this data in 

their systems for long periods of time—and thereby run the risk of it being stolen.
10

  

 

To further advance the interoperability and adoption of this technology, Microsoft and an 

array of other prominent companies recently formed the non-profit Information Card 

Foundation.11  Members of this foundation - including Equifax, Google, Novell, Oracle and 

PayPal - share Microsoft‘s commitment to fostering a simpler, more secure and more open 

digital identity on the Internet, increasing users‘ control over their personal information, and 

enabling mutually beneficial digital relationships between people and businesses. 

 

3.4 Identity Verification 

 

For uses such as e-commerce, online banking and online government services, it‘s vital that 

the Information Card‘s contents be verifiable with a high degree of certainty.  Indeed, the 

identity claims we typically use in sensitive situations—such as name, driver‘s license number 

and government ID number—are generally based on previous verification when we were 

physically present.  For example, hospitals issue birth certificates based on eyewitness 

evidence of a newborn‘s entry into the world.  Later, when we‘re older, we might use that 

birth certificate to get a driver‘s license or passport from a government agency.  We might 

then take this other document to a bank to open an account or to an airline counter to check 

in for a flight. 

 

A safer Internet must support a variety of options for establishing confidence in digital 

identities.  These options may be based directly on, or be derived from, in-person verification 

by a reliable entity, guarantors, existing relationship data, or companies that provide this 

type of reputation service.  For example, merely entering a driver‘s license number on an 

online credit application does not carry the necessary degree of trustworthiness. The driver‘s 

license might be a stolen one, or the person using the number might be someone other than 

the person who was issued the license. 

 

                                                           
10

 A more detailed overview of this technology can be found at http://www.identityblog.com/wp-

content/resources/Identity_Metasystem_EU_Privacy.pdf. 

11
 ―Technology Community forms Information Card Foundation to Simplify Secure Online Digital Identity,‖ June 24, 2008. 

http://informationcard.net/files/ICFPressRelease6-24-08.pdf. 

http://www.identityblog.com/wp-content/resources/Identity_Metasystem_EU_Privacy.pdf
http://www.identityblog.com/wp-content/resources/Identity_Metasystem_EU_Privacy.pdf
http://informationcard.net/files/ICFPressRelease6-24-08.pdf
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A more trustworthy approach for the Internet would involve designating mechanisms and 

processes for establishing validated digital identities.  One such mechanism might involve 

places where people could go to present validated physical identification based on in-person 

verification and then obtain a digital form of identification with similar reliability.  Depending 

on the country and required level of assurance, such designated locations might include post 

offices, local council chambers, libraries or even private enterprises such as banks or mobile 

phone stores. Governments and private institutions could also strengthen their digital 

identities based on in-person verification and embed them in Information Cards for use on 

the Web.   

 

It‘s also important to recognise that digital identities go through a regular life cycle, from 

issuance, to use and, ultimately, to retirement.  An identity system must take into account all 

aspects of this life cycle because a weak process at any stage will reduce assurance of 

identity to the lowest level.  For example, if an identity is issued based on a high-assurance 

process but is inadequately safeguarded in its use, the assurance of that identity ultimately is 

reduced. 

 

3.5 Tackling “Inside Job” Identity Theft 

 

Establishing a framework for issuing and using more trustworthy digital identities on the 

Internet also requires protections against ―inside job‖ identity theft, whereby a person 

working inside a government or a bank - an institution that creates identities in the first 

place - gains access to someone‘s information associated with the Information Card or 

creates fraudulent Information Cards.   

 

Microsoft is working to tackle insider threats through a technology called U-Prove.  U-Prove 

employs cryptography to safeguard the data needed for a transaction while preventing 

systems from being able to pull together information about users from various sources.  
Such linking of information across sources is a significant risk to privacy because the more 

pieces of data a criminal has about an individual, the more easily the criminal can take 

control of that person‘s identity.  The use of U-Prove can help reduce a criminal‘s ability to 

steal identities by accruing various pieces of information over time. 

 

3.6 How Governments and Business Can Help 

 

Advanced technology such as Information Cards and U-Prove can do much to ―change the 

game‖ with respect to identity theft by helping to discourage criminals from gathering PII 

and minimising the damage when security breaches occur.  But making this approach the 

standard practice for online commerce will require much more than just rolling out the 

technology.  To truly change the game requires a collective effort and changes not just to 

technology but to information-handling practices, how technology is deployed, and the 

creation of both legal and business infrastructure to support the use of digital identities, 

rather than personal information, to enable interactions on the Internet.   
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Microsoft has learned through past experience why important efforts sometimes fail.  One 

reason is misalignment between technology, social forces and policy values, and market 

dynamics.  We believe that these important aspects can be aligned in the effort to address 

digital identity on the Web, and we offer some suggestions on how they should be aligned. 

In many respects, governments are well positioned to lead the effort to reduce identity theft 

because of their role in passing laws, protecting market incentives and preserving social 

values.  

 

3.7 Adopting the Technology  

 

First, governments can advance this vision by adopting and supporting the Laws of Identity 

and beginning to deploy advanced technologies such as Information Cards and other related 

identity technologies in their own operations.  This spans both internal systems, such as 

computer networks used by government employees, and e-government systems, such as 

online services used by the public to obtain government benefits, pay license fees and 

contribute comments to administrative proceedings.  

 

These government enterprise systems are among the largest creators, consumers and 

processors of identity information and therefore hold tremendous influence over how private 

and secure it can remain.  As noted earlier, the Information Card technology is intended to 

be deployed in an interoperable, vendor-neutral framework.  It won‘t matter which vendor‘s 

servers or software are deployed in an enterprise or government system, and most if not all 

systems should be capable of making the system changes needed to handle identity-based 

transactions through an Information Card approach. 

 

Governments can also help encourage this transition by working with the technology and 

business community to agree on approaches for data governance and the types of robust 

technology infrastructures needed to support those processes.  While governments use 

technology within their own operations to reduce the extent to which personal information is 

exchanged, they can also drive change by encouraging other organisations to use tools that 

limit the disclosure of PII and the unnecessary aggregation of data, which can lead to a host 

of security and privacy risks. 

 

From there, governments and organisations can help build greater trust in the online realm 

by promoting, both through legal and procedural means, the availability of easily obtained 

digital identities - the piece of software code that makes identity assertions in order to 

authorise people‘s online access to data and services.   For example, government agencies 

are logical avenues for providing in-person verification of identity claims at venues such as 

public facing government service desks (e.g. post office, local council chambers, RTA etc) 

 

As noted above, in-person verification of identity may serve as the basis for identity claims 

presented by Information Cards.  This offers a much stronger form of identity than is 

currently used online (e.g., a username and password created by the user).  However, we 

recognise that users and businesses will not want to sacrifice convenience and ease of use 

when it comes to online identity methods.  In that light, we suggest that governments help 

foster the creation of additional means of obtaining verified digital certificates. 
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3.8 Striving for Maximum Consumer Convenience  

 

To increase the adoption of more secure identity systems, consumers will need convenient 

opportunities to obtain digital identification based on verification. Many business that rely 

on identification as part of the services (mobile phone retailers and banks) may be inclined 

to offer this service as a logical extension of their existing business.  However, these private 

businesses could be vulnerable to litigation if they are victims of fraud—if, for example, 

someone presents a fake passport or if an identity that the business issued is compromised. 

 

To address this concern, government could develop frameworks to address the liability 

issues associated with the use of digital identities in the context of business transactions, so 

that potential litigation does not unduly constrain this opportunity for businesses and for 

consumers.  For instance, if an Information Card somehow falls into the wrong hands and is 

used to commit a crime, to what extent should the issuer, the relying party and the ID holder 

be held accountable?  This question could apply to governments as well, such as in the case 

of school-issued ID tokens being stolen.  It will be important to address these questions, and 

to think carefully about who is authorised to provide digital identity credentials in this new 

system.  We believe, however, that consumers, merchants and IT system managers will want 

to minimise the disruption to their current services in the trade-off between security and 

convenience.  

 

Microsoft understands that this is a bold proposal.  To achieve these goals, it is important to 

address all of the complicated social, political, economic and technical issues involved and to 

do so through open dialogue aimed at common objectives.  Governments can serve as 

crucial conveners in this regard, both locally and internationally.  On a variety of other issues 

that affect the public, governments have successfully created expert panels, convened 

discussion forums and fostered opportunities for generating input from business and 

industry, academia and non-governmental organisations.  

 

All of these interests and perspectives should be reflected in discussions about this approach 

to digital identity—including how to implement the infrastructure needed to support digital 

identities and how best to incorporate these identities into government systems that issue 

identities, process benefit claims or provide other services.  Such a dialogue will also be 

crucial to driving consensus on important policy decisions, such as how to effectively use 

digital identities to replace PII and appropriately balance anonymity with accountability on 

the Internet. Governments can play a key role as conveners of, and participants in, this 

dialogue. 

 

Combating the complex problem of identity theft demands a holistic strategy that combines 

effective consumer education programs, robust technology tools, responsible business 

practices, a strong legislative framework, law enforcement engagement and expanded victim 

assistance.  Some recommended starting points include: 

 

 Increasing consumer education about identity theft and its prevention; 

 Implementing appropriate identity authentication mechanisms;  

 Identifying and developing data governance policies and processes in support of 

digital identities; 
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 Ensuring high levels of privacy and security throughout the Internet technology 

infrastructure, while also preserving social values and consumer expectations 

regarding anonymity on the Web; 

 Adopting and advocating practices that limit the required disclosure of PII by 

consumers and limit its use by governments and enterprises to the minimum 

necessary to fulfil a specific purpose; 

 Educating consumers to disclose only the minimal PII needed when conducting a 

transaction or requesting a service; 

 Enacting and enforcing criminal penalties for identity theft and other online criminal 

activities; and 

 Ensuring that identity theft victims have ready access to assistance in reclaiming their 

identity and repairing the damage to their financial standing. 

 

These actions are very important, but on their own they are not enough to prevent further 

costs to our society from identity theft.  The ad hoc way in which online identities are 

managed today cannot withstand the increasing assaults from expert criminal attackers. 

Identity theft not only has serious implications for the individuals whose assets and 

livelihoods are violated, but it also threatens the credibility of economic transactions at a 

time when advances in broadband communications and online services should be driving 

greater acceptance of these transactions.  

 

One of the keys to changing the game in identity protection is to establish an interoperable, 

vendor-neutral framework that uses technology to give end users more direct control over 

their digital identity.  This is crucial to the objective of limiting the value of personal 

information as a key to online access and reducing the incentives to commit identity theft. 

 

For our part, Microsoft is committed to engaging at every level – from technology innovation 

to education; working with national and international law enforcement and government – to 

creating a safer, more secure Internet for citizens and therefore more reliable for consumers, 

business and government alike. 

 

4.0. Developing Australia’s Knowledge and Skills Base 

 

In almost every sector of today's knowledge economy, productivity and competitiveness 

depend on the ability of workers to use ICT technologies effectively.  Nearly every business 

operation, product innovation, and managerial task demands digital skills so that workers 

can analyse information, communicate, and collaborate with others.  Similarly, in the 

educational context, students are required to have digital skills that not only give them the 

level of competency to interact with digital devices, but increasingly how they will learn 

through digital curriculum and pedagogy.   

 

Microsoft is pleased that the Consultation Paper addresses the knowledge and skills base 

issues, as we strongly believe that the very foundation for a successful digital society is the 

level of education, training and support provided to citizens to become digitally literate.  In 

short, these days one of the greatest barriers to equality and success won‘t simply be the 

access to ICT; it will be the competency and ability to use it effectively in all manner of social 

and economic circumstances.  To that end, in this submission, we intend to focus our 



18 | P a g e  
 

response on three main areas; transforming education, digital skills development for the 

underserved; and, accessibility for the disabled and impaired.  We contend that a partnership 

approach between technology providers, policy makers, educators and service delivery 

agencies is the most effective way to build competent, conversant and capable citizens - be 

they at school, higher education institutions, the workplace or simply interacting in their 

communities.  

 

4.1 Transforming Education  

 

With society becoming increasingly dependent on information and intellectual capital, our 

education systems are more important than ever.  Students of today are more technical in 

their everyday lives than ever — representing both their personal interests and what is 

expected of them when they arrive in the workplace for the first time. 

 

Unfortunately, traditional educational models do not always meet the needs of students in 

the digital age.  To address these challenges, it is vital that teachers and parents have the 

tools and resources that they need so that students can acquire basic digital literacy.  

 

In the global economy of the twenty-first century, it is critical that education systems offer 

opportunities for students to obtain the skills necessary to use IT effectively.  The information 

economy requires both world-class innovators and workers who have the skills necessary to 

use information technologies effectively.  Primary and secondary educational systems remain 

the principal vehicles to achieve both objectives, and although governments take the lead in 

providing public education, the private sector can and must support these efforts through 

direct engagement with education institutions and by advocating sound public policies and 

reform.  This submission is part of that reform process. 

 

Education systems right across Australia are focussed on building a pipeline of talent that 

can meet the demands of the modern economy.  But focusing on ICT literacy and access is 

still a relatively new element for most education systems, as they were not designed to train 

students for an economy in which IT is ubiquitous and at the centre of both their continuing 

studies as well as how they will interact in the workforce and the broader economy. 

 

Simply put, today‘s students need strong digital literacy, communication, and analytic skills 

to succeed.  To that end, policymakers should not only invest in technology in the classroom, 

but invest in early education in math and science, and provide opportunities at the 

secondary level for advanced education in computer science, engineering, and related fields. 

The development of a national curriculum in Australia provides a unique opportunity to not 

only build a common education framework with ICT as both the backbone of the learning 

experience, but also encourage technology as a specific area of study and exploration. 

 

Microsoft partners with governments, universities, the business community, non-profit 

organisations, and other institutions to support and expand educational opportunities both 

here in Australia and around the world.  For example, through the Partners in Learning 

programme,12 Microsoft works closely with governments and non-governmental 

                                                           
12

  http://www.microsoft.com/australia/education/pil/default.mspx 
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organisations to offer a wide variety of educational resources to teachers and schools, 

including teacher-training programs, software tools, and best practices.  In Australia, the 

programme seeks to share best practice amongst teachers of the use of ICT in their 

classrooms and pedagogy.  More than 100,000 teachers and educators have been trained 

through the Partners in Learning programme since its inception in 2004.  Through this 

programme, we hope that full benefits of the investment in National Secondary School 

Computer Fund can be realised to empower educators and keeping relevant the learning 

environment to the longer-term ICT skills of students and the changing digital economy 

around them. 

 

To expand and amplify the success we have seen through the Partners in Learning 

programme, we would suggest that education departments and the tertiary sector to look at 

encouraging more high schools students to engage in further studies in ICT.  Currently the 

level of enrolments of IT students at Australian Universities are in decline, with one study 

showing a 18% decline from 2002-2005 in total IT-related enrolments at Australian 

Universities.13  If Australia is to maximise the benefits of a digital economy, it needs to have a 

steady pipeline of ICT professionals to help conceive, develop and deliver the technology 

solutions for the economy of the future.  This starts with building excitement and energy 

around maths, science and computing science at schools and ensuring that the right support 

and encouragement is available at the undergraduate level.   

 

Microsoft recognises the mentoring work carried out by National ICT Australia (NICTA) in 

helping evangelise computer science in schools14 and for its part, Microsoft has been 

developing a number of in-school initiatives to encourage greater interest in ICT and 

computer science such as the release of the DreamSpark programme.   

 

DreamSpark is a software giveaway that will ultimately provide millions of tertiary and 

secondary school students around the world with access to the latest Microsoft developer 

and designer tools at no charge to unlock their creative potential and set them on the path 

to academic and career success.  DreamSpark provides professional-level tools that we hope 

will inspire students to explore the power of software and encourage them to forge the next 

wave of software-driven breakthroughs and to date more than 5,000 students have 

downloaded the free-software in Australia.  We hope to be able to provide it to more and 

more students whose studies touch on technology, design, math, science and engineering.   

 

In addition to these software tools, Microsoft believes it is essential to encourage students to 

think innovatively and collaboratively towards helping solve the problems of the world 

through the lens of technology.  The Microsoft Imagine Cup is the world‘s premier student 

technology competitions and encourages young people to apply their imagination, their 

passion and their creativity to technology innovations that can make a difference in the 

world – today.  Now in its seventh year, the Imagine Cup has grown to be a truly global 

competition focused on finding solutions to real world issues.  It is open to students around 

the world, and is a serious challenge that draws serious talent, and the competition is 

intense.  

                                                           
13

 The IT Education Bubble: An analysis of university student statistics 2002-2005 Australian Council of Deans of Science 
14

 http://www.nicta.com.au/education/outreach/pre-tertiary_activities  

http://www.acds.edu.au/docs/DeansOfSci-IT-2_9-07.pdf
http://www.nicta.com.au/education/outreach/pre-tertiary_activities
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The contest spans twelve months, beginning with local, regional and online contests whose 

winners go on to attend the global finals held in a different location every year.  The 2008 

Imagine Cup winners were a team of students from Australia whose aim was to improve the 

experience by farmers in managing their water usage, incorporating multiple technologies 

including; software like Microsoft Virtual Earth and hardware such as ground, water, 

temperature and GPS sensors, to create a sophisticated, automatic guidance system to 

provide water to the areas of their farm that need it.  We believe that competitions, matched 

with the tools to be able to create and bring ideas to life are an important part of further 

encouraging young people to look at ICT as more than a platform, but also to consider it as 

a vocation and career.  

 

Initiatives such as those outlined are only a small part of the overall approach to helping 

build a pipeline of talent for future jobs and careers in the digital economy.  Governments, 

educators, schools, learning institutions, and the private sector need to work together to 

further encourage young people to take an active interest in ICT – both for their personal 

and professional development.  The emphasis on science and mathematics in schools needs 

to be balanced by a focus on computer sciences to help encourage students to undertake 

tertiary studies in ICT.  In addition, those who are teaching the innovators of the future need 

both the ICT resources as well as the skills to be able to exploit them in learning 

environments.   

 

4.2 Enabling Jobs and Opportunity: 

 

While most Australians live with the benefits of an advanced economy and social stability, 

within this country there are still communities enduring disadvantages - where endemic 

poverty leads to poor education, high unemployment and frustration.  Moreover, lack of 

access to digital skills training reduces the employability of citizens and limits the 

opportunity of the economically vulnerable and unemployed.  This has never been as 

important as now when the prospect of higher unemployment and the competition for jobs 

is becoming more intense as well as the array of community and social services that are 

increasingly reliant on digital delivery and access.   

 

To achieve the kind of wide-ranging changes that are necessary for job growth, skills 

training, and enhancing competitiveness, government and business must work together.  The 

goal should be to ensure that every job seeker, every displaced worker, and every individual 

in the workforce has access to the education and training that they need to succeed in the 

knowledge economy.  Embracing the concept of ―lifelong learning‖ should be part of the 

normal career path of workers, so that everyone in the workforce can use new technologies 

and meet new challenges. 

 

Microsoft is committed to playing a leading role in helping modernise workforce 

development policies and programs that are designed to respond to the changes in world of 

work and, to that end, offers skills training that expands workforce performance at all levels - 

from the basic digital literacy to the digital fluency.  In partnership with thousands of 

nongovernmental organizations and governments around the world, the Community 

Technology Skills program trains millions of people each year in the basics of digital literacy 

at more than 17,500 centres and in more than 100 countries/regions.    
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Here in Australia, Microsoft has supported the provision of IT access and Skills training in 

Australia for over 20 years through a range of charitable partners and supports over 290 

Community IT Training and Learning Centres in some of Australia‘s most needy communities.  

The aim of Microsoft‘s Community Technology Skills grants program is to provide not-for-

profit organisations with funding to support technology training programs ranging from 

learning basic computer skills to using advanced business productivity applications. 

Donations of cash, software, curriculum, and technical expertise enable individuals to learn 

about technology and gain the information technology skills needed for employment in the 

IT field or other industry sectors. 

 

Our partners, Workventures, The Smith Family, Yarnteen Aboriginal and Torres Strait Islander 

Corporation, Aboriginal Employment Strategy and the Australian Seniors Computer Clubs 

Association (ASSCA), provide important IT Skills training in a range of disadvantaged 

communities right across Australia.  We believe that in providing this basic level of digital 

literacy, we can go some way to bridging the digital divide and we encourage policy makers 

to ensure that ICT literacy programs and education are not simply limited to schools, but are 

considered as fundamental component of adult education programmes and skills 

development for unemployed.    

 

4.3 Accessibility 

 

Another critical area of policy focus to enable a truly digital economy is the opportunity for 

people with disabilities to be able to access technology, information and services in ways 

that respects their circumstances, and where possible, assists them to maintain a higher 

standard of living.  While this not necessarily aligned with education and skills development 

component of the Consultation Paper, it does sit squarely in the area of digital inclusion as it 

is more and more evident that access to information is considered by many to be a human 

right15 and nowhere is this more pressing that those living with physical disabilities of 

impairments.   

 

The development of an information economy is a great advancement in providing all manner 

of resources to citizens and consumers, and governments have been at the forefront of 

leveraging ICT to bring more and more services and information online.  But while the 

explosion of choice, speed of delivery and reduction in costs of servicing the community are 

compelling, the impact on those in the community who have difficulty in accessing this 

information should be an area of policy development.   ICT has the dual opportunity to both 

bridging the information and accessibility divide. 

 

Indeed, this is as much an area of concern for business as it is for government as it will 

impact on both consumers and citizens alike.  This is especially so in Australia‘s where our 

ageing population and the associated disability issues will have significant impacts on an 

older workforce and the more seniors in the consumer market.   

 

 

                                                           
15

 http://accessibilityisaright.org/index.html  
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The ICT industry has a responsibility to think about accessibility in their product development 

and deployment.  Companies like Microsoft have long adopted a ground-up approach to 

how to ensure that products and services are ―accessible by design‖.  In addition, community 

groups and those who work with the disabled and impaired can help advise ICT companies 

on design needs to ensure that future products and services are not only meeting basic 

community needs, but to see what opportunities there are for effective ways to use 

technology to help in other lifestyle areas.   

 

One example of where the issue of accessibility and technology is so apparent is how ICT can 

provide information and access to the 300,000 Australians16 who are blind or have low vision 

(a number which is predicted to rise to more than 500,000 by 2021).17  Support groups like 

Vision Australia have embraced technology as a way to provide an increase array of services 

and information to the 40,000 clients they support and are working with ICT companies like 

Microsoft to see what additional opportunities there are to embed accessibility features in 

products such as Windows® and Microsoft Office®.  One such feature has been the 

development of a ‗plug in‘ software which allows users to create documents and content that 

will be accessible for blind and print-disabled individuals.   The new ―Save as DAISY XML‖ 

add-in18, designed for Microsoft Office Word 2007, Word 2003 and Word XP, will allow users 

to save Open XML-based text files into DAISY XML, the foundation of the globally accepted 

DAISY Standard for reading and publishing navigable multimedia content. 19    

 

Microsoft is working with groups like Vision Australia right around the world to see what 

additional technology advances can be made not only in our products, but how technology, 

in general, can makes it easier for anyone to see, hear, and use a computer, and to customise 

their computing environment according to their own preferences, needs, and abilities 
 

The important role that government can play is to assist in being a leader in the adoption 

and deployment of assistive/adaptive technology and platforms including; making sure that 

they too think about accessibility from the ground up in the design and deployment of  

e-government services; setting the policy framework to make sure that those in the broader 

economy are also considering those with disabilities can participate in and draw benefit from 

the digital economy; and finally, encouraging the development of an assistive technology 

industry in Australia to both create commercial opportunities for the private sector as well as 

deliver solutions for ever growing accessibility needs of Australian citizens. 

 

 

  

                                                           
16

 Vision Australia.  Annual report 2006/2007 
17

 Ibid 
18

 http://www.openxmlcommunity.org/daisy 
19

 http://www.daisy.org 

http://www.openxmlcommunity.org/daisy
http://www.daisy.org/
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5.0 Australia’s Regulatory Framework 

 

For individuals and companies at the forefront of ICT innovation—including those involved in 

creating open source and proprietary software — the key driver of innovation is incentive 

systems, and more specifically incentive systems that also enable the development of 

intellectual property (IP).  Many different incentive systems motivate innovators to create and 

bring their inventions to market and, ultimately, encourage people to innovate by helping 

them recover their research and development costs, and, more generally, by providing a 

system where the benefits of innovation outweigh the costs and risks of the endeavour. 

 

IP incentives and protections—in the form of trade secrets, trademarks, copyrights, and 

patent - are the most important component of market-based incentive systems and drivers 

of innovation.  IP incentive systems encourage investment; result in innovations that benefit 

consumers and society; provide the legal framework for the objective and fair assignment of 

economic value to new ideas; and enable people to be rewarded for their inspiration and 

their work.  This is true across the spectrum of innovators – sole inventor, small companies, 

large multi-nationals, business models, and economies.  A growing body of evidence makes 

clear how important innovation is as a driver of economic growth and how critical intellectual 

property incentives are to enabling innovation.   

 

And it is not just large and successful companies that look to IP incentives to create new 

opportunities.  In many ways, small and medium-sized companies are the greatest 

beneficiaries of IP incentives and protections.  Their investments and the value of their new 

ideas are best manifested in their IP, which enables smaller businesses to attract further 

investment and to do business with as well as compete in the market place against larger, 

better funded companies.  The fact is that in today‘s global knowledge economy, IP 

incentives are more important than ever.  For companies, as well as countries, increasingly it 

is intangible assets such as copyrighted brands and patented inventions that are key to 

sustainable growth and competitive advantage, rather than tangible assets such as raw 

materials and machinery.  Again, there is no better time to address the issue of innovation 

and incentive in Australia than at this point in the economic cycle. 

 

In the context of a regulatory framework for the digital economy, Microsoft suggests that the 

role for government will be as much about creating and fostering dialogue and encouraging 

collaboration across the innovation ecosystem than setting down laws and regulations to 

either control or incentivise innovation.  This is the period for ―Open Innovation‖ to thrive.   

 

5.1 Open Innovation  

 

In the Open Innovation paradigm, while IP's indispensable role as a global engine of 

prosperity remains unchanged, the manner and nature of its use has been profoundly 

transformed.  The key change is that under the Open Innovation model, IP‘s power to create 

competitive advantage - although certainly still important - is increasingly being replaced by 

its ability to create ―inclusivity‖ by serving as the currency of new business models, 

collaborative research efforts, and other ways of partnering with friends and competitors 

alike.    
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Without IP incentive systems, and strong and clear IP rules and rights, firms would resist 

sharing their ideas out of fear that competitors would steal their innovations, and the whole 

process would break down.  But with such rights, firms can share their innovations with each 

other secure in the knowledge that each is fully protected in deploying them to mutual 

advantage.  Just as good fences make good neighbours, strong IP makes for strong and 

successful Open Innovation collaborations.  Indeed, in today's world, IP's so-called "fence" 

has become much more of a bridge to collaboration than a barrier between companies.  This 

is true across all ICT companies and ICT business models. 

 

Microsoft has long embraced open innovation; indeed our entire business is build on an 

ecosystem of  partnerships, including over 14,000 commercial partners in Australia alone 

who represent business large and small, retailers and resellers, hardware manufacturers to 

system builders, from independent software vendors (ISV) to service providers.   

 

One example of our approach of open innovation is our encouragement of industry clusters.  

These clusters strive to promote local economic development by bringing together industry 

clusters in similar geographic locations and who share a common market.  It encourages 

competitive advantage by facilitating cooperative product development, joint marketing, 

information networking and sharing of ideas and innovation.  One such collaborative effort is 

our Australia.NET cluster which seeks to: 

 

 Building a collaborative industry around Microsoft‘s .NET technology; 

 Promoting the capability of local ISVs; and 

 Collaborating with government and local industry on future project to support and 

grow the local software economy. 

 

Collectively, these state-based ―.NET Clusters‖ have more than 800 members organisations, 

employing over 9,000 .NET specialists, working on 5221 projects worth more than  

AU$1 billion.  This is one example of how competitors can come together to create scale, 

shared ideas and solutions and actively seek commercial advantage by acting as one. 

 

So what is the role for government in this open innovation environment?  The era of Open 

Innovation and the rapid evolution of information technology and of business models within 

the information technology industry have given rise to a number of important questions and 

issues related to the role of government, balanced incentive systems, and the role of IP 

incentives in innovation and creating local economic opportunity.   

 

For example, in light of the diversity of business models in the ICT sector, competition has 

sometimes expanded from the world of commerce to the world of government policy as 

companies increasingly seek to use the legislative, regulatory, and procurement processes to 

promote their business models and conversely to harm the business models of their 

competitors.  Therefore, when considering issues such as those related to IP incentive 

systems and IP policy, it is important for governments and policymakers to understand the 

implications their decisions carry across different business models and the long-term risk of 

using the political or regulatory process to prefer one business model over another.  There is 

often a clear alignment among a company‘s business model, its approach to incentive 

systems, and the IP policy positions it advocates. 
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Australia has the opportunity to be a frontrunner in Open Innovation where government and 

industry can provide incentives for innovators, protect their IP and, most importantly, 

providing a sense of security to enable the sharing of ideas and solutions to deliver more 

impactful and scalable ICT innovations.  Governments should be looking at the full policy 

array from innovation policy, Research and Development incentives, higher education 

curriculum, right down to patent reform, IP and copyright laws. 

 

5.2 Copyright ‘Safe Harbours’ 

The Consultation Paper seeks stakeholder comment on the current Safe Harbour scheme 

and how that scheme is performing and should it be broadened for carriage providers. 

 

Since the introduction of the Notice and Take down procedures on 1 January 2005 Microsoft 

has issued approximately 1,800 notices to Australian Internet Service Providers (ISPs).  It has 

been our experience that once the take down notice has been issued that that those behind 

the posting do not dispute the notice.  The fears that the process would be used by 

Copyright owners to inundate ISPs with unfounded notices and to unfairly target innocent 

people have not been realised.  

 

While the process is not perfect it has gone some way to achieve the aims of the scheme  in 

that it  gives Copyright owners some redress when their valuable Intellectual Property is 

being infringed and it allows ISPs to act in safety on notices which Copyright owners issue.     

Microsoft does not presently  advocate any widening of the safe harbour provisions  as 

outlined on page 16 in  the Digital Economy Future Directions Consultation paper  but were 

such a  review to be undertaken Microsoft would  propose  that the matter  be considered 

within the context  of the overarching principles which govern the Intellectual Property 

regime. 

 

The Copyright regime gives exclusive rights to the content creators.  Those rights allow the 

creator to exploit their creation for profit or not as they choose.  The regime gives those 

rights because there is a resulting benefit to the community that creations are made 

available to the wider public. So the innovation fuels development and growth and this cycle 

encourages renewed investment for further innovation for profit and for society‘s benefit.   

In the context of the safe harbour discussion it is essential to create a balance between the 

rights of Copyright owners and the obligations of ISPs and if there were to be any further 

expansion of this scheme to a wider group it would be important to consider that the 

benefits bestowed by the safe harbour scheme can only be achieved if the beneficiary 

accepts their obligations and acts on their obligations fairly and swiftly so that the legitimate 

interests of the IP owners are protected.  

 

Without a robust set of obligations the safe harbour regime cannot operate effectively.  Any 

expansion must continue to refine the process and ensure that the legitimate rights of the 

Copyright owners are adequately, efficiently and cost effectively protected before any 

benefit, such as a safe harbour, can be afforded to any entity. Failure to take this into 

consideration will lead to uncertainty on the part of all the stakeholders and this may well 

stifle innovation and discourage creativity in the digital environment. 
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Important elements of an effective regime include: (1) expeditious removal of infringing 

material hosted on the system in question; (2) a streamlined procedure for identifying 

alleged infringers; and (3) appropriate responses to those who repeatedly abuse their access 

to the system.    

 

Unless the balance of rights and obligations is maintained the legitimate rights of IP owners 

will be undermined and the principled of reward for creation which is the foundation of the 

Intellectual Property ecosystem will be undermined.  Change does not always have to be 

achieved through legislation.  In October 2007, faced with the new forms of social interaction 

which the on line world has created Microsoft, the Walt Disney Company and other major 

content owners and on line video services announced in the United States  a set of Copyright 

Principles for User Generated Content20 ( the UGC Principles). 

 

The UGC Principles are a voluntary set of commitments related to the operation of online 

video sites hosting user generated content such as Microsoft‘s Soapbox on MSN Video. 

The UGC Principles are aimed at curbing copyright infringement on the relevant US sites 

while maintaining space for fair use of existing video content and legitimate distribution of 

original on line video. The principles are intended to create a foundation on which a viable 

internet marketplace for video content can be built for the benefit of all video creators large 

and small. The UGC Principles are relevant only to the on line video services but illustrate 

that balance can be achieved through co operative efforts. 

 

5.3 Supporting Innovation with Sound Government Policies 

 

Microsoft believes that Governments play a vital role in supporting innovation and fostering 

sustainable economic growth.  Sound policies that encourage businesses and entrepreneurs 

to pursue new ideas, invest in turning those ideas into commercial products that deliver 

value to customers, and then reinvest profits in further research and development are the 

engine that drives progress and the foundation for creating new economic opportunities.  

The Consultation paper enquired into any non-copyright legislation that was relevant to the 

digital economy.  Without going into specifics, Microsoft contends that the following policy 

approaches provide a strong foundation for spurring economic growth by fostering 

innovation:  

 

Creation and Maintenance of IP Incentive Systems: Economic incentives for innovation are 

best provided through systems that recognise IP rights, provide effective enforcement of 

those rights, and ensure that holders of IP can exercise those rights in a way that makes 

economic and strategic sense.  Such incentives and enforcement systems should be 

objectively applied and should not discriminate based on business, licensing, or 

development model. 

 

IP Reform to Maximize Innovation:  Patents are an increasingly important means for 

innovators—including software developers—to protect their innovations and share them 

more broadly through patent licensing and cross-licensing arrangements. The rapid pace of 

technological advancement and the increasing economic globalization raises new challenges 
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 http://www.ugcprinciples.com 

http://www.ugcprinciples.com/
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for patent offices. Patent reform measures should be considered that ensure high patent 

quality, curb excessive litigation, promote work sharing among patent offices, encourage 

international substantive patent law harmonisation, and increase access to the patent system 

for individual inventors and small companies.   

 

Technology Neutrality to Foster Choice and Competition: Competition to meet customer 

demand is the starting point for innovation. Policies that support the freedom to use 

technologies that best meet a user‘s needs are critical. This should extend to government use 

of information technology: technology procurement practices should be transparent and 

technology-neutral, and should not favour a specific business, licensing, or development 

model. 

 

Competitive Environments for Software Innovation: Laws and regulations should be 

designed to promote investment and safeguard open and efficient markets and the free flow 

of trade.   Globalisation presents challenges for every society, but free trade and open 

markets enable companies, communities, and countries to take advantage of technology 

advances occurring around the world in order to drive local innovation and compete 

effectively in today‘s global economy.  

 

 

6.0  The Digital Economy and the Environment 

 

At Microsoft, we believe in the potential of software and technology innovation to help 

people and businesses around the world improve the environment.  Our goal is to ―reduce 

the impact of our operations and products, and to be a leader in environmental 

responsibility‖.21 

 

We are committed to developing software, hardware, solutions, and services that can help 

customers and partners address increasingly complex environmental challenges and are 

working with leading organisations here in Australia around the globe to help increase the 

value that our technologies can bring to environmental challenges.  

 

For us, environmental sustainability is a long-term business strategy with progress focused 

on: 

1. Corporate environmental practices: Microsoft is committed to ongoing evaluation 

and improvement of our business practices to minimize our direct and indirect 

impact on the environment. 

 

2. Technology leadership and innovation: Microsoft continually works to evolve its 

products and services to enable businesses and consumers to address pressing 

environmental issues. 

 

3. Global partnerships: Microsoft actively partners with governmental, non-

governmental, academic and industry organizations to drive global action on 

environmental sustainability. 
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http://www.microsoft.com/environment
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In responding to the Consultation Paper, Microsoft is pleased to be able to provide comment 

on its experience in tele-commuting and conferencing, e-waste and smart technologies.    

 

6.1 Tele-commuting and video conferencing 

 

Microsoft believes that government should look at a range of financial incentives for 

companies (or individuals) to invest in appropriate equipment for tele-working.  This includes 

access to fast, affordable broadband lines, appropriate computer equipment (laptop, 

monitor, headphones, webcam, etc) and standard office equipment, such as desks, 

ergonomic chairs, and appropriate (energy efficient) lighting.    

 

By way of example, if we could provide the incentive for people to work from home one day 

a week (20% of work time), we could reduce traffic congestion, reduce the need to build 

more transport infrastructure and at the same time achieve far greater fuel efficiency for the 

remaining 80% who are on the road simply because there is less traffic.  This means that the 

CO2 benefits go well beyond the avoided travel of the tele-worker;  it extends to the entire 

community who need to use roads and public transport by reducing stress on the entire 

system. 

 

For our part, Microsoft has tested green commute options with its Australian employees and 

found that over 80% of staff are willing to ‗commute green‘ one day each (carpooling, public 

transport, tele-work) and of the options, the overwhelming majority citing working from 

home (tele-work) as their first choice.  This indicates a strong willingness and preference on 

the part of employees to embrace tele-work if given the option and support to do so.   

 

But infrastructure and polices need to be supported by education and coaching to managers 

to understand how to manage staff and teams who work remotely on a regular basis.  We 

believe the government - in concert with industry and professional associations - may be 

able to facilitate this re-education process by helping to identify and promote best practices 

in both the private and public sectors, or may be able to lead by example within their own 

Departments to develop and share managerial know-how. 

 

Microsoft has also have tested on a fairly broad scale the use of Microsoft video 

conferencing technology, Roundtable22, to conduct large internal meetings (over 150 

participants) in Australia to improve productivity, save costs and reduce our GhG emissions.  

A case study can be found in Appendix E of this submission.  Imagine how much carbon, 

productivity time and money could be saved if companies could use technology to replace at 

least 1 in 5 of their internal meetings?  Successful virtual meetings require not only 

technology and adequate bandwidth, but also a re-skilling of meeting convenors and 

participants to understand how to run effective virtual meetings.  Just as email is not a letter 

sent electronically, but has developed its own forms and protocols, so also v-meetings 

require a re-think of meeting structure, flow and protocols to ensure a good outcome.  Here 

again, the government may be able to assist by raising awareness, promoting and leading 

best practices. 
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 http://www.microsoft.com/UC/products/roundtable.mspx 



29 | P a g e  
 

Another critical factor in ensuring the adequacy of the tele-work and video conference 

experience is to ensure that sufficient and reliable high-speed broadband capacity is 

delivered to each household and organisation at a competitive price.  While we appreciate 

that the National Broadband Network is outside the scope of the Consultation Paper, it is 

important to consider broadband access as part of any successful move towards tele-

working and videoconferencing through the Internet. 

 

6.2 Occupational Health & Safety Considerations 

 

We believe that the OH&S laws do not pose any significant barrier to the update of tele-

working.  While there are specific criteria that must be met, such as ensuring the provision of 

a safe working environment with appropriate equipment, these requirements can be met 

through specific employee agreements on an ‗opt-in basis‘ and through self-assessment of 

the at-home work environment.   

 

However, there may be a perception in businesses (particularly smaller businesses that may 

not have a specialist OH&S advisor) that OH&S acts as an obstacle.  To overcome this, 

government can undertake an education /awareness program to help businesses ‗make it 

easy‘ to meet OH&S requirements.  This may be in the form of a checklist, information pack 

(ideally downloadable), case studies and an information line so businesses can easily find 

help. 

 

6.3 E-waste and Smart Technology to Management of Scarce Resources 

 

We believe that Australia has an extraordinary opportunity to take a leadership role in 

developing and capitalising on the emergence of smart technology/clean technology 

markets, forecast to be valued over $15 trillion dollars over the next ten years.23 

 

With an educated, innovative and resourceful population, distance need not be a barrier to 

Australia‘s ability to seize the opportunity to develop new professions, businesses and 

trading partners as the world seeks to reduce its energy consumption and deal with the long 

term damage caused by waste and the risks of climate change.   As a government working 

with industry, Australia could: 

 

 Embark on a comprehensive, bold ―Green collar job‖ skills program targeting not only 

displaced manufacturing and mining industry workers but also encouraging 

inventors, entrepreneurs, small business and students to take up new skills and 

enterprises in creating, delivering and maintaining clean technologies; 

 Design and deliver R&D, commercialisation/manufacturing incentives for smart 

technologies (building management, natural resource management, logistics 

management, etc); 

 Implement subsidies/incentives for smart meters (household and business) to 

support a feed-in tariff for renewable power fed into the electricity grid; and 
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 It is estimated that over US$15 trillion will be invested in climate change related products and services over the next 10 years 

(online reference from AICC) 
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 Create a national agreement and regulation on e-waste (overcome State divisions); 

major ‗bring out your dead‘ campaign to encourage households and businesses to 

dispose of hoarded (unused) electronic equipment. 

 

7.0 Measuring the Digital Economy and its Impact 

 

In light of the impact that the ICT industry will has today on the broader economy, let alone 

its impact in the future, it is imperative that a robust and transparent set of metrics and 

evaluation principles be applied to ensure that policy makers are guided in how they develop 

regulation, decide on investments of government funds and help benchmark Australia 

against comparator markets.  This applies as much to the digital economy as it does the 

traditional economy. 

 

To this end, we believe that the current ABS data set is only the starting point and these 

should be augmented with data that tracks issues that have been the subject of the 

discussion paper, such as: 

 

 Extent of PSI licensing; 

 Security measures and tracking (Spam/malicious code removal/phishing sites etc); 

 Piracy rates and prosecutions for IP and Copyright violation; 

 Patent applications filed; 

 Trademark Applications files; 

 Students enrolled in computers sciences; 

 Researchers in R&D; 

 Technicians employed in R&D; 

 Expenditure of R&D; 

 High technology Exports; 

 Carbon reduction initiatives by ICT companies; 

 Number of companies actively using tele-working; 

 Amount of e-waste and collection; 

 

These data sets could be compiled through other ABS data studies or through industry 

bodies surveying their members.    

 

In addition, we note that these measures are only one part of the broader impact of ICT and 

Microsoft would support the adoption of more broad metrics and measures of success such 

as those proposed by the Society for Knowledge Economics (of which Microsoft is a 

member) such as leadership, cultural and management capabilities which enhance the 

development and transformation of our economy to a more digitally enabled one.24 
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8.0  Conclusion 

 

Microsoft is committed to fostering the digital economy, both globally and here in Australia.  

Our success as an organisation and our future as a nation relies on the best development, 

deployment and utilisation of technology to enable government to better service citizens, 

business to better serve their customers and members of the community achieve their full 

potential. 

 

We are pleased to be able to provide our comments and views on this Consultation Paper 

and would be pleased to have the opportunity to provide further information on any of the 

issues raised in this submission.  Moreover, in light of the breadth and scale of the digital 

economy, we would be delighted to provide our experience on issue not canvassed in the 

Consultation Paper and look forward to engaging in further dialogue with the Government 

as it progresses its development of the Digital Future Direction Paper.   

 

For any further requests, please contact John Galligan, Director of Corporate Affairs and 

Citizenship at Microsoft Australia at email jogallig@microsoft.com or phone (02) 9807 2819. 
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