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Abstract

Security is a primary concern when evaluating communications infrastructure for your organization. This
paper highlights some common security risks that IT Professionals are concerned with when choosing a
communications solution and how these risks are effectively addressed in Office Communications Server
2007.

In this paper, we first look into the security risks associated with choosing a non-enterprise product as an
enterprise communications solution (for example: publicly available consumer IM solutions). The risks
involved in doing this include (but are not limited to) uncontrolled firewall traversal and disclosure of
sensitive business information.

With built-in protection designed to help against common security threats and an extensive set of security
features, administrative controls and policies - Office Communications server 2007 delivers the next
generation communications solution that can also help meet the stringent security requirements of your
enterprise.

This paper drills into security features of the product: secure end-points (authentication and authorization
of client devices and users), secure communications (encrypted signaling, IM and Voice communications)
and secure data (IM filters, file transfer filters, call detalil records, voice policies etc).

The paper is written as a supplementary text to various other documents which describe Microsoft’s
unified communications strategy, value proposition, Office Communications Server 2007 features and
functions. Please refer to those documents for further information. The intended audience for this paper
is Microsoft customers, partners and the industry at large.
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Introduction

The use of the Internet for instant messaging (IM) technologies, audio/video, and Web conferencing has
been evolving since the first widely used Internet and GUI-based product, ICQ, first entered the market in
November 1996 (quickly followed by AOL, MSN, and Yahoo! as the largest competitors). However, the
primary use until recent years for these technologies has centered on the consumer space, with the
exception of Web conferencing.

But with the evolution of the technologies and the chat generation entering the workplace, IM for many
businesses has become a business productivity tool. This has happened despite the fact that in many
cases enterprise IM products essentially have been working as disconnected islands inside the company
or through public connected, but consumer-oriented, free IM and Voice-over-IP (VolIP) products.

The responsible IT or security administrator has in many cases sought to fight the infiltration of the
consumer products, because many shortcomings exist in the use of these technologies in a business
environment. Besides the security risks and disclosure of sensitive business information that we will
discuss later, these technologies have associated shortcomings in central management, in compliance
management and records retention, and as a target for thieves who use them to gain sensitive business
information.

This whitepaper will discuss the security features in Microsoft® Office Communications Server 2007 (OCS
2007) as it relates to the Microsoft unified communications platform and how OCS 2007 handles these
security challenges in a connected world, while still delivering on the promise of presence, IM, VolP,
audio/video conferencing, and Web conferencing capabilities.

Overview of Office Communications Server 2007 Features

OCS 2007 delivers streamlined communications for end users. With OCS, end users can immediately find
and communicate with the right person from their normal applications (e.g., Microsoft Office Outlook®)
whether at the office, at home, or on the road. The flexibility and familiarity of a common user interface,
regardless of which device they use, increases both productivity and accessibility. Without expensive
infrastructure and network upgrades, IT can deliver these capabilitiesfi as well as advanced features such
as software-powered VoIP, Web conferencing, and enterprise-grade instant messagingfi while
mai ntaining the | evel of operational control required &
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The Security Challenge

The need for IM with partners, colleagues, and customers is obvious. But, as explained in the introduction,
IM technology brings attendant security risks and management problems. In the following section, we will
look at some of the security problems related to the use of software primarily intended for the consumer
market.

Uncontrolled Firewall Traversal

The first generation of public IM/voice products quickly ran into problems with firewall traversal using the
default ports, so many of the products have been changed to accomplish what has become known as
HTTP or Port 80 tunneling. Initially, all communicationfi IM, file transfers, or voicefi is sent by using the

clientds defaul 't TCP or UDP Port. But when t he cl

techniques, such as using Port 80 for communication, because this port is more often than not opened for
outgoing access through the firewalls.

More advanced firewalls such as ISA Server 2004 and ISA Server 2006 have enabled filtering at the
application layer and thereby can block the simple methods of HTTP tunneling. But again, the firewall
traversal technologies implemented in some of the clients evolved to support techniques such as HTTP
cloaking. This form of HTTP cloaking masquerades the IM/voice traffic as HTTP traffic, which is done by
sending enough RFC 2616 dialogues between the client and its server to trick the firewall into recognizing
the traffic as a legitimate channel of communication between a Web browser and a Web serverfi and
thereby allowing the traffic to traverse some firewall configurations.

This approach has allowed many security threats to enter businesses through the use of public IM
product s, ranging from the more O0innocentd SPI M
and, more recently, rootkits and keyboard loggers. One example of these threats was the IM.GiftCom.All
worm, also known as the Santa Claus worm, which appeared as a link sent from a user on the buddy list to

a Web site photo of Santa Claus. The | ink downl

disguised using rootkit technologies, so that it was almost undiscoverable by tools and anti-virus
software. In some cases, the rootkit itself attempted to shut down anti-virus clients and implemented a
keyboard logger. In other cases, the worm tried to download a file called gift.com that contained a variant
of the sdbot worm (W32/Sdbot.worm.gen.g).

Disclosure of Sensitive Information

Another security problem not related to viruses, worms, and Trojan horses is the disclosure of sensitive
information on the Internet. In a consumer-oriented product, the focus is features and gimmicks such as
custom emoticons, Webcam support, and protection from future and known exploits in the products.
Data security, however, is rarely one of the goals.

The following figure contains a snippet from a network trace of a conversation between a Windows Live™
Messenger ® and a Yahoo! Messenger®© client that shows one of the IMs sent between these clients. As
you can see, this message is sent as clear text, which is the case for most public IM clients.
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MSN Messenger Service
UBM yzer@Evmail .com 32 1 1674
MIME-Version; L1.U0%rwn
Content-Type: Iﬂxlfp1nin; charsat=-UTF-8%rYyn
E-MMS-IM-Format: FH=M5%205hall%2001g; EF=; CO=0; 5=
W
oo wo have the latest sales fiqures on XvZ 7

0030 fe 3F F£F 14 00 00 35 42 4d 20 64 65 be (e 69 73
o040 & 75 6e 64 74 6F 66 74 5T 74 6B 6F 6d 73 63 Be
0050 40 79 &1 68 6F 6F 2o 63 &F 6d 20 33 32 20 31 )
o000 31 36 37 O0d Oa 4d 49 4d 45 2d 36 65 72 73 69 &F
0070 fe 3a 20 31 2e 30 04 0a 43 6F Ge 74 05 (e 74 2d
0080 54 79 FO OG5 3a 20 74 65 TE T4 2F FO G 61 69 Ge
0090 3b 20 63 68 61 72 73 05 T4 3d 35 34 46 2d 38 Od
O0ad Oa 5B 2d 4d 44 53 24 49 44 24 46 6 72 6d B 74
O0bd 3a 20 A6 e 3d 4d 53 25 3 30 53 68 6% OC G 25
Q0 32 30 44 Gc 67 3k 20 45 46 3d 3k 20 43 4F 3d I0
00d0 3b 20 43 53 3d 30 3b 20 50 46 3d 30 0d 0a 0d Oa
O0ed 44 &f 20 79 6F 20 68 61 76 65 20 74 68 65 F0 Go
o0fo Bl 74 65 73 74 200 73 61 GC 65 T3 20 66 69 BT T3
0L 72 85 73 20 6F Ge 20 38 5% 5a 20 3F

For consumer use, unauthorized network traces might be acceptable, but they clearly are not acceptable

in a business environment. Moreover, in many cases, most people do not know that the same techniques

can also be used for audio streams sent over the Internet. Depending on the codecs used, it can be a

simpl e matter to replay a voice conversation sent over
many of the consumer-oriented and enterprise VoIP products available on the market.

These are just a few examples of the threats associated with public IM products. Another very important
security issue is controlling what is sent by whom and at which time/day/month/year, because tracking
this information is a requirement for many businesses today. The rest of this whitepaper discusses how
these and other threats are mitigated and how network and security administrators can handle the
requirements for businesses by using OCS 2007.
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Kev Security Features of Office Communications Server 2007

OCS 2007, based on the core Microsoft secure software design principles, was built with security in mind
from inception of the product. OCS 2007 is founded on a Session Initiation Protocol-based (SIP-based)
architecture for unified communications technologies using the SIP as specified in RFC 3261 and the
related RFC standards (approximately 70) and concepts in some of the more than 400 related Internet
drafts under consideration as a architectural guidance for building the product. OCS 2007 is designed to
help address the following security concerns:

e Denial of service (DoS) & OCS 2007 can throttle and react to excessive traffic from a single or

multiple sources.

e Man in the middle, packet and data tampering A TLS helps ensure that data is not tampered
with during transit by encrypting the data stream and requiring mutual certificate authentication.

e Authentication & Both Microsoft® Active Directory® and Kerberos authentication are supported
e Spamin IM (SPIM) & Intelligent IM Filtering helps to prevent SPIM from reaching users

e Malicious messages & The Intelligent IM Filtering feature can be configured to block URLs, and
file extensions to help prevent malicious messages and Web sites from be accessed by users.

e Security enhanced client to server, and server to server communications 0 TLS can help
secure client to server and server to communications.

e Security enhanced communications to federated partners d TLS can help secure
communications with federated partners.

In this whitepaper, we will address many of the methods cited above, but first let's look at an example of
unified communications architecture for a medium-size enterprise environment (as the following figure
depicts) that also includes OCS, integration to Microsoft Exchange Server 2007 Unified Messaging, and
integration to PSTN PBXs and PSTN gateways.
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The use of Microsoft Windows Server and Active Directory offers a secure single sign-on authentication,
authorization and accounting (AAA) experience and also utilizes Active Directory as a corporate directory
for synchronization to the Office Communicator 2007 Address Book. Active Directory also delivers the
foundation for the delegated management of OCS Servers and Users.

On the back end, Mi crosoft OCS 2007 | everages Microso
SQL ServerE 2005, or Mi csrEdition fotprov®i® b highlg scalable &oreEAnp r e s
optional Mi cr os o towver cBidr forStieer buck-end dafalaases provides additional high
availability and failover capabilities. Further more,
Archiving and Call Detail Records (CDR) records.

For external communications to partners, remote users, and public IM users, the use of an Edge server
and, optionally, a Director Server solves problems with authentication and authorization and also handles
firewall traversal of both signaling and media through designated ports internally and externally (thereby
preventing tunneling attacks).

Moreover, new architectural elements such as the Mediation Server and the Focus and related Focus
Factory in OCS 2007 were introduced for supporting the new enterprise voice and MCU conferencing
capabilities.

Public key certificates are used for securing signaling and data/media channels; these can be issued from

internal and/or commercial public key certification authorities, depending on the scenario and whether
external parties are involved in the communication.
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The following table provides an overview of the different server roles that you can use in an enterprise
environment. Some of these are separated for scalability reasons; others for security reasons.

Role Scenario Purpose

Enterprise Edition  All High availability in a typical enterprise deployment. Contains

Front End all core server functions except storage.

Enterprise Edition  All Microsoft SQL Ser v e r E -atomeaan dluster that stores

Back End users, meetings, and configuration state.

Web Web conferencing Dedicated MCU for Web (data) conferencing in large-scale

Conferencing deployments.

Server

Audio/video A/V conferencing Dedicated MCU for audio/video conferencing in large-scale

Conferencing deployments.

Server

IIS Server Data conferencing, Dedicated IIS Server for conferencing functions such as slide
IM and Presence access and services such as Distribution List Expansion, etc., in

large-scale deployments.

Director IM/Presence, Optional security role that facilitates external user logins and
conferencing and isolates the internal deployment from external authentication
voice traffic.

Access Edge All external access Transports SIP signaling through the perimeter network.

Server

Web External Web Transports Web conferencing (PSOM) traffic

Conferencing Conferencing through the perimeter network for external/anon/federated

Edge Server access.

A/V Conferencing  External A/V  Transports audio/video traffic (SRTP) through the perimeter

Edge Server conferencing network for external/anonymous/federated access.

Reverse Proxy External Web Firewall/reverse proxy providing access to the Distribution List
conferencing and expansion service, Address Book Service download and
external access access to Meeting Content for external clients.

Archiving and Compliance and Optional server role that captures some or all IM and CDR

CDR server archival conversations, and facilitates retention and archival of that

captured data.
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Note that the items listed above are server roles and that most of them can be co-located on physical
servers depending on the size of the installation and the requirements for security and high availability.
(So, the minimum scenario for an environment with external user access/federation is one Standard
Edition Front End and one Standard Edition Edge Server.)

The remainder of this paper will delve into four different areas of security as it pertains to OCS 2007:

different types of users, different types of clients, network and data security, and compliance and
archiving.

Different Types of Users

Letds first define the five different types of

Internal users fi Users located inside the perimeter of the network.

e These users connect to the Front End Pool of servers and authenticate against Active Directory.
The users can use any of the available clients either directly or by launching them inside other
applications (e.g., launching Live Meeting from Outlook or Office Communicator) and can connect
to all the internal server roles depending on the context they are working in. Internal users will
authenticate using Kerberos or NTLM (Windows NT challenge/response authentication protocol).

Remote users i Users who are roaming and located on the public Internet at home or in a remote office
not connected to the corporate network. They could also be located in another corporate network if, for
example, they are working as consultants.
e These users connect directly to the Access Edge Server for Presence and IM; they are
authenticated against Active Directory and use the Edge roles for session setup and termination
with any of the other services delivered by OCS.

Federated users fi Users not in your own organization but in an organization or enterprise that you
federate with.
e These users connect to their own Microsoft® Live™ Communications Server 2005 or OCS 2007
servers and are authenticated against their own Active Directory forest; the Access Proxies or
Edge Servers of their own organizations then handle the federation directly with the Access Edge
of your organization. OCS 2007 incorporates advanced throttling mechanisms for federated users
to prevent SPIM. These mechanisms include reporting to administrators, who can also refine these
by manually adding federation partners and servers.

Anonymous users fi These are external users invited to a Web conference. An example would be a sales
presentation for a new customer prospect or a project meeting that includes participants from your
organization, the customer organization, and subcontractors. In this case, the external users might not
have an Active Directory Identity or SIP address known to your organization (i.e., they might belong to an
enterprise that is not using OCS 2007 or is not federating directly with you).
e Anonymous users connect to Web Conferencing Edge, to the Reverse Proxy and might connect to
the A/V Conferencing Edge (if IP audio/video is used in the Live Meeting, users are invited to join).
OCS 2007 helps authenticate Anonymous users through the use of conference passwords and
Message digest authentication.
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Public cloud users fi Users who belong to one of the public clouds accessible through the Public IM
Connectivity Service provided by Microsoft. The public clouds currently accessible are AOL, Windows
Live™ Messenger, and Yahoo!.

e This scenario is similar to the Federated users scenario. After a company has been provisioned for
Public IM Connectivity (PIC), the Public IM Clients connect to their respective SIP Proxies, which
again communicate directly with the Access Edges of your company. Communication can, of
course, be instantiated both ways.

Different Types of Clients

Microsoft® Office Communicator 2007

The full-featured and recommended client for OCS 2007, Office Communicator 2007 handles presence,
IM, one-to-one audio and video capabilities, and the conferencing features supported by OCS 2007 (IM,
audio/video, Web etc.).

Office Communicator 2007 uses Session Initiation Protocol (SIP) for session setup and termination with

OCS 2007. For Authentication, the authentication methods are defined by the policies set by the company:

e High security i TLS (Transport Layer Security) transport is required. Server authentication must
use either NTLM or Kerberos authentication.

e Medium security (default)i TLS is not required, but server authentication must use either NTLM
or Kerberos authentication.

e Low Security i You can use any transport and any authentication method (including Basic or
Digest).

The choices are to use either TCP or TLS. The Microsoft-recommended option is, whenever possible, to
use TLS for transport security.

Web Conferencing

The client used for launching on-premise Web conferences is Microsoft® Office Live™ Meeting 2007. The
Live™ Meeting 2007 client is used for both conferences on-premise and those hosted service externally.

Live™ Meeting 2007 uses a conference URI for connection setup to the Focus. A sample conference URI
could look like the following (for more information about the use of conference URIs and GRUUSs, read the
Microsoft Office Communications Server 2007 Technical Reference whitepaper):

sip:user@contoso.comgruu;opaque=app:conf:focus:id:A7A75569698F2249AE1A9641EFOC8FC8

When an attempt to jonaconf er ence starts, the Focus challenges

Kerberos or NTLM or, in the case of a federated user, the trusted-domain token in the authentication
header. If authentication fails (which it will in the case of an anonymous user), the Focus uses Digest
authentication to request the conference key.

After authentication has been passed, the client subscribes to the conference and proceeds to send
invitations to other conferencing servers (e.g., for audio).
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sip:user@contoso.comgruu;opaque=app:conf:focus:id:A7A75569698F2249AE1A9641EF0C8FC8

Microsoft® Office Commu nicator 2007 Web Access

OCS 2007 Web Access (CWA) is the client used for external scenarios and for internal scenarios where it is
not possible to install the full OCS 2007 Client. It delivers all the features of presence, IM, and Remote Call
Control. Besides providing the full CWA Web-based client experience, CWA also delivers the foundation
for the Unified Communications AJAX APl and the accompanying CWA APl methods and events. The
Unified Communications JavaScript Libraries also uses CWA. They deliver Presence, Logon, and IM
Controls as JavaScript classes that encapsulate the basic functionality of a Unified Communications AJAX
API client.

When a client attempts to log in, CWA first validates that the SIP URI provided and the authentication
details match and that the user is authorized to use OCS. In external scenarios, CWA also validates that
the user has been granted the Remote User access privileges.

The methods of authentication are:

Built -in Authentication Methods
e Integrated Windows authentication using either NTLM or Kerberosii This method is available only
for users on internal networks who use the Internet Explorer browser.

e Forms-based authentication onlyfi This method is required for external users and is optional for
internal users.

All of the above authentication methods are protected by SSL; in many scenarios, both methods are used
in a production scenario.

Custom Authentication methods
¢ Single Sign-On (SSO) authentication provided by Microsoft ISA Server 2006, for example.
e Third-party authenticationfi for example, an ISAPI filter developed by an ISV.

e Two-factor authentication provided by ISA Server 2006 or another solution.

Auto configuration of clients and users

OCS 2007 provides three different methods for client auto configuration.
1. The first method is the discovery of resources by using DNS records

2. The second method is configuration by Group Policy

3. The third method is a concept called in-band provisioning, which refers to provisioning
happening at user logon and taking place directly between the OCS 2007 server and the Office
Communicator 2007 client.

DNS Discovery and security

Whenever a user logs on to a client, she or he provides the SIP URI to the client in the form of
user@c ont oso. com. I f t he allyl condfiguted tb poinha the Ibterralnand rixtennal
Server FQDN, it will start an auto configuration process. (For full details of this process, read the Office
Communications Server 2007 Enterprise Edition and Office Communicator 2007 Deployment Guide.)
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The userds SIP URI is used for resolving the Server th
of user@contoso.com, it will use the domain part of the SIP URI to query for the following DNS SRV
Records:

e sipinternaltls._tcp.contoso.comfor internal TLS connections

e sipinternal_tcp.contoso.comii for internal TCP connections (if allowed by policy, but clearly not
recommended)

e sip._tls.contoso.comii for external TLS connections

e sip._tcp.contoso.comii for external TCP connections (if allowed by policy, but clearly not
recommended)

If DNS SRV queries are unsuccessful, then the client as a last resort also tries to resolve the following A
records:
e sip.contoso.comii for internal/external connections

e sipinternal.contoso.comfi for internal connections

e sipexternal.contoso.comfi for external connections

The A record returned by the SRV query (or the last resort method) is then verified against the policy set

by the administrator. If the TLS connection is used, then by default both A records such as
sippool0l.contoso.com and sippoolOl.internal.contoso.com are accepted, but an A record of

sipppol 0O1. contoso.internal i sndt acceptabl e. The rul e
match the domain portion of the uscear8ubjectAltdmatéNime | n adc
of the certificate presented by the server should al s
later in this document). However, a security policy exists that will require the last portion of a server FQDN

to exactly match the domain Portion of the SIP URI, and it is called EnableStrictDNSNaming.

Client provisioning

Group policy and in-band provisioning work hand in hand to configure the OCS 2007 clients. The
reasoning for providing two different methods of doing essentially the same job is to allow provisioning
of clients outside the firewall or outside of the domain to be provisioned, even though they cannot be
provisioned through Group Policy. Furthermore, in-band provisioning handles clients not able to
understand Group Policies, such as the Office Communicator 2007 Mobile and Office Communicator 2007
Phone Experience.

In-band provisioning

In-band provisioning is solely responsible for delivering User Identity information (e.g., display name and
email address). It also delivers information on Line URIs (e.g., Tel:+4595551235) to the client. Furthermore,
in-band provisioning delivers server configuration information such as distribution group expansion Web
service URLs, Address Book Service download URLs, and the internal and external troubleshooting URLs
used for Web conferencing. New for Office Communications Server 2007 is also the ability to enable and
disable IP based audio/video and audio/video conferencing through in-band provisioning.
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Group Policy / registry  settings

You can choose to configure Office Communicator 2007 by using the through registry settings
(documented in the Office Communicator 2007 Client Documentation), but a better alternative is to use
the Group Policy Administrative Templates. These range from settings to control the user experience to
settings to control security-related features. Following are selected settings that you can control through
Group Policy or registry:

e Allow unencrypted file transfer (default set to encrypt file transfers)

e Disable audio/video conferencing (default set to enable a/v)

e Show SIP address, not display name, of federated non-PIC contacts (default set to show display
name)

e Disable Interactive Connectivity Establishment (ICE) (default set to enable ICE)

e Disable automatic use of Windows logon credentials (default is to send credentials automatically)
e Disable peer-to-peer video over IP (default set to allow video over IP)

e Disable saving instant messages (default is to save)

e Enable users to set presence to Appear Offline (default set to disabled)

e Enable SIP high-security mode (default setting is medium security)

e Enable strict DNS naming (default is disabled)

e Enable hyperlinks in IM (default is to show hyperlinks as text only)

e Disable auto-archiving of IMs (not set; user choice by default)

e Set audio and video bandwidth (default not set; can control max bandwidth used by the clients)

e Set encryption level for audio and video calls (default is to support but not require for backward
compatibility)

e Specify dynamic port ranges (default is to use dynamic range, can be set by using sub policies)

e Set the network protocol used by Communicator (default is TCP, but again depends on actual
configuration, SRV records, etc.).

Network and Data Security

We have focused on security features of the product. But what happens on the network and when the
media (IM, voice, video, conferencing, etc.) is transmitted over the network?

First of all, as discussed earlier in this whitepaper, SIP is the foundation that OCS 2007 is built upon. But
SIP is only part of the story, because it handles only signaling. The other part of the story is media.

Furthermore, there are two different scenarios: the client-to-server scenario and the server-to-server
scenario.

Security features in signaling

In the latest version (RFC 3261), SIP was updated to support Transport Layer Security (TLS) for signaling
security. The URI to a TLS protected SIP session is called a secure URI and is per the RFCs addressed as
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SIPS: user@contoso.com . However, any URI link in Office Communicator will use the defined connection
method in the Office Communicator client/group policies, regardless of whether it is a SIP or SIPS URI.

The data encryption method used is TLS and this protocol is used to help secure and authenticate
communications between clients and servers in a network. TLS was designed as a successor to SSL and
has many similarities to SSL v3.0. It can use the same cryptographic methods as SSL, but also supports
more cryptographic methods than SSL.

The use of TLS in communications allows Office Communicator 2007 and OCS 2007 to communicate
securely by helping to identify and address instances of eavesdropping, tampering, and message forgery.
In a client-to-server communication, only the server is authenticated, but in server-to-server
communications all entities of the communication can be mutually authenticated.

Following is an illustration of a client-to-server TLS handshake.

Client hello — Identify yourself

Server Hello — Here is my certificate

-

Client verifies certificate and traffic
continues encrypted
-

The process is that the client starts the TLS session, and the server returns a certificate, which the client
checks for validity by determining whether the subject name or subject alternate name is equal to the
address contacted, checking the Certificate Revocation List, determining whether the Root Certification
Authority is trusted, etc.

For a server-to-server communication, the TLS handshake continues (the first three steps of the client
process are repeated), as illustrated below.

Please Identify yourself

Here is my certificate

Server verifies the certificate and
traffic continues encrypted

In the above illustration, the handshake is continued and the other end of the conversation presents its
certificate, which is checked for validity. Then, both servers are authenticated. The only difference here is
that the other end of the conversation must have a certificate subject name that matches an entry in the
Active Directory Service or matches an entry on the Host Authorization tab in the OCS 2007 management
console.

Certificates

Certificates are required to support TLS in OCS 2007 and the SSL encryption used in Web server. In OCS,
both certificates issued by Public Certification Authorities and Internal Windows Certificate Authorities
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(Standalone and Enterprise) are supported. If a Public CA is used, then it should be on the default list of
trusted roots for Windows Server 2003. As a general rule, certificates for LiveMeeting (where external
users are invited), Federation, and Public IM Connectivity should be issued by Public CAs and the
certificates for internal use can use the Internal CA infrastructure.

Security features in media

As shown in the beginning of this whitepaper, it is very easy to eavesdrop on IM and audio conversations
if they are not protected in some manner. In OCS 2007, TLS is used for signaling and IM messages (as
these by default are flowing from client to server to client for archiving and compliance reasons) and
other content is protected by SSL (e.g., Web meetings), but how about audio and video media?

Call setup and tear-down is handled by SIP, but the transport of all audio and video traffic in OCS 2007 is
handled by Real-time Transport Protocol (RTP) and Real-time Transport Control Protocol (RTCP) as
defined in RFC 3350 RTP: A Transport Protocol for Real-Time Applications from July 2003. This protocol
is used by most enterprise VoIP implementations in the market today and is also often required between
the Mediation Server and the PSTN Gateway or IP PBX (hence the recommendation from Microsoft to use
a direct connection or separate VLAN for communication between Mediation Servers and gateways or
PBXs).

The answer to security in RTP is the Secure Real-time Transport Protocol (SRTP) and the related Secure
RTCP (SRTCP), which was defined in RFC 3711 in March 2004. The purpose of SRTP is to provide
encryption, integrity, and replay protection for the RTP data. The use of SRTP in OCS 2007 can help
protect audio and video streams from eaves-dropping by persons with access to the data sent to and
from participants in an A/V session.

The role of the Mediation server, as mentioned earlier, is also to add or remove SRTP to audio streams

originating from or destined to the many PSTN Gateways and IP PBXs that do not support the use of
SRTP.

Security features in Instant Messaging Data and Media

One of the key concerns for enterprises today is to ensure that users comply with relevant regulations
through capture, retention, and retrieval of electronic communication records.

Helping customers meet their required and future security and compliance requirements across IM,
conferencing, and voice/video is a significant goal for the OCS 2007 design. This unified communications
platform is a policy-driven solution that helps handle the capture, archival, retention, and retrieval of
records and also helps control who is allowed to communicate in which ways with whom (including
enforcement of archiving based on policies).

Instant Messaging Filtering

The Intelligent Instant Message Filter application helps to protect users from the basic threats in IMs. It
provides the following features:
e Enhanced URL Filter

e Enhanced File Transfer Filter
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Following is the default configuration of the URL Filter.

ice Communications Server 2007 Intelligent IM Filter

File Trarester Filter I

¥ Enable URL fiktering

V¥ Block all hyperlinks, both intranet and Internet, that contain any of the file extensions defined on the File Transter Filter tab

v Allow local intranet URLs

= Block instant messages that contain hyperlinks

v Allow instant messages that contain hyperinks, but convert the links ta plain text. Enter the natice
you want o insert at the beginning of each instant message containing hyperlinks.

I Allowe instant meszages that contain hyperlinks. Enter the waming you want to insert at the
beginning of each instant meszage containing hyperlinks.

i Enter the prefixes, separated by a space, that you want the LIRL filter ta block.

href wian” ftp. hitp: hitps: ftp: gopher nntps news: file: mailto: zip: sips: tel callto: Idap: telnet:

X I

Eiestore Defaults | 0K Cancel | Lpply | Help |

The default configuration will filter any URL beginning with www*, ftp:, http: and so forth. For example,
www.microsoft.com will be converted to _www.microsoft.com, thereby appearing as a non-clickable URL.
Also, depending on your Company Policy, a warning can be inserted at the beginning of the text.

On the second tab, you configure the File Transfer Filter:

ice Communications Server 2007 Intelli

URL Filter

¥ Enable file transfer filtering
= Block all file extensions
 Block only file extensions in the list belaw

— Enter the file extensions, beginning with & period and separated by a space, that you want the file transfer —
filter to block. If thiz list iz empty, all file extensions will be blocked.

ade adp .app .asp baz bat cer .chm cmd com cpl.crt csh oexe fup gip hip hta inf ins isp its ;I
iz jze ksh Ink mad maf mag.mam maq . mar .mas mat .mau may maw . mda mdb mde mdtmdw
.mdz .mec .msi .mp .mst ook .ops .pod .pif .pl.prp prf .prg .pst reg . scf ser sct zhb she tmp ol

b ovbe vbs ved wemacios wes vstovew ws wsc wsf wsh

The list above will be used ta block hyperlinks that contain any of these file extensions

Eiestore Defaults QK. Cancel Lpply Help
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The choice is to either block all file extensions or block a list of file extensions.

The Intelligent IM Filter application provides a base-level filtering functionality for both external and
internal instant messages. The Intelligent IM Filter will remove many of the security threats seen in IM,
however you also should evaluate and implement an additional virus scanning solution that integrates
with Office Communications Server 2007 and provides much more granular and up-to-date filtering
capabilities.

IM and Call Detail Records Policies

You can set archiving of IM on an organization and a per-user level and it can also be defined for specific
scenarios. Telephony and conferencing policies are described later in this whitepaper, but Call Detail
Records (CDR) utilize the Archiving architecture, so this is also described in this section. Below are the
Properties that you can set on a global level for Archiving and CDR.

Office Communications Server Global Properties 3 || 0ffice Communications Server Global Properties [ ]

General I Seaich | User | eetings | Edge Servers I General I Search I User I Meetings | Edge Servers |
Federation Archiving | Call Detail Records Federation I Archiving Call Detail Records

“f'ou can archive all internal and federated communications. Specify if Call Detall Fecords shauld be enabled for peer to peer sessions,
conferencing, and Vaice:

i~ Internal communications

 Archive for all users ™ Peerto-Peer call details

' Do not archive for any users

g

" Archive according to user seftings

¥ Voice call details

i~ Federated communications
' trchive for all users

" Da nat archive far amy users

" #rchive according to user gettings

Mote: Ta use archiving, you must configure archiving for the front end
servers of each Enterprise poal or Standard Edition server. The global level
settings for archiving will not apply far group instant messaging
conversations.

()4 I Cancel Apply Help ()4 I Cancel Apply Help

You can enforce archiving policies at the forest level to "Archive for all users” or "Do not archive for any
users." You also can differentiate between Internal and Federated communications. You can enforce
archiving policies at three different levels: at the forest level, at any active directory container level, or at
the user's level, letting users determine their own settings. Also, on CDR, you can decide which records to
record, be it Conferencing, Peer-to-Peer, or Voice call details.

Directly from Outlook, users have the option to "Save my instant message conversations in the outlook
Conversation History folder" for access to their own call-logs and conversation history. But you can
disable this option through Group Policy.

Archiving and Call Details Records components

Page 18 of 23



Archiving features have been greatly enhanced in OCS 2007 and now include detailed Call Details Records
(CDR). You can archive all messages and CDR in a SQL Server™ database (SQL Server™ 2000 SP4 or SQL
Server™ 2005) via the new Archiving and CDR server role. The components of this new server role are:

e Microsoft Message Queuing

e Archiving & CDR Agent and the Archiving & CDR Service.

e Archiving back-end database

The Archiving & CDR Agent is running on the Standard Edition or the Front End Server in a Pool and the
Archiving & CDR Service is running either on the SQL Server™ or on a stand-alone Archiving & CDR
server that connects to, for example, a SQL Cluster. When the Archiving Agent is not running on the same
server as the Archiving Service, it utilizes Microsoft Message Queuing (MSMQ) for delivery of messages
between the servers in a fail-safe manner. MSMQ allows applications to send messages to each other
even if the receiving application is offline during initial transmission (it will be retransmitted when the
receiving end is online again). For even greater security, it is possible to shut down OCS if either Message
Queue encryption or archiving fails (as shown below).

When archiving and CDR is enabled in an OCS organization you can configure the Front-end servers to
shut down if the archiving server or MSMQ encryption is not available. The following is an example of the
screen where you can set this configuration.

b3r-ocs Front End Properties x|
General I Routing I Compreszion | Suthentication
Federation I Host Autharization Archiving | Woice

r—&rchiving and call detail recording

Before vou can activate archiving. Message Queuing must be installed on
each Frant End Server.

W Zctivate content archiving

IV Shut down sereer if archiving fails

[v Shut down server f Message Dueuing encryption Fails

[ Activate call details recording

Office Communications Server | Archiving Queue Path |
@ B3R-0CS liwareinc.com

Azsoniate,. |

Warning: Any changes on this page will nat take effect until you restart the
Communications Server service in the cormesponding servers.

QK I Cancel Apply Help

Besides archiving the content (e.g., the actual content or phone number dialed), CDR are also recorded for
usage and trend analysis. The following table provides a sample of CDR archived for different services.
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Call Detail Records archived

IM Usage Meeting Console Usage Phone Usage

Number of IM Sessions Number of conferences Voice calls between particular
users

Number IM Messages Conference minutes Redirected voice calls

IM Conversation Minutes Unique conference users Missed calls

P2P Audio/Video Sessions Differentiation of conference Duration of calls
presenters versus attendees

Number of Users Conference messages Information about gateways
used in the call

IM File Transfer Sessions

Application Sharing
Sessions

Remote Assistance Sessions

Conferencing policies

As shown in the previous section, many settings control the Office Communicator 2007 client and the
features that are available for the end user. You can control other settings from the OCS 2007
Management Console, and these settings primarily relate to the conferencing and telephony features of
OCS 2007.

Conferencing components

The conferencing server consists of the Focus, which is the central coordinator, policy and state manager
for a conference. The Focus Factory is an SIP entity that creates, deletes, and modifies meetings in the
conferencing database. Clients access this entity by sending Centralized Conferencing Control Protocol
(C3P) in SIP INFO messages. Lastly, the MCU Factory is responsible for provisioning a conference for a
particular media type on the appropriate conferencing server.

Meeting policies

By default, five global meeting policies control the features that are available to the end users and that
can be assigned globally as default policies and configured on a per-user level. You can apply or adapt
these policies by using the OCS 2007 MMC interface. The configurable features are whether anonymous
users are allowed to join meetings, the meeting size (number of users), whether desktop sharing is
allowed to federated and/or anonymous users, and the maximum number of colors allowed for
application sharing (for bandwidth conservation).
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Content archived

OCS 2007, in addition to the CDR shown earlier, also archives content from the conferences, including:
e Uploaded content (PowerPoint presentations, Word documents) whether or not the content was
subsequently deleted by the meeting organizer

e Annotations made to the uploaded content during the meeting
e Whiteboard sessions
Besides content archiving, OCS 2007 also archives activities during the meeting, including:
e Log of questions and answers
e Polls
e Chat (from within Live Meeting)
e Content uploads
e Handout uploads
All this content is accompanied by XML-based schemas, meeting content, and compliance metadata and

the content is archived in a single file share. Included with OCS 2007 are tools to handle retention of
meeting content.

Telephony policies

As with many parts of the product, you can control telephony features on a global and per-user level. The
possibilities range from allowing or disallowing IP-based telephony per-user to determining which
numbers and PSTN gateways the users are allowed to dial and use.

OCS 2007 lets you create policies determining which groups of users are allowed to place long-distance
or international calls. You do this by assigning user policies to Phone Usage Records and outbound call
routes, which allows for very granular control of both the calls allowed to place and the route the call
should follow. Following is a short explanation of Phone Usage Records and Routing tables:

Phone Usage Records

The Phone Usage Records feature assigns calling permissions to users. This is done by assigning Groups
or Users to Phone Usage recordaltbwtl aosgaldlgtaneel abhkl
routesd are then defined in the outbound routing tabl e

Routing tables

The routing tables define how outbound calls are routed. The route contains the Phone Usage Records,
the target phone number regular expression and the destination Gateway or Mediation Server used for
the outbound call.
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Edit Route E2

Hame: IDutbound to DMGA000 / Mediation Server
Descriphion:
Outbound PSTH gateway |=]

A roube requires a target phone number regular exprassion, ohe or mare
gateways, ahd one or more phone usages.

— Target phone numbers:

Target regular expreszion

N

Helper... |

— Gateways

Add... Remove

— Phone uzages

Defaul: Uszage

Configure. .. |
Ok I Cancel | Help |

The above illustration shows the diversity of possibilities for handling telephony policies. Other features,
such as handling Least Cost Routing, are also available but not the main focus of this whitepaper.

Page 22 of 23



Conclusion

OCS 2007 was designed to help create both a secure, connected, and streamlined unified communications
solution. OCS 2007 addresses many of the security concerns that IT departments have had with either the
free publicly available solutions for instant messaging and VolP, or the separate offerings for voice, unified
messaging, presence, or conferencing,

Even though we haven't been able to cover every security-related detail in OCS 2007, we have shown that
it helps handle secure authentication, granular authorization, and helps protect all media, be it instant
messages, audio, video, or meeting content. For the IT department, this is accomplished using a policy-
driven model that you can apply at a global level, at a server level, or on a per-user basis.

All of the unified communications possibilities are available without requiring expensive upgrades of
network equipment or security solutions, using familiar interfaces for the end-users that are available
whether they are physically located in the office, at home, at a conference facility or in another company
that also is using OCS 2007.

By using the OCS 2007 security features discussed in this whitepaper, you can provide rich collaboration
through presence, IM, VolIP, audio/video conferencing, and Web conferencing within your internal
network or over the Internet in a manner that allows you to address the most common security risks. With
pervasive support for TLS, OCS 2007 uses strong encryption standards to help ensure the security of every
message path between clients, servers, and archival solutions. OCS 2007 helps you filter and block
unwanted messages and malicious communications, and helps you protect your network from SPIM,
viruses, URL infection schemes, and DoS attacks. OCS 2007 also helps you establish secure
communications with federated partners and public IM providers. By using the technologies provided in
OCS 2007 in conjunction with a clear, comprehensive security process, you can successfully deploy OCS
2007 to help achieve your business goals.

More Information

For more detailed information about Microsoft unified communications vision and features, visit
http://www.microsoft.com/uc/.
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