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1 Executive summary
Microsoft Pty Ltd and Microsoft Corporation (together “Microsoft”) 
welcome this opportunity to offer their thoughts on the Australian Law 
Reform Commission’s (“ALRC”) Discussion Paper 72, entitled “Review of 
Australian Privacy Law” (“DP 72”).

Microsoft’s views on the ALRC’s proposals for reform of Australia’s privacy 
laws are informed by its privacy vision. That vision is for ubiquitous 
computing to reflect the need for privacy and data protection so that 
individuals and organisations can share, use and manage personal information 
in a trusted computing environment. Microsoft views privacy regulation as 
an important prerequisite to achieving its privacy vision, and advocates 
privacy regulation that is principles-based, technologically neutral, 
harmonised with existing laws and conducive to innovation.

In relation to the ALRC’s specific proposals for reform, Microsoft makes the 
following key submissions:

The framework for privacy regulation in Australia (see section 6 below)

• Microsoft supports Proposals 3-2 and 3-4 to simplify the structure of 
the Privacy Act 1988 (Cth) (“Privacy Act”) and include an objects 
clause.

• Microsoft supports Proposals 4-1 and 4-2, the purpose of which is to 
reduce the existing fragmentation of Australia’s privacy laws and 
achieve national consistency.

The scope of privacy regulation in Australia (see section 7 below)

• Microsoft is not convinced of the case for the enactment of a statutory 
cause of action for invasion of privacy in the terms set forth in 
Proposals 5-1 to 5-7.  Even if that case can be made out, Microsoft is 
concerned by the broad and uncertain terms in which the proposed 
cause of action is cast, and suggests that further consideration ought 
to be given to the likely effect of the proposed cause of action on 
innovation.

The form and substance of Australia’s data protection legislation (see 
section 8 below)

• Microsoft generally supports the ALRC’s proposals relating to the 
structural reform of the Privacy Act, including Proposal 15-2 to 
consolidate the Information Privacy Principles (“IPPs”) and the 
National Privacy Principles (“NPPs”) into the Unified Privacy 
Principles (“UPPs”).

• Microsoft understands the rationale for Proposal 3-1 that the Minister 
should be empowered to promulgate regulations to alter the
requirements of the UPPs in particular contexts, but notes that this 
power must be exercised with care so as to avoid unproductive 
fragmentation in regulation.
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• Microsoft endorses of the Office of the Privacy Commissioner’s 
(“OPC”) view that the current definition of ‘personal information’ 
should be retained.

• Microsoft supports Proposal 16-1 that the OPC should issue more 
detailed guidance on consent, and Microsoft urges the OPC to 
consider incorporating a tiered consent model into that guidance.

• Microsoft is conscious that the implementation of the ALRC’s 
proposal to oblige organisations to notify direct marketing recipients 
of the source of their personal information on request might impose 
costs on businesses that outweigh the corresponding privacy benefit 
to individuals.  In addition, Microsoft considers that the relationship 
between the proposed direct marketing principle, and federal and state 
legislation that imposes inconsistent requirements, would benefit 
from further consideration.

• Microsoft endorses the APEC concept of accountability as an 
appropriate approach to the regulation of domestic and international 
transfers of personal information.

• Microsoft welcomes the ALRC’s proposal to incorporate the APEC 
concept of accountability into the Privacy Act to address disclosures
of personal information in the outsourcing context, but suggests that 
the best logical fit for this concept is in the proposed use and 
disclosure principle (UPP 5) (and not the proposed data security 
principle (UPP 8)). Microsoft also calls for the inclusion of a list of 
factors in the data security principle to help guide any determination 
of whether an organisation has taken “reasonable steps” to secure 
personal information that it holds.

• Microsoft supports the enactment of a limited data breach notification 
obligation. Microsoft urges the ALRC to refine the following aspects 
of its proposed data breach notification obligation:

• the types of personal information in respect of which the 
obligation applies;

• the persons who should be notified;

• the trigger for notification;

• the role of the Privacy Commissioner; and

• the classification of adequate data encryption as an exception 
to the notification obligation.

Microsoft also suggests that the ALRC should address the liability of 
regulated entities for the unauthorised disclosure of personal 
information that results from a data security breach as part of its data 
breach notification recommendations.
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Technology and privacy (see section 9 below)

• Microsoft strongly supports Proposal 7-1 to maintain the 
technological neutrality of the Privacy Act.

• Microsoft does not think that it is appropriate for the Minister to 
prescribe privacy and security standards for certain technologies as 
suggested by the ALRC in Proposal 7-2. This proposal:

• offends the ALRC’s earlier endorsement of technological 
neutrality in privacy regulation;

• is unnecessary in the light of market-driven and regulatory 
incentives to secure data adequately;

• may have an adverse effect on Australia’s attractiveness as a 
test market for new products; and

• is inconsistent with earlier criticism of the practice of 
prescribing standards as quasi-regulation by the Australian 
Government’s Taskforce on Reducing Regulatory Burdens on 
Business.

• Microsoft considers that the rationale for Proposal 44-4 to empower 
the Privacy Commissioner to direct organisations to conduct privacy 
impact assessments is questionable, particularly given the existence 
of market-based forces and regulatory incentives that encourage 
organisations to design products with privacy in mind.

Children and privacy (see section 10 below)

• Microsoft strongly supports Proposals 59-1 to 59-4, which relate to 
research and educational initiatives regarding children and privacy,
and the issuance of guidance by the Privacy Commissioner to better 
inform organisations about privacy issues regarding children.

• Microsoft generally supports Proposals 60-1 and 60-2 to amend the 
Privacy Act to include presumptions about when minors will be 
considered to be capable of giving consent.  However, Microsoft 
urges the ALRC to harmonise the age at which minors will be 
presumed to be capable of giving consent with that adopted in the 
United States.

Privacy in the health sector (see section 11 below)

• Microsoft notes that the health sector presents unique and complex 
privacy issues.  Microsoft will continue to engage in consultations 
with government and industry in order to identify and implement the 
best methods of advancing health privacy.

Finally, as a practical matter, Microsoft notes that the conferral of additional 
functions on the federal Privacy Commissioner is unlikely to result in any 
significant benefit unless there is a corresponding increase in the resources 
made available to the Office of the Privacy Commissioner (“OPC”).  
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Microsoft suggests that the ALRC specifically address this need for 
additional resources in any final recommendations that it makes as part of the 
current review.

2 Scope of this submission
There are over 300 proposals for privacy law reform contained in DP 72.  
Microsoft has restricted its submission to a limited number of the ALRC’s 
proposals that are most relevant to Microsoft’s business.  Where Microsoft 
has not commented on a specific proposal, it should not be assumed that 
Microsoft approves of that proposal.

It should also be noted that Microsoft makes several references throughout 
this submission to its earlier submission in response to Issues Paper 31, 
entitled “Review of Privacy” (“IP 31”). Microsoft appreciates the ALRC’s 
consideration of this earlier submission in DP 72.

3 Microsoft’s privacy vision
Microsoft views privacy as one of the critical pillars of a trustworthy 
computing experience - an experience that allows individuals and 
organisations to confidently and safely realise the potential of computers and 
the internet.  

Microsoft’s privacy vision is for ubiquitous computing to reflect the need for 
privacy and data protection so that individuals and organisations can share, 
use and manage personal information in a trusted computing environment.

Microsoft seeks to deliver this vision through the deployment a three-part 
strategy.  This strategy involves: 

(a) building security and privacy features and functionality into our 
software from the beginning with innovative technology;

(b) empowering customers with the knowledge and tools they need to 
help safeguard their personal information; and

(c) creating a culture of offline and online information safety in 
collaboration with government, law enforcement, businesses, non-
profit organisations and other stakeholders.

Microsoft’s commitment to building security and privacy features and 
functionality into our software stems from our belief that a comprehensive 
and effective approach to privacy involves a combination of policy, people, 
processes and technology.  Technology helps organisations enable effective 
processes, implement policies, and comply with desired business practices 
and regulations.  And from an individual’s perspective, technology is a reality 
of how many people work, communicate, learn and relax, and so it is in this 
context that the majority of dealings with personal information now occur.

In Microsoft’s view, responsibility for protecting personal information does 
not solely lie with the organisations that handle it.  Microsoft believes that the 
people who use technology play a vital role in securing the overall computing 
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ecosystem and as a result, their personal information contained within it.  
Consequently, users should be empowered to safeguard their personal 
information by being provided with the information that they need to make 
critical choices, and the tools that they need to take assured action.

The third component of Microsoft’s strategy for delivering its privacy vision 
is to create a culture of offline and online information safety in collaboration 
with government, law enforcement, businesses, non-profit organisations and 
other stakeholders.  As discussed in section 5.1 below, Microsoft strives to 
create this culture of information safety in a number of different ways ranging 
from education and guidance (both for individuals and the IT sector), to 
industry partnerships and by advocating privacy law reforms.  

However, it is important to note that, while there is certainly a role for 
privacy legislation as part of a comprehensive approach to protecting personal 
information, Microsoft’s view is that market-driven solutions and self-
regulatory efforts often provide the most immediate and effective ways to 
protect individual privacy.  For example, market-based forces have recently 
driven Microsoft and its industry counterparts to release privacy-enhancing 
policies on how user information from search engine request strings will be 
handled.1 Microsoft urges the ALRC to be mindful of the role of market-
driven solutions and self-regulatory efforts in making its final 
recommendations on how Australia’s privacy laws can be improved, 
particularly in the context of the ALRC’s technology-related proposals, which
are discussed in section 9 below.  

4 Microsoft’s views on the approach to privacy 
regulation
Where privacy regulation is appropriate, Microsoft considers that it should be 
informed by the following four objectives:

(a) principles based regulation - a principles based approach to 
regulation allows for the achievement of regulatory objectives while 
giving regulated entities the flexibility to determine how to do so.  
Principles based regulation is also more robust and adaptable to 
changing information handling practices; 

(b) technological neutrality - a technology neutral approach to 
regulation ensures the continued relevance of privacy laws in the face 
of technological developments.  It also guards against unintended 
consequences and obsolescence arising from technology specific 
measures; 

(c) harmonised regulation - a harmonised approach to privacy 
regulation – at both an international and national level – promotes 
free commerce and avoids the numerous pitfalls of fragmented 

  
1 See, for example, Microsoft, Microsoft’s Privacy Principles for Live Search and Online Ad 

Targeting (2007) <http://download.microsoft.com/download/3/7/f/37f14671-ddee-499b-a794-
077b3673f186/Microsoft%E2%80%99s%20Privacy%20Principles%20for%20Live%20Search%
20and%20Online%20Ad%20Targeting.pdf>.  These principles are discussed in more detail in 
section 5.2 below.
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regulation, including its well-recognised adverse effect on 
productivity;2 and  

(d) regulation that is conducive to innovation - in this information age, 
many innovative new services involve the exchange of increasing 
amounts of personal information.  It would be undesirable if privacy 
regulation stifled or hindered the development of these services, 
many of which are socially beneficial.  

5 Microsoft’s privacy practice
Set out below are some examples of how Microsoft puts its privacy vision 
into practice.  These examples are grouped by reference to Microsoft’s three-
part privacy strategy described in section 3 above.

5.1 Building a culture of information safety
Microsoft’s commitment to privacy starts with the people, policies and 
processes that make privacy and data protection an integral part of  
Microsoft’s business practices and its corporate environment.

• Privacy staffing. Organisationally, Microsoft implements its privacy 
goals through three levels of privacy-related staffing.  The Microsoft 
Corporate Privacy Group manages the development and 
implementation of programs that enhance the privacy of Microsoft 
products, services, processes and systems. Many of the company’s 
business units have dedicated full-time privacy staff, and several 
hundred other employees are responsible for helping ensure that 
privacy policies, procedures and technologies are applied within the 
product group and subsidiaries in which they work.

• Privacy policy. The foundation of Microsoft’s approach to privacy 
and data protection is a belief that individuals are empowered to 
control the collection, use and distribution of their personal 
information.  Microsoft’s corporate privacy policy incorporates ten
principles that apply to the collection and use of all customer and 
partner information, including accountability, notice, collection, 
choice and consent, use and retention, disclosure, quality, access, 
security and monitoring, and enforcement.  This policy provides 
business units and employees with a clear and simple framework to 
help ensure privacy compliance companywide.

• Privacy guidelines. Microsoft also has adopted discipline-specific 
privacy guidelines, such as the Microsoft Privacy Standard for 
Development, which is discussed in more detail in section 5.2 below.

Microsoft also believes strongly in working with and alongside governments 
to build a culture of information safety.  Microsoft engages at many levels 
with governments, law enforcement and industry to create an expanding 
culture of information safety in which all stakeholders work together to find 

  
2 See, for example, Productivity Commission, Public Support for Science and Innovation -

Productivity Commission Research Report (2007) 
<http://www.pc.gov.au/__data/assets/pdf_file/0016/37123/science.pdf>.
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solutions, mitigate risks, and promote best practices.  Efforts include formal 
legal actions, support for law enforcement, guidance on legislation and 
leadership on a host of initiatives. By way of illustration:

• Microsoft was one of the first organisations to embrace the Safe 
Harbor privacy principles developed by the U.S. Department of 
Commerce and the European Commission. These privacy principles 
provided a framework for the development of Microsoft’s own 
privacy principles that guide the enhanced security and appropriate 
use of customers’ and partners’ personal information;

• Microsoft is a strong supporter of the Asia-Pacific Economic 
Cooperation (“APEC”) Privacy Framework and encourages member 
economies to implement the Framework; 

• Microsoft serves and has served as an advisor on privacy-focused 
legislative and framework proposals considered by the APEC Forum, 
and in China, Singapore, India, Mexico, and in other countries around 
the world; and

• in the United States, Microsoft teamed with eBay, HP, and the Center 
for Democracy and Technology to launch the Consumer Privacy 
Legislative (“CPL”) Forum. The CPL Forum advocates for 
comprehensive federal legislation that would apply to all 
organisations and industries; cover online and offline transactions; is 
consistent with global standards; increase clarity and transparency in 
the collection, use and disclosure of personal data; and provide 
individuals with increased control over the use and disclosure of their 
information.

Furthermore, Microsoft adheres to globally recognised privacy standards set 
forth in the Organisation for Economic Co-operation and Development 
(“OECD”) and Online Privacy Alliance guidelines, is a member of the 
TRUSTe Privacy Seal Program, and abides by the Safe Harbor framework set 
forth by the U.S. Department of Commerce.

5.2 Building privacy into product design
Incorporating privacy and security into our product design is already a 
hallmark of product development at Microsoft.  For example:

(a) Microsoft Privacy Standard for Development. The Microsoft 
Privacy Standard for Development (“MPSD”) helps ensure that 
customer privacy and data protection is systematically incorporated 
into the development and deployment of Microsoft products and 
services. The MPSD includes detailed guidance for creating notice 
and consent experiences, providing sufficient data security features, 
maintaining data integrity, offering user access, and supplying 
controls when developing software products and web sites. To share 
our best practices with the broader technology industry and privacy 
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community, in October 2006 Microsoft released its Privacy 
Guidelines for Developing Software Products and Services.3

(b) Security Development Lifecycle. The Microsoft Security 
Development Lifecycle (“SDL”) is an internal design and 
development framework that establishes a rigorous process of secure 
design, coding, testing, review and response for all Microsoft 
products that handle sensitive or personal information or regularly 
communicate via the Internet. Because security is one of the key 
supporting elements of privacy in software design and 
implementation, the MPSD mentioned above has been incorporated 
into the SDL. This alignment of complementary privacy and security 
processes helps minimise vulnerabilities in code, guard against data 
breaches and ensure that developers build privacy into Microsoft 
products and services from the outset.

(c) Microsoft’s Privacy Principles for Live Search and Online Ad 
Targeting.  These represent the continuing evolution of Microsoft’s 
long-standing commitment to privacy. They build on our existing 
policies and practices, as reflected in our privacy statements. They 
also complement our other privacy efforts, including those discussed 
in this submission.  The principles reflect Microsoft’s current and 
future practices and include principles based on:

(i) user notice; 

(ii) user control; 

(iii) search data anonymisation;

(iv) minimising privacy impact and protecting data; and 

(v) legal requirements and industry best practices.

(d) Privacy training. Microsoft conducts extensive internal education 
and awareness programs to help ensure that employees understand 
their role and level of accountability as part of the companywide 
commitment to privacy. These programs also provide content and 
guidance targeted at each business group and job role to help 
employees deal more effectively with privacy issues in their everyday 
activities.

5.3 Empowering customers to help safeguard their personal information
Microsoft offers technological solutions to both individual consumers and 
growing businesses to help protect personal information and data. These 
include technologies such as the Sender ID Framework, which helps prevent 
email spoofing; Windows Defender anti-spyware; the Malicious Software 
Removal Tool, and the Microsoft Phishing Filter. For businesses, User 
Account Control, kernel patch protection, and Windows CardSpace help to 
secure the infrastructure, determine identity, and control access.  BitLocker 

  
3 See Microsoft, New Guidelines to Help Developers Protect Customers’ Privacy, Press Release,

19 October 2006, <http://www.microsoft.com/presspass/features/2006/oct06/10-
19Privacy.mspx> 
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Drive Encryption, Windows Rights Management Services, and Systems
Center offer additional privacy-related benefits to businesses and 
organisations.                 

6 The framework for privacy regulation in Australia

6.1 The proposals to establish a logically consistent, simple and clear 
framework

Proposals 3-2 and 3-4

Microsoft welcomes changes to the law that are designed to improve clarity 
and logical consistency.  Consequently, Microsoft supports Proposals 3-2 and 
3-4 to simplify the structure of the Privacy Act and include an objects clause.  

Microsoft would welcome an objects clause that: 

(a) recognises that the right to privacy is not absolute and provides a 
framework within which to balance the public interest in protecting 
the privacy of individuals with other public interests;

(b) provides the basis for nationally consistent regulation of privacy;

(c) promotes the responsible and transparent handling of personal 
information by agencies and organisations; and

(d) facilitates the growth and development of electronic commerce, 
nationally and internationally, while ensuring respect for the right to 
privacy.  

These are all objects that the ALRC recommends in Proposal 3-4. 

6.2 The proposals to establish a harmonised, national framework

Proposals 4-1 and 4-2

For the reasons given in section 4 above and in our submission on IP 31, 
Microsoft welcomes Proposals 4-1 and 4-2, the purpose of which is to reduce 
the existing fragmentation of Australia’s privacy laws and achieve national 
consistency.  Microsoft’s preference is to consolidate the regulation of 
privacy in Australia at the federal level.  If that is not possible for 
constitutional reasons or otherwise, then Microsoft sees merit in a 
Commonwealth-state cooperative scheme.

We note that nationally consistent privacy legislation provides considerable 
benefits for all stakeholders, including individuals. As acknowledged by the 
ALRC in paragraph 4.16 of DP 72, nationally consistent privacy legislation 
will:

(a) make privacy laws more understandable and accessible to individuals 
who will be better able to understand what rights they have and how 
to go about enforcing them; 



9210992_5
Microsoft - Submission in response to ALRC Discussion Paper 72, Review of Australian Privacy Law
12 December 2007

12

(b) reduce compliance costs for private and public sector organisations 
who are required to comply with privacy laws; and 

(c) simplify and improve the certainty of administering and ensuring 
compliance with privacy laws by the OPC and other bodies. 

One consequence of the consolidation of privacy regulation at the federal 
level is that as the role of state and territory regulatory bodies decreases, there 
will be a corresponding increase in the workload for the federal Privacy 
Commissioner and his or her office.  For that workload to be processed and 
managed effectively, the federal Privacy Commissioner and his or her office 
will require more resources.  Microsoft suggests that the ALRC specifically 
address this need for additional resources in any final recommendations that it 
makes as part of the current review.

7 The scope of privacy regulation in Australia

7.1 The proposed statutory cause of action for invasion of privacy 

Proposals 5-1 to 5-7

The case for the enactment of the proposed statutory cause of action

Microsoft is not convinced of the case for the enactment of a statutory cause 
of action for invasion of privacy in the terms set forth in Proposals 5-1 to 5-7.

In the first instance, it is doubtful whether some of the reasons given by the 
New South Wales Law Reform Commission in support of the enactment of a 
statutory cause of action are particularly strong.  The advent of a more 
‘invasive environment’ and the ‘experience of other countries’ are not, in 
Microsoft’s opinion, good reasons for enacting a new statutory cause of 
action for invasion of privacy.  As with any regulatory proposal, Microsoft 
takes the view that there should be a demonstrated failure of existing 
regulation to address a definite problem before legislation is adopted.  In 
Microsoft’s opinion, this threshold test has not been met in the present 
context.       

Secondly, it appears as though there is an overlap between some of the limbs 
of the proposed cause of action and existing civil remedies that have not been 
well utilised by the public.  For example, section 107A of the 
Telecommunications (Interception and Access) Act 1979 (Cth) creates a civil 
cause of action in respect of certain unlawful interceptions of 
communications.  This cause of action appears to overlap with paragraph (c) 
and to a lesser extent, paragraph (b) of the proposed cause of action.4 Despite 
having been enacted more than 10 years ago, we are not aware of any 
litigation under section 107A of the Telecommunications (Interception and 
Access) Act 1979 (Cth) that has been pursued to judgment.  This leads 
Microsoft to question whether there is in fact a real need for all of the limbs 
of the proposed statutory cause of action and whether sufficient consideration 
has been paid to existing remedies in Australia’s general federal law that 
could be of relevance to the harms that the ALRC is seeking to address.

  
4 Proposal 5-1. 
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A desirable regulatory approach?

Even if the case for the enactment of the proposed statutory cause of action 
can be made out, Microsoft is concerned by the broad and uncertain terms in 
which the proposed cause of action is cast.  One source of uncertainty is the 
fact that the proposed cause of action merely contains a non-exhaustive list of 
acts that could fall within the scope of the cause of action.  Another is that the 
meaning of the concepts of “reasonable expectation”, “sufficiently serious” 
and “substantial offence” is unclear.  So far as Microsoft can see, the only 
way in which the statutory cause of action will be made more certain is by a 
series of test cases that develop the boundaries of the cause of action and the 
principles governing its application. And even if these test cases are 
forthcoming, there is the risk that they will be highly dependent on their own 
facts and therefore of little precedent value.  More generally, litigation has the 
well-recognised disadvantages of being expensive, unpredictable and 
unproductive.  

A regulatory approach that can only achieve certainty by judicial 
consideration of test cases is contrary to the findings of the Taskforce on 
Reducing Regulatory Burdens on Business,5 whose report was a key impetus 
for the review currently being conducted by the ALRC.  The Taskforce 
endorsed the enactment of nationally consistent privacy legislation based on 
the concept of minimum effective regulation, in an attempt to reduce the 
substantial compliance costs that were found to be associated with privacy 
regulation.6 Microsoft questions whether the proposed cause of action can be 
categorised as a measure that satisfies this test of minimum effective 
regulation given the uncertainties associated with the terms in which it is cast. 

Effect on innovation

The ALRC also needs to be mindful of the likely effect of its proposed cause 
of action on the development of emerging and innovative services, such as 
social networking services, that involve the dissemination of information, 
including personal information.  It would seem as though unless the proposed 
cause of action is cast in narrower and more certain terms, and appropriate 
defences are enacted, the development of these new information-intensive 
services could be stifled.  This would be an unfortunate result given the 
socially useful purposes for which these new services have been developed, 
and their ability to be designed in a way that accommodates specific data 
protection requirements, such as those specified in the proposed UPPs.

The appropriate remedies and forum

Assuming that the case for the enactment of the proposed statutory cause of 
action can be made out, and that the uncertainties discussed in the preceding 
sections can be overcome, the next question that falls for consideration is
what are the appropriate remedies for the proposed cause of action, and what 
is the appropriate forum for hearing complaints pursuant to it.

  
5 Taskforce on Reducing Regulatory Burdens on Business, Rethinking Regulation - Report of the 

Taskforce on Reducing Regulatory Burdens on Business (2006), 
<http://www.regulationtaskforce.gov.au/__data/assets/pdf_file/0007/69721/regulationtaskforce.p
df>. 

6 Rethinking Regulation - Report of the Taskforce on Reducing Regulatory Burdens on Business, p 
55.  
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In Microsoft’s experience, the Privacy Commissioner’s conciliation-based 
approach to resolving privacy complaints has been effective.  There does not 
appear to be any reason why this cannot be extended to complaints 
concerning invasions of privacy.  Such an approach will save the parties the 
expense and uncertainty associated with litigation, and complainants will not 
be required to relive and re-publicise any humiliation suffered in a public 
court room.  Where a complainant feels that their dignity has been offended,
or that they have been humiliated or suffered some other hurt, a conciliatory 
approach to dispute resolution is likely to be more appropriate than the 
adversarial nature of litigation.  

7.2 The appropriateness of a notice and take down scheme for content
that invades an individual’s privacy

Question 8-1

By Question 8-1, the ALRC has asked whether the online content regulation 
scheme set out in the Broadcasting Services Act 1992 (Cth) (“Broadcasting 
Services Act”), and in particular the ability to issue take down notices, should 
be expanded beyond the National Classification Code and decisions of the 
Classification Board to cover a wider range of content that may constitute an 
invasion of an individual’s privacy.

The first point to note about the online content scheme in the Broadcasting 
Services Act is that it strikes a careful policy balance in relation to the 
scheme’s extra-territorial reach. 7  This careful policy balance was established 
in 1999 when Australia’s online content scheme was first introduced and it 
has been reinforced as recently as July 2007 when substantial amendments to 
that scheme were enacted.  Any extension of this scheme to content that 
invades privacy should not alter this well-established policy balance, which is 
not, on any view, affected by the nature of the unlawful content to which it 
applies.

Even if the extra-territorial reach and other essential features of the existing 
online content scheme are preserved, the ALRC needs to carefully consider 
the extent to which a take down notice regime for content that invades an 
individual’s privacy would affect innovative new services, such as the various 
social networking websites that have recently gained popularity, many of 
which involve substantial proportions of user-generated content.  Given their 
likely exposure to take down notices and the cost of complying with them, it 
is conceivable that a take down regime for content that invades an 
individual’s privacy would have a stifling effect on the development of 
information-rich services.  For the reasons given in section 4 above, this 
would be an undesirable outcome.

Finally, the question of whether content invades an individual’s privacy in 
terms of the proposed cause of action necessitates judgment calls that are 
inherently more difficult than the judgment calls that must be made in relation 
to the types of content that Australia’s content regulation scheme currently 
applies to (ie content that is, or would be, prohibited by Australia’s National 

  
7 See further Microsoft Corporation’s Submission to the Senate Environment, Communications, 

Information Technology and the Arts Committee’s Inquiry into the Provisions of the 
Communications Legislation Amendment (Content Services) Bill 2007 (Available at: 
<http://www.aph.gov.au/senate/committee/ecita_ctte/contentservices/submissions/sub09.pdf>). 
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Classification Code).  These difficulties are only compounded by the 
uncertain scope and application of the proposed cause of action, and the
complex and intricate questions of law that it gives rise to.  This is in contrast 
to the National Classification Code which is supported by detailed guidelines 
to aid those charged with making decisions under the classification scheme.8  
In Microsoft’s opinion, the difficulty of the judgment calls associated with the 
question of whether content invades an individual’s privacy (and therefore 
whether a take down notice should be issued and complied with) directly 
affects the suitability of a notice and take down scheme to this kind of 
content.

8 The form and substance of Australia’s data protection
legislation

8.1 The proposals to reform the structure of the privacy principles

Proposals 15-1 to 15-4

Microsoft agrees with the ALRC that the privacy principles in the Privacy 
Act should be drafted to pursue the following objectives:9

(a) the obligations in the privacy principles generally should be 
expressed as high level principles;

(b) the privacy principles should be simple, clear and easy to understand 
and apply; and

(c) the privacy principles should impose reasonable obligations on 
agencies and organisations.

Microsoft generally supports Proposal 15-2 to consolidate the IPPs and the 
NPPs into the UPPs.  Microsoft recognises that this consolidation will result 
in administrative efficiencies for organisations that will in most cases only 
need to comply with one set of privacy principles.  

Furthermore, Microsoft strongly supports using the NPPs, which currently 
regulate a larger number of entities, as the basis for the new UPPs.10 We note 
that departures from the NPPs in the UPPs are likely to increase compliance 
costs for organisations that have already invested significant resources in 
ensuring compliance with the NPPs. That said, Microsoft’s experience with 
the NPPs has been that they provide a flexible and appropriate data protection 
framework and so few departures from these principles are likely to be 
warranted.

  
8 See the Guidelines for the Classification of Films and Computer Games (2005) and the Guidelines 

for the Classification of Publications (2005).
9 Proposal 15-1.
10 Proposal 15-4. 
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8.2 The proposal to empower the Minister to promulgate regulations 
that alter the requirements of the UPPs in particular contexts

Proposal 3-1

Microsoft recognises that the application of general, high-level principles 
such as the UPPs will not be appropriate in all contexts and that in some 
limited circumstances, more specific or different provisions may be 
warranted.  To use one of the examples mentioned in DP 72, the operation of 
the UPPs may need to be modified in their application to the health sector to 
ensure that those principles accommodate the important public interest in 
allowing public health research to proceed.11 In these limited circumstances, 
Microsoft understands the rationale for the ALRC proposal that the Privacy 
Act should be amended to make provision for the making of regulations that 
impose lesser or greater requirements than the UPPs in particular contexts.  If 
this proposal is implemented, Microsoft anticipates that the Minister will have 
greater flexibility to alter the requirements of the UPPs for particular contexts 
than the Privacy Commissioner currently has under the approved privacy 
code regime.  Furthermore, Microsoft would expect that the Privacy 
Commissioner would limit the exercise of his or her power to make public 
interest determinations to specific instances of data handling practices.  This 
would ensure that sector-specific concerns arising from the requirements of 
the UPPs would be addressed by way of regulation.  

That said, Microsoft considers that, as a matter of practice, any such 
regulation-making power must be exercised with care.  Otherwise, the 
important objective of a consistent, national privacy framework will quickly 
be undermined, and costly and unproductive fragmentation will result.  For 
these reasons, Microsoft takes the view that the proposed regulation-making 
power should only be exercised after the Attorney-General is satisfied that 
there is a demonstrable need for a regime that imposes different requirements 
to the UPPs in a particular context.  Public and industry consultation prior to 
the introduction of any such regulations (as required by the Legislative 
Instruments Act 2003 (Cth)) will help to ensure that proposed regulations 
have no unintended consequences, and that they are an appropriate and 
effective means of regulating the particular context in which they are intended
to apply.

8.3 The proposed amendment to the definition of personal information

Proposal 3-5

By Proposal 3-5, the ALRC proposes that the definition of ‘personal 
information’ in the Privacy Act be amended to bring it more into line with 
other jurisdictions and international instruments,12 and thereby address some 
of the difficulties that some stakeholders reportedly have with the existing 
definition.13

  
11 DP 72, paragraph 3.51.  
12 DP 72, paragraph 3.131.  
13 DP 72, paragraph 3.132.  
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Microsoft concurs with the OPC’s submission to IP 31 that:

“the current definition of ‘personal information’ [should] be retained 
in the Privacy Act in recognition of its existing flexibility in the face 
of technological advances and other changes.”14

In particular, Microsoft questions the extent to which the existing definition 
of ‘personal information’ departs from the alternative definitions of personal 
information referred to by the ALRC,15 having regard to the OPC’s stated 
interpretation of the existing definition.  This interpretation is referred to in 
DP 72 and set out in full below.16  

“The definition of personal information provides latitude for the 
Office to take into consideration contextual factors when determining 
if information should be subject to the Privacy Act. These contextual 
factors go to determining whether an individual’s identity is ‘readily 
ascertainable’.  The Office recognises the challenges posed by the 
development of new technologies and processes, particularly in the 
field of data-matching, that have the potential to create identified 
information from data sources containing previously anonymous data. 
However, the definition of personal information leaves open the 
flexibility to consider the degree to which an organisation is able to 
‘reasonably ascertain’ someone’s identity, including by the use of 
such technologies.”

It is evident from this statement that the OPC does not share the ALRC’s 
narrow view that the existing definition of ‘personal information’ is limited to 
information about an individual who can be identified ‘from the 
information’.17 On the contrary, the OPC adopts a view that Microsoft 
considers to be harmonised in material respects with the international 
instruments discussed in DP 72 (including the APEC Privacy Framework), 
and with which Microsoft has had practical experience in conducting its 
global business.

For these reasons, Microsoft is not convinced that the existing definition of 
‘personal information’ has shortcomings that warrant the change proposed by 
the ALRC.  And it is important to note that the change proposed by the 
ALRC has the potential to give rise to substantial compliance costs for 
regulated entities, as recognised by several submissions made in response to 
IP 31.  This is because what constitutes personal information is fundamental 
to an organisation’s information handling practices and so the proposed 
extension to the definition of personal information will require all 
organisations to review the types of information that they handle to assess 
compliance with the new definition.  

However, Microsoft does support the development of further guidance by the 
OPC on how the existing definition of personal information should be 
interpreted and applied by regulated entities. 

  
14 Office of the Privacy Commissioner, Submission to the Australian Law Reform Commission’s 

Review of Privacy - Issues Paper 31 (2007), p 20. 
15 DP 72, paragraphs 3.97 to 3.102.
16 DP 72, paragraph 3.122.
17 DP 72, paragraph 3.134.
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Employee details exception 

If any change to the definition of ‘personal information’ is to be made, 
Microsoft suggests that the Australian government adopt the employee details 
exception to the definition of personal information in Canada’s Personal 
Information Protection and Electronic Documents Act 2000.  That definition 
of personal information provides that:

““personal information” means information about an identifiable 
individual, but does not include the name, title or business address or 
telephone number of an employee of an organization” (emphasis 
added).

This approach would reflect the focus of the Australian Privacy Act on 
dealings between organisations and consumers as distinct from inter-
organisational dealings.  It would also relieve some of the regulatory burden 
that would be placed on small businesses in the event that the small business 
exemption in the Privacy Act is removed,18 as the ALRC has proposed.  
Microsoft considers that rather than imposing compliance costs on regulated 
entities, this change would streamline the application of the Privacy Act in a 
way that it is not inconsistent with the approach to business contact details
that has been taken in other privacy-related legislation enacted in Australia, 
such as the Do Not Call Register Act 2006 (Cth).

A ‘reasonably identifiable’ individual

In the event that the ALRC maintains its view that the definition of ‘personal 
information’ should be amended to apply to information about a ‘reasonably 
identifiable individual’, then Microsoft wishes to draw the ALRC’s attention 
to the error in its reasoning in paragraph 3.134 of DP 72.  Paragraph 3.134 
states:

“If, however, the agency or organisation does have access to other 
information and is able to link that information with information it 
holds in such a way that individuals can be identified, the ALRC is of 
the view that those individuals are ‘reasonably identifiable’ and that 
the information is ‘personal information’ for the purposes of the 
Privacy Act.”

This statement ignores the reasonableness aspect of the ‘reasonably 
identifiable’ test proposed by the ALRC.  This test necessitates a 
consideration of the cost, difficulty, practicality and likelihood of the 
organisation linking information with other personal information accessible to 
it, and not merely whether the organisation would be able to link the 
information after incurring substantial expenditure (as is suggested by the 
statement set out above).  In Microsoft’s experience as a large organisation 
that handles and processes significant volumes of personal information for its 
business purposes, it is apparent to us that just because an organisation holds, 
or is capable of accessing, various pieces of information about an individual, 
it does not follow that it will always combine this information to ascertain the 
identity of that individual.  In many cases it is not practical or useful for this 
to be done, and so it simply does not occur.   

  
18 See Proposal 35-1. 
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8.4 The proposal that the OPC should issue guidance on consent

Proposal 16-1

The concept of ‘consent’ is central to a number of NPPs and it will remain so 
if the proposed UPPs are enacted.  

In this regard, Microsoft agrees with the ALRC’s sentiment that:19

“the most pressing problem in relation to consent is not its status 
within other privacy principles, but rather its meaning in the Act and 
what agencies and organisations should do in order to obtain 
consent.”

Microsoft supports the ALRC’s proposal that the OPC should provide more 
detailed guidance on consent.20  

As mentioned in Microsoft’s response to IP 31, Microsoft believes that a 
tiered consent model is a useful way of providing organisations with guidance 
on how consent should be obtained.   Microsoft recommends that the OPC 
incorporate such a model in any guidance it issues on consent.

A tiered consent model seeks to tie the minimum permissible level of consent 
that a regulated entity must obtain to the risk inherent in the proposed activity 
involving an individual’s personal information.  For example, the privacy risk 
associated with the collection, use or disclosure of sensitive information is 
quite high, so regulated entities should be required to obtain explicit, opt-in 
consent from individuals.21  Where the privacy risk is lower, for example, 
where an organisation proposes to use or disclose non-sensitive personal 
information for a secondary purpose, regulated entities should be able to 
obtain consent by offering individuals a meaningful opportunity to opt-out of 
the proposed use or disclosure.  Finally, where the privacy risk is lowest, it 
should be sufficient for a regulated entity to obtain implied consent from the 
data subject based on the organisation’s notification of the proposed dealing 
and the data subject’s subsequent conduct.  

For further information as to how Microsoft envisages a tiered consent model 
would operate, please refer to Microsoft’s response to IP 31.  If the ALRC or 
the OPC is interested in pursuing a tiered consent model, Microsoft would be 
happy to discuss the concept in greater detail.

  
19 DP 72, paragraph 16.47. 
20 Proposal 16-1.  
21 In their Privacy Policy Whitepaper (which discusses how to draft an online privacy statement), 

TRUSTe considers that individuals can give ‘opt-in’ consent by ticking boxes or clicking buttons 
to signify that they agree to the proposed dealing with their personal information (see 
http://www.truste.org/pdf/WriteAGreatPrivacyPolicy.pdf at page 10).
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8.5 The proposed direct marketing principle

Proposals 23-2 and 23-5

The proposal to oblige organisations to notify direct marketing recipients of the 
source of their personal information on request

By Proposal 23-5, the ALRC suggests that the proposed direct marketing 
principle (UPP 6) should provide that an organisation involved in direct 
marketing must, when requested by an individual to whom it has sent direct 
marketing communications, take reasonable steps to advise the individual 
from where it acquired the individual’s personal information.

Microsoft is conscious that the implementation of this proposal (and the 
similar obligation in proposed UPP 3.2) may result in substantial costs for 
regulated businesses.  These costs are likely to arise where:

(a) businesses are required to change their business practices and systems 
to ensure that source data is collected. Microsoft is not aware 
whether or not the ALRC has received any evidence or undertaken 
any studies of the extent to which businesses already record source 
data. If this practice is not widespread, then numerous businesses 
will be required to incur the costs associated with changing their 
business practices and systems to ensure that source data is recorded;
and

(b) businesses are required to record and maintain data about all of the 
multiple sources from which they collect personal information.  In
Microsoft’s experience, personal information is collected and updated 
from numerous sources.  As a result, it would require substantial 
resources to record source data on each occasion that personal 
information is collected or updated.

Microsoft urges the ALRC to weigh these costs associated with its proposed 
source notification obligation against the privacy benefits that the obligation 
is likely to bring. In undertaking this balancing exercise, the ALRC ought to 
bear in mind that where a direct marketing communication is sent in 
accordance with the requirements of the Privacy Act, and the sender 
organisation honours opt-out requests, recipient individuals will only ever 
need to opt-out on one occasion to prevent the receipt of further direct 
marketing communications from a particular source.  It may be that requiring 
individuals to do so is not considered to be an unduly onerous step for 
individuals to take when the likely costs associated with organisations being 
required to record and maintain source data are taken into account.

The relationship between proposed UPP 6 and sectoral direct marketing legislation 

The ALRC proposes to address the inconsistent requirements of (i) the 
Privacy Act’s direct marketing principle, and (ii) sectoral direct marketing 
legislation such as the Spam Act 2003 (Cth) and the Do Not Call Register Act 
2006 (Cth), by providing that the direct marketing principle should be 
“displaced” to the extent that more specific sectoral legislation regulates a 
particular type or aspect of direct marketing.  
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Microsoft considers that this concept of ‘displacement’ should be further 
elucidated in the Privacy Act to make it clear that its application gives the 
result that for any particular method of direct marketing there is only one 
regulator. The existing regulatory overlaps are inefficient and costly for both 
regulated entities and the government.  They also give rise to uncertainty 
among consumers about how to report complaints and enforce their rights.

The need to harmonise federal, and state and territory, laws that regulate direct 
marketing activities

Microsoft is also concerned about the existing inconsistencies between (i) the 
federal Privacy Act and sectoral direct marketing legislation, and (ii) state and 
territory legislation, such as the Fair Trading Act 1987 (NSW), that regulates 
the same conduct.  In the interest of pursuing the goal of a nationally 
consistent privacy framework, Microsoft submits that these legislative 
regimes should be harmonised wherever possible.  Microsoft’s preference is 
for privacy and direct marketing regulation to be consolidated at the federal 
level.  If that is not possible for constitutional reasons or otherwise, then 
Microsoft sees merit in a Commonwealth-state cooperative scheme to achieve 
harmonisation.

8.6 The proposed transborder data flow principle

Proposals 28-1 to 28-10

In Microsoft’s opinion, proposed UPP 11 is less conducive to the free flow of 
personal information across national borders than existing NPP 9.  This is 
because proposed UPP 11 requires regulated entities to satisfy the APEC 
notion of accountability in addition to some of the existing conditions of 
transfer in NPP 9.

Microsoft’s view is that the APEC notion of accountability alone is sufficient 
to regulate transborder data flows.  Put another way, there is no need to 
include conditions of transfer such as those set out in paragraphs (d)(i) to (v) 
of proposed UPP 11 if the organisation transferring the personal information 
remains accountable for the data.  In Microsoft’s opinion, the APEC notion of 
accountability helps to assuage individuals’ concerns regarding offshore 
transfers of their personal information without imposing unnecessary burdens 
on transborder data flows.  Such an approach also provides organisations with 
the flexibility to decide how they comply with this requirement, while still 
providing the individual with an appropriate level of data protection. 

Microsoft therefore urges the ALRC to reconsider its proposed approach to 
the regulation of transborder data flows having regard to the crucial goal of 
harmonisation with international instruments such as the APEC Privacy 
Framework.

The remainder of Microsoft’s comments in this section 8.6 apply only to the 
extent that the ALRC proceeds with its proposed approach to the regulation 
of transborder data flows (as opposed to adopting the APEC accountability
model discussed above).
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Transfers to related bodies corporate 

In response to IP 31, Microsoft submitted that transborder data flows to 
related bodies corporate that operate under a common set of internal policies 
should be exempt from the transborder data flow principle.  This submission 
was premised on the following assumptions:

• that the related bodies corporate would be subject to a common set of 
internal policies;

• those privacy policies would provide at least the same level of 
protection as the Privacy Act; and

• data subjects would be able to obtain redress from the local 
organisation if an offshore related body corporate used or disclosed 
their personal information contrary to the provisions of the Privacy 
Act.

These prerequisites to relying on the proposed exemption to the transborder 
data flow principle appear to address the concerns expressed by the ALRC in 
DP 72 in relation to Microsoft’s proposal.22  Microsoft therefore submits that 
the ALRC should reconsider the introduction of such an exemption to the 
proposed transborder data flow principle in the limited circumstances set out 
above.  As discussed more fully in Microsoft’s submission on IP 31, this 
exemption would be consistent with the commitment of APEC members, 
including Australia, to support the development and recognition of cross-
border privacy rules across the APEC region.

8.7 The definition of ‘transfer’ 
Microsoft’s answer to question 28-1 is only relevant to the extent that the 
ALRC proceeds with its proposed approach to the regulation of transborder 
data flows, as opposed to adopting the APEC accountability model discussed
in section 8.6 above.

Question 28-1

In Microsoft’s opinion, a ‘transfer’ within the meaning of the proposed 
transborder data flow principle should not apply in either of the circumstances 
described in paragraphs (a) and (b) of Question 28-1.

Paragraph (a) of Question 28-1 asks whether the definition of ‘transfer’ 
should apply where personal information is stored in Australia in such a way 
that allows it to be accessed or viewed outside Australia.  In these 
circumstances, Microsoft takes the view that the relevant question is whether 
the disclosure of the personal information to the person located outside 
Australia was authorised, as opposed to whether there was a transfer of 
personal information.  

Paragraph (b) of Question 28-1 asks whether the definition of ‘transfer’ 
should apply to temporary transfers of personal information, such as where 
information is emailed from one person located in Australia to another person 

  
22 DP 72, paragraph 28.84.  
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also located in Australia, but, because of internet routing, the email travels 
(without being viewed) outside Australia on the way to its recipient in 
Australia. Microsoft is firmly of the view that temporary transfers of this 
kind should fall outside the scope of regulation.  The compliance costs 
associated with regulating these types of transfers would far outweigh the 
privacy gain to the individual.

In Microsoft’s opinion, the difficulties associated with defining the concept of 
‘transfer’ serve as another argument in favour of adopting the APEC 
accountability model, as discussed in section 8.6 above. The APEC 
accountability model does not turn on the definition of concepts such as 
‘transfer’, which are only going to become more difficult to define as 
emerging technologies further blur the question of where records are stored, 
and the distinction between permanent and temporary copies of electronic 
records.  

8.8 The proposed data security principle

Proposals 25-2 and 25-3

The proposed inclusion of the accountability requirement in the data security 
principle

Microsoft supports the concept of accountability in Principle 9 of the APEC 
Privacy Framework and welcomes the ALRC’s proposal to incorporate it into 
the Australian Privacy Act to address disclosures of personal information in 
the outsourcing context. However, Microsoft queries whether the ALRC 
proposes to do so in a manner that is conceptually coherent.  This is because 
the concept of accountability as expressed in the proposed data security 
principle (UPP 8) guards against use or disclosure by the recipient otherwise 
than in accordance with the proposed UPPs.  The use and disclosure of 
personal information is regulated by its own separate principle in the 
proposed UPPs (UPP 5), and Microsoft submits that it would be more logical 
to include the proposed accountability requirement in that principle.  The 
proposed data security principle has a much more specific focus on protecting 
personal information from unauthorised access, misuse and loss.

Clarification of the scope of the data security principle 

In its submission on IP 31, Microsoft called for the inclusion of a specified 
list of factors in the data security principle to help guide any determination as 
to whether an organisation has taken “reasonable steps” to secure personal 
information it holds.

Microsoft reiterates its view that it would be preferable to include this list of 
factors in the Privacy Act itself.  However, if the ALRC is not inclined to 
adopt that approach, then Microsoft would also support the inclusion of those
factors in guidance issued by the Privacy Commissioner in accordance with
Proposal 25-3.
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8.9 The proposed data breach notification obligation 

Proposal 47-1

Microsoft supports the enactment of a limited data breach notification 
obligation as a tool to empower users to take steps to help safeguard their 
personal information.

The types of personal information in respect of which the obligation applies 

In its response to IP 31, Microsoft expressed the view that any data breach 
notification obligation should only apply in respect of unencrypted sensitive 
financial information. This approach recognises that the primary object of 
data breach notification laws is to reduce the risk of identify fraud, which can 
only be perpetrated by the unauthorised use of unencrypted sensitive financial 
information.  This dominant rationale for the introduction of breach 
notification laws is acknowledged in paragraphs 47.5 to 47.8 of DP 72.

Yet, the ALRC has proposed a definition of ‘specified personal information’ 
that extends beyond the concept of sensitive financial information (as defined 
in Microsoft’s submission on IP 31) and the types of personal information 
that are subject to data breach notification obligations enacted in other 
jurisdictions.  Under the ALRC’s definition, the obligation to notify the 
Privacy Commissioner of a data breach will be triggered whenever an 
individual’s name or address in combination with any sensitive information is 
acquired without authorisation.

While it is true that identity fraud is not the only consequence that can flow 
from an unauthorised acquisition of personal information,23 it is widely 
accepted that identity fraud is one of the more significant and frequently 
occurring harms that can result from the unauthorised acquisition of personal 
information.24 In deference to the important goal of minimum effective 
regulation,25 Microsoft suggests that the Australian government’s legislative 
efforts should be directed at these more significant and frequently occurring
types of harm and that the definition of ‘specified personal information’ 
should be calibrated accordingly.

There also appear to be a number of adverse consequences that flow from the 
breadth of the ALRC’s proposed definition of ‘specified personal 
information’.  One is that the trigger for notification will extend to harms 
arising from discrimination, humiliation, and damage to reputation or 
relationships.  It is very difficult for regulated entities to assess the 
seriousness of these types of harms, not least because in the usual course of 
events, regulated entities will not hold much of the information that is 
relevant to such an assessment.  Notification in these circumstances is likely 
to result in over notification, which erodes the effectiveness of data breach 

  
23 DP 72, paragraph 44.75. 
24 DP 72, paragraphs 47.5 to 47.8. 
25 Taskforce on Reducing Regulatory Burdens on Business, Rethinking Regulation - Report of the 

Taskforce on Reducing Regulatory Burdens on Business (2006), 
<http://www.regulationtaskforce.gov.au/__data/assets/pdf_file/0007/69721/regulationtaskforce.p
df>.  
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notification as a tool to empower users to take self-help measures to protect 
their personal information.26

A related point is that, in considering the scope of any data breach 
notification obligation, it needs to be remembered that data breach 
notification obligations place significant costs on businesses, including 
reputation costs. And sometimes businesses will be forced to bear these costs 
through no fault of their own, for example, where a database is hacked despite 
there being adequate security measures in place. Consequently, Microsoft
submits that the costs likely to be borne by businesses ought to be considered 
when determining the breadth of key aspects of the breach notification 
obligation, such as the definition of ‘specified personal information’, the 
group of persons who must be notified and the trigger for notification.

The persons who must be notified

Microsoft notes that the Californian breach notification obligation only 
requires regulated entities to notify residents of California of any security 
breach that satisfies the notification trigger.27 Numerous other US states have 
adopted a similar restriction on the application of their data breach 
notification obligations.

Microsoft submits that the ALRC should restrict its proposed breach 
notification obligation to residents of Australia.  If the proposed breach 
notification obligation applies any more broadly, then organisations that do 
business in multiple jurisdictions around the world are likely to be faced with 
multiple, inconsistent data breach notification obligations that cannot be 
reconciled.

The trigger for notification

In paragraphs 47.63 to 47.67 of DP 72, the ALRC proposes that notification 
should occur where the unauthorised acquisition “may give rise to a real risk 
of serious harm to any affected individual” (emphasis added). Microsoft 
submits that the threshold of “may give rise to” is too low and will result in 
over notification.  Instead, Microsoft suggests that notification should only be 
required where the unauthorised acquisition is likely to result in a real risk of 
serious harm to any affected individual.

The role of the Privacy Commissioner

So far as Microsoft is aware, the proposed ability of the Privacy 
Commissioner to require notification where the Privacy Commissioner 
considers that the notification trigger has been met is without precedent in 
other jurisdictions that have enacted data breach notification obligations.  

In Microsoft’s view, the Privacy Commissioner’s role in the data breach 
notification context should be confined to assessing whether any of the 
exceptions to notification apply.  Based on its experience with data breach 
notification obligations enacted in other jurisdictions, Microsoft believes that 
regulated entities are best placed to investigate data breaches and assess, in 

  
26 DP 72, paragraph 47.65.  
27 California Civil Code § 1798.29(a).
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accordance with an objective standard, whether those breaches will give rise 
to the notification trigger event.

Microsoft envisages that the ALRC’s proposed data breach notification 
obligation would require regulated entities to promptly undertake an 
investigation into the security breach once they become aware of it.  If the 
regulated entity determines that the breach may give rise to a real risk of 
serious harm to affected individuals, then it would be obliged to advise the 
Privacy Commissioner of the breach.  The Privacy Commissioner would then 
have a period of say 5 or 10 business days within which to issue a notice to 
the regulated entity advising it that one of the exceptions applies and that 
notification should not occur.  Unless the regulated entity has received such a 
notice from the Privacy Commissioner before the expiry of the specified 
period, the organisation must issue the notification to affected individuals. 

We believe that this approach is an effective way of ensuring that notification 
occurs in a timely manner without compromising the investigative powers of 
the Privacy Commissioner.  If the Privacy Commissioner has concerns about 
the action taken by, or the inaction of, a regulated entity, then the Privacy 
Commissioner could launch its own-motion investigation into whether the 
regulated entity has complied with the Privacy Act. 

The liability of regulated entities for the unauthorised disclosure of personal 
information that results from a data security breach

An important question that arises from the proposed introduction of a breach 
notification obligation is the extent to which regulated entities should be held 
liable for the unauthorised disclosure of personal information that occurs in 
the event of a data security breach.  Microsoft strongly believes that the 
answer to this question must be considered in the light of one of the key 
rationales for the enactment of data breach notification obligations, which is 
to empower data subjects to take steps to help safeguard their personal 
information.

In circumstances where the unauthorised disclosure occurs because a hacker 
gains unauthorised access to an organisation’s databases despite the 
organisation having taken reasonable steps to secure those databases in 
accordance with the data security principle (UPP 8), Microsoft takes the view 
that the organisation cannot be said to be the person making the unauthorised 
disclosure and therefore cannot be held liable for that breach of proposed 
UPP 5.

However, to address an organisation’s potential liability under the use and 
disclosure principle (UPP 5) in circumstances where an employee of that 
organisation causes a data breach by failing to follow the organisation’s 
procedures for handling personal information, Microsoft suggests that the 
ALRC consider the introduction of an exception similar to that contained in 
section 126(4) of New Zealand’s Privacy Act 1993.  This exception provides 
that:

“[i]n proceedings under this Act against any person in respect of an 
act alleged to have been done by an employee of that person, it shall 
be a defence for that person to prove that he or she or it took such 
steps as were reasonably practicable to prevent the employee from 
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doing that act, or from doing as an employee of that person acts of 
that description.”

Microsoft believes that this defence is reasonable in the light of the stated 
purpose of data breach notification obligations, which is to empower data 
subjects to take steps to help safeguard their personal information.  In 
Microsoft’s opinion, it is not appropriate to subject regulated entities to 
liability for unauthorised disclosures of personal information in circumstances 
where they have implemented reasonably practicable measures to guard 
against such disclosures.

Adequate encryption

Microsoft agrees with the ALRC’s proposal that any data breach notification 
obligation should not apply where the leaked personal information has been 
adequately encrypted.  However, Microsoft is of the view that adequate 
encryption is better construed as an example of a circumstance where there is 
no real risk of serious harm to affected individuals (as opposed to an 
exception to the notification obligation).  As the ALRC will appreciate, 
encryption is only one method of securing personal information and there are 
many other techniques that provide adequate security having regard to the 
nature of the information and the method by which it is stored.  For example, 
a requirement to enter an access code or password is likely to be adequate to 
prevent unauthorised access to contact details held in a mobile phone that 
might be misplaced.  In the interest of preserving the technological neutrality 
of the Privacy Act, Microsoft submits that none of these measures should be 
hardwired into the Privacy Act as exceptions to the notification obligation. 
Instead, they should all be given due consideration in determining whether 
the unauthorised acquisition is likely to result in a real risk of serious harm to 
affected individuals.  

Guidance

Given the likely impact of the proposed data breach notification obligation on
regulated entities, Microsoft considers that it would be appropriate for the
Privacy Commissioner to issuance guidance on appropriate methods of 
notification, and the content of those notifications. On this point, Microsoft 
reiterates its view that organisations should be afforded some discretion as to 
the method by which they provide breach notifications to affected individuals.  
Specifically, organisations should be able to take into account factors such as:

(a) the size of their organisation;

(b) the number of recipients of the notification; 

(c) the relative cost of different methods of providing the notification; 
and

(d) the ways in which the organisation typically communicates with its 
customers, 

when determining how to notify individuals of a regulated security breach.
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9 Technology and privacy

9.1 The proposal to maintain the Privacy Act’s technological neutrality 

Proposal 7-1

For the reasons given in section 4 above and in our submission on IP 31,
Microsoft strongly supports Proposal 7-1, which recommends that the Privacy 
Act should be technology neutral.

9.2 The proposal to mandate privacy and security standards 

Proposal 7-2

Microsoft does not think that it is appropriate for the Minister to prescribe 
privacy and security standards for certain technologies as suggested by the 
ALRC in Proposal 7-2.

In the first instance, this is because the imposition of binding, technology-
specific standards offends the ALRC’s earlier endorsement of technological 
neutrality in privacy regulation.28  Given that current technologies do not alter 
the nature of the information-handling cycle (which is a proposition that the 
ALRC accepts in DP 72),29 and that that information-handling cycle is 
regulated by the Privacy Act in line with the ALRC’s preference for 
principles-based regulation, Microsoft cannot see any reason for suggesting 
that the Minister should prescribe privacy and security standards for certain 
technologies.  On the contrary, Microsoft is strongly of the view that there are 
sufficient market-driven incentives for regulated entities to ensure that the 
technologies that they use and develop are capable of meeting or even 
exceeding the requirements of the Privacy Act.  Regulating the methods that 
product designers employ to achieve the objectives underpinning the 
requirements of the Privacy Act is likely to have the effect of stifling 
innovation that could be privacy enhancing.

These market-driven incentives are supplemented by regulatory incentives to 
secure personal information adequately.  It is clear that if the ALRC’s 
proposal to introduce a data breach notification obligation is implemented,
that regulatory requirement will provide a substantial incentive for 
organisations to implement effective security measures. Furthermore, the 
ALRC should not underestimate the normative effect of the Privacy 
Commissioner and the courts exercising their powers to make determinations
declaring that compliance with certain privacy and security standards meets, 
or fails to meet, the requirements of the Privacy Act.

In DP 72, the ALRC cites the Motor Vehicle Standards Act 1989 (Cth) as an 
instructive example of how to mandate appropriate privacy and security 
standards.30 Microsoft respectfully submits that this comparison is 
misconceived due to the presence of two major differences between the 
technology sector and the motor vehicle industry.  The first is that the 
technology sector is highly dynamic, whereas the motor vehicle industry is 

  
28 Proposal 7-1.
29 DP 72, paragraph 63.166. 
30 DP 72, paragraph 7.69.
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comparatively more static.  Secondly, the public safety benefits are 
substantially more pronounced in the motor vehicle industry than in the 
information technology sector.

One other consideration for the ALRC to take into account is the extent to 
which the imposition of technology-specific standards might adversely affect 
Australia’s attractiveness as a test market for new products.  One of the 
reasons for Australia’s attractiveness as a test market for new products is that 
compared with most other OECD countries, Australia’s uptake of new 
information and communications technology (“ICT”) is strong.31  There are 
clearly economic benefits associated with Australia being utilised as a test 
market for new products, including those productivity and output gains that 
have been found to result from increased ICT use in Australia.32  Microsoft 
urges the ALRC to be mindful of these macroeconomic considerations when 
forming its final view as to whether its proposal to mandate technology-
specific privacy and security standards is in fact desirable.

Finally, the appropriateness of adopting standards as quasi-regulation has 
been criticised by the Australian Government’s Taskforce on Reducing 
Regulatory Burdens on Business, whose findings were a key impetus for the 
current review being undertaken by the ALRC.33  The Taskforce’s criticisms
of this practice included that (i) the processes used by Standards Australia to 
develop standards do not contain sufficient quality controls given that the 
resultant standards are often afforded the status of quasi-regulation, and (ii) 
the standards developed by Standards Australia attempt to codify best 
practices rather than setting out minimum acceptable standards.34  In 
Microsoft’s view, market forces are best placed to determine best practices,
not standards-making bodies.

9.3 The proposal to empower the Privacy Commissioner to direct 
organisations to conduct privacy impact assessments 

P 44-4

Given that:

• the proposal to empower the Privacy Commissioner to direct
organisations (as distinct from agencies) to conduct privacy impact 
assessments (“PIAs”) is without precedent in other jurisdictions; 35

and

• the OPC has not called for the introduction of any such obligation,36

  
31 Productivity Commission, ICT Use and Productivity: A Synthesis from Studies of Australian Firms 

(2004) < http://www.pc.gov.au/__data/assets/pdf_file/0014/8420/ictuse.pdf> page 9.
32 Productivity Commission, ICT Use and Productivity: A Synthesis from Studies of Australian Firms 

(2004), page 10.
33 Taskforce on Reducing Regulatory Burdens on Business, Rethinking Regulation - Report of the 

Taskforce on Reducing Regulatory Burdens on Business (2006), 
<http://www.regulationtaskforce.gov.au/__data/assets/pdf_file/0007/69721/regulationtaskforce.p
df> page 175.

34 Rethinking Regulation - Report of the Taskforce on Reducing Regulatory Burdens on Business, 
page 175. 

35 DP 72, paragraph 44.54.
36 DP 72, paragraph 44.50.
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Microsoft queries the rationale for Proposal 44-4.  

This doubt over the need to empower the Privacy Commissioner in this way 
is only compounded when one considers the presence of market-based forces
and regulatory incentives to design products with privacy in mind.  
Microsoft’s development and implementation of the Microsoft Privacy 
Standard for Development discussed in section 5.2 above, in the absence of a 
legal obligation to do so, is a testament to the strength and efficacy of market-
based forces in encouraging organisations to incorporate privacy 
considerations into the product design process. As for regulatory incentives 
to encourage organisations to design products with privacy in mind, 
Microsoft suggests that the ALRC should not underestimate the power of the 
Privacy Commissioner to commence own-motion investigations into the 
practices of organisations, or to obtain an injunction under section 98 of the 
Privacy Act, where he or she considers that an organisation proposes to 
engage in any conduct that would constitute a contravention of the Privacy 
Act.

10 Children and privacy

10.1 The proposals to conduct research into, and issue guidance on, 
children, young people and privacy 

Proposals 59-1 to 59-4

Microsoft strongly supports Proposals 59-1 to 59-4, which relate to research 
and educational initiatives regarding children and privacy, and the issuance of 
guidance by the Privacy Commissioner to better inform organisations about 
privacy issues regarding children.

By better understanding the attitudes of children to privacy, and how and 
when children are likely to provide personal information to organisations, 
organisations will be better-placed to more effectively develop procedures to 
protect children’s personal information.  

10.2 The proposals to enact presumptions and issue guidance on when 
minors are capable of giving consent

Proposals 60-1 to 60-3

Microsoft generally supports:

• Proposals 60-1 and 60-2 to amend the Privacy Act to include 
presumptions about when minors will be considered to be capable of 
giving consent; and 

• Proposal 60-3 which recommends that the OPC should issue guidance 
about the application of the presumptions, and the practices and 
criteria which an organisation can utilise in determining whether a 
child can give consent.
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The proposed presumptions about when minors will be considered to be capable of 
giving consent

Microsoft strongly submits that the age at which minors will be presumed to 
be capable of giving consent for the purposes of Australia’s Privacy Act 
should be harmonised with that adopted in the United States. There, the 
Children's Online Privacy Protection Act of 1998 defines ‘child’ as an 
individual under the age of 13. While it may be the case that 13 may not be 
an appropriate age at which to expect all young people to take on the 
responsibilities and consequences of decision making,37 Microsoft considers 
that 13 is an appropriate age in the vast majority of cases.  In these 
circumstances, Microsoft submits that the interest of a harmonised approach 
to regulation outweighs the concern that for a small minority of young people, 
13 may not be an appropriate age for the presumption.  

The implementation of the proposed age of presumption

As to the question of how the proposed age of presumption may be 
implemented, Microsoft agrees with the ALRC that is not appropriate to 
prescribe this matter by way of legislation.38  There are significant limitations 
associated with existing age verification technologies, which Microsoft has 
experienced in the United States and other jurisdictions around the world.  
However, this is an area where Microsoft expects market-driven solutions to 
be forthcoming in the near future.  In the meantime, Microsoft endorses the 
pragmatic approach of the ALRC in recognising the shortcomings of existing 
age verification technologies, and recommending that the OPC provide 
guidance to regulated entities to assist them to establish appropriate 
mechanisms and practices for implementing the age of presumption.

Microsoft notes the ALRC’s concern to emphasise that the age of 
presumption is intended to be a fall back position only to be utilised where an 
individual assessment of a young person’s capacity to give consent is not 
possible.39 Microsoft questions the reasonableness of that approach.  In 
Microsoft’s experience, it is frequently neither practicable nor possible to 
conduct an individual assessment of a young person’s capacity to give
consent, particularly in the online environment.  As a result, Microsoft 
expects that many regulated entities, including Microsoft, will routinely avail
themselves of the proposed presumptions should they be implemented by the
Australian government.

11 Privacy in the health sector
The health sector presents unique and complex privacy issues, many of which 
have only recently emerged due to the relatively recent uptake of technology 
in this sector.  

Microsoft has engaged, and will continue to engage, in consultations with 
government and industry in order to identify and implement the best methods 
of advancing health privacy.  

  
37 DP 72, paragraph 60.92.
38 DP 72, paragraph 60.104. 
39 DP 72, paragraph 60.95.
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As recognised in DP 72, the advent of integrated electronic health 
information management systems has the potential to improve health 
outcomes for consumers, but those systems also present a number of privacy 
concerns.40  Microsoft considers that a privacy-sensitive approach to the 
development of electronic health information management systems would be 
to adopt a federated data model.  Rather than centralising data storage, a 
federated model seeks to centralise the point of access.  Data storage is 
compartmentalised and access is granted only on a “need to know” basis.  
This approach ensures that systems are designed with built-in checks and 
balances to lower the risk (both in terms of the likelihood and magnitude) of 
data security breaches. It is these kinds of privacy-enhancing approaches to 
the development of electronic health information management systems that 
Microsoft looks forward to sharing with government and industry as part of 
its ongoing collaboration with key stakeholders to advance health privacy.

12 Further consultation
Microsoft thanks the ALRC for considering its views on some of the 
proposals made by the ALRC in DP 72, and would welcome the opportunity 
to further discuss any of the points raised in this submission.  To do so, please 
contact:

• Julie Inman Grant, Director of Internet Safety & Security,  
Microsoft Asia Pacific, by phone on (03) 9286-3251 or  
email juliei@microsoft.com; or 

• John Galligan, Director of Corporate Affairs & Citizenship, 
Microsoft Australia, by phone on (02) 9870 2819 or  
email jogallig@microsoft.com. 

  
40 DP 72, paragraph 56.87.
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