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Summary 

Financial institutions depend on a multitude of applications and systems that are integrated with customers, 
partners, and external financial networks. Running these applications requires complex data center and 
support structures that are expensive to operate. With cloud computing, and specifically Windows Azure, 
financial services institutions can move from a capital-intensive cost model to one that is based on the 
consumption of technology. No longer do financial services institutions need to acquire computing 
resources to cover peak workloads, and thereby potentially over-order computing resources. The scale of 
the Windows Azure platform provides for high-volume workloads such as end-of-day processing to be 
consumed on demand. 

Windows Azure also provides for immediate access to unlimited compute, storage, and integration services 
that previously could have taken months to procure. The availability of these resources on demand unlocks 
new scenarios where agility and time-to-market are paramount. Although financial institutions are not 
necessarily constrained by the capacity of their existing computing resources, through Windows Azure they 
can quickly take advantage of additional computing resources or storage capabilities. 

Windows Azure and our enterprise cloud-computing expertise, coupled with the leading financial services 
solutions from our financial services industry partners, brings a unique value proposition to the financial 
services sector. Through strategic engineering alliances with industry leaders, we are focused on delivering 
both the on-premises and cloud-based solutions that our customers need to gain the benefits of cloud 
services on their own terms. They can capitalize on and extend their existing IT investments to take 
advantage of Azure, resulting in a reduction of cost and the ability to enhance operations through cloud-
based improvements and build transformative applications that create new business opportunities.  

This paper describes typical scenarios where the new opportunities and flexibility offered by the Windows 
Azure platform foster rethinking of how financial solutions are developed and delivered, and how they can 
realize significant benefits for the stakeholders. 

 

Microsoft Cloud Strategy 

Let us refer to “the cloud” by using a definition from the National Institute of Standards and Technology:  

“A computing capability that provides an abstraction between the computing resource and its underlying 
technical architecture (e.g., servers, storage, networks), enabling convenient, on-demand network access to 
a shared pool of configurable computing resources that can be rapidly provisioned and released with 
minimal management effort or service provider interaction.”  

This definition embodies several distinct characteristics: 

1. On demand: Resources are accessed as a utility, similar to the electrical grid. Resources are 
available when and as you need them, on demand.  

2. Broad network access: Resources are available anytime, anywhere, via the Internet or a network. 
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3. Resource pooling: Some or all the resources are shared, to some degree. The details of location and 
physical nature of the resources is abstracted away from the consumer. The consumer may no 
longer need or want the expertise required to manage the actual resources. 

4. Rapid elasticity: Demand-driven consumption and provisioning of resources in a rapid self-service 
fashion. The ability to decommission resources as demand drops. 

5. Metered usage: Usage of resources is measured and you are charged only for the resources that 
you consume. 

 
At a broad level, the cloud could be distinguished into the following categories or models: 

 Software as a service (SaaS): In the SaaS model, the resources that are consumed are finished 

services or applications. This might include email, accounting, and banking applications—

applications that people rely on for business, personal use, etc. These applications are consumed 

via the Internet through devices such as 

PCs, TVs, gaming consoles, and phones. 

With SaaS, you allow your vendor to 

manage the application, the hardware, 

the operating system, the storage—all 

the cloud resources. You are only a 

consumer. 

 Platform as a service (PaaS): In a PaaS 

model, the underlying hardware, 

operating environment, middleware, 

networking, and related platform are 

abstracted from the consumer. The focus 

is on creating the application 

functionality rather than managing and 

garnering experience in the underlying infrastructure. You rely on your cloud vendor to provide you 

with a platform on which you build and deploy applications. 

 Infrastructure as a service (IaaS): With IaaS, your cloud vendor provides data centers with access to 

a large capacity of on-demand servers, storage, and networking. The cloud resource consumer is 

responsible for managing and deploying the operating system, the middleware, application 

runtimes, and applications. 

Microsoft’s cloud strategy encompasses a range of dimensions  to enable  different  services and application 
offerings. Identifying the right workloads and scenarios is a key aspect of any successful cloud 
implementation. The platform-as-a-service model is particularly interesting because it provides excellent 
support of platform capabilities as well as a great deal of flexibility for application development. Microsoft 
delivers three distinct services that provide the basis for platform as a service: Windows Azure, Microsoft 
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SQL Azure, and Windows Azure AppFabric. In this paper, we will discuss these three services and, most 
importantly, outline some interesting scenarios within financial services. 

 

Windows Azure Platform 

The Windows Azure platform by itself can be viewed as a set of cloud computing services that form the 
basis of a cloud operating system and computing environment. Windows Azure provides the basic operating 
system capabilities only at massive scale. These capabilities include: a runtime environment for executing 
applications, a storage system for persisting different data types, and the “fabric controller” that manages 
and monitors the different subsystems. Interestingly, these capabilities can be used independently or 
together.  

The Windows Azure runtime system provides an environment to execute almost any program that will run 
on Windows Server. The runtime easily supports web applications written in Microsoft .NET along with 
many other development languages, with software development kits available for Java, Ruby, and PHP. 
Additionally, the runtime supports the ability to host Internet-accessible services that can be used to build 
new applications or to enhance existing applications. The storage system within Windows Azure allows for 
the storing of nonrelational tables, queues, and Blobs. Most important, 
the underlying cloud operating system is abstracted away from the 
developer. This abstraction means that developers can quickly and easily 
build and deploy applications that can massively and dynamically scale 
without having to understand the requirements of the platform. 
Developers focus on delivering business logic and functionality for 
applications rather than worrying about the underlying infrastructure and 
operational obstacles of cloud applications.  

Developers using the Microsoft Visual Studio development system, 
benefit from its integrated toolset and seamless testing mechanisms. The Visual Studio tools have been 
updated to support the ability to develop, test, and debug Windows Azure applications locally. 
Furthermore, with these same tools and abstraction principles, existing on-premises applications can easily 
be reengineered for the Windows Azure platform. 

SQL Azure Platform 

Many modern applications rely on relational databases for data storage and access. For cloud-based 
applications, this could be a significant challenge. As storage requirements increase or change, deploying 
and managing databases grows more complex. SQL Azure provides core relational database capabilities, 
while relieving the application developer from having to manage the server infrastructure for cloud-scale 
applications. Developers can use the familiar TSQL language and access SQL Azure through a variety of 
access protocols, such as Microsoft ADO.NET, Open Database Connectivity (ODBC), and Java Database 
Connectivity (JDBC). 

Just as with Windows Azure, SQL Azure is a logical concept and does not correspond directly to physical files 
and servers. This abstraction allows for flexible provisioning so developers can focus on the logical vs. the 
physical design. 
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Microsoft also provides Microsoft Sync Framework technology, which makes it possible to synchronize on-
premises databases with SQL Azure databases or applications as part of a data hub. 

Windows Azure AppFabric 

Connecting different applications, particularly, across the Internet, can be challenging. With corporate 
networks, firewalls, and various protocols along with the related security and access concerns developers 
are faced with many questions and often find few answers. Windows Azure AppFabric provides for highly 
secure interconnectivity for distributed applications.  

Windows Azure AppFabric has two major components:  

 The Windows Azure AppFabric Service Bus provides the ability for applications to expose endpoints 

in a secure way to other applications. Once securely connected, applications can exchange messages 

via the Service Bus, which also offers the capabilities for network address translation and dealing 

with firewalls. 

 Windows Azure AppFabric Access Control provides the ability for applications to authenticate 

themselves and to assign identity information to other applications. Secure access to the Services 

Bus is provided by the Access Control service. 

 

Additional Capabilities with Windows Azure Marketplace DataMarket 

Outside of the three core cloud capabilities provided by Microsoft, an additional service has just recently 
been made commercially available. Windows Azure Marketplace DataMarket provides users and 
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applications with high-quality information delivered as a cloud service. With DataMarket, users can 
discover, explore, and consume information through a consistent, Internet standards–based approach. You 
can learn more about DataMarket at the following link: Windows Azure Marketplace DataMarket.  

 

Windows Azure, SQL Azure, and Windows Azure Platform AppFabric Road Map 

Currently, Windows Azure, SQL Azure, and Windows Azure AppFabric are all available as commercial 
services with the pricing and service level offerings accessible from a web-based portal. One of the powerful 
aspects of the platform abstractions provided by these services is that they can be updated and new 
features added without affecting the applications that rely on each service. Microsoft can therefore add 
new capabilities at a more rapid pace than might be possible with traditional server products. 

New Capabilities 

 

The following new features are either currently in the Community Technology Preview (CTP) stage or will 
be soon. This list, though not exhaustive, includes several of the key innovations. 

 Microsoft SQL Azure Reporting: By providing features similar to SQL Server Reporting Services, SQL 

Azure Reporting makes it possible for developers to embed reports based on SQL Azure databases 

directly within their applications or via the SQL Azure portal. 

 Windows Azure elevated privileges: Sometimes there are small configuration or installation 

requirements that applications require but that are not supported currently with the Windows 

Azure capabilities. With Windows Azure Admin Mode, 

developers can have elevated access to their environments 

for making these configuration changes, or perhaps for 

taking advantage of Windows Installer technology. The 

feature is currently in beta. 

 Windows Azure VM Role: Microsoft is adding another role 

to Windows Azure that will allow easier migration of 

existing server applications to Windows Azure. With the 

“VM Role” (virtual machine role), your organization will be 

able to create a Windows Server 2008 R2 VHD image on-premises and have it executed in Windows 

Azure. This capability is currently in beta. 

 Windows Azure AppFabric: There are many new features currently available in Windows Azure 

AppFabric. One of the most interesting is Durable Message Buffers, which offers durable storage 

for messages passed into AppFabric. In this scenario, messages passed into AppFabric can be 

retrieved later, even in the event of client failures.  

 Windows Azure virtual network: Microsoft will be bringing a range of services to Windows Azure to 

deliver more robust networking capabilities. The first of these is Windows Azure Connect, which 

https://datamarket.azure.com/about


 
 

 

  
Page 8 

 
  

| Worldwide Financial Services 

will provide an easy way to set up an IP-based network for establishing connectivity between 

Windows Azure and on-premises services.  

 Windows Azure Platform Appliance: Looking even further into the future, Microsoft plans to bring 

to market a turnkey cloud platform targeted at large service providers, large enterprises, and 

government organizations. The Windows Azure Platform Appliance will offer an integrated 

hardware and platform environment to these organizations that they can host in their own data 

centers. There is no defined timeline for the availability of the appliance offering. 

Expanding financial services solutions into cloud-based offerings requires vendors and customers to build 
highly scalable, reliable services that can be used simultaneously and globally by any number of users and 
devices. To pursue this approach independently, you would be required to build your own infrastructure 
to host and manage solutions, develop a software paradigm, and invest in the hardware and software to 
handle Internet-scale traffic and demand. Windows operating system made it possible for ISVs, customers, 
and developers to focus on building value-added, on-premises applications instead of building operating 
system–specific features, components, and drivers. Today, the Windows Azure platform provides the same 
foundation for cloud applications. 

For a more detailed overview, see the paper “Introducing the Windows Azure Platform” 
(http://go.microsoft.com/fwlink/?LinkId=158011) and other materials available at 
http://www.microsoft.com/windowsazure/getstarted.  

 

Architecting Financial Services Solutions for Azure 

Financial institutions face a myriad of internal applications and systems that were developed over 30–35 
years and spread across different technology platforms. These newer systems were often implemented to 
fulfill a new product need, but few of these systems resulted in the replacement of older systems and were 
integrated without regard to enterprise architecture. The result is architecture inefficiency and redundancy 
in application functionality and support models across the organization. Now, financial institutions strive to 
achieve a lower cost of technology and to create a more efficient processing infrastructure. As part of a 
renewal program, institutions logically seek to replace aging applications over time, and so identifying 
reusable shared services is a strategic element of such planning. 

Identifying common functionality and decoupling it from individual applications as a “shared service” not 
only simplify development and avoid duplication but also enable the flexibility to deploy and consume such 
functionality from other nodes and levels in the system, including the cloud. The right distribution of 
functionality and topology of the system would be different depending on the specific context and 
constraints. To harness the new opportunities offered by the cloud, it is essential to maintain the flexibility 
to deploy (and possibly change over time) different services without major redesign of the entire system.  

Addressing security concerns affects all aspects of application architecture, from user logons and the storage 
of data at rest to the movement of data through an application. Organizations will find that each of the 
three major areas of Azure provide the tools and techniques to ensure that your application is secure. 
Additionally, the Microsoft data centers are all operated under the process and procedures of the Microsoft 
Global Foundation Services organization, which provides additional security capabilities outside of the Azure 

http://go.microsoft.com/fwlink/?LinkId=158011
http://www.microsoft.com/windowsazure/getstarted/
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platform components. For more information, your team should review the document “Security Best 
Practices for Developing Windows Azure Applications” and also review the information for Global 
Foundation Services. 

 

Azure Scenarios for Financial Services 

This section describes some typical scenarios where the Windows Azure platform can open up new 
approaches to delivering innovative services and improving efficiency in financial services. To identify 
financial services scenarios, it is first worth considering the nature of some of the typical workload demands 
that are suitable for migration to the Azure platform. These workloads are not the only workloads that are 
high-potential candidates for Azure, but they do identify scenarios that are not easily solved using 
traditional application deployment or hosting methodologies and are therefore good Azure candidates. 
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“On and Off” 

Processing at period end or even processing daily “batch” jobs are workloads that often require peak 
hardware capacity planning. Windows Azure provides on-demand scaling, allowing the resources required 
for large processes to be provisioned when needed.  These processes can then be completed within the 
processing window allowed for the workload. 

 “Growing Fast” 

A newly launched product or service that exceeds initial planned capacity requirements creates a different 
set of problems with the overutilization of hardware and in many cases customer dissatisfaction due to 
performance degradation of the service. Applications built on Azure can take advantage of the on-demand 
scaling provided by Azure. 

“Unpredictable Bursting” 

Application workloads are often affected by unexpected financial and global market events. Trading 
volumes can dramatically increase in institutions or exchanges and the applications that serve those users 
can see service outages or unexpected demand. Again, on-demand scaling and “Easy on, Easy off” can help 
these workloads fulfill SLAs. 

“Predictable Bursting” 

There are many scenarios where a workload has a predictable need for additional capacity, but only for a 
short period of time. This often occurs in scenarios such as where payment volumes approach daily cutoff 
times or where end-of-day processing workloads are associated with core banking systems. Azure can help 
provide this additional capacity and agility without requiring the need to have peak-load hardware 
capacity. 

Dynamic Computing: Extending data center capacity for delivering high computational 
workloads 

With Windows Azure, financial services providers can extend their data centers to take advantage of 
dynamically scaling for high-compute scenarios such as risk computations and complex risk modeling. 

RiskMetrics delivers risk management services to the world’s leading asset managers, banks, and 
institutions to help them measure and model complex financial instruments. RiskMetrics runs its own data 
center but, to accommodate spiky increased demand for its services for specific periods of time, the 
company needed to expand its technical infrastructure. Rather than buy more servers and expand its data 
center, RiskMetrics took advantage of the Windows Azure platform to handle the surplus loads.  

To help its customers, RiskMetrics’ financial engineers develop complex algorithms known as “Monte 
Carlo” simulations. These simulations are expensive in terms of the amount of computational resources 
needed, so this is an ideal application for the cloud. RiskMetrics can consume vast amounts of computing 
for short periods of time and only pay for what it needs. By combining the capacity of its own data center 
with the potentially limitless capacity of Windows Azure, RiskMetrics is able to satisfy the fixed demand on 
its own infrastructure and then spill over high peak loads onto Windows Azure. Because the Windows 
Azure platform is highly compatible with RiskMetric’s existing application (Visual Studio and .NET), the 
company is also able to develop applications locally and deploy them to Windows Azure very quickly. The 
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solution is called RiskBurst—“bursts of processing onto the cloud from our risk infrastructure.” Eventually, 
RiskMetrics expects to provision 30,000 Windows Azure instances per day. 

Easy on, Easy off: On-demand scalability for financial services businesses and their 
clients 

Financial services organizations need the flexibility to have immediate access to more resources to address 
unexpected peaks on demand, and then relinquish those resources to save costs and lower TCO. 

Kynetix, a Microsoft partner from the U.K., ported its Operational Risk application to Azure because Azure 
gives its clients “Easy on, easy off” scalability when needed. Numerous customers are already interested in 
its Azure-based solution. Kynetix has specialists in the finance sector in areas including exchange-traded 
derivatives, asset and wealth management, and insurance.  

Hyland’s OnBase Agent Portal Solution allows carriers to give agents, brokers, and managing general 
agent’s accurate and up-to-date information around the clock. OnBase helps strengthen the agent 
network and makes doing business with a carrier easier by making it possible for its agents, partners, and 
insurers to better review and manage their accounts. OnBase provides for agent portals to be created, at 
scale and on demand. Through the Windows Azure platform’s cloud scalability, Hyland’s OnBase Agent 
Portal solution is scalable to tens of thousands of agents automatically, simplifying the administration and 
overhead associated with creating server infrastructure and eliminating service level outages. Users gain 
immediate access to commission statements, claims documents, policies, agent reports, aggregate data 
from core line-of-business applications, and other critical information.  

Prior to the capabilities provided by Windows Azure and Microsoft SharePoint Online, the ability to power 
up agent portals in this fashion was infeasible. Barriers included hardware acquisition, firewall restrictions, 
and speed to solution. The OnBase Agent Portal solution result is more business for those carriers that 
make things easier for their producer networks. It also empowers agents while freeing resources at the 
carrier to focus on high-value activities so they can produce more business, rather than answering 
frequently asked questions.  

 

Driving Business Agility: Delivering new and innovative financial services quickly via 
Azure  

New banking solutions must reduce operational costs. By making banking solutions available in the cloud 
using the Azure platform, core banking partners are enabling clients to benefit from increased agility with 
lower TCO and risk, while simultaneously providing them with unprecedented speed and flexibility with 
access to the latest solutions.  

Temenos in the Cloud – T24 on Windows Azure; Tememos and Microsoft have successfully deployed the 
T24 core banking application on Windows Azure.  Using both Windows Azure and SQL Azure, T24 is helping 
a network of Mexican financial institutions move from a traditional hosted platform to Windows Azure.  
This migration will allow banks to remove the high data center costs of running multi-application 
environment and use a consumption-based pricing model.    

http://blogs.technet.com/b/sql_server_isv/archive/2011/02/08/temenos-in-the-cloud-t24-on-windows-azure.aspx
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AXA Seguros wanted to deliver great, real-time support experience for customers for complaints and 
issues related to its insurance products. Previously, it had been relying on help desk responses via a toll-
free telephone line through a call center and email box workflow. AXA Seguros chose the Windows Azure 
platform as an alternative to expose applications to the Internet to handle load peaks, provide high 
availability, and perform claims complaints tracking and processing at a low cost. AXA achieved this with 
minimal startup cost and hardware investments.  

Fiserv is always looking to explore new ways to improve its services and deliver innovation to the market. 
Through their evaluations, Fiserv found that a Microsoft-based services application could be implemented 
in Windows Azure with a high degree of fidelity to the existing application code. Only minimal changes 
were needed to complete the Fiserv initial proof of concept. In addition, Fiserv showed that it could easily 
move applications to Windows Azure or support a “hybrid” model of using its own infrastructure in 
tandem with Windows Azure. 

Access and Monetize Data: Windows Azure DataMarket 

Data as a service also plays into another scenario where the content could be syndicated and provided 
either on a subscription basis or through free public access. Windows Azure makes it possible to deliver on-
demand data through cloud services and open standards. 

Windows Azure DataMarket is a new service that developers and information workers can use to discover, 
purchase, and manage premium data subscriptions in the Windows Azure platform. DataMarket is an 
information marketplace that brings data and real-time web services into a single location that is accessible 
through applications like Microsoft Office and SQL Server. DataMarket also offers application programming 
interfaces for software developers to power their applications with instant access to financial data delivered 
in real-time over the Internet. 

Individual investors and finance professionals have the ability to pull financial market data such as real-time 
stock quotes directly from DataMarket into Microsoft Office applications like Excel and Access over the 
Internet. Additionally, application developers are able to integrate financial market data directly into their 
applications and websites through Microsoft development software, such as Visual Studio and SQL Server. 

Xignite, a cloud services provider of on-demand data distribution technologies, has signed a joint agreement 
with Microsoft to deliver financial market data as part of Microsoft DataMarket cloud service in the 
Windows Azure Marketplace. 

Records Management 

Document and records management is ideally suited to Windows Azure due to the fundamental 
requirements of highly secure storage as well as search and retrieval by multiple user roles. 

OpenText, a global provider of document management solutions, wanted to lead the market in providing a 
cloud-based records management service in Windows Azure. Administrators will have the option to store 
documents either on-premises or on Windows Azure, a fact that will be invisible to the end user. By 
incorporating these abilities into the OpenText Enterprise Library Service, Azure will be provide a cost-
effective way for organizations to have unlimited financial records storage capacity. Users will have global 
access to these records and automatic redundancy. 

http://www.onwindows.com/Search.aspx?Keywords=Office
http://www.onwindows.com/Search.aspx?Keywords=Visual%20Studio
http://www.onwindows.com/Search.aspx?Keywords=SQL%20Server
http://www.onwindows.com/Search.aspx?Keywords=Xignite
http://www.onwindows.com/Search.aspx?Keywords=DataMarket
http://www.onwindows.com/Search.aspx?Keywords=Windows%20Azure
http://opentext.com/2/global.htm
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A case study that describes the OpenText initiative can be found at: 
www.microsoft.com/casestudies/Case_Study_Detail.aspx?CaseStudyID=4000002892 

 

Solution Scenarios at a Glance 

 

Azure 
Capability 

Financial Services 
Solution Area 

Description Industry 
Example 

Information 
as a service 

Advisory services  Individual investors and finance professionals have 
the ability to pull financial market data such as real-
time stock quotes directly from Azure. 

Xignite 

Drive 
business 
agility and 
time-to-
market 

Core banking Deliver banking services via Azure. Misys 

Datacenter 
extension 

Risk analytics and 
reporting  

Dynamic scaling for high-compute demands for risk 
analytics services. 

RiskMetrics 

Dynamic 
scaling 

Advisory services Quickly provision and streamline business processes. Hyland 

Governance risk 
and compliance 

Resolve application for globally managing trade 
issues. 

Kynetix 

Collaboration 
between 
business 
partners 
made easy 

Document and 
records 
management  

Document Exchange solution.  
Sharing, publishing, and consuming content 
produced for/by business partners is costly and 
complex. Azure brings all the financial business 
partners back together as if they all were sitting on 
the same network. 

Hyland 

Application 
extension 

Claims servicing Windows Azure Platform makes it possible to expose 
applications to the Internet to handle load peaks and 
provide high availability at low cost. 

AXA 

Records 
management 

Governance risk 
and compliance 

Use Windows Azure to augment by integrating 
archival software with cloud storage. 

OpenText  

 

Conclusion 

Cloud computing is becoming a transformational force in delivery and consumption of applications and 
offers new opportunities for software developers, ISVs, enterprises, and consumers to take advantage of 
cloud-based or cloud-enabled applications. The software industry has been through major changes—from 
mainframe computing, to desktops, to the web—and now we are standing at the next phase of innovation. 
The cloud has the potential to reduce deployment and operating cost, speed up implementation times, 

http://www.microsoft.com/casestudies/Case_Study_Detail.aspx?CaseStudyID=4000002892
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provide massive scale and reach, and offer new economic opportunities. Momentum is building around 
cloud scenarios applicable to financial services by supporting business agility at lower cost. Microsoft has 
made a strong commitment to the overall cloud strategy and Windows Azure is one of the pillars to offer 
you a platform for building the next generation of applications. 

 

Resources 

 Windows Azure: www.microsoft.com/windowsazure  

 Security Best Practices for Developing Windows Azure Applications: 

www.globalfoundationservices.com/security/documents/SecurityBestPracticesWindowsAzureApps

.pdf 

 Microsoft Global Foundation Services: www.globalfoundationservices.com 

http://www.microsoft.com/windowsazure
http://www.globalfoundationservices.com/
http://www.globalfoundationservices.com/
http://www.globalfoundationservices.com/

