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Overview
The Windows Deploying and Managing Bitlocker in the Enterprise 

workshop provides attendees with the deep knowledge and 

understanding of the implementation, management and troubleshooting 

techniques needed to manage Bitlocker. Through presentations, white-

board discussions, and goal-based labs, this 2-day workshop covers the 

individual approaches for troubleshooting problems and explores the 

tools available to monitor, trace and identify the root cause of the issues.

We start by explaining the aspects of BitLocker; from the small, hidden 

partition at the start of a boot disk, to the integration with Active Directory, 

to installing an OS on an encrypted disk, to recovering encrypted disks 

and finally creating a scalable, manageable platform which is enterprise-

ready to store the keys using Microsoft BitLocker Administration and 

Monitoring (MBAM).

Key Features and Benefits
Data-loss is an ever-growing problem and the consequences of it are 

numerous and increasing in severity. Being affected by data-loss is 

becoming a case of “when”, not “if”, sensitive business or personal data is 

lost. This workshop works by helping IT Pros bridge the gap to get their 

disks encrypted, their data safe and the encryption keys accessible in a 

managed way.

Technical Highlights 
After completing this course, you will be able to:

• Understand the tools that can help deploy Bitlocker.

• Understand how to approach different troubleshooting scenarios.

• Collect and analyze logs used to troubleshoot Bitlocker.

• Identify action plans to troubleshoot different components and areas of 

Bitlocker encrypted environments.

Target Audience:

This course is an advanced 

course for managing Bitlocker 

and is only targeted at IT staff 

who have designed, deployed, 

administered and managed 

Windows Platform or Bitlocker 

encryption or other encryption 

software.

This Premier Workshop is 

delivered by a Premier Field 

Engineer. The workshop has a 

duration of 2 days at 300 level 

involving hands-on labs. 

Participants will learn the 

insides of BitLocker and how to 

deploy and manage encrypted 

volumes.
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This workshop runs for two full days. Students should anticipate consistent start 

and end times for each day. Early departure on any day is not recommended.

Module 1: Bitlocker Fundamentals: Requirements to use BitLocker. The 100MB 

Partition. TPM (Trusted Platform Module). Encryption Keys. Protectors. Recovery 

Key(s).

Module 2: AD Integration: Requirements to Active Directory and Domain 

Controllers. How to configure computers to back up the Recovery Key and TPM 

information to AD. Using the BitLocker AD Recovery Password Viewer. 

Common questions. 

Module 3: Bitlocker To Go: What is BitLocker To Go. BitLocker To Go 

Requirements. How The BitLocker To Go Reader Works. FIPS Compliance and 

BLTG.

Module 4: Bitlocker in the Branch Office: This module covers why you may 

deploy BitLocker in the Branch Office. Deployment and Total Cost of 

Ownership. Encrypting Domain Controllers and key storage on RODCs.

Module 5: Group Policy Settings: Every available GPO setting explained. 

BitLocker settings defined as best practices within Security Compliance Manager 

v2.5. 

Module 6: Performance: This module provides covers performance 

considerations. Spindles vs. SSD. Measuring Performance before and after 

BitLocker implementation.

Module 7: Deployment Options: In this module, we review available deployment 

methods (MDT, SCCM, 3rd party tools). Automated enabling of the TPM. 

Migrating from XP where the disk is encrypted using existing FVE products 

(during OS Migration).

Module 8: Troubleshooting: Common causes for prompting for entering the 

Recovery Key. Misconceptions of TPM measurements. Tools and techniques. 

Repair or decrypt damaged BitLocker volume using DaRT. 

Module 9: Microsoft BitLocker Administration and Management (MBAM): 

MBAM fundamentals. Server installation. Additional GPO settings. Key Recovery. 

One-Time Recovery Password. Reporting status. Deploy BitLocker after Win7. 

Deploy MBAM after BitLocker. Self-Service Portal. Usage scenarios. The SCOM 

Management Pack for MBAM. SCCM Integration

Hosted Requirements:

Participants will need a 

computer running at least 

Windows 7, with 50 GB free 

drive space, a USB port, a 

10 Mbps or faster network 

adapter, at least an 

evaluation copy of Office 

2010 Professional or later, 

and a PDF reader. 

Participants also need a 

Microsoft/Windows Live ID 

to connect to the virtual 

environment. The 

classroom must be 

networked, with access to 

the Internet and at least 

total Internet bandwidth of 

2 megabits per second. TCP 

port 443 must be open. We 

highly recommend a wired 

network in the classroom.

Hardware Requirements:

Text goes here – based on the 

workshop setup that is 

provided.
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