
 

Certifications, Compliance, and Vulnerabilities 
SQL Server 2008 introduced additional enterprise-class security features and made considerable investments in 
capabilities that help provide a high level of security and compliance for organizations—built directly into the product. 
These investments contribute to Microsoft’s Trustworthy Computing initiative that defines the steps necessary to help 
support secure computing and helps you deploy and maintain a secure environment. Microsoft continuously works to 
ensure security vulnerabilities are minimal and pursues certifications and tools for SQL Server to help organizations meet 
security-related policies and regulations. 
 
Common Criteria Certified 
Common Criteria certifications are officially recognized by an international agreement (the CCRA) by 25 countries that 
signed the agreement, including the United States and Japan. This certification is a third party verification of the extensive 
security of SQL Server 2008 and demonstrates Microsoft’s continued commitment to our customers’ security needs. For 
more on Common Criteria: http://www.commoncriteriaportal.org/  

 SQL Server 2008 Enterprise edition: EAL1+ for 32 and 64bit 
SQL Server 2008 completed an IT security evaluation at the Basic Assurance Level (EAL1+). This certification is 
particularly significant in Japan where it makes SQL Server 2008 eligible for procurement tax discounts as a CC 
certified DBMS.  

 SQL Server 2008 Enterprise edition: EAL4+ (in progress) 
SQL Server 2008 is currently in process to complete the EAL4+ security evaluation. The certification officially 
started in January 2009 and typically takes 18-24 months to complete. The US government requires database 
software purchases be CC certified at EAL4+ and recognizes the certification once the process begins. 

 Previous certifications 
SQL Server 2005 SP1 at EAL1 (32 bit Enterprise Edition) 
SQL Server 2005 SP2 at EAL4+ and compliant w/NSA DBMS Protection Profile V1.1 (32 bit Enterprise Edition) 
 

FIPS 140-2 Compliant 
Federal Information Processing Standards (FIPS) are recommended or mandated in federal government-operated 
IT systems in either the United States or Canada. SQL Server 2008 can be configured to run as a FIPS-compliant 
application when running on an operating system that uses a FIPS-140-2-validated Cryptographic Service Provider 
or other module that has been validated. 
 
Read more on FIPS-140-2: http://support.microsoft.com/kb/955720  

  
Evaluated for Payment Card Industry (PCI) Data Security Standard (DSS) Compliance 
Certified audit firm, Parente Randolph, evaluated SQL Server 2008 for PCI compliance and provides guidance to customers 
on passing PCI audits. The key to complying with the standards is to ensure that Information Technology professionals 
maintain a suitable database platform to allow requirements to be met. 
 
Read the evaluation: Deploy SQL Server 2008 Based on PCI DSS Standards 
http://www.parentebeard.com/lib/pdf/Deploying_SQL_Server_2008_Based_on_PCI_DSS.pdf  
 
Evaluated for HIPAA Compliance 
Health Information Portability and Accountability Act (HIPAA) governs health information privacy, security, organizational 
identifiers, and overall administrative practices. Organizations faced with HIPAA regulations can take advantage of SQL 
Server 2008 capabilities to help meet database-related compliance requirements. 
 
Read the evaluation: Supporting HIPAA Compliance with Microsoft SQL Server 2008 
http://www.jeffersonwells.com/mssql2008hipaa 

 
For more information: 
SQL Server Compliance Guide: http://www.microsoft.com/downloads/details.aspx?FamilyId=6E1021DD-65B9-41C2-8385-
438028F5ACC2&displaylang=en  
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SQL Server 2008 Key Security Features 
 
1. Transparent Data Encryption (TDE) 

Implementing encryption in a database traditionally involves complicated application  
changes such as modifying table schemas, removing functionality, and significant performance degradations. TDE 
solves these problems by simply encrypting everything without requiring changes to the application. 
 

2. All Actions Audited 
With SQL Server 2008 you can create audits that will allow you to analyze the data usage patterns for the data in your 
database. With SQL Server 2008 you can audit not only changes to data but also which users are reading data. From a 
security standpoint this will allow you to see when a user who would normally have access to a certain set of data is 
accessing more than they should and take corrective action if necessary. 
 

3. Extensible Key Management 
Extensible key management works with transparent data encryption to separate the encryption key from the 
database. With the growing demand for regulatory compliance and concern for data privacy, organizations can take 
advantage of 3

rd
 party Hardware Security Modules (HSM) which store encryption keys on hardware or software 

modules away from the data for added security. 
 

4. Policy-Based Management 
Policy-Based Management allows DBAs to define a set of policies that can control many different aspects of SQL 
Server. Policies can be applied to a single server or to groups of servers. Use Policy-Based Management to help 
manage and detect non-compliance with security polices for data across the enterprise. 
 

5. Clustering Authentication 
SQL Server 2008 clustering supports Kerberos authentication on a virtual server. Administrators are able to specify 
Microsoft Windows–style policies on standard logins so that a consistent policy is applied across all accounts in the 
domain. 
 

6. Surface Area Configuration 
SQL Server 2008 includes the SQL Server Surface Area Configuration Tool, which provides an intuitive graphical user 
interface (GUI) for configuring the server. Running this tool should be your first task after installing SQL Server. The 
tool opens with a brief explanation of its purpose, and a link to documentation. It includes a link to configure services 
and protocols and another to configure other features. 
 

7. Off By Default 
To reduce the SQL Server 2008 surface area to unauthorized access after initial installation, a number of services have 
been turned off or set for manual start-up so no inadvertent access is granted. Services that are off by default include 
the Microsoft .NET Framework, Service Broker network connectivity, and HTTP connectivity for Analysis Services. 
Services that require manual intervention to start include SQL Server Agent, Full Text Search, and Integration 
Services, which can all be reset for automatic start-up. 
 

8. Surface Area Reduction and Advanced Security 
SQL Server 2008 provides rich security features to protect data and network resources. It is much easier to achieve a 
secure installation of the software, because all but the most essential features are either not installed by default or 
disabled if they are installed. SQL Server provides plenty of tools to configure the server. Its authentication features 
make it harder to get access to a server running SQL Server by integrating more closely with Windows authentication 
and protecting against weak or old passwords. Granting and controlling what a user can do when authenticated is far 
more flexible with granular permissions. 



 

SQL Server Vulnerabilities Comparison 
Microsoft, IBM, MySQL, and Oracle regularly report security vulnerabilities (or CVEs) to NIST National Vulnerability 
Database (http://web.nvd.nist.gov/view/vuln/search). Based on this reported information, the following is a historical 
representation of database security vulnerabilities reported by Microsoft, IBM, MySQL, and Oracle over the past 8 years.  
 
Database features alone should not be assessed to determine “security.”  Organizations need to understand how 
vulnerable their database solution is from attacks—and not just external attacks, according to Forrester (March 2009), 
70% of threats come from inside the enterprise. This means it’s no longer safe to assume that a database behind a firewall 
is protected and vulnerabilities or patching are not of concern. 
 

 
 
Notes:  Update as of 4/20/2010. Vulnerabilities are included for SQL Server 2000 , SQL Server 2005 , SQL Server 2008. Oracle  (8i, 9i, 9iR2, 10g, 

10gR2,11g), IBM DB2 (8.0, 8.1, 8.2, 9.0, 9.5), Query for Oracle was run with vendor name: ‘Oracle’ ,  and product name: ‘any’ (all database product name 

variations were queried) . Query for IBM DB2 was run with vendor name: ‘IBM’ ,  and product name: ‘db2.’ Query for MySQL was run with vendor name: 

‘MySQL’,  and product name: ‘Any.’ Query for Microsoft  was run with vendor name: ‘Microsoft ‘ ; product name: ‘Microsoft SQL Server’;  version name: 

’Any’ 

 This chart counts NIST CVE – Software Flaws (Each CVE might include more than one Oracle vulnerabilities) 
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